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IBM Connections 4: PDS Tivoli Access Manager
configuration
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Overview

Sametime, and Microsoft SharePoint, with third-party security systems,
Tivoli Access Manager, and CA SiteMinder products. His involvement
includes from conception to installation, configuration, administration of

infrastructure, and troubleshooting to any issues that might arise. Devon

can be reached at cl ar kdev@e. i bm com

This scenario explains how to deploy IBM® Connections 4.0 in a network deployment that involves
multiple computers with one IBM WebSphere® cell that contains two nodes, both of which host

IBM® Connections 4.0. This scenario is typical of an enterprise-level production deployment. This
article is an end-to-end guide to deploying this type of configuration with all prerequisites. You can

also follow this guide in situations in which more than two nodes are being deployed.
Table 1: Computers in scenario

L Version . HW or
Host name Applications number OS version RAM/CPU VM
Deployment Manager + |Deployment 20.0.21 \Iévr:?:rorilsezgg?vsrz 4GB/2x VM
IHS.mycompany.com Manager + HTTP B 64-bitp CPU
Windows 2008 R2 4GB/ 2 x
Node 1.mycompany.com |Node 1 7.0.0.21 Enterprise Server VM
. CPU
64-bit
Windows 2008 R2 4GB/ 2x
Node 2.mycompany.com |Node 2 7.0.0.21 Enterprise Server VM
. CPU
64-bit
MS-SQL
2008 + .
o~ MS-SQL + Tivoli | Tivoli Windows 2008 R2 |, g/ 5
Server+TDIl.mycompany. | ~. : Enterprise Server VM
Directory Integrator |Directory . CPU
com 64-bit
Integrator
7.1 FP5
IBM Tivoli Directory Tivoli Windows 2008 R2 4GB/2x
LDAP.mycompany.com Directory . VM
Server Server 6.3 Enterprise Server CPU
. : Windows 2003 SP2 |4 GB/2 x
QRD.mycompany.com  |Quickr Domino 8.5.1 FP5 Server CPU VM
Sametime-SSC+DB2.my |Sametime System |(8.5.2 IFR1 . i 4GB/ 2X
company.com Console + DB2 v9.7 RedHat 6 Linux 64-bit CPU M
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Table 1: Computers in scenario

Host nhame Applications Version OS version RAM /CPU HW or
number VM
. . Sametime
Sametime-SC+Domino.m ooty + 8.5.2 IFR1 |RedHat 6 Linux 64-bit |~ 5B /2% Iy
ycompany.com . CPU
Domino Server
Sametime-SP.mycompan|Sametime Proxy 852 IFR1 |RedHat 6 Linux 64-bit 4GB/2x VM
y.com Server CPU
SharePoint.mycompany.c . SharePoint |Windows 2008 SP1 4GB/2x
om SharePoint Server 2010 Enterprise Server CPU VM

SSC: Sametime System Console
SC: Sametime Community Server
SP: Sametime Proxy Server
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Scenario description

This scenario is designed as an end-to-end guide to deploying IBM Connections 4.0 in a network
environment with two nodes. Full system specifications and a list of software that is used in this
configuration are outlined in the environment Hardware and Software specifications topic in this
article. The following properties describe the environment in more detail:

« Operating system
Microsoft® Windows® Server 2008 Enterprise Edition x86-64 Bit.
- Database server
Microsoft® SQL Server 2008 R2.
« User directory
IBM Tivoli® Directory Server v7.1.
» Supported plug-ins
All plug-ins are supported in this environment.
- Secure sockets layer (SSL)
SSL is enabled on this deployment for all communication.
« Third-Party Security
Tivoli Access Manager: Tivoli Access Manager v6.x.
« Other product integrations

This scenario describes integration with IBM Quickr Domino® Server 8.5.3, IBM Lotus
Sametime®, 8.5.2, SharePoint 2010 Server, and SharePoint plug-in.

Contents

—

. Installing WebSphere Deployment Manager and Application Server v7.0.0.0
. Integration portfolios

. Sametime integration

. Quickr Domino integration

. SharePoint 2010 Server installation

. Install and deploy IBM Connections plug-in for SharePoint

N oo o AW

. Configuring SharePoint SSO/security

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 3
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1. Installing WebSphere Deployment Manager and Application
Server v7.0.0.0

Deployment Manager

1. On dm exanpl e. com extract the downloaded file into a directory on your hard disk. Go to
that directory and run | aunchpad. exe. The following panel is displayed. Click Launch the
installation wizard for WebSphere Application Server Network Deployment to
continue.

& WehSphere Applicaton Server Setwork Deploypment

4+

£ WebSphere, software

‘Welcoame

WehSphare Application Server
Instalation Welcome to WebSphere Application Server Network Deployment

IBM HTTP Server Installation
B Ve Sphane Applicalion Server Network Deglopmenl Yedtion 7.0 i an inlegraied plaboim Tl contiing &n
Web Server plug-ins Installation Appiicabon Senver, Web dewslopment lools, & Wb £ anver, and sddibonal Suppodting ofedss and aturmentaton
i L f i : o
WabSphars DMZ Secure Proxy 5 = This lauschpsd My sene a3 & Single poinl of releencs fof nd aRng your AppRcabion Seher emiionmen

n
Frvttato Ve racomimand wewing he installabon diagrams for Nus ratees of Common applicaton Sener amireaments. Fod
IBM Update Installar for WebSphers ull documartalion isit be on-ine WabSphn Informaton Cenisr
Software Installation
To besgin, s elect an antry fom e listbolow & inilakoe 3 peoduct mstallaton wimnd Alnmatedy sefect a product

IBM WebSphere Instaliation Factary on the nanigaton BEE o lef o read descripSons of the products, and brows @ hedp documentaton and support links
|BH Eﬂwtumntnb befocn Flafing an instafalon wid
18M Tiwali Compodite Application
Manager for WebSphere Application = WabSphers Applicaton Sanwr Nebwork Deglomont
L B | aunen e inatataten wizad ot WebSphide Aphcatn Sange Motverk Deployment
- = B HTTP Server

8 | aunch i inatailason wzae for IEWM HTTP Sarver

+ Wab Sarver plug-ins
B | pinch e ina it Non stz bor Web Sers plt-rs

Figure 1. WebSphere Application Server Network Deployment: Welcome
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2. Click Next to continue.

& 1BM WebSphere Application Server 7.0

Welcome to the IBM WebSphere Application Server Network Deployment
installation wizard.

This wizard installs 1BM YebSphere Application Semer Network Deployment.
Additional information can be found at the [nformation Centers and Support sites

Tor WA ki nd ral homepage,

Click Next to continue.

Cancel |

Figure 2. IBM WebSphere Application Server 7.0: Welcome

© Copyright IBM Corp. 2013
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__ 3. Accept the IBM terms and click Next to continue.

& Websphere Application Server Setwork Deplopment

+

=2 WebSphere, software

Wavwe

I6M HTTP Server Instalation

Web Sarver plugins Installation
llHl.lp,-dih [nm'llr fer WebSphers
Software Lnstalation

IBM WebSphere Installation Facory
1BM Edge Compananits

184 Theoll Composite Application
mlr for WebSphare Apglication

Bt

i

Welcome to WebSphere Application Server Network Deployment

1B Vel Sphare Applicalion Server Metwork Deployment Vestion 7.00% an inlegrated platioim Tal contins &n
ARpCABon Senar, Wb developmanl lolE, & Wab Serwr, and sddianal fuppafting sofedie and dsturertigen
This launchpdd may S i as & Single point of refinencs lof insialing your Application Sener emaions ent

Wa racommand swewing ha instailghon diaqrams for ius rabens of Cammon applicaton Jenar envremant. For
full Socumertation visit Be on-ing WabSphee Information Cenler

To baegin, sedect an anfryrom he listbolow i inibalee 3 product mstallaton wimid. Alomatsedy selecta produd
an e nanigation BEtio bef I read descripions of the products, and brows & hidp documentation and support links
baforn slating an instalation wisd

= WabSpnern Application Sarver Mebwirk Deplmymand

B |aunch e ina iaiadion wizaed fof WebSohers Apciicabon Satvr abwork Deployment.
= [E TR Sirver

5 Lyunch e insatahon wigted ot IBMHTIP S
= Wab Sarver pluping

" Louch t i taahon wizaed for eb Sevet ohyim.

Figure 3. WebSphere Application Server Network Deployment: Software License Agreement
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___4. Click Next to continue when the prerequisite checks are passed.

& IBM WebSphere Application Server 7.0

nstalisnield

System Prerequisites Check

Passei: Your operating system completed the prerequisites check
succassiully.

Your operating system rnaais or aneeds lhe raqurnarnenta fcrrthls product.

pages for more Ini'um'laﬂun about suppurtad upar:ahng syslams Go tu the
prodiuct supportWeb pages to abtain the latest maintenance packages to
apply after installation,

The installation wizard also checks for existing installations of WebSphere
Application Server. Ta have more than one installation of WehSphere
Application Senver running on the same machine, unique port values must be
assigned to each installation. Gtherwise, only one installation of WebSphera
Application Server can run.

& Installations of WebSphere Application Server prior to Version 6.1
rray not be found reliabhy.

=l

= Back | Mest= | | Cancel |

Figure 4. WebSphere Application Server Network Deployment: System Prerequisites Check

© Copyright IBM Corp. 2013
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__ 5. Accept the defaults and click Next to continue.

& IBM WebSphere Application Server 7.0

Optional Features Installation =

Select [BM WebSphere Application Server Mebwork Deployment features to
install. See the InstallGuide_en.htrmi file in the docs directory for detailed
descriptions of the oplional features.

[ Install the Sample applications.

The Samples include both source code files and integrated enterprise
applications that demonstrate some of the |atest Jawa (TH) Platform,
Enterprise Edition (Java EE) and WehSphere technologies. The samples
are recommendead for installation to leaming and demonstration
emvironments, such as development environments. However, they are not

recommended for ingtallation to production applicalion server
ermironments.

I Install non-English language packages for the administrative console. —

In addition to installing the English language files, you can also install all
the non-English language files needed for using the administrative
ransole from machines with non-English locales.

= |
M dembm ] mmen P ol B om s oim s | om o i B i o B B m i s sl ....J

[rrstallEhieldi=

= Back

Cancel |

Figure 5. WebSphere Application Server Network Deployment: Optional Features Installation
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___6. Select the installation directory and click Next to continue.

& 1BM WebSphere Application Server 7.0

Installation Directory

IEM YWebSphere Application Server Network Deployment, Version 7.0 will be
installed to the specified directony.

Specify a different directory or click Browse fo select a diffierent install location.

Product installation location:
|cuBMAppSEver

P =] Ar,
Irretall sl eld —

= Back Mext = Cancel

Figure 6. WebSphere Application Server Network Deployment: Installation Directory

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 9
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___ 7. Select Management and click Next to continue.

i 18M WebSphere Application Server 7.0

Selectthe type of VWebhSphere Application Senver environment to create during 2]
installation. Although only one emdronment type can be chosen, additional
profiles can be created after installation using the Profile Management Tool.

Environments

Cell édeitament rmanager and a managed node)

|| Application server

Custom

Secure prowy (configuration-oniy)
MHone

- Description

Amanagement profile provides the server and services for managing
multiple application server emdronments. The administrative agent
rmanages application servers on the same machine. The Metwork
Deployment edition also includes a deployment manaager for fighthy
coupled management and a jJob manager for loosely coupled
management of topologies distributed over multiple machines,

Ll

installstield =

= Back Mewxt = Cancel

Figure 7. WebSphere Application Server Network Deployment: Environments
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___8. Select Deployment manager and click Next to continue.

& IBM WebSphere Application Server 7.0

Server Type Selection =
Select the type of server to be created in this management profile.

" Administrative agent

An administrative agent provides managerment capability for multiple
stand-alone application servers. An administrative agent can manage only the
application servars that exist within the same installation on one machine.

| & Deployment manager|

A deplovment manager provides management capability for rmultiple
federated nodes. A deployment manager can manage nodes that span
multiple systerns and platforms. The nodes that are managed by a
deployment manager can only be managed by a single deployment manager
and must be federated fo the cell of that deployment manager.

" Job manager

]

ImstallEHeldi—

= Back

Cancel

Figure 8. WebSphere Application Server Network Deployment: Server Type Selection

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 11
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__9. Select Enable administrative security and enter the user name and password of the
Admin user, and then click Next to continue.

iti I6M WebSphere Application Server 7.0

Enahle Administrative Security
Choosa whether to anable administrative security. To enable security, specify &
user name and password to log in to the administrative tools. The administrative
user is created in a repositony within the Application Server. After installation
finishes, you tan add more users, groups, or extemal repostonies.

v Enable adminisirative security,

User name:;
fwasadmin
FPassword:

F'A-!-A-'*m

Confirm password:

o]

See the Information Center for more information about administrathe security.

ImetallEneldi—

= Back Med = Cancel

Figure 9. WebSphere Application Server Network Deployment: Enable Administrative Security
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__10. Click Next to continue.

i I8M WebSphere Application Server 7.0

Repositony for Centralized Installation Managers
Choose whether to create a repository for centralized installation management
Deploywment managers can access and install contents from this repository to
other target locations. If created now, a copy of this installation package canbe
put in the repository. Use the WebSphere Installation Factory to create and
populate a repository later.

[T Create a repositony for Cenfralized Instalistion Managers,

InstalSheld —

= Back

Cancel |

Figure 10. WebSphere Application Server Network Deployment: Repository for Centralized Installation Managers

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 13
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___11. Click Next to continue after reviewing the installation summary screen.

& IBM WebSphere Application Server 7.0

|+

Installation Summary

Review the summary for correctness, Click Back o change valugs on prévious
panels. Click Next to begin the installation.

The fallowing product will be installed:

« IBM WebSphere Application Server Network Deployment
FProduct instafiabion iocation: CUEMAppServer

Thie following features will be installed:

& Core productfiles
Total size:

® 1036 MB

Application senver environment: Ll

InetallEhnleld—

= Back Cancel |

Figure 11. WebSphere Application Server Network Deployment: Installation Summary
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The component installation starts.

i 18M WebSphere Application Server 7.0

Initializing component; j[Zee.dev.collector

e 28%

Figure 12. WebSphere Application Server Network Deployment: Installation in progress

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 15
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___12. Click Finish to complete installation.

i I8M WebSphere Application Server 7.0

Installation Results -

Success: The following product was installed successiully.

& |[BM WehSphere Application Server Network Deployment -
ClBMAppSeryer

Application server environment:

# Deployment manager

Imiportant configuration information i in the AbouiThisProfile t log.
CABMAppSenvenprofiles\DmgritdogsiAboutThisProfile bd

The next step in creating a Network Deployment environment is to start the
deployment manager so that nodes can be federated into its cell. After the
deployment manager is started, you can administerthe nodes that belong to
the cell.

| You can stant and stop the deplovment manaaer from the command ling or Li

Iretalfstiaidl-

= Back e = i Finlsh

Figure 13. WebSphere Application Server Network Deployment: Installation results
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__13. Click Installation verification to verify that the installation completed successfully.

!ﬁl WebSphere Application Server - First steps - Dmgrid1

WebSphera Application Server

First steps

Installation verification
Confirm that your server is installed and that # can start properly.

Start the deployment manager
Start the deployment manager and its applications

Administrative console |
Install and administer ap plications

Inform ation center for WebSphere Application Server
Learn more about WebSphere Application Sarver.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 to version 7.0.
Migrate WebSphere Application Server Feature Pack for Web Services to version 7 0

Exit

Figure 14. WebSphere Application Server 7.0: Verification

___14. A confirmation of successful installation is displayed.

@ First steps output - Installation verlication

» Windows Serice

=ALMIAY 161 Tool infarmation is being logged in file

»

= CuBMappSeneiprosiesiDmgri1ogsdmpistadSerser log

:

*ADMUAD 281 Starting 100l with Bl D0l profile

:

=ADMUI 00 Reading configuiation fod Senaer dimgr

=ADMUIZ000 Sarver launched, Wailing for mitalizalion stalus

»

=ADMAFI0001 Server amgr open Tor e-business, process id is 1364

Sener por numbes k59060

WTLODA 01 Cannecting bo the dshmnd 3T WebSphere Application Server on port 9060

WWTLOOA 51 WebSphere Application Serder dsbmid 37 is running on port 9060 for profile Dagrdd

WTLOOIS!: The Installation vierification Tool is scanning the CUBM@EppSenenproftesIDmp 1 Uogs\dmpnSystemOut log file for erors and wamings:
125011 2 14 26004 84 6 GMT] 00000000 WSkeyStore W CWFRIOOATW: One of more key stores ane using the default passwaord

FTROIN 2142801 2721 GMT) D0G000R00 ThreadPoolMgr W WSVROE2EW: The ThreadPool setling on the ObjeciReguastBroker sanice s deprecated
WTLOBMO!: 2 emorshvanings are detected in the CUBMApp Servenprofitas\Dmged 1logstdrmgnSystemdut log file

WTLOGTOI: The installation verification Tool verfcation succeaded

WTLO0A0I: The installation werification is cormpiate

Figure 15. WebSphere Application Server 7.0: Successful installation

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 17
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Application Server
_ 1.

Repeat the same steps as previously on nodel. exanpl e. comand node2. exanpl e. com
choosing Application Server instead of Management in the panel. Click Next to continue
i 1BM WebSphere Application Server 7.0

Welcome to the IBM WebSphere Application Server Network Deployment
installation wizard.

This wizard installs IBM WebSphere Application Senver Metwork Deployment.
Additional information can be found atthe Information Centers and Suppor sites

forWehSphere and related products homepage.

Click Mext to continue,

Cancel |

Figure 16. IBM WebSphere Application Server 7.0: Welcome

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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__ 2. Accept the IBM terms and click Next to continue.

i 18M WebSphere Application Server 7.0

Coftware License Agregment

Fleasze raad the following license agreament carefully,
International Program License Agreement il

Fart 1 - General Terms

EY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
FROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, YOLI REPRESENT AMD WARRANT THAT
YO HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
IENTIW TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

=

Read non-1BM terms

1 do not accept the terms In the license agreement

Print |

= Back Mext = Cancel

Figure 17. IBM WebSphere Application Server 7.0: Software License Agreement

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 19
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___3. Click Next to continue when the prerequisite checks are passed.

i IBM WebSphere Application Server 7.0

System Prerequisites Check —

Passed: Your operating system completed the prerequisites check
succassiully.

Your operating aye.tem rne&is ar axceeds lhe raqulrernents fnrihl-s product.

pages for more Ini'nrmailun ahou’l g uppuﬁad ﬂparatmg syslamﬁ Go tu the
product support Web pages to obtain the latest maintenance packages to
apply after instaliation,

The installation wizard also checks for existing installations of WebSphere
Application Server. To have moare than one installation of WebhSphare

Application Server running on the same machine, unigue port values must be
assigned to each installation. Otherwise, only one installation of WebSphere —
Application Server can run.

& Installations of YWebSphere Application Server prior to Version 6.1
rriay not be found reliably,

=

= Back | Mest= | | Cancel |

Figure 18. IBM WebSphere Application Server 7.0: System Prerequisites Check

Instzilsnield
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4. Click Next to continue.

& 1BM WebSphere Application Server 7.0

B

' Optional Features Installation

Select IBM YWebSphere Application Sener Network Deployment featuras to
install, See the InstallGuide_en htmi file in the docs directony for detailed
descriptions of the oplional features.

[ Install the Sample applications.

The Samples include both source code files and integrated enterprise
applications that demonstrate some of the latest Java (TM) Platform,
Enterprize Edition (lava EE) and WebSphere technologies. The samples
are recommended for installation to leaming and demonstration
environments, such as development emvironments. However, they are not
recommended for installation to production application server
environments.

[ Install nor-English language packages for the administrative consale. |

In addition to installing the English language files, you can also install all
the non-English language files needed for using the adminisirative
console from machines with non-English locales,

-
M olesiall o Fasbab lanaimes maalinans fosbln anmliombae mnsoms o imbleos _I

Cancel |

Iretall G hteld

= Back

Figure 19. IBM WebSphere Application Server 7.0: Optional Features Installation

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 21
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___ 5. Select the installation directory and click Next to continue.

& 18M WebSphere Application Server 7.0

Installation Directory
IEM WebSphera Application Server Network Deployment, Version 7.0 will be
installed to the specified directory,

Specify a different directory or click Browse to select a different install location.

Product installation location;
|CuBMsppServer

IrstallShield —

= Back Mewt = Cancel

Figure 20. IBM WebSphere Application Server 7.0: Installation Directory
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___6. Select Application server and click Next to continue.

ﬂ 16M WebSphere Application Server 7.0

| WebSphere Application Server Ervironments

Selectthe type of WiebSphere Application Server environment to create during
installation. Atthough only one environment type can be chosen, additional
profiles can be created after installation using the Profile Managerment Tool.
Emvironments

Cell (deployment manager and a managed node)

klan M

Custom

Secure prowy (configuration-anhy)

Mone
Description
A stand-alone application server envirenment runs your enterprise
applications. The application server is managed fram its own administrative

console and functions independent of all other application server and
deployrment managers.

= Back Mexd = Cancel

Figure 21. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments

© Copyright IBM Corp. 2013
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7. Select Enable administrative security and enter the user name and password of the
Admin user, and then click Next to continue.

¥} 18M WebSphere Application Server 7.0

Enahle Administrative Security
Choose whether to enable administrative security. To enable security, specify a
user name and password to log in to the administrative tools. The administrative

user is created in a repository within the Application Server. After installation
finishes, you can add more users, groups, or external repositories.

¥ Enable administrative security.
Lser name:

pwasadmin

Passwiord:

Confirm password:

o)

See the Information Center for more information about administrative security.

= Back et = Cancel

Figure 22. IBM WebSphere Application Server 7.0: Enable Administrative Security
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__ 8. Click Next to continue after reviewing the installation summary screen.

& 18M WebSphere Application Server 7.0

Installation Summary B

Review the summany for comectness. Click Back to change valugs on pravious
panals. Click Next to begin the installation.

The following product will be installed:

« IBM WebSphere Application Server Network Deployment
Prodluct instaiiation focation: CAIBMAppServer

The following features will be installed:

& Core product files

Total size;
& 1206 ME

Application server environment ﬂ

Cancel

Figure 23. IBM WebSphere Application Server 7.0: Installation Summary

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 25
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The component starts to install.

& 18M WebSphere Application Server 7.0

Initializing component: prereq.ejhdeploy

Figure 24. IBM WebSphere Application Server 7.0: Component installation in progress

26 IBM Connections 4 Public Deployment Scenarios
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__ 9. Click Finish to complete install.

& 18M WebSphere Application Server 7.0

Installation Results =

Success: The following product was installed successfully.

# IBM WehSphere Application Server Network Deploviment -
CABMBnpServer

Application server environment:

& Application server

Impartant configuration information is in the AboulThisProfile 4 log.
CABEMAppSarenprofilestAppSni1logsiaboutThisFrofile bd

The next step is to decide whether to federate the application senver inta &
deployment manager cell,

Tofederate the application server, use either the addMode command or the

administrative console of the deployment manager. Using the administrative
| console requires the aonlication server to be runnina. l'

Figure 25. IBM WebSphere Application Server 7.0: Installation Results
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___10. Click Installation verification to verify that the installation completed successfully.

B WebSphere Application Server - First steps - AppSrvD1

WebSphere Application Server

First steps

Installation verification
Confirm that your s2rver is installed and that # can start properly.

Start the server
Start the server and its applications.

Administrative console
Install and administer applications

Inform ation center for WebSphere Application Server
Learm more about Web Sphere Application Server.

Migration wizard
Migrate WebSphere Application Server5.1,6.0 or6.1 to version 7.0
Migrate WebSphere Apphcation Server Feature Pack for Web Sewvices to version7 .0

Exit

Figure 26. WebSphere Application Server: First steps

A confirmation of successful installation is displayed.

¢1 irst steps output - Inst sllation verilication
>

=aDMUI1001 Reading configuration for serer. seneri

]

=ADMUIE 2001 Server launched, Waiting for inftialization status

-

=ADMIII000L Server sarver] open for e-business; process id s 208

»

Sarver por number (59080

WTLOON 0L Connécling ta the dshm 338 WabSphere Application Servar on porn 3080

WTLODSI WebSphere Agplicason Serar dshrn3 38 s wnning on port 9080 1or profile Agp3ndl

Teesking server using the Tellewing URL hitp Rdshm3 32902 MndSdserver?parm 2=idserdal

WTLOOSD!: Sendet engine varification slatus: Passed

Tesling servar using the following URLhitpitdshmi338: 908 Mivitserer Ppasm e tAddition jsp

WTLOOSS!: JavaSarver Pages flles verfication status: Passed

Testing server using the following URLhipitdshm338: 908 0vthtserer ?parm 2=iiajb

WTLOOG0!: Enerprise bean verfication slatus: Pazssed

WTLOOISE The Installation Vedtication Tool ks scanning the CUBMAppSenvengrofles\Apps i logsisener! Sysiem Out log fe for errors and wamings
[N 2 145060439 GWMT] Q0000000 WSKeyStore W CWPHIDDATW, One or mone kiéy S1008s are using the default password

[Z5M1H 2 14:50:59:41 4 GMT] 00000000 ThreadP oolMar ¥ WEVROBZEW, Thi ThreadPool seing an the ObjeciRequasiBroker serice is deprecaled
WTLOD40I: 3 errorstwamings ang dotectad in the COBMWopSRMRigrailes AppSnd] Bogshs are niSyvsiemOu 1o file

WTLOOTOL The Installation Vesdtcation Toal venfication succeedad

MTLOG2A): The installation warificabon is complete

Figure 27. WebSphere Application Server: First steps: Installation verification
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Federating Application Server into Deployment Manager

On both node1 and node2, do the following steps:
__ 1. Start the Deployment Manager if it is not already started.

__ 2. On each of the nodes you want to add to the cell (and install IBM Connections on), do the
following steps:

__a. Open acommand prompt (terminal on Linux) and change directory to
<AppServer/profiles/AppSrv01/bin

___b. Issue the command, addNode.bat(.sh) <DeploymentManagerHostName<DM_SoapPort
-username <WebSphere Application Server Admin User -password <WAS Admin
Password>.

The command appears similar to the following example:
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addNode.bat dm.example.com 8879 -username wsadmin -password wsadmin

IBM~AppSevvershinraddNode .bat dslvmd3?.mul.ie.ibn.con BET??
oo Pd  wa
lugged in file
addNHode . log

ith the Iulluulnq
 9:BA:A4:BE 6 :2F:S 93:C - 4:17
ADMUBBAALI] : n frdtratlnn ﬂl node um33BNodeBl with Deployment Hnnlqrn at

ibm.comn: 8879

wser waszadmin

ADMUEAART - essiully B loyment Manager Server:

ADMUBSASI : Servers found in
: wer name rverl

ADHUZBLAI : Stopping all server proce xg F : dz lum338Hode Al
&

ADMUBB24] = 'l~t1ng LhL ald }
ng up the o cell re itory.
Creating Hode Agent configuration for node: dslum

g node dslumd3BModedl conf 1grudl.1|:m to cell: ds

onizing cor
FIE.'IHIH'H‘H;‘II - : ? ] 31
ADMUBAZAL : = a1 : igurat i For NudL ﬂginl
ADHMUBAZZ] = de At . Llaunc Waiting for initi
ADHMUBAZAL : : Age initialization completed succ

ADHUASAS1 : Servers fo rd in configuration:
ADHMUBSAL] = Serve nodeagent
ADMUBSAL] = Server

iHode @1
len33?Ce 1161

ADMUP/A31 = The Windo 5 ice dslvnddBNodeBdl associated with serverd is now

heing dere

The node dsluvm33BNodeBl was successfully added to the ds m337VCe 1181

cell.

Hote:

ADMUB3IBZ] = Any cell-level documents from the standalone dslum3iVCellBl
runflquvnrlnn have not been migrated to the new cell.

ADMUB3A?I: You might want to:

ADMUB3A3] = Update the configurati on the dslemdi?Celldl Deployment Manager

with ua]uﬁs from the o cell-level documents.

cause —include: ; not specified. applications

installed on

dalone node w » not installed on the new cell.

Install applications onto the ds 317Ce1101 cell using wsadmin

SAdminfApp or the Administrative

ADHUBBAZ] : Hode dslum3d3BNode®l has been successfully federated.

C:~I1BM“AppServersihin?

Figure 28. Node 1
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C:nIBMsAppServersbinaddNode .bat dslvm33?.mul.ie.ibn.com 8879 -user wasadmin —pe

CWPKIB3IBAI =

ADHUBAA1] =

ADAUBAET I -

ADMUBSBS] :
UBAS86I =

ADHUBA1 &
ADMUBAALE I

ADAUA3EAI -

ADHUB3EYT =
ADHUA3B3T -

ADMUB3BG] =
ADHUB3B4] -

ADMUBA3ATI =
ADAUBA3IAST -

ADAUABAEIT =

information
IE'H‘\!-tpp‘:l PUEY

:ntDe L1t with the follos
'i‘ BA:A4:B%:BC _.)h I 88 CA:BA:-F4 -
Begin lcfh ration of node dsluml48NodeBl with DepluynLnt Ha.nn__[er at
5 i 'hn.q.un-ﬂﬂri.
ed to Deployment Manager Seprvepr:
zom:=8879
; found in configuration:
PUBY NAame: Se 1*].
1p|,1'inq all

up the Ul‘lf-[ 11l ce 05 itory.

g Mode - conf i : n for node: vmi4iNodedl
Adding node ds .i*#thriPH‘l configuration to cell: dslun337C
Synchronizing conf iguration
Launching MHode RAgent pro for node:
Reading conf iguration for Hode Flnwnt P
Mode Agent launched. Waiting for in 1l:1=111 .
Hode fgent initialization completed su fully. Proce
gervers found in configuration:

ver name: nodeagent

Server name: serverl
The Windows vice dslvmn348HodeBl associated with serverd is now
heing deregistered.

The - node dslum3d8Modedl was successfully added to the dslumi3?Celldl
cel

Hote:

Any cell-level documents from the standalone dslem3d3?CellBl
configuration have not been migrated to the new cell.

Yo g ht want

Update the configuration on the

with values from the old cell=le

Hote:

Bec » —includeapps was not

the andalone node were not

You might want to:

Inzstall applications onto the dsluvnd3?CellBil cell using wzadmin
SAdminApp or the Administrative Console.

Hode d=zluvm3i48HodeBl hasz be e fully federated.

G BHvAppServershins

Figure 29. Node 2
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Both nodes are added and shown in WebSphere Application Server console:

Integratnd Sobutions Consple. Welossse wassdmin

Viewr [all teghr
s Wlcoms
B Sidud Acteuiting
B Semvars
Haw garyar
Bl Gurvar Typas
wabEphoars sgghssban carverd
WalkSplearn prany FUIVETE
Cakisie daivdrd
Warghan 8BS garvars
HakSpbars MO sarvees
Wab sarvard
B Clustars
B DataPewar
B Cora Jeeupi

B Agpheatians
B Saraicar

. o _

Cle
Applic alson sarvers.

]

Application ssrcers

Ups thip page to view o ligt of the spplication rervarr sn youwr arircamaent snd the rtetur of sach of thees
farveri. Teu can alie Lie this page & dhangs the stabus of & dpedfic applicatian tarvar
[E] Prafarances

taw | Dalats || Tamglates... || St || Stop || Rartart || Immedistastop || Terminete |

Lo

Selack Hame & Heds 0 Mot Harme 2 | Varsson 2 Chagtar Hame & $atur l:}

fou can adminirter the Following rerourcas:

| amzesd delumI4ddcdetl = delvmiss ’E 7.0.0.0 »

| pamverd dslym3Fasoededl  dslemaze R 7.0,0.0 ®

Totsl 2

Figure 30. Integrated Solutions Console

: Application servers
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Installing HTTP Server and plug-ins v7.0.0.0

___ 1. On connections.example.com, extract the WebSphere Application Server Supplements file
into a directory on your hard disk. Go into the IBM HTTP Server subdirectory and
double-click i nstal | . exe. The following panel is displayed. Click Next.

& 1BM HTTP Server 7.0 (=]

Welcome to IBM HTTP Server 7.0

| This wizard installs IBM HTTF Server 7.0 on your compuler,
| See the [EM HTTE Server 7.0 Instaliztion Guide to learm more aboul this installation,

| Click Next to confinue.

Mesd = i Cancel |

Figure 31. IBM HTTP Server 7.0: Welcome
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__ 2. Accept both the IBM and non-IBM terms and click Next.

i IBM HTTP Server 7.0 [ |00}

bware License Agreeament

Please read the following license agreement carefully.
International Program License Agreement |
software =]

iPa:t 1 - General Terms

BY DOWMLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
%F‘ROGF\'.P.M YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YO ARE
:.HC'SEF‘TING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A
(COMPARY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
YOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
iEN'TIT‘r’ TO THESE TERMS. |F YOU DO NOT AGREE TO THESE TERMS,

4

Read non-1BM terms |

® | accept both the IBM and the non-1BM Ierrns'l

s [ Print |

InetallEtield

| < Back e » | | Cancel

Figure 32. IBM HTTP Server 7.0: Software License Agreement
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___3. Ifthe prerequisites check is successful, click Next.

& IBM HTTP Server 7.0 [_ O] %]

System Prerequisites Check
Warning: A supported operating system was not detected,

Support for your operating mtem might hava been addeﬂ amar the release lJf the
product. See the e :
Web pages for rmore Infn n‘nanun ahoul supported npera’ﬂng srstama ‘mu can
continue with the installation, but the installation or product operation might not
succesd without applying maintenance. Go to the product support Web pages to
obtain the latest maintenance packages to apply ater installation.

Click Cancel to stop the installation and install a supported operating system.
Click Next to continue the installation.

= Back Mext = | | Cancel |

Figure 33. IBM HTTP Server 7.0: System Prerequisites Check
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___ 4. Select an installation directory, preferably not in c:\ Program Fi | es, and click Next.

Enter the installation location
Eroduct installation lacation:
|CUBMHTTPServer
Browse...
|metallEneld
= Back ] Mext> | Cancal

Figure 34. IBM HTTP Server 7.0: Enter the installation location
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__ 5. Leave the default values, and click Next.

i 18M HTTP Server 7.0 [_ O]

Port Values Assignment
IBW HTTP Server communicates using the port numbers listed below. if these

ports are already in use by IBM HTTR Server or another application, then change
the port numbers from their default values.

HTTP Port: 80
HTTP Administration Port 3008

= Batk Mesd = Cancel

Figure 35. IBM HTTP Server 7.0: Port Values Assignment
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___6. Select the two check boxes at the top, select Log on as a specified user account, and
select a user name and a password for that account. Click Next.

i IBM HTTP Server 7.0

=] E3

Windows Service Definilion

rebooting the system.

) Log on a5 a local system account

® Log on as a specified useraccount

Lser name;
Administrator

Pgsw rg'.

(sensnnne

< Back

Choose whether to use a Windows service to run [BM HTTF Server and IBM
HTTP Administration Server. Optionally the IBM HTTF Server and IEM HTTP
Adrinistration Server can be started from the command line. Configure the
stariup type to have the Windows services start manually or automatically when

[v¥! Run |BM HTTP Server as a Windows Service

w| Run |EW HTTP Administration as a Windows Senvice

|

Met > | | Cancel

Figure 36. IBM HTTP Server 7.0: Windows Service Definition
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__ 7. Check "Create a user ID for IBM HTTP Server administration server authentication", and
select a user name and a password. Click Next.

& H TP server 20— =loix

HTTP Administration Server Authentication

Create a user ID and password to authenticate to the IBM HTTP Semver
administration senver using the WebSphere Application Sener administrative
console. The newly-created user ID and password is encrypted and stored in the
confiadmin passwd file. You can create additional user IDs after the instaliation
by using the hipasswd utility.
| Create a user ID for IBM HTTP Server administration sernver authentication.
User ID:
lihsadmin
Bassword:
['. L LT 1 IHI"
G__gn'ﬂrm 'Pa-ssward:

!._'I!II"IQ I‘I‘I

installEneld

l

= Back ‘ Mex = | Cancel

Figure 37. IBM HTTP Server 7.0: HTTP Administration Server Authentication
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__ 8. Select "Install the IBM HTTP Server Plug-in for IBM WebSphere Application Server Web
server definition". For the following two that should already be completed, leave the defaults
and click Next.

& IBM HTTP Server 7.0 [ _[O] %]

IBM HTTP Server Plug-in Tor IBM WehSphere Application Server

Silentty install the plug-in using the remote installation scenario. The host name
and web semver definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application Server. If
there are multiple Application Servers, then select one of the servers and specify
the maching's host name.

\v| Install the [BM HTTP Server Plug-in for IBM WebSphere Application Server
Web server definition:
websaner!
Hostname or IP address for the Application Server.
dmgrhostname.ibm.com

i = Back Mext = Cancel

Figure 38. IBM HTTP Server 7.0: IBM HTTP Server Plug-in for IBM WebSphere Application Server
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__ 9. Review the installation summary, and click Next.

i I8M HTTP Server 7.0 M=l E3

Installation summary I

| Review the summary for corectness. Click Back to change values on previous
| panels. Click Next to begin the instaliation.

llEH HTTP Serverwill be installed to the following location:

CUBMHTTPSemver
; with thie fallowing canfiguration:

HTTP Port: 80

HTTP Administration Port;: 8008

HTTP Service Name: |[EM HTTP Server 7.0

Administration Service Name: [BM HTTP Administration 7.0
User ID for HTTP Administration Server Authentication: ihsadmin | 3

:1EH HTTP Semver Plug-in for IBM WebSphere Application Server will be installed
| to:

IngtaliShield'—

= Back et = | . Cancel

Figure 39. IBM HTTP Server 7.0: Installation summary
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__10. Click Finish to quit the installer and continue installing the fix packs levels in next section.

i IBMHTTP Server 7.0 [_ [O] %]

|Suceess: The following product was successiully installed;
& IBMHTTP Server - CUBMHTTPServer

IEM HTTP Server Plug-in for IBM WebSphere Application Server was successfully
{installed to:

CABMHTTPSemvenPluging

— jFur imfarmation on configuring and using the IBM HTTF Server, refer to the on-line
{1EM HTTP Server Information Center.

InetallEteld

| | Einish | |

Figure 40. IBM HTTP Server 7.0: Installation Wizard for the Update Installer
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Install WebSphere Update Installer and Upgrading to Fix Pack
Level xx

Apply the fix pack on dm.example.com, node1.example.com, and
node2.example.com

PM

Note
-7 N
You must repeat this procedure on all three servers.
\\ J

___ 1. Inthe directory where you extracted the WebSphere Application Server Supplements, go to
the Updat el nst al | er directory and click I nstal | . exe. The following panel is displayed.
Click Next.

& Installation Wizard for the Update Installer 7.0.0.15 Hi=1E3

Installation Wizard for the Update Installer

¥elcome to the Installation Wizard for the IEM Update Installer for YWebSphera
Software. Additional information can be found &t the Information Centers and
Support sites for WebSphere and related products home page.

Click Next to continue.

Cancel I

Figure 41. Installation Wizard for the Update Installer
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__ 2. Accept both the IBM and non-IBM terms and click Next.

&i Installation Wizard for the Update Installer 7.0,0.15

- —
zﬁil

areament

Please read the following license agreement carefully.

International Program License Agreement
Part 1 - Ganeral Terms

BY DOWMLOADING, IMSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YO AGREE TO THE TERMS OF THIS AGREEMENT, IF YOL ARE
ACCEPTING THESE TERMS OM BEHALF OF ANOTHER PERSON OR &
COMPANY OR OTHER LEGAL ENTITY, ¥OLU REPRESENT AND WARRANT THAT
TOU HAVE FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL
ENTITY TO THESE TERMS, IF YOU DO NOT AGREE TO THESE TERMS,

=
Read non-1BM terms
[* Tccent both the iBK and the non-I6 erms |
" | do not accept the terms in the license agreement
Print
<Back | Next> cancel |

Figure 42. Installation Wizard for the Update Installer: License Agreement
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___3. Ifthe prerequisites check is successful, click Next.

i Installation Wizard for the Update Installer 7.0.0.15

System Prerequisites Check
Passed: Your operating system completed the prerequisites chack successfully,

our nnerahng s'grstarn maats ar meeuﬁ the raqulrements for this product See
i : sauirements Web pages for

maore Irrﬁ:urmatlun ahuul 5unnurtad uparatln g systems Go tothe product support

Web pages to obtain the latest maintenance packages to apphy ater installation,

Click Next to continue the instaliation.

Cancel |

Figure 43. Installation Wizard for the Update Installer: System Prerequisites Check
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___ 4. Select an installation directory, preferably not in c:\ Program Fi | es, and click Next.

& Installation Wizard for the Update Installer 7.0.0.15

Installation Directony

B Update Installer for YWebsphere Software, Yersion 7.0.0.15 will be installed fo
the specified directary.

You can specify a different directory or click Browse to select a directory.

Diractory path:
{cuBMUpdateinstalier

¥ Create a stad menu icon.

= Back Mext = Cancel

Figure 44. Installation Wizard for the Update Installer: Installation Directory
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__ 5. Review the installation summary and click Next.

i1 Installation Wizard for the Update Installer 7.0.0.15

Installation Summary

Review the summarny for coreciness. Click Back to change the values on previous
panelz. ClickNext to begin the installation.

The fallowing product will be installed:

& |BM Update Installer for WebSphere Software
Palh: CABMUDdatelnstalior

for a total size;
& 395 MB

Cancel |

Figure 45. Installation Wizard for the Update Installer: Installation Summary
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___6. Select Launch IBM Update installer for WebSphere Software on exit, and click Finish to exit
the installer. The IBM Update Installer for WebSphere Software 7.0.0.15 wizard is displayed.

i Installation Wizard for the Update Installer 7.0.0.15

Installation Complete

Success: The following product was successfully installed:
a [BM Update Installer for WebSphere Software
Path: CUBMWU pdslelnstalier

W Launch IBM Update Installer for WebSphere Sofware on exit

You can also launch the Update Installer by running the update command in the
installafion directory.

Click Finish 1o exit the wizard,

Figure 46. Installation Wizard for the Update Installer: Installation Complete
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Upgrading to correct fix pack level

__1. Inthe welcome screen of the IBM Update Installer for WebSphere Software wizard, click
Next.

ifi 1BM Update Installer for WebSphere Software 7.0.0.15

Welcome to the IBM Update Installer for WebSphere Software wizard, B

This wizard installs or uningtalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supported:

Figure 47. IBM Update Installer for WebSphere Software wizard: Welcome
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__ 2. The location of the AppServer should already be completed. Click Next.

i 1BM Update Installer for WebSphere Software 7.0.0.15

Product Selection
Enter the installation location of the product that yvou want to update.

You can select a different directory from the drop-down list, specify a different
directory, or click Browse to select a directory.

Directory path:
| CuBMappserver =]

Browse... |

= Back

Cancel |

Figure 48. IBM Update Installer for WebSphere Software wizard: Product Selection
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__ 3. Select "Install maintenance package" and click Next.

& 18M Update Installer for WebSphere Softsare 7.0.0.15

Maintenance Operation Selection

* Install maintenance package.

" Uninstall maintenance package.

Cancel |

Figure 49. IBM Update Installer for WebSphere Software wizard: Maintenance Operation Selection
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___ 4. Select the directory where you copied all the fix packs. Click Next.

&} 16M Update Installer for WebSphere Software 7.0.0.15

Maintenance Package Directony Selection

Enter directory to list maintenance packages available for installation. You can
specify a directory or click Browse 1o select a path to mainlenance package.

Directory path:
|cAUsersdministratonDownloads\FP_19_Updates

The latest maintenance packages are available anling. Obtain maintenance
packages for WebSphere Application Server and all YebSphere Application
Sermver Feature Packs either by visiting the Becommended fixes for WebSphere
Application Sepver webpage for a complete list or by using the WebSphere
Maintanance Download wizard to find specific maintenance packages.

Additional information can be found onling at the WebhSphere Aoplication Server

library or WebSphere Application Server information center webpages,
&lIEkEld
= Back Mext = Cancel

Figure 50. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory Selection
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__ 5. Check the applicable boxes and click Next.

& 1BM Update Installer for WebSphere Software 7.0.0.15

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Lipdates Deselect All Updates

¥ 7.0.0-\WE-WAS-WinG4-F PO00001 8 pak
v 7.0.0-WE-WASSDK-WinXE4-FPOD00019 pak
= o= S H BN B FPO D000 8 nak- Mot annlicetle

SO ETIE

[T 7o E-PLG e FROO0 0019 ek - Mot

Each package selection might restrict remaining packages svailable for further
selection.

Muttiple selections can be made for differant products.

Click Mext to confinue

metallEnEd

Cancel |

Figure 51. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install
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___ 6. Review the installation summary and click Next.

& IBM Update Installer for WebSphere Software 7.0.0.15

Installation Summary

The following maintenance packages will be installed:

o 7.00-WSAWAS-WINKGA-FPD000019 - YWebSphere Application Server
70019 FxPack
& LO0WSWASSDK - WinX64-FPO000019 - Software Developer kit 7.0.0.19

to the foliowing location:
8 CIIBMAppServer

Click Next to begin the instaliation.

Cancel |

Figure 52. IBM Update Installer for WebSphere Software wizard: Installation Summary
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The installation of fix pack updates begins.

&} 1BM Update Instafler for WebSphere Software 7.0.0.15

Initializing component: adapter

= =

Figure 53. IBM Update Installer for WebSphere Software wizard: Component installation in progress
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___7. When installation completes, click Finish to quit the installer.

& 1BM Update Installer for WebSphere Software 7.000.15

Installation Complete

Success:The following maintenance packages were installed:

& 7.0.0-WS.WAS-WinX64-FPO000019
& 7.0.0- WS WASSDKAWInX64-FPO0000 19

to the following location:

@ C:BMAppServer

Click Retaunch to add or remove additional maintenance packages, or click Finish
to exdt the wizard,

= Hatk Relaunch

Figure 54. IBM Update Installer for WebSphere Software wizard: Installation Complete
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Installing MS SQL Server 2008 SP1

__ 1. Runthe MS SQL Server i so software from where it was downloaded, and click the
i nstal | . exe file to begin the SQL Server Installation Center as shown in the following
figure. Click Installation to continue.

T S0L Server Installation Center

Tooks

fdbvanced

Hardwars and Software Requirements
Wt thee haedware and software requirements.

Security Documentation
Wi thee se0urity dooument stson

Online: Pisleass Nobes
Wy kb Laberst information about the: release.

Setup Document abon

Read the Creerview of S0L Server Setup Dooument stion topéc for information about S0 Server
Backs Onling. The Sstup decumentation ncludes an overview of SCL Sarver installstion, the
bk bopics that are neaded during installation, and bnks o rmore detadad information sbout

planning, instaling, and configuring SOL Server,

Sysbem Configuration Chedker
Lawndch & bood bo check For condbions that prevend a successhul SOL Server installation,

Irsskall Upgrade Advisce

Upgrade Advisor snalyzes any 50U Server 2005 or S0L Server 3000 component s that are
instaled and identifies issues to fix ether before or after you upgrade to SCL Server 2008 RZ,

Crline: Installation Help
Launch the online installstion dotumentaticn,

e Lo Gt Started with SOL Server 2006 A2 Faliover Clustering
Raad irestruckions an how bo gat started vath SOL Server 2008 B2 Falover dusheing.

o b Gat Starbed wath & PowerPrvok for SharePoint Stardalons Server Installation

Read ratructions ah how to nstal PowerProt for SharePoint in the fewest possible steps on &
reiy SharePoand 2000 server,

Figure 55. SQL Server Installation Center
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2. Click OK to continue.

T SOL Server 2008 B2 Setup

Setup Support Rules : .
mﬂ;ﬁmﬁvmﬁm might; occur when you instsll SOL Server Setup support Fkes. Falures st et
Setup Support Rules Operation comphated, Passed: 7. Faled 0. Warning 0. Skipped 0.
NENENENEEEEEREERERRENENENERENEENNNNNNNNENEEED
Show detads »> Bl
Yous hataded veport

Figure 56. SQL Server Installation Center: Setup Support Rules
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3. Click Install to continue.

B SOL Server 2008 R2 Setup

Setup Support Files

Chek Install bo nstal Sebup Support filss, To install or updabe SOL Server 2008 B2, thess files ane requed.

Selup Support Files The Follcming commponents are requred for SOL Server Sstup:

Featurs hame | St
Sebup Support, Files

< Bk || n-sul Cancel

Figure 57. SQL Server Installation Center: Setup Support Files
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4. Click Next to continue.

Figure 58. SQL Server Installation Center: Setup Support Rules

60 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 5. Enter the product key for the software and click Next to continue.

T8 SO Server 2008 B2 Setup

Product Key
Spacy the wditicn of SOL Server 2006 B2 bo instal,

Sebup Support Rules Valdabs this nskance of SOL Server 2008 R2 by enbering the 25-character key from the Microsoft certficate of
authenticty or product packaging, ou can also specfy & free sdition of SC0L Server, swch as Evaluation or

Froduct key Express, Evakistion has the largest set of SOL Server festures, as documented in SGL Server Bocks Online, and
Licerse Terms I activated with & 180-day expiration, To upgrade from one ediion bo ancther, run the: Edtion Uipgr ade Wizard,
Setup Roke
Feature Sekection " Spedfy a free edtion:
Irstalation Rules: [Evatastion %]
Cisk Space Requirements
Efror Reporting 2 thmth&w
3 e stion ules |G-‘r'F!‘T-H.E'~'$E--EF:FPﬂ-M}P—QKWB
Ready bo Trstal
Trestalation Proor ess
Crrmplate

Figure 59. SQL Server Installation Center: Product Key
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___6. Select the check box to accept the license terms and then click Next to continue.

License Terms

To irestall S04 Server 2008 B2, you must accept the Microsolt Software Licenses Termes.

Setup Support Rules
Product Ky

License Teris

Setp Role

Featire Sebctace

Tret o Rers

Digk: Space Faqursments
Ernor Reporting
Instabation Corfigur ation Fubes
Rsachy bo Instal
Instalation Progress
Comnglste

SOFTWARE LICENSE TERMS
SOL SERVER 2008 R2 ENTERPRIGE

Microsoft

*  updstes,

*  supplements,

*  Intermet-based services, and
s support services

Thesa licensa tBrms are an agreement between Microsoft Corporation (or based on where you
[tee, one of its affiliates) and you. Piease read them. They spply 1D the software named above,
twhich includies: the midia on which you recetved it, if any. The Brms ako apply 1 any

[for this software, unkess other terms accompany these fems. I =0, those terms apply, =l

¥ ¥ gocepk the lcerse terms. |

a4
Copy  print

[~ Send feature usage data Lo Mcrosalt. Festure usage data indhudes information about your hardware
configuration and how you use SOL Server and ks components,

Cancel Help

Figure 60. SQL Server Installation Center: License Terms
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7. Select SQL Server Feature Installation and click Next to continue.

T8 50U Server 2008 B2 Sebup

Setup Role : :
Chek tha SOL Sarver Faatur nstaliation gtion b indwidualy selsct which Feature componants to install, or cick a festurs role ko .
install & specific configur ation.
Sebup Support Rules (= 500 Sarver Festure Inatslstion
Product Key irestall SG0. Server Dakabase Engine Services, Analysis Services, Reporbing Senvices, Inbegration Services, and
Licwrea Tarms other features.
Setup Role ™ 500 Sarver PowerPivot for SharePoink
Feabure Selection Install PowssrPivok for SharePoint on o new o sodsting SharefPoint 2010 server bo support PowerPivol data
Irest slation Rites socess in Hhe Farm, To use the New Secver option, SharePoint must be installed but not configured.
sk Space Requinements A PowerPrvot for SharePoint ta;  [Hlew Ser =]
Error Reporting - Al Features: With [efauts
Instalation Configueation Fues Instsll o features using def suk vahaes for the serdce Sccounts,
Foaady to Instal
Irestallation Progress
Comnplets

= Bk, Haxt > 1 Canel I Help

Figure 61. SQL Server Installation Center: Setup Role
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___8. Select the features as shown in the following screen and select the Shared features
directory. Then, click Next to continue.

T SOL Server 2008 RZ Setup

Feature Selection

Selnct tha Enterprise faaturas bo instal,

Setup Support Rules

Presuct Ky

Licenss Terms

St Poke

Feature Selection
Installation Rules

Instance Configuration

Disk Space Requarements
Server Configuration

Drat b Engne Conifigur ation
Anabysis Senvioes Configuration
Rporting Services Configuration
Error Repoating

Instalation Configuration Fukes
Ry by Lrest sl

Trest sl stion Progeds

Complete

Frstures: Description:
m Server Festures &re et afe-aware arvd
[#] Crakabnse Encine Services have their cen registry hives. They
[7] 561 Server Repbcation support meltiphe instances on a compuber,
] Fal-Taxt Search
[ Anadysis Services
[7_ R apau ey Sarvices
Shared Features

[] Busirwrss: intpligencn Development Studia

[#] Chark Tooks Conrmcthity

[#] Inkegration Services

[ Chert: Toolks Eschwards Compatibdty

[#] Chent Tools 50K

[#] S0 Server Books Onbre

[#] Managemsnt Tosk - Basc

[+] Management Took - Complete

[#] S Chent Connsctraty SO

[#] Mecresoft Syvec Fraermmcrk
Padictyibat shls Fastures

seloct | unselect |

Shared featirs dirscbory: IE:I.H{-:em FlbesipMcrosoft SOL Server),

« Bk,

toeat > e |

Figure 62. SQL Server Installation Center: Feature Selection
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__ 9. The setup starts to run. Click Next to continue when it is finished.

& SOL Server 2008 B2 Setup

Installation Rules

i[=] E3

Setup is nunning rues bo detenming T the nstalstion process will be blocksd. For mone nformation, cick Help.

Setup Support Rules
Product ey

Licenss Tems

Setup Roes

Fedburs Selection

Incst allation Rules

Enstance Configuration

Dick Space Fequirsments
Sarver Configuration

Dt sharse Ergirs Conlliguration
Anahysie Services Confiquration
Reporting Services Configuration
Error Raporting

Encshallakicen Configuration Rulss
Rawcy to [nstal

Installation Frogress

Complete

Operation complsted, Passed: &. Faled 0, Warning 0. Skipped 18.

INENENENENEENRERENENNNENENNENNENNNENNENNENNNEEE
Shows destiads > Be-nun

Wiews detaded report

< ek Bk > Cancel Help

Figure 63. SQL Server Installation Center: Installation Rules
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___10. Select Named instance and enter the name, instance ID (OPNACT is the first database
instance: Activities), and the Instance root directory. Then, click Next to continue.

T8 50U Server 2008 B2 Setup

Instance Configuration :
Specify the name and instance D for the instancs of SO Server. Tnstance 10 becomes part of the irstalaton path,

Setup Suppoit Fues

Prioduck Ky

Licenda Tarms

Sebup Role

Festure Salsckion

Trestalation Fies

Instance Configuration
Dk Space Requirement s
Server Configuration
Dustashins Einggres Conlfiguration
Anibyas Servioes Configunaton
Feporting Services Configuration
Erroe Flepeorting

Trestalstion Cordigurstion Rules.
Ready to Instal

Irvstallation Frogress
Complete

" Deefalk instance
5 g instance:

Instance [0
Irestanca peet dractory:

S0OL Sarver directory:

foact

ot

[E-\Program FiesiMicrazcft 501 Server) |

E:iProgram FlesiMicrosalt 50U ServeriMSSOL10_50,CPNACT

Arbysis Servioes directory: ExiProgram FlssiMicrosalt SOL Server|\MSAS10_S0,OPNACT
Pspoating Senvices directory:  Ex\Program Filesibicroselt SO0 Server|MERS10_50.0PNACT

Trestalle irestances:

Instance Mame

| Instance 10 | Feahoes Edition Vergion

cmlmrlwlml

Figure 64. SQL Server Installation Center: Instance Configuration
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___11. Review the disk space requirements that are needed for the installation. Then, click Next to
continue.

T SOL Server 2008 12 Setup

Disk Space Recquirements

Fervimws the sk, space suremary for the SOL Server Featunes you selected,

SEbUD Support Rides Disk Lisage Summany:

Setup Ruoke =45 Driva C: 2686 MB requeed, 55650 ME avalable
Faaturs Sedecton Sopstein Depws (C:h): 2686 ME recuered
Trectallakior Russ = JDN&E:E?ﬂFﬂ-rcq.Ied. SRS ME avalabls

Shared Install Deectory (E:'\Prograem Fles\Mionosof b SOL Server|l: 1356 ME reguined

SRR A Instance Direchory (Ex\Program Fles\Micoosofl SO Sarverl): 1443 ME requinsd

Disk Space Requirements
Server Configuration
Dwtabace Engine Configuration
Analysts Servioes Configuration
Feporting Services Configuration
Ermor Reporting

Irstallabion Configuration Riles
Pty ko Tretal

Trstalation Progress

Ceenplate

Figure 65. SQL Server Installation Center: Disk Space Requirements
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___12. Change the Service Account Name to NT AUTHCR TY\ SYSTEMexcept for the service SQL
Server Browser. See the following two screen captures for example.

T SOL Server 2008 AZ Setup

Server Configuration

Specily the sarvice scoounts and collstion configurstion,

Setup Support Rules

Setup Riole

Featune Selection

Installation Rules

Instance Configuration

ik Space Regquirements
Server Configuration
Drakabiage Engine Cordiguration
Brisbyois Services Corfiguration
Reporting Services Configuration
Error Reporting

Installation Configuration Flules
Ready to Instal

Installation Progrsss
Complste

[icrosalt recomimsnds that you use & sepusste sccount for sach SOL Server sevics.

Servics

| Paseword | Rartp Type

S Server Agent
SO Server Dutabaos Engine
SQL Server Anatyss Services
S0 Server Reporting Services

SO Server Brovser

Lhee the same account for 8l SO0 Server services i

SO Server Inkegration Services 10,0 | NT AUTHORTTY Metrork. .,
S0 Full-bext Fiter Daemon Launches
| WT WWS.H |

E
:
Lol e e e

Ak omatic
im-:m-at-: |

Manusl |
o o |
rukomatie =

[t >

Figure 66. SQL Server Installation Center: Server Configuration (1 of 2)
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___13. When you changed the Service Account Name, click Next to continue.

T SOL Server 2008 B2 Setup

Server Configuration

R Y

Setup Support Rules Service Accourts | cotation |
Froduck Ky
Licerse Tarms Bicrosoft recommends that you use & separste account for sach 500 Server service.
Feature Seloction SO0 Server Agerk | WT ALTHORITASYSTEM | Marwal |
Inatallation Rules SOL Server Database Engine NT AUTHORITASYSTEM | ngomatc x|
Instance Configuration 501 Server Anshysis Services T mrcRITASSTE | re—
Dick Space Requiremerts S0l Server Ragrting Services [y suronrrrisveren | [T S—
srve Confipmation. | QL Servar Integration Sarvices 10.0 | NT AUTHORITYSYSTEM | agomatc )
mwﬂxm 0L Sarver Broweser imm‘rmmmi.ocus... | |
Reperting Services Configur tion
e [ the s accourtFor o s server servies |
Ensstallation Configuration Rulss
Ready to Instal
Installation Progress
Complts

<ok | pen> Cancel o |

Figure 67. SQL Server Installation Center: Server Configuration (2 of 2)
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___14. Click the Collation tab and click Customize. Then, make changes as shown in the
following screen and click OK.

SO Server 2008 B2 Setup

Server Configuration

Specky the serice acoo Cusbomire the SOIL Server 2008 B2 Dababase Engine Collation

Sedect the collabion you woukd B bo use:

S HppT Fuks (+ waindows collsbion designator and sort crdes

mﬂw Collstion designatoe: | Latinl_General =]
e T dis S (G
Setup Foks IT Coimmensitive T kmemensie
Fastirs Saiackon T Aorert-sanative I Wadth-seriibre
Enshallation Rudes

stion ™ 501 colation, used fior backwards compatibly —
D Space Requirements 5ol 4
Server Configuration ARaction_CF LA
Database Engne Configuratic |~ 70— T n T L =
Anabysts Services Configuratc
Reporting Services Conigura =) 2o desoription:
Ermor Repoeting Latind -Gereral, are-srentive, accert Sanstiee, hanalype-rserstive, wedher -
Enshaflation Corfigueation Ridk Uricoede Db, SOL Server Sort Ordar 45 on Code Pagé 550 For noneUricode Data
Raady bo bnaitsl
Installation Progress % I Caniel
Compiehes
ezl pmnasl EraEss |

Figure 68. SQL Server Installation Center: Server Configuration: Customize the SQL Server 2008 R2 Database Engine Collation
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___15. When you applied the changes to the Database Engine and Analysis Services, click Next to
continue.

T8 50U Server 2008 B2 Setup

Server Configuration
Specify the service accounts and collabion configuration,

stup Support Rules Service Accounts | Colaton
Erstsllation Type Z
Prodict ey [eatisbyarss [Enwgine:

Licenss Térms |Latini_Genaral BIN
Setup Role Latir] -General, binary sort

Customize
Feature Selection

inskallation Rues Bnalysie Services:

Instance Configuration Lstin_General BN Cistomize...
Dk Space Requrements Latinl -Ganeral, binary sort

Server Conligur ation

Diatabass Engine Confiquration

Analyziz Services Configurstion

Repanting Servicas Configur stion

Error Reporting

Enstallation Corfigur stion Rules

Ready to Enstal

Installation Progress

Comglete

ook | met> | o | wew |
A

Figure 69. SQL Server Installation Center: Server Configuration: Collation
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__16. Select Mixed Mode, and enter a password. Click Add Current User and add the computer
administrator as shown in the following figure. Then, click Next to continue.

8 SOL Server 2008 B2 Setup

Database Engine Configuration
Spedly Dutabase Engine suthentication security mode, sdminkstrstors and data drectories,

Setup Suppert Rules
Product ey

Licariss Torse

Satup Riole

Fesbure Selsction

Ershallakion Rides

Instance Configur ation

Coeske Space Requnements
Server Configuration
Database Engine Configuration
Anabysts Senvices Corfiguration
Reporting Services Configurstion
Error Reporting

Enstallation Configuration Flules
Ready to Inskal

Instalistion Frogress

Complete

dcrount Provisioen | Data Deechories | FILESTREAM |

Speciy the authentication mode ard administrators For the Database Engine,
Authentication Mods

" Windows suthenticstion mods

% Mioed Mode {300 Server suthertication and Windows sthentication)
Specify the passeord For the SOL Server system adimanistrstor (2a) accourt,
WM I-I-III'II-'I-

Copifinin passwond: I---------

Specify 50U Server admnistrators

PTEARE 2 Administr otor {Administrabor ) SO Server administrators
haves unrestriched aocess bo
e Deakabaase Engies

qwl bheek > Cancel Feip

Figure 70. SQL Server Installation Center: Database Engine Configuration
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___17. Click Add Current User and add the computer administrator as shown in the following
figure. Then, click Next to continue.

i SO Server Z006 B2 Setup

Analysis Services Configuration
Specly Andlysts Services sdministrators and data directories.

Setup Suppart Rules Accourt Provisinng | Data Dwectories |
Prochuct Key
LUkcense Torms Specify which users hawe administrative permessions for Anafysis Services.

Satup foke
Festune Salection sdwiristratons have
Inst sl ation Riudes Aunshytis Services,
Instance Configuration

itk Space Regunsments

Server Configurstion
Cataberse Engre Confguration
Analysis Services Configuration
Raporting Services Configuration
Error Reparting

Tnstallation CordiLration Rides
Paady to knstall

Erst sl ation Progress:

Conmplete

e e

«< Pack Bt 5 Cancel el

Figure 71. SQL Server Installation Center: Analysis Services Configuration
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___18. Select Install the native mode default configuration, and click Next to continue.

18 SOL Server 2008 B2 Setup

Reporting Services Configuration
Specily the Reparting Sarvices configueation meds.

S Suppeort Rubes

Product Key

Licnrese Terms

Satup Role:

Featire Salaction

Iristallabion Fules

Irtarce Corfiguration

Dk Space Requraments
Sarver Configuration
Database Engine Configuration
Rnalysis Senaces Configuration
Reparting Services Configuration
Error Reporting

Instalation Configuration Rules
Raady to Instal

Instalishion Progress

Coimplate

1= Jnotall thes nabive mode defaul configuration,

mummmmwmn & in Mative mode to use the defaulk valuss, The report
sarver 15 usable as soon as Setup is fineshed

T Instal the SharePont integrated mods defaul configurstion.

Setup wil create the report server database in SharePont ntegrated mode and configuns the report server to
use the defackt values, However, inbegrated operations will not be supported untl & miremal inctallstion of &
SharePoint product or bechnolsgy i deployed on the repoet ferver computer and the Reporting Services Add-
in for SharePoint Technologies i nstallsd and configured on the irstance of the SharePoink product or
technology you sre using.

1 Instal, but donot confugare the report server.

Sedup vl install, bt vall not configuns, the report server softveans. After installatson is finished, you can use
e Resportineg Services Configuration tool Do set options that ans required o run the report. server.

< Back et > Cancel Haps

Figure 72. SQL Server Installation Center: Reporting Services Configuration
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___19. Accept the default and click Next to continue.

SOL Server 2008 A2 Setup

Error Reporting

Halp Microgoft mprove SO0 Server Festunes ard services,

Setup Support Rules Spacify the information that you would e Do subomatically sand bo Microsolt b improves fubure releases of SO0
p K Served, These satlings sre optionsl, Mcrosolt treats this nformation as confidertial, Microsoft may provide

updates through Microsoft Update to modify festure usage data. These updates might be dovnloaded and
Liceriss Tems instalad on your machine stomaticaly, depending on your Automatic Update setbings.

Setup Role
Featuns Selschion

Ik sllation Rules
Inskance Configuration
sk Space Fequirements
Server Configurakion
e e e e T e
Anabysis Services Configuration -

Repcrting Senvices Configuration

Errar Reporting

Inestalistion Configurstion Fules

Rmachy bo Inatall

Inatsllskicn Progress

Complste

< Back | Bt > Cancel Hel

Figure 73. SQL Server Installation Center: Error Reporting
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__20. When the setup completes, click Next to continue.

16 SOL Server 2008 B2 Setup

Installation Configuration Rules
Satup 5 running nies to determire f the installation process vall be blocked, For more information, dick Help.,

Sehup Support Fules

Product Key

Licesriis Terfmd

Satup Rok

Festure Selection

Enstallation Rides

Instance Configuration

sk Space Requirements

Server Configuration
Dastabase Engine Configuration
Analysis Services Configunation
Raporting Services Configuration
[Error Repasting

Installation Conliguration Rules
Poasdy bo Enatall

Trist sllationn Frogress

Comphste

swmmnl

Yo dhetadedd report

Operation completed, Passed: 6. Falled 0. ‘Warning 0. Skipped 2.

< pack:

[t >

e |

Cancsd Help

S

Figure 74. SQL Server Installation Center: Installation Configuration Rules
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SQL Server.

b= SOL Server 2008 B2 Setup

___21. Review the summary, and then click Install to start and complete the installation of the MS

Ready to Install

Wiy the SOL Server 2006 B2 Fastures to be instaliad,

e i,

Setup Support Rulss

Product Eey

Liceree Tarms

Satup Roke

Feature Sedection

Irestabstion Rules

Irstance Configuration

Disk Space Requirements
Sorver Configuration
Coatabaep Engene Confgur ation
Anatysts Services Corfiguration
Feporting Services Configuration

| Reeady to install 500 Server 2008 R2:

=] SuETenaeTy -
Edition: Enberpeiss
Action: Inetall
= Gerersl Configurakion

= Faabures
Dt share Ergirs Sarvices
Anatysis Servoes
Foporting Seraces
hent Tools Connectidty
Irtagrakion Services
Chent Tooks Backwarnds Compatiblity
Chent Tooks S0
S04 Server Books Onlire
Mansgaimert Tool - Bas:
Management Tools - Complete
S04 Chent Conmectivity S0
Macrosoft Syme Framewor

= Trestance configr stion
Irstanc e Mame: OPHACT
Irstare 10: CPRLALCT

= [restance 105
| SO Databats Ergines: MS50L10_50, OPNACT i 3
4 * I
Configuration Fils path:

[Ci\Program FlesiMicrosolt 504 Server|100/5etup Bootstrap|Log201 20124 142306\ Configur stionFie.ini

< Back, Irestad Canel Heip

Figure 75. SQL Server Installation Center: Ready to Install
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Installing Tivoli Directory Integrator v9.7 fix pack 5

___1. Inthe Tivoli Directory Integrator welcome screen, click Install IBM Tivoli Directory
Integrator.

ﬁ_ Tivodi Deires

Tivoli Directory Integrator select a language

Welcome to the IBM Tivoli Directory Integrator 7.1
- Yalcome Launchpad

Release Information |

The 18M Tivoli Directory Integrator 7.1 Launchpad provides an overview of the

& ; : :
Ferenuesthe nformation IBM Tivol Directory Integrator 7.1 release, install prerequisites, install

Installation Scenarios ;scenarlus and migration information. The Launchpad also provides links to
T : detalled information about these and other related tepics. Lnks to the 18M
HMigration Information [Tivoli Directory Integrator Installer is also provided.
Install 1B8M Tivol Directory Z
Integratar [IBM Tivoli Directory Integrator performs real-time synchronization for data
S repositories, with a special focus on identity data.
= Web Sites:

o & product site

o @

o @ Support site

o & hews group

-y Licensed Materials - Property of IBM Corp. © Copynght 1BM Corp. and other(s), 2002,

. 2010, All Rights Reserved. 18M, the 16M loge and Tivol are registered trademarks of 18M —

) . [Corporation in the United States, other countries, or both, Built on Eclipse s a trademark of
Eclipse Foundation, lnc. Java and all Java-based trademarks are trademarks of Sun

Figure 76. Tivoli Directory Integrator: Welcome
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__ 2. Click Tivoli Directory Integrator 7.1 Installer.

Tivali Directory Integrator 7.1

(=] E3

Tivoli Directory Integrator Select a language

IBM Tivoli Directory Integrator 7.1 Installation

Weloeme

Release Information uuﬁmmm;m—l
Theoli Directory Integrator 7.1 Installar,

Prarequisite Information
Installation Scenarios Installation documentation:

Migration Infermation

[instaill TBM Tivali
Directory Intearator

Exit

>

Figure 77. Tivoli Directory Integrator: Starting the product installation
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__3. The IBM Tivoli Directory Integrator v.7.1 installation wizard opens. Click OK to continue.

W IBM Tivoli Directory Integrator w7.1

Directory Integrator ~

7.1

Liconsed Matarials - Propacty of IBM Corp, © Copyright IBM Conp, and other(s), 2002, 2010, All Rights Raserwed. IBM, the IBM logo and Tivol
are registensd tademarks of IBM Corporation in the Uned Sinles, olhiét countries, o both. Busl on Eclipss s a trodemark of Eclipsa
Foundation, Inc. Java and all Jove-based radomarics ano rademarics of Son Microsystorms, Ind, in tha Uniled Stales, othor countries. or both
Oithar compay, product, of Baracs nnmes may bo rndermarks o serics misrks of ol

@

.1 e

[Enclsh = (5

-

fifae

3
=
T

Figure 78. IBM Tivoli Directory Integrator v.7.1 installation wizard
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__ 4. Inthe introduction screen, click Next.

% IBM Tivoli Directory Integrator v7.1 HE Ei
Introduction
¥ Introduciion Installanyehene will guide you through the instaliation of IEM Troll Directory |
[ Previous Installations Integrator v7.1.
+ Software License Agreement Itis strangly recommended that vou guil 3l programs before continuing with this
& Choose Install Folder installation,
[+ Choose Install Set

Click the Mext' button to proceed to the next sereen. I you want to change

" Bolutions Directory something on a previous screen, click the Previous” button.

- TDI Semver Pors
[+ TD| Serer Sonice You may cancel this installation at any time by clicking the ‘Cancel’ bution.

_ Integrated Solutions Console
Diractory

. Integrated Solutions Console
Port Values

L AMC Service

[ Pre-Installation Summary
[ Installing... j
- Install Cormplete

Figure 79. IBM Tivoli Directory Integrator v.7.1: Introduction
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___5. Click Next to search for previous installations.

W TBM Tivoli Direckory Integrator v7.1

< Infroduction Click nest to search for prévious |BM Theoll Directory Integrator installations. This |
B Previous Installations may take awhile..

[ Software License Agreement

[= Choose Install Folder

= Choose Install Sel
[= Solutions Directory
TOI Server Ports

[= TDI Server Service

. Integrated Solutions Consala
" Diractory

~. Integrated Solutions Console
- PortValues

= AMC Senice

> Pre-Installation Summany
[ Installing.. H
= Install Gammg';_a

W

Installanywhera

Cancel

Figure 80. IBM Tivoli Directory Integrator v.7.1: Previous installations

82 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

6. Accept the terms in the license agreement and click Next.

W IBM Tivali Directory Integrator ¥ 7.1 M=l B3

Software License Agreement

+ Introduction Please read the following licenss agresment carefully, I
" Previous Installations IMFORTANT: READ CAREFULLY g
= Software License Agreeament

[ Choose Install Folder Two license agreements are presented below.

Choose Install Set

_ 1. International License Agreement for Evaluation of
Solutions Direclory

Programs

1> TUI Beresr Panis Z. International Program Licensze Agresement

[= TDI Server Service

p. Integrated Soltions Consale If Licensee iz obtaining the Program for purposes of
Diirectory productive use (other than evaluation, testing, trial

: Inlegratad Solutions Consale LEY oF buy,.™ or demdnscration)! By clicking on the
Porl Values Miccept! button below, Licesnsss accept= the

= AMC Senvice International Program License Agreement, without

[ Pra-Instaliation Summary [modification.

= Installing..,

' If Licensee iz cbraining the Program for the purpose i
© Install Complete i S e =
o & [ accept the terms in the license sgreement |

|

Insiallanmmsiherne

Cancel

Figure 81. IBM Tivoli Directory Integrator v.7.1: Software License Agreement
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___ 7. Select where you want to save install the product and click Next.

W 1BM Tivoli Directory Integrator v7.1

Introduction

v ¥ S 8 S

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

> Solutions Direclory

[ TDI Server Parls

[> TDI Server Service

. Integrated Soldions Console

Diraclony

. Integrated Solutions Console

v

[

Port Values

- AMC Service

Pre-installation Summary

I Installing...

Install Complete

ilaryewhans

Please choose a destination folder for this installation.

Where Would You Like to Instali?
fc-uesTor

“ Reslore Default Folder || Choose... I

Figure 82. IBM Tivoli Directory Integrator v.7.1: Choose Install Folder
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___8. Select Typical as installation method and click Next.

¥ TBM Tivali Directory Integrator « 7.1

Choose Install Set

ik

Introduction =5 (Typical
Brovious installations ¥ | The most common application features will be inftalled. This option i
1ecommended for most users.
Software License Agreement
Choose Install Folder
Choose [nstall Set
[ Solutions Directory
TOI Server Ports
[= TOI Server Service
Integrated Solutions Console

¥F¥4LL 85

Directons p—
) u m
= Integrated Solutions Console ﬂ Choose this option to customize the festures to be installed.
For Values

[ AMC Service
[ Pre-Installation Summary

[ Installing. . '
= Ingtall Complete

InstallAnywhere

Figure 83. IBM Tivoli Directory Integrator v.7.1: Choose Install Set
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__9. Do not specify a solutions directory and click Next.

¥ TBM Tivali Directory Integrator ¥ 7.1

=012

Solutions Directory

< Introduction You have the oplion of selecting 3 Solutions Directory. & Solwlions Direclondis 2
+ Previous Instaliations static directory where the IBM Trvoli Directory Integrator Server and Configuration

< Software Litense Agreement Editir laok far your olulions.
« Choose Install Folder
« Choose install Set
P Solutions Diraclory

- TDI Server Ports " Use a subdirectory named TO1 under my home direclory
E= TDI Server Senice " Use Install Directory
Integrated Solutions Consale
. DirEgtTF.‘il'gl' ' Selecta directory fo use
_ Integrated Solutions Console Jes
' Va
PortValues Hesiore Defaull CAO0SE |
[ AMC Senice
& Pre-Instaliation Summary & Do not specity - use current working directory at startup ime
= Installing... i

I Install Complete.

Figure 84. IBM Tivoli Directory Integrator v.7.1: Solutions Directory
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___10. Enter the port values and click Next.

‘& IBM Tivoli Directory Integrator v 7.1

Server Port Values

v Infroduction Enter the port values 1o be used by IBM Tivoli Directory Integrator v7.1 Server
" Previous Installations
« Software License Agreement
' Chooge Install Folder
«f Choose Install Set
« Solutions Directory
B TO| Server Ports Senver Port
[ TDI Server Service 109e
- Integrated Solutions Console Systern Store Port:
Diraclory |15:=.'?
. Integrated Solutions Console
© PortValues REET API Port:
L AMC Service f 1098
= Pre=Installation Surnmary System Cueue Port
[ Installing... [41001 I

I Install Complete.

InstallAnywhens

Cancel

Figure 85. IBM Tivoli Directory Integrator v.7.1: Server Port Values
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___11. Leave the “Register as a system service” option as default and click Next.

W IBM Tivali Directory Integrator v7.1 H IEI E

Register Server as Service

Introduction Woue have the option of registering IEM Treoll Directory Integratorv?.1 Server as a .
Previous Installations system semnice.

Software License Agreament
Choose Install Folder
Choose Install Set

Solutions Directory

TDI Server Paorts: ™ Register as a system senice
TODI Server Service Sendce Mame

 Integrated Solutions Console B
Directory

.. Integrated Solutions Consale
FortValues

[+ AMC Service

[+ Pre-Installation Summary
[ Instaling... I
© Install Complets

FLALESKSKSK KK

Cancel

Figure 86. IBM Tivoli Directory Integrator v.7.1: Register Server as a Service
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___12. Enter the port values to use in the Integrated Solutions Console and click Next.

W 1BM Tivaoli Direcbory Integrator v 7.1

“@ ASSASASS S S

v

Introduction

Previgus Installalions
Sofware License Agraement
Choose Install Folder
Choose Install Set

Solutions Directory

TDI Berver Parts

TDI Server Sanice

Integrated Solutions Console
Direclory

Integrated Solutions Console
Por Values

[ AMC Service

- Pre-Installation Summary
- Instaliing...

© Install Complate

InstallAmwhena

Enter the portvalues to be used by Integrated Solutions Console SE,

HTTF port:

| 13100

HTTPS port

|131|:r|

Aclion Manager AP port

|131m

Figure 87. IBM Tivoli Directory Integrator v.7.1: Integrated Solutions Console Port Values
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___13. Leave the “Register as a system service” option as default and click Next.

W TRM Tivol Dinec tory Integrator v7.1 ! E E
AMC Service
" ; i
' Introduction You have the aplion of registering the Administration and Monitoring Console as
+ Previous Installations a syslem semice,

+ Software License Agreement
< Choose Install Folder

« Choose Install Sel

+ Solutions Direclory

+ TDI Server Ports ™ Register as a syslem senvice
/ TDI Server Senvice Burea NAS

_» Integrated Solutions Console |thaenc
Directory

Integrated Solutions Consale
Por Yalues

> AMC Senite
Lo Pre-Installation Sumiman:
* Installing.. i
* Install Complete

Installamwherne

Figure 88. IBM Tivoli Directory Integrator v.7.1: AMC Service
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___14. Check the pre-installation summary and click Install.

W [BM Tivoli Directory Integrator ¥7.1

L T T T

Introduction

Previaus Installations
Software License Agrearment
Choose Install Folder
Choose Install Set

Solutions Directory

TDI Server Ports

TODI Server Serice

Integrated Solutions Console
Dirgctory

Integrated Solutions Console

¥ Portvalues

5

AMC Serice

Pre-Installation Summary
I Installing...
~ Install Cormpleta

Pre-nstallation Summary

Please Review the Following Before Continling:

Product Name:
IBM Tivoll Directory Integrator v7.1

Install Folder:
CUBRATDN

Disk Space Information (fer Installation Target):
Fequired: 663,023 656 byles
Ayailahle; 8,957 874 176 bytes

Figure 89. IBM Tivoli Directory Integrator v.7.1:

Pre-installation Summary
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The integrator installation begins.

Wl IBM Tivoli Directory Integrator ¥7.1

Infraduction

TDI Server Ports

L O T T

Directory

4 Port Yalues

o AMC Service

+ Pra-Instaliation Summary

B Installing..,
* Install Complete

InstallAmwheres

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Soltions Direclory

TDI Server Semvice
Integrated Solutions Console

Integrated Solutions Console

Figure 90. IBM Tivoli Directory Integrator v.7.1: Installing IBM Tivoli Directory Integrator v7.1
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___15. When the installation finishes, click Done to quit the installer.

L AN LA S 505

W

infroduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directory

TDI Server Ports

TOI Server Senice

Integrated Solutions Console
Directory

Infegrated Solutions Console
ForYalues

«f AMC Senice

o
v
|

Pre-Installation Sumrmary
Installing...
Install Complate

Installanywhnere

cante]

B
Install Complete

Congratulations! IBM Trvol Directory Integrator v7.1 has been successiully
nstalled. Press ‘Done' to quit the installer.

I tart Configuration Edtod

pone

Figure 91. IBM Tivoli Directory Integrator v.7.1: Installation Complete
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Apply fix pack 5 to Tivoli Directory Integrator

1. Extract the file 7. 0. 0- TI V- TDl - FPO005. zi p. This creates a folder with the same name (in
this example, it is extracted in C \). In this directory, locate the . j ar file,
Wodat el nstal | er. jar.

2. Copy this file and paste it into the directory C \ | BM TDI \ V7. O\ nai nt enance, replacing the
existing file with the same name.

3. Gointhe directory C\ I BM TDI\ V7. O\ bi n, and run the command appl yUpdat es. bat
-update C\7.0.0-TlV-TD - FPOOO5\ TD - 7. 0- FPOOO5. zi p as follows:

C:~IBM~TDI%h pplyllpdates . bat
al% . B-TIU-TDI —FI"‘HHH Tnl—) 1
j Fix *TDI-7.1-FPBAAS* wuszing back |.| dllectnru !
ATDI 1-FF@aas’* .
271 Updating SERUVER.
71 Updatin
@271 |.|1l|.'i=|t|l'|4 f?HHP] ES .

MIDI~bin>applyllpdates . bat -guer
smation from .pegistey file in: C IHI"I JDI
Identity
: V.1.8.5
Licenze: Mone

DI-7.1-FPBABAL (7.1.8.8>

=TDI=7.1-FPBBAAS
:EE[‘IDE[I WEEB PLATFORH

Deferved: false

CenIBMATDI“hin >

Figure 92. Command applyUpdates.bat
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Creating Connections databases on MS SQL Server

__1. Copy the Lot us_Connections_4. 0_w zards_w n. exe to your computer and extract it.

___2. Then, gointo the Wizard folder and run dbW zar d. bat . The following result is shown. Select
Next to continue.

& patabase wizard for 1BM Connections 4.0

Database wizard for IBM Connections 4.0

Ihis wizard can crmsbe, debste o update the [5M Connections databases,

To sccess nformation about this product, cick: the Launch Infcemation Center.

Launch Information Canber

T corduns, ek MNaxt.

Licensed Mhierials - Propety of [08, Licesse L YLANEBVNEYY L-JRCERIWIMD

SCopyripht IBN Corporation and Re leepsors 2007, 2012, A Rights Ressred 18R, b 1M Mopo, Moo comm ahd Lodus aré
trademarks of 16M Corpovabion in e Unfed STates, obher coumiries, or Bobh. ORber compdny prociuc! oF senice pames may I
tradeindiks or Senocd mavks of pivees A coerend Il of JBM traderedri s i avalpbir o Dhe Web ol

W iben Comfegaicominnde sttrl. UG Governmend Users Resircled RQhts. Uise, Juolcalon or ofscDaive resirkiled by
E54 ADP Sohedole Confract with I8N Covp. Plapse s Mhe ADoed page fov furbher informalion

Figure 93. Database wizard for IBM Connections 4.0
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___3. Choose whether to create, delete, or upgrade. Select Create and click Next to continue.

1 Bat abase wizard for 1B Connections 4.0

Database task selection

Selact the dotabase bask:

{+ Craate
™ Dadats
™ Lipselaks opesystion only For 154 Conmecticns darshace 3.0,1.3% bo 4.0

Figure 94. Database wizard for IBM Connections 4.0: Database task selection

96 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

___4. Select the path for the database installation location, and the database instance name. Click
Next to continue.
B patabase wizard for 1BM Connections 4.0 Hi=] E3

Dnatabase selection

Select the databace bype, inctalation location, and databace nstance,

™ DB2 Universsl Dastabase (Ti)
" Cwacke Enterprize Edition
(¥ S04 Server Enterpriss Edition

Eistabase instalation bacstion:
| C:\Program Fles\Microsoft S04 Server Browaa...
Dustabase instance:

[ETRICS]

Figure 95. Database wizard for IBM Connections 4.0: Database selection
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__ 5. Select the database instance to create from the list of applications and click Next.

ﬁ Database wizard for 1BM Connections 4.0 !Hm

Apphcations selection

Sidect bhe applcations For whach you wank to creste datasbases. You cannok sslect apphcations that already have databases.
Mok: The Seardh snd Neves repository sppbostions ars contained in ths Home page datsbass,

Cognos database s for Conges BI Server, You will need Cognos bo use Metrics,

st

[ Blogs

[ Commursties
[ Bockmarks
[~ Profies
[T Home page
[ Wik

[~ Fles

[ Porums
[ mobde
[ Petrics
I Coorms

[ Salect a8

Figure 96. Database wizard for IBM Connections 4.0: Applications selection
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___6. Enter and confirm the password for the database instance to create and click Next.

ﬁ_ Database wizard for 18M Connections 4.0 !H m

Database authentication for applications

Specy the passwands for the datshass users.
1% Lise the s parsswond Foe all applcstions
Passweced Corfirm password

" Craste diferent passwonds for ssch appleation
Dt sbacs Username Pasowond

Fassinoss

Confirm password
Metrics | METRICSLSER | |

Back [ — Cancel |

Figure 97. Database wizard for IBM Connections 4.0: Database authentication for applications
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___7. Select 'Use the same database file location for all applications” and enter the file location.
Then, click Next to continue.

B patabase wizard for IBM Connections 4.0

Database file location

=] E3

Specify the file locations on the S0L Sanver for the festured databases.
% Lize the same database file location for o spplications
Diatasbioesss file focation: | C\MSS0L_DEs

7 Lize different databases fle locations for aach spphcation
Application Duastadbiacsar Fille bocation:
Melrics |

Figure 98. Database wizard for IBM Connections 4.0: Database file location
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___8. Review the summary screen and click Create to continue.

B Database wizard for 18M Connections 4.0

Pre-confiquration task summany

e Connechions ks ready to create databases For the Following spplcations.,

Action: Creste 1BM Connections datsbuse

Dintabiags types: SO Serier Entarpeise Eddtion

Dhatshase insk ol locabion: C:1Program Filss|Microsalt SO0 Server
Drsbshase instancs: OPRACT

The sefected appications are: Metrics

| -
Metrics
Dt sbhase mame: FETRICS
Dratabiase user: METRICSLISER
Syl seriphs bo oo araakeDb, 2, speGrants.sql
Drstsbase File location: C\MES0L_DEs

To changs ary settings, dick Back. To begin the bask, dick Create.

[+ Shecws the detaded databess commands.

Figure 99. Database wizard for IBM Connections 4.0: Pre-configuration task summary
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__ 9. Click Execute to start creating the database. After finishing, remember to rerun the wizard
again for each instance to create the appropriate database for each instance.

& Database wizard for IBM Connections 4.0

Database creation detailed command

The Fodowang commands will be sxecuted, dick "Execube” to nun them,
MMelbrics

1. ChProgesn FlesiMicrosoft SOL Server)] 00/t ooks brngsoiosd - | -5 WOPNACT - connectons. sgfimetrics) solserver
YoreateDh, s -v Flepathe"CiMSS0L_DES" pasowarndm s esee

2. Ci\Program Fles\Microsoft SOU Server] 100/ teoksbinnfagirmd -V 1 -5 1OPNACT 4 connections. sqfjmetrics|sclserver
\eppirants. sqf -+ filepatheCIMESOL_DBs passwords"s=sss==

Figure 100. Database wizard for IBM Connections 4.0: Database creation detailed command
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Populating the Profiles database

__ 1. Go to the Wizard folder and run the popul at i onW zar d. bat . Profiles population wizard for
IBM Connections 4.0 opens. Click Next to continue.

& Profiles populastion wizard for 188 Connections 4.0

Welcome to Profiles population wizard for IBM Connections 4.0

I'h:- wizhrd populstes the Profies databiss for [BM Cohfadbions with isers lngdn your LDAP deeclory.

T soeess information sbouk this product, dick the Launch Information Canter,

Launch Infoemation Center |

cick Maxk ko contifue.

Licensad Maberials - Propeny of 188 Lioense [-IYDRLAVNEY

D Copyright 1IBM Corporation nd £ Meensors 2007, 2003, AN Rigis Resered (SM b (8M fogo, b com @nd Lofes are
trademarks of (B Corporabion Jin the Uniled' States, ofiver copnines, or both. Other comaam; procuct or Sen0ce Dames may be
tracamark s OF Serace marks of ofbers. A cuvrend st of I8N brpdamaris is ovallgbie on the Web of

nwsibm com'eparcomdracs sl LS Govermmend Users Resdncled Riphis: Use, duplicpbon or oiscipsurs resdriche by
G54 ADE Scheduie Condract with I8M Corp. Please sew the About page for fiwther Information

Figure 101. Profiles population wizard for IBM Connections 4.0: Welcome
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___ 2. Select the installation directory and click Next to continue.

& Profiles population wizard for 18M Connections 4.0

Tivoh Directory Integratar install location
3 The wizard was unabis ko lacate the Tholl Dinectony Inbegrstor in the defaul location

BM Connections uses Trol Directory Inbegrator ko populste the Profibes database. Specify the location of the Tivoll Directory
Inkegrator prodgeam files. Theok Directory Ietegrator must be verdon 7.1, FixPack2,

Selact the location of the Theol Dérectory Integrabor installaton drectory:

[CAmsmTonNz.1

Figure 102. Profiles population wizard for IBM Connections 4.0: Tivoli Directory Integrator installation location
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___ 3. Select the database type and click Next to continue.

& Profiles population wizard for 184 Connections 4.0 _ o] =]

Prohles dalabase typa

Selact the Profiles database byps.

™ DEZ Unbrersal Database{TM)
™ Orace Enberprise Edtion
[ 560 Servar Erterprise Ediion |

Figure 103. Profiles population wizard for IBM Connections 4.0: Profiles database type
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___ 4. Now enter the database information for where your PECPLEDB database is located, and click

Next to continue.

£ Profiles population wizard for 18M Connections 4.0

Profiles database properties

[Ender the: Profiles database properties, The wizand uses this infomation o acosss the Profiles databage,

Host name!

rm:f.b'n.-:nm

Porty

[+027a i
Dk b e

[PECFLEDE

X8 driver Borary path:

[ :heaMisatidbe_3.0heny Browsa, ..
WUsasr T {Accourk ussd bo wris bo database’:

[ PROFUSER:

Passwced:

| snnennns

Figure 104. Profiles population wizard for IBM Connections 4.0: Profiles database properties
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__ 5. Enter the LDAP server name and port number. Then, click Next to continue.

& profiles population wizard for 18M Connections 4.0

LDAF server connection

Speacify the LDEP host name and port bo snabls the Profiles populstion wizard bo conneck bo the LDAP server.

LDAP server noeme!

|I-d.apserm.i3m.cm

LDAP server port:

EZ]

Salact b uss S5 comimunicstion for saourad scoscs
[ Use 550 communication

Back Pt Cancel

Figure 105. Profiles population wizard for IBM Connections 4.0: LDAP server connections

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 107



Deployment Scenarios

___ 6. Now enter your LDAP bind user authentication details and password. Then, click Next to
continue. In this case, it is:

cn=wpsbi nd, cn=user s, | =Shar edLDAP, c=US, ou=Lot us, 0=Sof t war e
G oup, dc=i bm dc=com

& profiles population wizard For [BM Connections 4.0

LDAP authentication properies

Entier the bind distinguished name: and passwond to to adow the wizard bo access the LOAP drectory,
Bird distinguished name (DH);

| crmyepebird, i i Sk el DR, el tS, ool ot oo Sl Byesed Groups, S mibim, dheme om

Bind pasowand:

Fasision

Back ek Cancel |

Figure 106. Profiles population wizard for IBM Connections 4.0: LDAP authentication properties

108 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

7. Now enter the search base and the search filter. Then, click Next to continue.

& Profiles population wizard for 184 Connections 4.0

Base distinquished name and filter for searches

Eriter the base destirgushed name and filker for this wizand to bagin seardhireg for users in the LDAP deachory bres,

LDAP wser search bare:!
| = Shared AP cstS ol otus o Solbwars Gam.p.dc—br-‘._,d-c-cmﬂ

LDAF wser saarch filer
[ Codusdm*Wobpmct dassminetOngPerson))

Bhack I hi:xtlw

Figure 107. Profiles population wizard for IBM Connections 4.0: Base distinguished name and filter for searches
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___ 8. Accept the default database mappings, and click Next to continue.

jn_ Profiles population wizard for 1BM Connections 4.0

Frofiles database mapping

Salack a0 LDAP sttribate or & lrvaSoript function for sach field in the Profiles databarse,

You can sort the columres By selscting the columin beader, or select each row bo add, nemove, or sdt the LDAR attribute or Javasoript

Function
Dafisbase Fiekds | LOWP Ativibutes or 5 Functions | Description | -
Lt Akarriste lash rames
bhdgld Buidcrg
bhoegtkl oy k.
[ Cabandsr brdc
countryCode c Couritry code
courtesyTithe Courtesy tide
depthamber Depaekmaent ruamber
description dhersripicn Abeit s Al
eyl syt ] e
detingqushedilame  $dn LDAP distirguuished nams
menyl sl Ciffics amal
employeeiiumber oy s Ervpdonyes mamber
empioyesTypeCode  employestype Emploryes type
SxpeTiene Bachgroursd
Fapsdurdber Facsimdetelepboneraamber Fas: nusmbsee
Floos Floos
Fr ey il FrosBusy tinme ek
gevershlames giverhisms Supported mulkipls giesn naTes
groupweareEmsl Akerriate emal Lj
Back Hext Cancel

Figure 108. Profiles population wizard for IBM Connections 4.0: Profiles database mapping
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__ 9. Accept the default mapping, and click Next to continue.

& profiles population sizard For [BM Connections 4.0

Opthonal database tasks

Select the chedk box for each bype of cptional informabion that you want o add. You must supply a C5Y fils with data for each
information byps.

[ Countries

I Departerents
| amoILC D 01T TUEM Con : ; Tibockid I
I Crganizations
|
I Employes bypes

i ]|

I ok locations

Do yois weasnt b rum bhe bask that marks the profies of each managerT
I+ Yeos
b

Figure 109. Profiles population wizard for IBM Connections 4.0: Optional database tasks
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___10. Review the summary, and click Configure to start the population of the Profiles database.

ﬂ_ Profiles popadation wizard For IBM Connections 4.0

Profiles population configuration summany

Profie populstion wizard i raady bo run the populstion with the Following configuration,

Configuration detals:

(Custsborme haost namae: dshem] 130, ol e, b com

Diataberse name: FECFLEDA

Database port: 49278

OBC driver Brary pathe CEMsqldb:s 5. 0gnu

Database user [D: PROFUSER

Database bype: 50U Server Enbespuise Editicn

LOWAP et st s Sy, il ios, i oo

LOAP sepwier paork: 250

Bind dstinguished name: cnesspsbind, cneusers, l=SharedL DAP, c=UI5, o=l otus, o=Software Group, dosbm, do=com
LOAP et sanch base: b=SharediDAP, c=liS, our=Lotus, o Softvars Group, oo, doscom
LDAP e march Filter: (2oL Hobdect dlassminat OrgPer som))

Tiwoll Directory Integrator installation locstion: C:\IBMITONYT.1

Use 550 communication: No

Cptionad bask kst: Mark manageds

T change any setbings, chok Back. To begin the configueation, cick Configure

MIME}.MICM

Figure 110. Profiles population wizard for IBM Connections 4.0: Profiles population configuration summary
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___11. The population of Profiles database takes several hours to complete. When it is completed
(without any errors), click Finish.

& profiles population wizard for 184 Connections 4.0

Execuling population task

This bk many bake several mnukes or holrs, depsnding on the size of your LDAP directory,

Fopulating...
Lesggies inbo C:Ler s Admirestr aboc lcwizandilogitdibd_201 20824114724, b0y

Cpan Log

Figure 111. Profiles population wizard for IBM Connections 4.0: Executing population task
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Installing IBM Connections 4.0

Before beginning the installation

Before beginning the installation, take note of the following points:

- Rational Installation Manager: IBM Connections 4.0 uses the Rational Installation Manager to
provide an enhanced installation experience. Before beginning the installation, you should
uninstall any previous versions of Rational Installation Manager since you are prompted to
install this product when you run the IBM Connections 4.0 Installer.

- Deployment Manager and nodes: Remember to start the Deployment Manager before
running the installation wizard. Node agents should also be started so that resynchronization is
possible between the Deployment Manager and nodes when required.

- DB2. Before beginning to install IBM Connections 4.0, you must copy the JDBC driver from the
DB2 server, db. exanpl e. com to a local directory on the Deployment Manager and both nodes.
The same local directory must be used on dm exanpl e, nodel. exanpl e. com and
node2. exanpl e. com That directory is named C \ 1 BM JDBC [xi ver s. IBM Connections uses
these drivers to connect to the database.

On the DB2 computer, these drivers are in C \ | BM SQLI B\ j ava. The names of the required
drivers are db2j cc. jar and db2j cc_licence_cu.j ar.

For different databases, different JDBC drivers are required. The following table describes
which drivers are required for which database. No matter which database is used, these drivers
must be copied to this location on the machine that hosts IBM Connections 4.0.

Table 2: Database type

Database type JDBC driver name
Oracle ojdbc6.jar
MS SQL Server sqljdbc4.jar

Shared Data folder: For a networked, multi-node configuration, there must be a shared space
between the Deployment Manager and nodes. This space is used as a data store for IBM
Connections. This shared space can be a shared network folder on Windows or Linux, or be part of
a storage area network (SAN) in large deployments. In this scenario, the directory

C \ I BM Lot usGonnect i ons\ dat a\ shar ed on dm exanpl e. comis shared between both nodes.

To share the folder, follow these steps:

1. Open the folder C.\ | BM on the Deployment Manager, open the properties of this folder, and
switch to the Sharing tab.

2. Click Share.
3. The folder is then shared along with all its subdirectories.

The folder is now shared; however, any clients that want to connect to this client must
authenticate with this computer.

4. Map the shared folder to both node computers. If the credentials are different on the node
computer and the Deployment Manager, select Connect using different credentials. Be sure
to select Reconnect at logon.

114 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

5. Postinstallation: The Lotus Connections data folder is created and can be accessed at this
location on each node:

__a. Extract the IBM Connections installation files to a directory on dm exanpl e. comand run
| aunchpad. exe to begin the installation.

Lobus_Connections_Instal

@;1 T T T = E e E:JI
Organizs = [T Open  Sharewsth = hew Folder = 0w
=50 Favorkes Horme - ID&hrruf‘bd I'I'yp.u Ih l |

B Desidon Cognas 017022002 14:4% Fiber Foldber
& Downloads LM O1/02/2012 14:49 Fibe: Foddier
88 Foecert Placss launchpad OIFOZ/Z012 1450 Fie fokder
ks Launchged. app O1f02/2002 14:45 File Folder
L LobusConnections 0 f02/2002 14:50 File folder
.« S 0 | autorun.inf 2000 2002 0408 Setup Information 1KB
T[] Docurnts
- 1'.n sk i lsarchpad, aos 209 | Ird b
T o Pichures @ | lunchpad,ini 204002002 0608 Configuration settings 2KB
¥ B videos
= M Computer

5 &, Local Dk )

& il Network

Figure 112. Lotus Connections Install: Launchpad

___b. Click Install IBM Connections 4.0.0.

188 Connections 4.0.0 !E B
IBM®* Connections 4.0.0 Select a language: [English =] okl
Welcome
Documentation Install IBM Connections 4.0.0
Pre-installation tasks What is IBM Installation Manager?
Install IEM Connections Installation Manager ks an application that makes it easier for you to
L 4.0.0 download and install many IBM software products,
Post-installation tasks If you have not previously installed Installation Manager, you will be
Exit prompted to install it upon starting the IBM Connections install wizard.

2 Launch the IBM Connactions 4.0.0 install wizard

Mote: Start the WebSphere Application Server Deployment Manager
before proceeding with the wizard.

W View th nnections 4. install wi 5

Figure 113. IBM Connections 4.0.0: Install IBM Connections 4.0.0
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___c. Click Install to continue.

IBM Installation Manager

ot Install
A
Irratall software packages
i‘- - | Update - “{ Manage Licenses
1 ; Decarver and ipial updates and fnes =
o ; an natalad poftass peckages
! Rl Back

P Modify

g Baddwed o semoveg leatume and
LT 2

3 :- i};? Chuage nitaled 68w dadthaged \,E‘t- Uninatall

Figure 114. IBM Installation Manager: Install software packages
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__d. The following figure shows more about Rational Installation Manager and includes an
important note about starting the Deployment Manager before beginning the installation.
See the Starting and Stopping IBM Connections section to find out how to start the
Deployment Manager. After the Deployment Manager is started, click Launch the IBM

Connections 4.0.0 install wizard.

Select to install both the Installation Manager and IBM Connections 4.0.0 and click Next

to continue.

& 18 Dnst aabion Manager [ I ]
Install Packages N
Select pachages b instal e
Tretalation Packages Lo Ky Trpsa ]

- =

B, verman4.0.00

[ S ol wwrmiern

Dok s

DEfels Dnistallabioen Mansger 1.4.4

A et alationn Manags Morg i,

& RFagarbony: O s giAdoristrat oriDiosriesc L C 4 Dilohx m‘-’ﬂ_lnﬂﬂ-?_—rwm

5 S | S | B

Figure 115. IBM Installation Manager: Installation Packages
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___e. Accept the license agreement and click Next to continue.
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Figure 116. IBM Installation Manager: License agreement
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___f. Select the location to install Rational Installation Manager and the shared resources
directory. Use the locations that are shown in the figure for ease of use and then click
Next to proceed.

B B Intalladion Managir

Install Packages =
ekt i katiaicn Fox the shared rescurcin diectory and a keation for bt allion Manager

W pons kel pachasgee, Bley e ahor s in b bncatone

1] Thas ol derfioncs i Eleahin'y - pEgonited that £an be shaved by selbpls padiagss.
.I.L 21 Thw rrikabalesh drestiry - ary reourdes that are urepoe 1o e pachage iad o ave retalles.

Emportank: Vo can anby select e shared resounces drectony e st time youinetall s packes with the TBM Jretalstion Manager, For best repits ssiect the dive ssth the most
avalably space becauss i mest Parve adeguate spacs for the shared resources of fubre pachages.

Shared Esournes Disctory; | /DMt [ |
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Figure 117. IBM Installation Manager: Installation location
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__ 0. Anew package group is created for IBM Connections. Select the installation directory as
shown in the following figure and click Next to proceed.

B 18 It bt ion Mansger

Install Packages —H,
& percharge group -8 location that Corbars one oF mone packages, Sone compatible pachages can be Instaled nko & common padhages group and o shave & common ussr inberf ace. {
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(B
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Figure 118. IBM Installation Manager: New package group
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___h. Toinstall all IBM Connections components, ensure that all options are selected except
those that are not required, and click Next to proceed.
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Figure 119. IBM Installation Manager: Features to install
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___i.  Complete the host name, dm.example.com, and the Deployment Manager administrator
and password. If you plan to deploy your configuration with a third-party security suite,
such as Tivoli Access Manager, SiteMinder, or SPNEGO, the administrative user must
be specified on both the LDAP and on a Deployment Manager administrator. Click
Validate to verify these settings before proceeding.

Install Packages
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Conbent: S irectallabion baotion
EX hotifcgtson | Cr oSy Brignng
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ok e
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Figure 120. IBM Installation Manager: Configurations for the packages

___ 6. Ifthe validation is successful, click OK and then click Next to continue.

& Information Dialog [ ]

| Walidation successful,

Figure 121. Information dialog: Validation successful
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__j- Select the Medium deployment topology as shown in the figure and click Same nodes
selection for all clusters to ensure that all applications are installed on both nodes in
each cluster. Click Next to continue.
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Figure 122. IBM Installation Manager: Topology
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__k. Inthis instance, each database is on its own instance. Therefore, check the No option at
the top of the panel. Select SQL as the database type, and provide the location to the
JDBC drivers. For each database, the next step is to provide the host name of the
database server, the port numbers that each database can be found under, and the
password to access the database. These values are the same as in the table that
describes the database topology when setting up SQL. These ports might differ slightly
from configuration to configuration. Click Validate to ensure all the inputs are correct.

The validation starts.
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Figure 123. IBM Installation Manager: Database
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__ I Click Validated.
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Figure 124. IBM Installation Manager: Database

___m. The validation finishes. Click OK to close the information dialog and then Next to

continue.

& Information Dialog

| Yalidation successiul,

Figure 125. Information dialog: Validation successful
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___n. Provide the location of the local and shared data stores as in the following figure. The
shared content store must be specified by using the Windows UNC directory format. The
location \\ dm exanpl e. comi | BM Lot usConnect i ons\ dat a\ shar ed is available to all
nodes and is the same physical space. Click Validate to verify these settings.
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Figure 126. IBM Installation Manager: Content Store

___ 0. The validation finishes. Click OK to close the information dialog and then Next to

continue.
& Information Dialog [ ]

| Walidation successful,

Figure 127. Information dialog: Validation successful
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__p- Inthe following figure, do not enable IBM Connections deployment for mail notifications.

Depending on your configuration, you might need to provide more information in the
other fields. Click Next to continue.
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Figure 128. IBM Installation Manager: Notification
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B 1001 1nst allabion “amager

__qg. Review the summary panel and click Install to begin the installation.
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Figure 129. IBM Installation Manager:

Summary information
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The installation is now in progress and might take up to two hours to complete.
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Figure 130. IBM Installation Manager: Installation in progress
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r.  When the installation finishes, the summary panel that is shown in the following figure is
displayed and all packages should be installed successfully. Click Finish to complete
the installation of IBM Connections. There are a number of post installation tasks which
must be attended to. Before proceeding to these tasks, you must restart the Deployment
Manager for installation changes to take effect. After the Deployment Manager is
restarted, move to these steps.
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Figure 131. IBM Installation Manager: Installation completion
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Configuring the HTTP server

Add web server as an unmanaged node
__1. Click Add Node.

todes

Usa this page to manage nodes in the application sereer environment. & node comresponds to a physical comput
following table lists the managed snd unmanaged nodes in this cell. The first node is the deployment manager.
cicking add Hode,

B Preferences

Add Mode | RemoveMode | Force Delete | Synchranize | Full Resynchronize Stop
L =i e
-

Salectt| Namae Host Name 3 Version J

fou can adrminister the following resources:

Figure 132. Adding web server as an unmanaged node

___ 2. Click Unmanaged node.

Ui Tl [ B0 Bk tRaad & SRR G B SRS R R A,

Hanuged nods

Spacfias the ceaiion of & mesaged nods. & 4 nade w apl parvar proces. that ruse within the deplopmant mansges call. The mansged sode
la sanccated with & node mgant procens that malrsia tha condiguration for Bha node and confroh Ba cpamabion. Choasing thin opbion resulia in runnisg he add rodae
ubilty b an " ! o .

B yesanaged node

Spacfar the creskon of 3n unmansped soda. An unmansped ~ode raprETects B node o b fopclogy Beak doaa not hees B0 Bpplicakaan BCET prOCERE oF B node
sgenl procens. Unmansged modes sre loe plher server procemsai. such o8 Wl sersera thet exsl on Lhal gwm node m B

_heat || cancel

Figure 133. Unmanaged node

__ 3. Enter the name and the host name. Click Apply and then OK.

Modes > New

Uze thiz page to view or changes the configuration for an unmanaged nede. An pnmenaged nods 5 3 node defined in the cell topology that
doat net heve B node BGEnt funning te manage the proosis. Unmansged nodes are typically uied to manage Web farve

Configuration
Genaral Propoertias The sdddiansl properties will not ba available wntil the genaral properbas for this Bem
sre spphed or saved
* Harme dd |
[“.I 1 Additeonal Properties

[
& Hogt Msma

[rabserver.ibm.com

& Makfgem Type

_Apely | | ok | | Resst | | cancel

Figure 134. Node configuration
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4. Click Save.

=B Messages
Meh anges have been mads to your local configuration, You can:
® Saue directly to the master configuration,

® Ravigw changes before saving or discarding:
AR option to tynchronize the configuration across multiple nodes after £aving can be enabled in Preferancas,

$»The server may need to be restartad for these changes to take affect

Figure 135. Messages

__ 5. The web server is added as an unmanaged node.

.....

¥ ok 21 kg Mo daa Py e ok spplicable TCP

Figure 136. Web server added as an unmanaged node
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Add web server as a server

__1. Click Generate Plug-in.

Web servers
Wsa this page to view a list of tha installad Wab servers.

Preferences

| Ganerava Plug-in ]I Propagate Plug-in I Hew H Dalete [| Tarmplates... I Srart | Ev.ur-.l' T+=n'--nue.]

(= Gl

5I|Id‘i Marne © Wab server Type O |H'nd| Leoi !Huﬂ Mame O | Version O Statug g

Hone

Total 0

Figure 137. Adding web server as a server

2. Enter the Server name and click Next.

Croate now Web snrver definitsan -

Uss this psge to creabs 8 new 'Weab sener,

=¥ e 1t Salect a _-__ ect & 1 - the We -_ wer ani # e '*ﬁ. m -w: ’ 3
node Far the Web — S e o
sarver and selet Salect & node that correspond to the Wab serves you mant bo pdd,

the Wel server
Salect node

T

& Sarver AR

|wmbsarvart

* Tyse
[18m HTTD Sarvar [=]|

Figure 138. Selecting a node for the web server and selecting the web server type
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__ 3. Select IHS as template name and click Next.

Uss this page o create 5 naw Wab sercer.

[l
FipiT

Salect the template that comesponds to the server that you want to oreate.

TR e

& | Syrtam

im:ums-m'rmpuh

Figure 139. Selecting a web server template

___ 4. Enter the properties for the web server and click Next.

Uss this page io create & naw Wab server.

Entar the Wab server propertias.
* Dot

[ea i

+ Wab server installation location

G:'!.IEII.\HI‘I‘PM-P

# Sarvios mEmE

|remHTTRServarT 0

# Plug-in installation
[CNBMAHTTPEwrreriPlugine

thﬂdn mapping to the Waeb servaes

Sarver prop

Figure 140. Enter the properties for the new web server
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__ 5. Check the summary of your selections and click Finish.

Create new Welb server definition

Usa this page o creste & new Wab sarver,

sattings.

Summary of sctions
Maw ‘Wab fadrar gnlry "vesBeived -
will Be crambed &6 AEdE “rabiervet” [
Blaifacrm Typa "Windowy™ |
Wb gerver installation rost “C:\1EM |B
-

AHTTPIacrar”
=%  Gimp §: Conflirm new Blugrin instellation roek "Ci\1BM
el wprunir WHTTPSarrar i Pluging”,

The following is & summary of your seledtons., Click the Finish button to complete the Wab sercer
cragtion, If thare are settings you wigh to change. ok on Previeus butten bo review the server

Figure 141. Confirming new web server

6. Click Save.

B Messages

[ Hew server iz craated succazsfully.

running the nevily created server

&Ghinﬂn have been made to your local configuration. You can:
® Saye directy to the master configuration.

® Aevigw changes before saving or discarding.

&% Tha sarvar may naed to ba rastartad for thase changes to take effect.

[} modify variables, resources, and other server configuration settings, such as message broker queue names before.

An option to synchronize the configuration across multiple nodes after saving can be enabled in Prafarences.

Figure 142. Messages
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___ 7. Click Full Resynchronize.

EE Megseges

| 113 Suicassfuily indiated synchronzation of the mepository on node 33ENodel L with the
daployrmant mansger s MepoEtony.
11 Fuconerfully infiated synchr of the reporitory on nodq FHldNodell with the

deploymant managars fepositon.

Naodes

Uxa this page to menasge nodes in the spplication server snvircnment. & node corresponds bto # physical computer system with & distingt 18

heat address. The lolloning table ligte the managed and unmanaged nedes in this call. Tha firgt node @& the deployment mansger. Add new
nodes to the call and to this list by dicking add Rode.

B ereferences

Varsian Disccvary Probatal 3 Status )
WD 7.0 Tep &
T e .
LMD 002K TCR £
Hok applicable e |

Figure 143. Full resynchronizing

The web server is successfully added as a server.

Wab server
e thig Same ke view & [t of the ingtalled Wab asrvars.

& Erafererncai

ranasatn: Bl | Digpasitn Plogsin | e g ratatn ; T kl Stan 1 Seop ] T e J

falact Hame & Wab sarear Typa o Hoda 3 Mot Hame o Venion T ftatus ()
dh L R D b ol L e e
pabaerver I8 HTTP. Sacvar il Ay mpeam pan - ca "'“ +
i applicabis
Tetal 1

Figure 144. Web server is successfully added as a server
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Configuring the HTTP Server for SSL

___ 1. Thefirst step is to create a key file. Start the iKeyman utility by double-clicking the file
ikeyman.bat from C \ | BM HTTPSer ver\ bi n.

L I ey lamagenisenl (=10 ]

Hey Database file Cresie Yew Help
D & %

083 Ty
Filer R,

Wy ik abase information

Token Labwk

Ky sl sburee Content

[T start, please select e Koy (et abase File e (0 work with a key dalsbase..

Figure 145. Creating a key file

___ 2. Select Key Database File > New...

EIBM Key Management

Key Datahase File | Create Yiew Help

D Hew... Ctrl-M

= 0
[3’ —1 Create a new key database file
* Hew Provider Ctrl-E

Figure 146. IBM Key Management
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___3. Ensure that the key database type is selected as CMS. Input a name for the key file and

location to store it and click OK.

| Browse...

MNew
Key database type |CMS -
File Hame: |webaewer-key.kdh
Location: (CABMWKEyfiles

Cancel

Figure 147. Entering a name and a location

__ 4. Enter a password and select Stash password to a file. Click OK.

Password Prompt

Password: |"uuu

Confirm Password: |--uu--

[_| Expiration time
Stash password to a file
OK Reset Cancel

Figure 148. Password Prompt
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You are returned to the iKeyman panel with the webser ver - key. kdb opened.

L I Eey Management - [ 10 Eeylies webserver-heybodh |

Koy Datsbase fils Crests  Wiew |iolp
D dERL
ey sl sbuasn ol or rrastson
M- T L]
Ty by & HE N e S S e iy i
Token Labet:
Koy it st Condind
P ainficll Coini THFC ol oird - Recepen._
o,
M Solfl Sagred..

[T recquurstet action s sacces sty compcied

Figure 149. IBM Key Management

__ 5. Now create a self-signed certificate by using Create > New Self-Signed Certificate.

EIBM Key Management - [C:\IBM\ Keyfiles \webserver-key.kdb]

Key Database File | Create | View Help

D [ﬁ’, g ‘a New Certificate Request...  Cil-R

=2 New Self-Signed Certificate... Ctri-L
DB-Type: e Create a new self-signed certificate |

Key database in

File Name: BN eyileswe hserver-key kdb

Token Lahel:

Figure 150. Creating a new self-signed certificate

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 139



Deployment Scenarios

___6. Input the label and other details as appropriate. Click OK to save the certificate.

Etreate Mew Self-Signed Certificate

Please provide the following:

Key Label |Self5ignedCertiﬂcate |
Yersion ELTILRTE R o

Key Size 1024 |«

Signature Algorithm SHATWIthRSA |«

Common Hame {optional) |cnnnectinns.example.cum

Organization (optional) ||

Organizational Unit (optional) |

Locality {optional) |

State/Province {optional) | |
Zipcode {optional) | |
Country or region {optional) -

Validity Period 365 Days

OK Reset Cancel

Figure 151. Creating a new self-signed certificate

The certificate now appears in the key file, as the following figure.

B B R ey Managerent [0 BN Kepldes metrerver ke bdb ]

Kiry Dustabiaiie file  Croals  View  Halp

NedTRL

My databye infarmation
D Ty CM3
Fillar Marnix: VB e g e S T oy bl
Voot IL kit

Py bt ity oot vl

Figure 152. IBM Key Management
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___7. Stopthe IBM HTTP Server if started. When it stops, log in to the administrative console and

configure the web server for SSL.

Web servers

Uze thiz page to view a list of the installed Web servers.

M Prafarances

GEenerate Plug=in Propagate Plug=in | FMew ] Celete ] Templates... Start SLop i T rminate I

((=ESES

Select| Name 2 web server Type

| Total 1

Hode o Host Name 35 Varsion J_ | Status ()

You can administer the following resources:

[ IBM HTTP Server

cunnefﬁans.nxampll.mm Mot

| applicabla

Figure 153. Web servers
__ 8. Click Configuration File.

Weh servers > webserverl

Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,

Configuration

General Properties

Web server name

|-Joh:a-.ﬂuer‘..

Typa

Configuration settings

[ IEM HTTF Server

rvir Virkual Host
Igbal Di

Additional Properties

# Paork
[0

4 Web sarver installation location

[C:/1BM/HTTESarver

Log file

Configuration File

Plug-in propertias

Rem W FYRF Man mign

Custom pro ies

Figure 154. Additional Properties > Configuration File

The htt pd. conf opens in the browser as in the following figure.

Configuration file

#

# Thiz is the main IBM HTTP sarver configuration file,
# configuration directives that give the server its instructions,
# See <URL:htto:/foublib.boulder.ibm. com/httosere/manual70/> for detailed

It contains the

Figure 155. Configuration file
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At the bottom of the configuration, add the following lines to the htt p. conf file to load the

SSL module by using the newly created key file:

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so
<l f Modul e nod i bmssl.c>

Listen 0.0.0.0: 443

<M rtual Host *: 443>

Ser ver Nane dngr . nyconpany. com

SSLEnabl e

Al | owEncodedS ashes On

</ VM rtual Host >

</ 1 f Modul e>

SSLD sabl e

Keyfile "/opt/|BM Keyfil es/ webser ver - key. kdb"
SSLStashFil e "/opt/ 1 BM Keyfi | es/ webser ver - key. st h"

___10. Click Apply and then OK.

LoadModule ibm_ssl_module modules/mod_ibm_ssl. s0
<IftModule mod_ibm_ssl. c>

Listen 0.0,0.0:443

“VirtualHost *1443>

Serverfarme dmMgr.mycompany.com

55LEnable

AllowEncodedSlashes On

<fVirtualHost>
= TfModule=
S5LDisable

Keyfile “fopt/ IBM/Keyfiles/webserver-key, kdb”
ss5LStashFile "foptf IBM/ Keyfiles/webservar-key. sth"

Apply | QK | Reset | Cancel |

Figure 156. http.conf file

1.

Next, start the IBM HTTP Server. To verify that the SSL settings took effect correctly, type
htt ps:// connecti ons. exanpl e. comin a browser. If the IBM HTTP Server page appears
over https, then this step was successful. You might need to accept the certificate into your
browser as it is not signed or trusted. Click Proceed anyway to continue

The site's security certificate is not trusted!

You slempléd 1o résch  ehpopronyiunmsirgcam., | bl the sener présonted & condicale sausd by an snlity
thal is not trusted by your computers operating system. This may mean that he serer has genesated its own
secunty credentials, which Google Chrome cannot rely on for idenlity inforrmation, or an sttecker may b trying

Lo antercepl your Communacalions

You should rot procesd, especially if you have novar ssen Ehis wirning before for thes st

'F'mca-pda.n',wa:.r' 'Baaclrmsuafaly'

F Help me usderstand

Figure 157. Security certificate
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The WebSphere home page is now displayed.

Figure 158. WebSphere software
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Adding certificates to WebSphere truststore

1.

On the administrative console, go to Security > SSL Certificate and Key Management >
Key stores and certificates. Click CellDefaultTrustStore to continue.

Sl gertificate and key mansgement > Kay stores and certificates

Dafines kaystome bypes, induding oryptography, RACE{R], CMS5, Java{TM], and all ruststore types.

Kaystore usAges

S5t keystores v![
B mralaramcas
CNaw || Dabita | Change passesni . || Exchangs sigawra..
80T ¢
Salact Nemas O _ﬂﬂnﬂpﬂanﬁ Mansgament Scope o Pakh
ou evn mdininl sl e folling resolsemall 00 e
gl Tt ] CHSKayStore for wab servar feall} abmzr Tan S{CONFIG_ROOT) oalls
wabyarverl. (node)wmbeardas: Jimage et i
{Eeronr) i vabaervarl Jvmebsarearaervers rabsarcerl
Foluginekoay kdb
Sallbafauttde-Store Default key store for {eall® RAE S{CONFIE ROOT Y calls
P FdoegrT i St pi F
|$‘“‘ | CellDafy R Tra e | Drafiult truak stere for (2all} mpeegall #li1y S{CONFIG_ROOT} calts
— HETIS Parloh Sl Wi i o p i}
Bodeleigyteyitore Defauit key stora for foallbergelwba ${CONFIG_ROOT W calis
EECHE R o) {rpda] 35 Abaa et ULRTE . U P RTe
Lo ErEMmeabeantd
HeslelefautaTtare Default kay stora for {emll} fagrialio? ${CONFIS_ROOT Y calls
B P (radel TR Febmra A
AT Ty 12
hedelaimhTrealhtom Dafradt bruse shera for {eally oragid dnit] ${CONFIG_RIDOT }/ calis
IR {rode] it el (LY W P e
PRARIER, DRI BRI RN RN IR I DA RN RN RN RN RIS % | L o Fu o RN
hgdelralauiTraatitcng Dafault brust stors for {emll] gl F{CONFIG_ROOT calls
3AEM gl (reode]. td M del PRSP R R P
| sttt A 12
Total 7

Figure 159. SSL certificate and key management: Key stores and certificates

___ 2. Select Signer certificates to continue.

E5l certificate aad key management > ey shores pad cortificates > ColDafaultTrestiiore
Befiner kaystore typer. induding oryplography. BACF[R), CME, Java(TM]. snd 28 trustsiors types.

Caneral Bropartien

Name

[Td::f'lt:d-w"? nagkEinre

* Eariaoal

Figure 160. SSL certificate and key management: Key stores and certificates: CellDefaultTrustStore
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___3. Click Retrieve from port to continue.

551 certificate and key management > Koy stores and certificates > CellDafaultTrustStors > Signer cortificates
Manages signer certificates in key stores,

E Preferences

s | ot | | [

Figure 161. Retrieving from port

___4. Enter the host name of the web server and its SSL port (typically 443). Then, click Retrieve
Signer Information, which retrieves the information that is shown at the bottom of the
screen capture. Provide an alias for this signer certificate and click OK to add this certificate
to the list of signers. Save this change and restart the HTTP server to apply the changes.

S5 wertificate and key managemant Pl

551 certificate and bey mansgement > Koy stores and certificates > CalilefaultTrustitors > Signer cartificates > Retraeve from port
Makes @ tert conmection to s Secers Sockety Layer (S5L) port ard retrieves the slgner from the server during the handshaks.

Coneral Properties

¥ Host
|-_\1f-_e.g¢.m',m~ap.-1-,.cwa

* Port
| 443

SEL onfiguration for cutbound connecton

CellDalpuiSEL Sutkings [

& Alias
[wabswrvar_aal

Retrieve signer information i

Rabibivnd sigpiir i Posmation

Sadfal rurmber

| LIS EBGRD |

Issued o
[:ardrrhg'l.mump-u-'q.t-?n |

Issued by

|Ch°£m—g|. A Sl ARy Ak |

Fingarprink [SHA digast]
|5ﬁ. SR VLS FR BRI L PR 08 FE 1 B LB S0 T 1 T 210E R 41 A0 2R |

Waledity pariad

[#ug 32, 2013 |

Apgply Resst | [ Cancal

Figure 162. Entering the general properties of the web server

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 145



Deployment Scenarios

Updating web addresses used by IBM Connections to access content

1.

Using the wsadmin client, check out the Lot usGonnect i ons- confi g. xm to a temporary

directory. From this directory, this file must be edited so that all href and ssl _href values
are updated to reflect the host name of the HTTP Server and do not include any port

numbers.

oo rREels

TefFathFrefins /bloge</aloorhrefFachFrefins
IS EATLT “htips/ fdmgT .Eycospnay . oom| #084% a8l &
incerServioe href="hotps://oegr . SycoEpnay . oos 4445

ref="ht

BLOE /T e COMpTAY . C0m | SR>

eRelerencer

corserviceReference sof _config file="acf-config-af.xml® bBootst

Loarheely

rapHont

Lusteriigme="CommnnitiasClostar®

TefFachFrefinsfommon] ties< falod e FFathPre T ins
LATlO hr “htip: /fdmgT .Sycospnay . con" sl

irarSErvioe Nraf=Thetns 1) CARSE PYR T, WY CORPASY . COR" 3

_Eref="https:/ /AegT .MycoONDnaY . com®

erviceReferencer

<sloniserviceReferenne profiles direotory service excension ensbled="tros” ssrvicelsmes"dirsatory=/>
calooiserviceReferenoe aof confag_file="scf-conflg.  ml™ b rapSost="" bootsteapfort="" clusteridame="DogearCloster ecabled
<sloaihrels
< refFatEPrefinsfdopearc/slocthrefPAThPrefixs
<alocisTaTio ! “http: /fdmgr . eycospnay oo =l href=https:f/ degr .eycoupnay . oon® />
calociimcerfervice hrsf="hitps://taisarver Wy oORpary . oom" >
</sloctnrers

iceReferences

£/ 8alo0 I BErY:

Figure 163. LotusConnections-config.xml
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After this process is complete, save the file and check the file back in using the wsadmin
client. After the file is checked back in, resynchronize the node so that this change is pushed

out.
This completes the web server, SSL, and certificate configuration for this scenario. Now,

when the application is started it can be accessed at htt ps: // dngr. i bm con <conponent,
where <conponent represents any of the Connections applications.

The commands to do all of the above are shown in the following figure (the previous
updates take place after the check out command).

All rights reserved.

drinistratoried (
cannot Find th

dministratoricd C

'C: tem

i’lLi]y ch

onz-config.xzd
hema File for 2 - £ ion.xsd
LotuzsConnect ions—con
s configuration File

shfl 1 1Modes <)

rondized

Figure 164. Administrator: Command Prompt

The following list provides the previous commands in a test format so that they can be
copied and used again in your own deployment:

1: wsadein.bat -lang jython -usérnase whsddmin -password wasadein -port BB72

1: execflle(=C:\IBM\WebSphere \AppServer\profiles\Degréliconfigibin_ lc_admin\connectionsConfig.py™)
3t LiConfigService.checklutConfig(=Ct/temp™; “connectionsCellRl™)

‘HMake changes to the checked out file>

d: LCConfigService.checkInConfig()

S: synchAllMades()

Figure 165. Commands
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Configuring application administrators for Blogs home page

1. Log in to the administrative console on dm exanpl e. comat
htt p: // dm exanpl e. com 9060/ adm n.

2. Goto Applications > Application Types Web >WebSphere Enterprise Applications and
click Blogs as shown in the following figure.
B[4 [

Select |Mame & Application Status Q
You can administer the following resources:

|:| Activities

||:| | Blogs

D I Common

Communities

Dogear

Files

Forums

Help

Homepage

EREE R
@ @ e @ e e el &

Moderation

Figure 166. Administering the blog
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__ 3. From the list of options for this application, select Security role to user/group mapping.

Enterprine Applicaticng > Blogs

Uzw thiz page to configure an anterpdize application. Cliclk the links to access pages for furthar canfiguring of the application or its modules.

Configuration Auntims

vl Properties

HModules
* Hame B hian " |
!Ii:f\.gi
Web Hodule Properties
: ign rafarencs validat
[ 1200 maenings - ® Ssasico manspsmant
u e ] |
Diwtail Properties — R
Tar of Iigation " yertugl hopts
Startup behpwige
Entesprizse Java Bean Propesibss
1 Appli Tall—20id Tl
I A a " Raladts ! roafareny
" Eaquest dispsisher properbes
[,, e = = I Apgli n profi
¥ igw Daployrment Degerigtor ks 2 ! e

Figure 167. Security role to user/group mapping

__ 4. From the following panel, it is possible to map users and groups to different roles. In this
example, no user is assigned as admin. Select admin and then select Map Users...

||ME||:| UEEFE..I || Map Groups.. || Map Special Subjects ~ |
Select| Role Special subjects
|:| person All Authenticated in Application's Realm
D evaryone Everyone
|:| metrics-reader Evaryone
| admin None
|:| global-moderator None
[ search-admin None

Figure 168. Mapping users
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___5. Input the user name into the search string and click Search. When the required user is
found, select their name and click the right arrow to assign this user to the role specified.

Enterprine Applications > Blogs > Security role to usar/grosp mapping > Map userns fgrougs
Use this page to ssarch for users or groups and add tham to the selected roles.

Smarch and Solect Unars

Salect & user realm. spacify the number of resclts to display, snter 8 search string (use * for wideard) snd cick Search, Sslect users from

tha Available list and add them to the Mapped to role kst

Uger raslm

l=SharadLDAR =05, ou=Lotus, o= Softrare Group.do=ibm, do=oom I - i

Crisplay & maximumn of
[za results

Senrch string
[Ammir_oo®

Search

Available:
Ammic_001_077
Aamie_006_399
Aamir_003_000
axmir_006_000
Axmir_001_000
Axmi_007_000
Apmir_002_000
Ammic_008_000
Aamie_003_000
Aamir_003_000
Anmir 004000

1
1

i
)

1
1

Selected:
e

Figure 169. Enterprise Applications: Search and Select Users
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__ 6. Click OK to return to the user: role mapping panel.

Available: Selectad:
Aamir_001_077 =« ) Aamir_000_0D00 =
Aamir_006_595 .
Aamir_005_000

Aamir_006_000 §
Aamir_001_000
Aamir_007_000
Aamir_002_000
Aamir_008_000
Aarmir_003_000
Aamir_009_000
Aamir_004_000

Gancel |

Figure 170. Returning to the user: role mapping panel

___ 7. Now the user Aam r _000_000 is assigned as an administrator in Blogs. Click OK to save this
change.

Enterprise Applications
Enterprise Applications > Blogs > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or medule must map to a user or group from the domain user registry. acc
are required anly when using cross realm communication in 8 multi damain scenaric. For all other scanarios the acces
during the application start based on the user or group name. The accesslds represent the user and group informatic
Platform, Enterprize Edition authorization when using the WebSphere default autherization engine. The farmat for the
user:realm/funiguelseriD, group:reaim/unigueGrouplD. Entering wong information in these flealds will cause authoriza
AllauthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms be given the access, Allauth
indicates that any valid user in the current realm be given the access.

Map Users... || Map Groups... || Map Spacial Subjects = |
]
St Role | Semclal s0tjuchs | Hupped uers
[7] | parsen | All Authenticated in Application’s Realm
™ I everyone Everyone |
A . mietrics-reader :E\rnqrnn. .
]E Tadoin Tora ;hmi'r_dﬂl!_ﬂl:lﬂl

Figure 171. User that is assigned as an administrator in Blogs
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___ 8. Save the change by clicking Save as shown in the following figure.
B Messsges
&Changes have been made to your local configuration. You can:
® Save directly to the master configuration.

® Raview changas before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in
Prefergnces.

I The server may need to be restarted for thase changes to take effect,

Figure 172. Messages

Now that you assigned an admin user in blogs. Follow the same procedure to map groups
or users to different roles in the various applications, such as admin or moderator where
appropriate. It is not required to restart the servers for this change to take effect. However, it
might take a few minutes for the change to take effect across the nodes in the deployment.
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Verification point of application access

Restart the deployment configuration and verify that you can log on to the home page and you can
access all applications as an Admin and as a Non-Admin user then do the following things: Create
a community, blog, wiki, forum, upload files and so on.

Example

o

http://dngr. nyconpany. coniacti vities/

htt p://dngr. nyconpany. cond communi ti es/
htt p: //dngr. nyconpany. coni f or uns/
http://dngr. nyconpany. coni profil es/
htt p: // dngr. nyconpany. coni bl ogs/

htt p: // dngr. nyconpany. coni dogear /

htt p: // dngr. nyconpany. comfil es/

htt p: //dngr. nyconpany. coni wi ki s/

ht t p: / / dngr nyconpany. com honepage/

htt p://dngr. nyconpany. coni sear ch/

htt p: // dngr. nyconpany. com news/

. J

Enabling Fast Downloads for Files and Wikis

The last item that we want to do is enable fast download for files and wikis. It is an optional step for
customers but it is recommended for all SVT systems to run with it.

___ 1. On your deployment manager, go to
C \'I1 BM Gonnect i ons\ pl ug-i ns\i hs\ nod_i bm | ocal _redirect\Ilinux_i a32- ap22. You
see a file that is called nod_i bm | ocal redirect. solocated there.

__a. Copy this file your HTTP Server under > C\IBM\HTTPServer\modules\

Important
r “ P N

Remember to do this step; otherwise, when you download files, the file size is 0.

- J

__b. Now edit the htt pd. conf under C \ | BM HTTPSer ver\ conf :
« LoadModule ibm_local_redirect_module modules/mod_ibm_local_redirect.so

» LoadModule env_module modules/mod_env.so (it might already exit to check your
existing file).
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2. Also, add the following sections. Paths must change based on installation:

Aias /downl oadfiles C\IBM SharedArea\fil es\upl oad
Alias /downl oadw kis C\IBM SharedArea\ w ki s\ upl oad

<D rectory C\I|BM SharedArea\fil es\upl oad>
Q der Deny, Al |l ow

Ceny fromall

Al ow from env=RED RECT_FI LES GONTENT
</Drectory>

<D rectory C\I|BM SharedArea\w ki s\ upl oad>
Q der Deny, Al |l ow
Ceny fromall
Al ow from env=RED RECT WKI S_GONTENT
</Drectory>

<Location /fil es>
| BMLocal Redi rect (n
| BMLocal Redi r ect KeepHeader s
X- LGonn- Aut h, Cache- Cont rol , Cont ent - Type, Cont ent - Di sposi ti on, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Gooki e
Set Env FI LES QONTENT true
</ Locat i on>

<Location /w ki s>
| BM.ocal Redirect n
| BM.ocal Redi r ect KeepHeadEr s
X- LConn- Aut h, Cache- Cont r ol , Cont ent - Type, Cont ent - D sposi tion, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Gooki e
Set Env WKI'S GONTENT true
</ Locat i on>

3. Finally, edit the fil es-confi g. xm and wi ki s-confi g. xm files under
C \'| BM V¢bSpher e\ Depl oynent Manager \ pr of i | es\ Dngr 01\ confi g\ cel | s\ dngr Cel | 01\ L
ot usGonnect i ons- conf i g on your deployment manager and change:

<downl oad>

<nodl BM.ocal Redi rect enabl ed="t r ue"
hr ef Pat hPr ef i x="/ downl oadfil es" />
<st at s>

and

<downl oad>

<nodl BM.ocal Redi rect enabl ed="t r ue"
hr ef Pat hPr ef i x="/ downl oadwi ki s" />
<stat s>
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FH—] <download:>

<modIBMLocalRedirect enabled="trues"
L hrefPathFrefix="fdnwnlnadfilesr i
| <stats>

<logging enabled="trues" />

- </stats>

5+ </download>

Figure 173. files-config.xml

] <=download>
<modIBMLocalRedirect enabled="true™
hIEfFatnFIEfix="Ihownloadwikis" f>
] <3tats>
<logging enabled="false"™ />
- </ztats>
- «/download>

Figure 174. wikis-config.xml

__ 4. When changed, make sure to synch the changes to your nodes. Restart HTTP server and
Connections cluster servers.

Tuning JVM heap sizes

The following JVM tuning is compatible only with a 64-bit operating system as described in this
scenario. In non 64-bit environments, consult the IBM Connections tuning guide.

This section contains the suggested values for JVM sizes for servers that host each application.
When increasing the heap size, it is a good idea to monitor overall memory consumption to ensure
that your system can provide the necessary memory allocations without excessive paging.

Table 1:

. Initial Heap Maximum Heap
Applications Servers Size (MB) Size (MB)
iviti iti i LCCluster1_server
Activities, Communities, Profiles, 512 2048
Forums LCCluster1_server2
LCCluster2_server1
Blogs, Bookmarks, Wikis, Files 512 2048
LCCluster2_server2
. LClInfraCluster_server1
Search, News, Home page, Mobile 768 3072
LCInfraCluster_server2

In this scenario, the node computers have 12 GB to facilitate the total possible maximum JVM load
of just under 7.5 GB, which leaves 4 GB available for the operating system and possible tweaks to
the maximum heap sizes in the future based on the system performance over time.

Here is how to set this value for one server (activitiesCluster_server1).
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Vs Pm/m’ Note

Repeat this process for each subsequent server.

A\

__1. Open the Deployment Manager and go to Server Types > WebSphere application
servers. Click WebSphere application servers.

Welcome

Guided Activities

[E] Servers

Mew senver

M

Server Types

iWehSphere application servers |

WebSphere proxy servers

Generic servers

Version 5 JM5S servers

WebSphere MO servers

Web servers

Clusters

Figure 175. WebSphere application servers

2. Click LC Clusters server1.

Application servers

Application servers

Use this page to view a list of
to change the status of a spe

Preferences

New | Delete Template

=l

Select | Name 2

You can administer the folloy

||:| | Le clusters EEr'.rerll |

|:| LT Clusters server2

Figure 176. Selecting the application server
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3. Find the Server Infrastructure section and click Process definition.

Server Infrastructure

B Jawva and Process Management

Class lcader

Process definition

Process execution

Monitoring policy

Administration

Figure 177. Server infrastructure

___4. Click Java Virtual Machine as shown in the following figure.

Additional Properties

| Java Virtual Machine |

Envircnment Entries

Brocess execution

Process Logs

Logging and tracing

Figure 178. Additional Properties
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__5.

Input the initial heap and maximum heap size for this server as per the information included

in Table 1.

Apphoation yenrery > LE_ Clusters sercerl > Procsss definilion = Java Virtual Machine

Usie this pegse to configure sdvanted Java[TM] wirtual methics ssttings

Configuration Runtime

Geaneral Proparises

Classpath

Beat Classpath

Varboad s boading

warbcas garbage colladticn

Warboda JME

tnitial hoas aiza
[z3s

Magirnum hasp tize

T

Additsenal Propertiss

Senberm
Exsaactisy

Figure 179. Initial heap size and Maximum heap size

___6. Click OK and save this change. Repeat this process for all the servers to update.
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2. Integration portfolios

Tivoli Access Manager integration

Tivoli Access Manager Prerequisites

Information
-8 \

Lotus Connections 4.0 is set up and working with the IBM HTTP Server without issue.

The J2C Authentication Alias connect i onsAdm n is a user who exists on the LDAP and has
administrative rights on the administrative console. Connect i onsBus is also updated with the same
user as your connect i onsAdm n user.

. J

1. Ensure the realm name in the Federated Repositories section of the Deployment Manager
uses the same value as LDAP name, including the port number (for example,
| dap. exanpl e. com 389).

Global security > Federated repositories

By federating repositories, identities stored in multiple repo
consist of identities in the file-based repository that is built
built-in repository and one or more external repositories.

General Properties

# Realm name
||=EharedLDAP‘,|:=UE,Du=Lntu5,D=EDH:wa

# Primary administrative user name
[Aamir_o01_077

Figure 180. Federated repositories: General Properties
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__ 2. Setthe Single sign-on domain to the same as on the Tivoli Access Manager server.

Global security > Single sign-on [S50)
Specifies the configuration values for single sign-on.

General Properties

Enabled

I:l Requires 55L

Domain name

.mul.ig.ibm.com

Interoperability Mode

Web inbound security attribute propagation

Figure 181. Single sign-on (SSO)

3. Check under Global security > Web security: General Settings that the option to use
available authentication data when an unprotected URI is accessed is checked. If not, click
the Authenticate only when the URI is protected and check Use available
authentication data when an unprotected URI is accessed. Click OK and save the
change.

Global security > Web security - General settings
Specifies the settings for Web authentication.

General Properties

Web authentication behawvior

@ authenticate only when the URI is protected

Use available authentication data when an unprotected URI is accessed

) Authenticate when any URI is accessed
I:' Default to basic authentication when certificate authentication for the HTTPS client fails

Apply | Ok | Reset Cancel

Figure 182. Web authentication behavior

Now you can begin the Tivoli Access Manager integration steps. There are several ways to
configure SSO but this procedure describes one approach: using WebSphere Application
Server LTPA key and WebSEAL Transparent Junctions.
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Extracting the LTPA Token from Deployment Manager

__1.  On the Deployment Manager, go to Security > Global Security and click LTPA from the

Authentication section.
Chubial secuirity
Global security

Use this pansl 1 configure sdministration and the default spplication pecunity policy. This security tonfiguration applies o the security palicy

far all administrative functions and is used a3 & default security policy for user applications. Secunity domaina can be deflined to override smd
customize the secunity polices for user applications,

_Security Configuration Wizsrd | | Security Canfiguration Report |
Adeninivirabive wecurity Muthsnburatenn
V] Enable sdminiatrative ity sdminiguracive gear roles Authantication mechanisms and sxpiration
Sdminigirative groep roles & LTpa
Agminigtrative sythentication
Kerbarcs and LTPA
Appdication vecmty s Llauanen

Aythgabcation cathe Settings

Figure 183. Global security: LTPA

___ 2. Atthe bottom of the following screen is a cross-cell single sign-on section. Enter a password
and file name (including full path) and click Export keys.

Croas-cell wngle vign-an

Single sign-on across cells can be provided by sharing keys and passwords, To share the keys and password, log on to ona
coll, specify a kay file, and click Export kays. Than, log on to the other call, specify the key file, and click Import keys.

+ Fassword

[T

* Confirm pasawsd
IEIETE TR ]

Fully gqualified key fills name
:E:‘-'-\'AS--LTF“F..!-CI;

Import keys | | Export keys |

spphy | | oK | | Reset | | cancel |

Figure 184. Cross-cell single sign-on

___3. The following message indicates success. Now copy this key and append it to the work
request.

[ Messages

[} The keys were successfully exported to the file C:\WAS-LTPA.key.

Figure 185. Message

s '\w;, Note

If you modify any federated repository settings in the future (such as realm name), you must
re-export your LTPA keys and copy them to the Tivoli Access Manager server again.

G

J
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Extracting the IBM HTTP Server SSL certificate

__ 1. Open HITPSer ver\ bi n\i keyrman. bat and from there select Key Database File > Open.
Open the pl ug-i n- key. kdb that contains the IBM HTTP Server WebSphere Application
Server keys and extract the Personal Certificate.

-~ / Note
\
Default password is VebAS.

LI TE Ky Managenent - [ LI HT TP erver | Ploging’, conlig webserver 1 plogn ey dodh |

Hey Datahase file  Creste  View  Heip

DedERa

p— Koy databiase infarmation

OB Typee CME

Filler Ml CAUBMHT TR SemedFisgmsicongmmbaemar 1 iplugin- ey kob

Tk Labi:

Faey st abadrte content
[Pursonal Centficates —
. Ky dslahase ype  |(CMS - L st
Fdar Marna: plugine-key bk Bitwsir... Wiy B
Locatinne C NEMHTTFSeeve P iugneid orlgiwabsener Exportimpon..
I 1 )
I Fongiegte Fequost...
Ranapn
ey Sl Shgrmisl
Exiyact Coricabs...
||hu requosted actsmn has seccessfully conpleted

Figure 186. IBM Key Management

___ 2. Click Extract Certificate from the personal certificates screen and provide a path and name
for the certificate file (leaving the . ar mextension).

New [X]
Data type Basetd-encoded ASCI data v
Certificate file name: .':"L:'%.S_i hs_t e_r_1_ia_rrn| Browse...
Location: CuEM _
m | w‘[ﬁe ﬁlretmw Inwhich the specified file is located,

Figure 187. Providing path and name for the certificate file
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___ 3. Enter the location where you want to copy the certificate and click OK to finish.

Enabling Tivoli Access Manager for Connections

The following iDoc configures IBM Connections for single sign-on with IBM Tivoli Access Manager.
You can find the complete process step by step under:

htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent &ont ent =cat cont ent &t =pr odDoc.
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Configuring the LotusConnections-config.xml

When the WTI request is completed, all of the relevant Tivoli Access Manager junctions and
configurations are set up for this deployment. You can now begin to configure Connections and the
HTTP Server for Tivoli Access Manager integration. Begin by configuring the

Lot usConnect i ons-confi g. xm and the fil es-config. xm.

Various changes are required in the LotusConnections-config.xml to enable Connections to work
with Tivoli Access Manager. Begin by checking out the configuration file or editing it directly (be
careful to make a backup of it if you choose to edit it directly).

__ 1. Open the Lot usConnect i ons-confi g. xm in a text editor and make the following changes.
Update the values for dynamicHosts and interservice URL attributes:

a. Find the dynamicHosts element and set the enabled flag to true.

b. Set the dynamicHost href and ssl_href to that of the Tivoli Access Manager server host
name.

<dynam cHost s enabl ed="true" >

<host href="http://tanserver. nyconpany. com
ssl _href="https://tanserver. nyconpany. coni/>
</ dynam cHost s>

c. Update the interservice URLs for each of the applications to that of the Tivoli Access
Manager server host name. For example, the entry for activities becomes:

hreffachiselix>

refix»fdogear</aloc:

safmthetp: S dngr . myo Eref=s"hrtps: / fdngr .. @y coRpnay . oon" >

rvice href="https://tasssrver.BycoEpany.comp’ />

Figure 188. Interservice URLs

18- Hint
) ~
Do a find and replace to update these interservice URLS quickly by finding the line that is required

with the original href and replacing it with the full new line that includes the Tivoli Access Manager
server. For example:

Find: <sl oc: i nterServi ce href="https://dmgr. nyconpany. coni/>

Replace: <sl oc: i nterServi ce href="https://tanserver. nyconpany. con/>

- J

__d. Save these changes.
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___2. Addthe Tivoli Access Manager customAuthenticator property to the configuration file. In the
Lot usGonnect i ons- confi g. xnt, do the following step:

__a. Findthe default cust omAut hent i cat or setting and comment it out using <!-- and -->.
This changes the default entry from:

<zustomiuthenticator name="Defaultiuthenticator" />

Figure 189. customAuthenticator setting

To:

<l -—customduthenticator name="Defaultiuthenticator™/--=

Figure 190. customAuthenticator setting

b. Now create a cust onAut hent i cat or called TAMAUt hent i cat or and add an attribute that
is called Cooki eTi meout . This attribute is set to be equal to or less than the maximum
timeout (60 minutes by default) and idle timeout (10 minutes by default) values
configured on Tivoli Access Manager (which the WTI team does not change unless
requested), so set this value to 10. Now the updated Authenticator looks as follows:

<custombiuthenticator name="TAMAuthenticator" =

<attribute key="CookieTimeout" wvalues="10" />
</ customiuthenticator>

Figure 191. Updated Authenticator

___c. Save these changes.

When all of the above changes are made save the Lot usConnect i ons- confi g. xm (and
check it in if required). You must resynchronize your nodes and restart Connections for the

change to take effect.
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Configuring files-config.xml

__ 1. Thefiles-config.xm must be updated so that the r eaut hent i cat eAndSaveSuppor t ed
property is set to false. This ensures that when an application detects a session timeout,
users must log in again through the SSO authentication mechanism.

This change looks as follows:

<security reaut henti cat eAndSaveSupported="f al se">
<l ogout href="/files/ibmsecurity |ogout” />

<i nl i neDownl oad enabl ed="f al se" />

</security>

___2. Save the change and resynchronize nodes and restart Connections for these changes to
take effect.
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Configuring HTTP Server for Tivoli Access Manager

The web server must now be configured to handle logout from Tivoli Access Manager correctly.

To correctly configure the web server to handle the user clicking the logout button in a Tivoli Access
Manager environment, some changes are required to the ht t pd. conf to implement this post-logout
behavior. This ensures that the user is correctly and securely logged out.

Open this file in a text editor and add the following rules:

Uncomment the line that contains LoadMbdul e rew it e _nodul e nodul es/ nod_rewi te. so
if not already done so that the rewrite module is enabled.

To capture requests to /i bm securi ty | ogout and redirect them to / pknsl ogout , add the
following rewrite rules to the http and https sections of the file:

Rew i t eEngi ne n
RewiteCond %9REQUEST UR'} /(.*)/ibmsecurity_ | ogout(.*)
RewiteRule ~/ (.*) /pknsl ogout [noescape, L, R

The following example illustrates how it would look in the htt pd. conf file after the changes are
implemented:

4,
5.

Rewr it eEngi ne

RewriteCond %YREQUEST UR} /(.*)/ibmsecurity_|logout(.*)
RewiteRule ~ (.*) /pknsl ogout [noescape, L, R

LoadMbdul e i bmssl _nodul e modul es/ nod_i bm ssl . so

<l f Modul e mod_i bmssl . c>

Listen 0.0.0. 0: 443

<M rtual Host *:443>

Server Nane dngr . nyconpany. com

SSLEnabl e

Rewr it eEngi ne

RewriteCond %YREQUEST UR} /(.*)/ibmsecurity_|logout(.*)
RewiteRule ~ (.*) /pknsl ogout [noescape, L, R

</Mirtual Host >

</ f Modul e>

SSLD sabl e

Keyfile "C\IBMHITPSer ver\ Keys\ webser ver - key. kdb"
SSLStashFil e "C\ | BM HITPSer ver\ Keys\ webser ver - key. st h"

Save and close the htt pd. conf file.
Restart IBM HTTP Server.

When all of the above changes are made, stop all application servers and all nodes, and then
restart the deployment manager, all the nodes, and all the application servers. You should also
restart your web server.
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IBM Connections with Tivoli Access Manager enabled

The next time that you start Connections, you should access it with the Tivoli Access Manager
URLs, that is, htt ps: // t anser ver . nyconpany. coni pr of i | es. You then see the Tivoli Access
Manager login screen, and when you enter an authenticated LDAP user name you are logged in to
Connections successfully as the same user.

s

i i ibm.com | htftps://tamserver. mycompany.com

Access Manager for e-business Login

[
Username Aamir_000_000

* Pacsword

FEERERERIARRE

Figure 192. Accessing Manager for e-business Login

Samir Aamir_

$ Profiles byName = Search q,

Report-to Chain

= Aamir Aamir_000_000

Full Report-to Chain
People Managed

Figure 193. Logged in to the Manager for e-business
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Troubleshooting Tivoli Access Manager issues

The following few issues occurred in the production of this document and might help in the
resolution of other issues that are encountered in subsequent deployments.

1. Can only log in to Profiles:

We are unable to process your request

Chck the browser back bufton to return to the prévious page and try agam. IF this ermor
persists, report the problem to your adminisirator

Return to Application

Conlact wour admnistrator and nclede the informatan below

ime: Mon Jun I3 1E:32148 TUTCH0100 2011
Location: hitps://domsvc-wsl.sug.uisa.ibe. con/cossunities/servi
mer-Agent: Mozilla/4.0 |comp

nguage: en-ie

Figure 194. Warning message: We are unable to process your request

Time: Mn Jun 13 16: 30: 13 UTCG+0100 2011
Location: https://nyserver.exanpl e. comi communi ti es/ servi ce/ ht i/ nycommuni ti es
WUser-Agent: Mozilla/4.0 (conpatible; MSIE 7.0; Wndows NI 6.1; VWO/4; Trident/5.0;

SLG2; . NET AR 2. 0. 50727
6.0; .NET4.00
Language: en-ie

.NET CLR 3.5.30729; .NET LR 3.0.30729; Medi a Center PC

I dentifier: LCIB6AB692CIBE41DB50F6265121151CB

com i bm connecti ons. di rect ory. servi ces. except i on. DSExcept i on:

comi bmconnections. di rectory. servi ces. excepti on. DSQut Cf Ser vi ceExcept i on:

comi bmconnections. htt pdient. Qust onfut hd i ent Runti neExcepti on: CQLFRO151E
renot e host 'donsvt-ws2. swg. usnma. i bmcom fromtargeted URL
"https://nyserver.exanpl e. cond profil es/ dsx/i nst ance. do?l ogi n=SusanAdans1' is not
qualified by SSO donai n nane setti ng!
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« This issue is caused by having connection in the . mul . i e. i bm comdomain and Tivoli Access
Manager is in the . swg. usma. i bm com donai n. To fix the issue, update the WebSphere
Application Server SSO domain to a common name. In this case, just . i bm comas in the

following figure. Restart and resynch for the change to take effect.

Global security = Single sign-on (550)

Specifies the configuration values far single =sign-an,

General Properties

I
-

Enabled

R.equires 55L

Crarmain narme

|.ibn'|. com

3 Interoperability Mode

3 Web inbound security attribute propagation

Apply | o] | Reset |

Figure 195. Updating the WebSphere Application Server SSO domain

2. Checking the applications by using the Tivoli Access Manager URLs:

« To check the IBM Connections applications, use the URL supplied for the Tivoli Access
Manager reverse proxy server followed by the application name. See the following example:

r v" Example

https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.
https://tanserver.

https://tanserver.

&

nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.
nyconpany.

comactivities
coml comuni ti es
coni f or uns

com profiles
com bl ogs

coni dogear
comfiles

com wi ki s

com honepage
comi sear ch

com news
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Disabling Tivoli Access Manager

1. To disable Tivoli Access Manager authentication you must reverse what was done
previously. Open the Lot usConnect i ons- confi g. xm in a text editor and make the
following changes. Update the interservice URLs for each of the applications to that of the
Deployment Manager server host name, from the Tivoli Access Manager server host name.

For example, the entry for dogear becomes:

<aloc:hzell

<aloc:hrefPathFrefix>/Sdogear</asloc:hrefFathPrefins
£aloc:atatic href="hitp: f/degr.mycompany .com™ sal href="hittps://dagr.syoomspany . com™ />
<sloc:interService Hrefe"https: //degr. mycompany. oom® /> F.‘_

</ alocthrefs

<fAaloe: servicaRafarancas

Figure 196. Dogear

__ 2. Findthe Tivoli Access Manager customAuthenticator property in the
Lot usGonnect i ons- confi g. xn configuration file, and remove the following section:
<customduthenticator name="TiMAuthenticator">
<attribute key="CookieTimeout" wvalues="10" />
</ customiuthenticators

Figure 197. Tivoli Access Manager customAuthenticator property

3. Now rename the cust omAut hent i cat or from TAMAUt hent i cat or to
Def aul t Aut hent i cat or.

<customiuthenticator name="Defaultduthenticator" /=

Figure 198. Renaming the customAuthenticator

4. When all of the above changes are made, save the Lot usConnect i ons- confi g. xnm (and
check it in if required).

5. Now editthe fil es-confi g. xm and update it so that the
reaut hent i cat eAndSaveSupport ed property is set to true. This change looks like the
following example:

<security reauthenti cat eAndSaveSupported="true" >
<l ogout href="/files/ibmsecurity |ogout” />

<i nl i neDownl oad enabl ed="fal se" />

</security>
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___ 6. Now save the changes and resynchronize nodes and restart IBM Connections for these
changes to take effect.

What is IBM Connections? Welcome to IEM Connections
Find outl more a3l |bm com
Uszer name
Have a question?
o i acione produs
Password

Figure 199. Restarting IBM Connections

On restart of nodes and applications the user is challenged for login with the IBM
Connections login screen. Disablement of Tivoli Access Manager is now successfully
completed.
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3. Sametime integration

Installing Sametime 8.5.2 manually

This Sametime integration scenario requires the installation of the following Sametime products
only which be done manually when files are downloaded:

+ IBM DB2

« Sametime Systems Console
+ IBM Lotus Domino Server

« Sametime Community Server
« Sametime Proxy Server

« Connection to LDAP Server

Information
-8 \

For more information about how to manually set up a full IBM Sametime 8.5.2 environment, see:
http: / /v 10. | ot us. comi | dd/ stwi ki . nsf/dx/ Manual |y _setting up a full | BM Saretine_
8.5.2 environnent _.

G J

Adding Sametime awareness through Sametime server

Follow the steps that are described in this URL to apply Sametime Awareness through IBM
Connections:

http: // v 10. | ot us. com | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_ti t| e=Addi ng_Saret i ne_awar eness_t hr ough_
t he_Sanet i ne_server _i c40&ont ent =pdcont ent
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4. Quickr Domino integration

The following integration points exist between Connections 4.0 and Quickr Domino 8.5.x:
« Single Sign On Between Products (SSO).
 Publishing File Attachments from Activities to Quickr Places.

 Association of Quickr Teamspaces and Wikis as part of an IBM Connections Community. This
association is achieved with the IBM Connections Connector for Lotus Quickr.

« Enable the business card from the Quickr Domino server so that users can pull profile
information directly from Connections while navigating on Quickr Ul.

Information
-8 \

It is optional how many of these integration points are enabled. In this configuration all of the above
are enabled and explained in detail.

- J
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Enabling SSO between Lotus Connections and Quickr

SSO allows users to log in to Connections or Quickr one time and not be prompted for credentials
again during their session on either product. SSO is achieved with a WebSphere LTPA token, which
is shared with the Quickr server. To support SSO, there are a number of other conditions to be met,
such as a shared LDAP, LDAP Realm, and SSO domain. System clocks must also be in synch
between the servers in the configuration or else the SSO might not work correctly.

1. On the administrative console, enable the LDAP realm with Security > Global Security >
Federated repositories and input the realm in the Realm Name field. It is recommended for
the realm name to follow the format <LDAP_Host nane: <LDAP_Port , in this case
| dap. exanpl e. com 389. Click OK and save this change.

Global security

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories
identities in the file-based repository that is built into the system;,
and one or more external repositories.

General Properties

# Realm name
“=EharedLDAF",|:=UE,-:uu=Lu:-tu5,-:u=EDFtwa

# Primary administrative user name
[#amir_o01_o77

Figure 200. Federated repositories

___2. From the Security: Global Security panel, expand the Web and SIP Security option on the
right side and click Single sign-on (SSO).

g Web and 5IP security
General settings
I Single sign-en [SS0O] I
SPMNEGO Web authentication

Trust association

SIP digest authentication

RMI/IIOP security

Java Authentication and Authorization Service

Figure 201. Web and SIP security
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___3. Select the Enabled and Interoperability Mode options and input the Domain name. Click
OK and save this change.

lobal security

Global security > Single sign-on (S50)

Specifies the configuration values for single sign-on.

General Properties

Enabled

D Reguires 55L

Comain name

| .ibm.com

Interoperability Mode

Web inbound security attribute propagation

| Apply | | Ok | | Reset | | Cancel

Figure 202. General Properties

__4. To export an LTPA token, at the Security: Global Security panel, click the LTPA.
Gaba ety
Global security
Lize thiz pansl to configure sdminigtration and the default spplication sacunty policy. This gecurity canfiguration spplies to tha esourity policy

far all administrative functions and is used 53 & defsult secunity policy for user applications. Secunity domaing can be deflined to overmide and
customize the secunity polices for user applications,

Security Configuration Wizard | | Security Configuration Repart |
Adeninivirabive securily Mgt heen brm teon
B Enabia sdministrative aecurity mini i rrgl Aythenticstion mechanizme snd sxpiration
fgmini i ral & _Tpa
min v suthanti n
Karbarcy and LTPA
Egrbaros configuration
Application wecoity
£l Authanboation cach 5

Figure 203. Authentication
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__ 5. Input a password of your choosing for the LTPA keys to be exported and specify a location
to export this key. Click OK to export the keys.

Ciows-cell single sign-an

Single sign-on a<ross cells can be previded by sharing keys and passwerds. Te share the keys and gpassword, lag an to one
call, spacify & kay fle, and dick Export keys. Then, log on to the other cell, specfy the key file. and dick Import keys

¢ Password

EETTTT T

* Confirm pazsword

aREEEEEE

Fully qualified ioay fils name
L= QE-LTRA. ke
Irmpart kays Export kays |

Apply oK Reset |  Cancel

Figure 204. Cross-cell single sign-on

___ 6. When this key is exported, copy it to your Quickr Domino computer and import it to the
Quickr Domino configuration with the Domino Administrator console. It is also important to
set the correct realm on the Domino configuration.

Information
-8 N

See the Lotus Quickr Wiki for more information about how to do this on the Domino part of the
configuration.

. J

7. The previous steps prepare the Lotus Connections part of the configuration. After the steps
to import the LTPA server to the Domino configuration are complete, synchronize the nodes
in the configuration and restart Lotus Connections and Lotus Quickr. When the configuration
comes back online, SSO is enabled. To verify, open a clean browser and log in to Lotus
Connections. After you log in, type the URL of the Domino Quickr server into the address
bar. When the page loads, you should still be logged in to Lotus Quickr without being
prompted for credentials. Repeat this test from the opposite perspective, starting with Lotus
Quickr to verify that SSO is working in both directions. When SSO is working, proceed to the
next steps.
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Enabling the Connections business card in Quickr Domino

1. Enable the business card on the Quickr Domino server by making the following change to
the gpconfi g. xm , in the following sample location C. \ | BM Lot us\ Dom no\ dat a.

2. Open this file with a text editor and search for a section in this file named profil e_server.
After the sample information, add the following lines to the file:

<profile server>
<Server name>

dmgr. ibm. com
</server namex
<semantic tag service location>

/profiles/ibm semanticTagServlet/javascript/semanticTagService.]js
{fsemantic_tag_service_lncatinn}
<javelin tag location>

Jprofiles/html fpersonTag?template=per=sonTag. jsp
</javelin tag location>
</profile server>

Figure 205. profile_server

__ 3. Save the file and restart your Lotus Quickr Domino server for this change to take effect.
When restarted, you can now hover over the user name in Quickr Domino and the option to
show the business card appears in a similar fashion to that of Connections.
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Enabling integration between Connections Activities and Quickr

To enable the publishing of files to Quickr from Activities, the Quickr server must be added to the
white list provider for activities and then some changes are required on the oa- confi g. xm .

1. To begin, open the administrative console.

2. Goto Resources > Resource Environment > Resource Environment Providers and
click QuickrWhitelistProvider.

Resource environment providers

Uge this pege to configure B relcures eRvirenment previder, which ancagiulates the referenceables that eanvert rescunce anviranment antry
date inte resourcs obiects, These objects can then be acessed by applications,

B Scope: =All scopes
¥ Show scope selection drop=down list with the all scopes opbion

Scope specifies the level at which the resource definition i wisible. For detailed information on
whiat gecpe i and how B woiks. jae the scope settings helo.

| 4l seopes f.'-_'-l

E Prafergnges

_New ||_Culute |

E‘ EI n:.- JF

Select Hame . Scope o Description
You an administer the follosing resources:

R | ClustaraLC,_Clustees

Tatsl 1

Figure 206. Resource environment providers

__ 3. Click Custom Properties.

| e n.l\.-\lu'l..i-l-- el o

Basourcs snveronment providers = QuickewhitelistProvider

Usa this page to configure a rescurce environment provider, which encapsulates the referenceables that convert resournce envircnment eniry
diata inkd redcvirdd abjecis. Thase abjectd can then ba sctesiad by spphcatisng.

Configuration

Ganaral Properties

Additional Properties

& Soopa

!-:-a::i.mt\‘].{a.'!-.'-:'!'..':udh'.ﬁ.i.{' Lraatsra I

+ Hame I*.Culsm“_mﬂmu E

[QuickrathitelistProvider

D

..Iup*ph“m Rﬂﬂﬁnﬂl

Figure 207. Additional properties

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 179



Deployment Scenarios

__ 4. Click New.

Resndrce anviFromrsasl provkders

Bezource snvirgnmaent providers > DuickrivhitelistProvider » Custom propertiss

Uz this page to specfy custom properises that your snterprise information system (EIS) requires for the resource providers and rescurce
factaries hat pau 1ﬁﬁflqur-. Far axamale, mest databass vandeds reguire additienal tustem prapeias far data scurces that sccasd the
databese.

H crefarences

| Mew | Dolste |

Figure 208. Clicking New

___ 5. Name this new property. Start the name with the word al | ow in this case al | owQui ckr. The
value that is provided should be the host name or IP address of the Quickr server. In this
case, the host name of the Quickr server is used (qui ckr server . i bm con).

Lidsas

Basource snveranment peoviders = QuickewhaehetProyides » Custom propertiss = New

Use this page to specfy custom propertses that your anterprise information system (EIS) reguires for the resource providers and resource

Fastaries that yed canfgure. Far axample, modt databade vended ragiirs additionsl tudtem propadisd fod data dodrdas that adondd the
databas,

Configuration

Gennaral Praperises

+ Sropd

et 3ol R R 1 L s S ;

# Hama
:_Illn-rﬂui-:m-.rvu

walum
| quackrsarvar.ibm.com

Figure 209. Naming the new property
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__ 6. Click OK and save this change.

HA P EAFaRire Rl pRoid

B Messages Fo z

Bapource snvironment providers > DuickriVhitelivtProvider > Custom properties

Ugs this page to specfy custom properties that your enterprise information system (EIS) reguires for the resource providens and rescwences
Factories that you configura. For exampla, moit destabase veandon require additional custom propertims for dats souiced that sccaid the
databass.

B crafsrances

_ Mew || Dalews

Sl el e
Select Name O Valus Dascription o Regussd
You an adménister the following resouroes:

l_"‘ | gk r qull:iu'“n'l-r.lbm.wnl ulas

Total 1

Figure 210. allowQuickrserver

__ 7. Check out the oa- confi g. xm by using the wsadmin client or a text editor. Find the block of

code named Publ i shFi | e. Set the enabled flag to t r ue, r equi r eSSOto t r ue and
al | owQust on®er vers to f al se.

I{Pub!.ishlfile enabled="true" allowCustomServer=s="falze" require550='true">r
<zerver>http: ffdmgr . ibm. com</secver>

<zerverrhttp: fflocalhost : 8080</server>
</PublishFile>

Figure 211. oa-config.xml
___8. Resynchronize the nodes and restart the Activities component. Now the ability to publish
attachments from Activity entries to Lotus Quickr is enabled with Publish to Lotus Quickr.

|=| Test Entry One
by Aamir Aamir_000_000 | Aug 15

Attachment: = SystemErrlog Download ||Publish to Lotus Quickr

Add Comment | Add To Do tem | Edit | More Actions -

Feed for these Entries

Figure 212. Test Entry One
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Server: hitpf quickrserver.ibm.com -

Select an item:

5 [ Teamspace for 20120821 - New Community

| ﬂ Wiki for 20120821 - New Community

m

Figure 213. Published to Lotus Quickr

182 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

Enabling Connections Communities integration with Quickr

To enable integration between Communities and Quickr, the Connector must be installed. On the
Deployment Manager computer, do the following steps:

___ 1. From the Lotus Connections Connectors for Quickr installation files, find the folder named
LC Gonnect ors_Qui ckr _I nstal | . From here, locate the IM folder and from within this
folder select the folder appropriate for your operating system (Windows, Linux for System z,
or Linux). From this folder, launch i nst al | . exe. Click Install to continue.

IBM Installation Manager

Install
Inskall softwane packages,

(L]

Update 4 Manage Licenses

Diecover and retall updates and
Fiocms ko instoled software packages.

Roll Back
_,7 Modify
Wl 1
: . Change mstaled software paduages o | ’
&3 by addling or removing features and = Uninstall
fumctions.

Figure 214. IBM Installation Manager: Install
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__ 2. Select the packages which are required to be installed. Click Next.

Install Packages -
Selack pachiges: to instal
trt llatien: | et | ventes [ Liteis ity Typee |
o=

B i werson 00,0 will e rstalled
0 st 8l veesions Check for Othes Yersiors, oo, and Exbersions:
Dt

TH=4E Conneclors For Quickr 40000
1B Comnectors Iratslston More nft.,.
& Aeposlory; © kot | I00_Convextons Corrasdors_Cucly 4.0 wnlC_Comreciors_ Quicdly_jratsll Piorreschonsiuichy

s T e [ e ]

Figure 215. Selecting packages to install
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___ 3. Accept the license agreement and click Next to continue.

Install Packages ¥
—
gt by o) o e eevreid Lo ety
el [rre— e Faghae r——
=} AR Cofmedtoni for Cuady LICEREE [WFORMATICH 3

IEMI Cornctors Liens Agessant for Gusds s Mot s ot i i v Flmlen b el ciwciiora o nckdtion £ v oF th IO Entveaonal
: o e el sttt ’
Torich Convshony Lkenes Informution For QUM by e s License Agreement {IBM form ramber ZE25-3301-14),

Froqres Mames: THN Loty Conrexhons: (uach Conmector 4.0
[Freogram Mumber: PRUg-n

it LR Oy
e L-CMAS-EmtcY
Pl LM

=
{50 0 st Hhi ovtiel 1 (e b #058 Be Vet m
0 1 do ot soospt Hhe bermes in e erss aesnants -

7 Bk | Mets || |[ conce™ ]

Figure 216. License agreement
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___ 4. Browse to or type the installation directory path and click Next to continue.

Install Packagoes =
A Pk (FOUR 5 8 location Hhat Conbais o o Sxre [achages. Some pompatibie packages oan be inebalied inbo & common packags group and will shate & common wier inberl acs.
Seplect g gombieg packaos groug, o Croale 4 nesy ofe
|1 :'..lzl _-_ Festom s rwTer
D Lo b ity pachags oo
(D Creste a new packags group
| soataoton pectory [ austtoctan |
E. EMAR Corractiny Ror Cuils oy B it anch

Package Geoup Mame: BB Connectors for Qude

Irstalation Directoryr | [ CAUBM Connediorsu |

Dot b

ik Space Infmmation
Bl Rpcaron Drectory: CIM S aredivn

Wohims  Avalabls SEae
= 505 B

ST I | I |

Figure 217. Installation directory
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___ 5. Select the installation package and click Next to continue.

Install Packages
Rabmc® B Frabures bo iret sl

Featesai

..-:a

[E] L A Cornectors for Quacy 4.0,0.0
E el Corrector Far Cuichr

B o deperdences
%z~ Sainactid by Inatallption Marager bacsms of depencenoes
Uetads

IErhg Cofueclors ler (uicke 400000
B Conveechons: Trectalsbon

Dink Spaie lalomnalion

Wil Ragred
Thared Regoarced rea  ©

Iretelston Dwectory C

e— Toksl
227088 0 KE 0K

Expandd A | Colagee 8 | | Restore Debauk

Fi b
E.05GB
G5 R

s [ |

Figure 218. Selecting the features to install
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___6. Select Quickr type Quickr Domino and then select Quickr Domino Wiki and Quickr

Domino Teamspace. Then, click Next to continue.

Install Packages

Fib i e el At e dhe pachapen.

Sacheck yinmr Qucke Tvpe

1% Gy Dty

7 uicbe Porkal

iy Integratvn Selechion

¥ sty ooosine Wi
FF Gusciy Bonine Faamapace

R

Cordgiiration Settings
iy v Bt s

i SARTEIEE LT R L,
ey omrveier e

]
iy v sl it

[+
R et afaon usas sy

[Awrer oo noo
B mteriticfion passerd:

[eenannanannns

i BT R

Figure 219. Configuration for the packages
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___ 7. Enter the installation locations of the Quickr Connectors and click Validate. If the validation
is successful, click Next to continue.

Install Packages
Filin the corfiguraticng For the pachiges
e
e o e (Cosrreen o b sk ions
B Cuucly Sowrver Sabtngs Irstall L shion:
- Dngtal L et

1B Cordections retell o desclory
[ CitPaogr o Fibes (s B Do tiors: ___|

Connuerten Bt Wt al koston
et terer forolieaDegrit lconhgielsidehr _J

Crtutid Sl st Fbal keaton
[C et erver fpratbes Tomgp it ord ool j

]

Figure 220. Install locations: Validation
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8. Now click Install to start the installation of Quickr Connectors.

Install Packages

Peviner e fuminary information

Tanget Location

Fachagm Grogg hame: el Convachon for CQucky
Trestalntion Coarechory U Connect oraTuscky
Shated Rescurces Deechory)  OIEM S wedies
Packages
| achagest

= W Conrectons For Quickr #.0.0.0

o DA Corraielin Por Gty

Ervwiroramenl
Ergiay

¥ Eeposibory Inlormstion

[risk S e Infmamaslemn
Total Avallabie Spaen
£.05 GB

Total Dowrioad Sos: 1949 K0
Totsl Irtallation Spe:  Z27.0KE

[

|t || e

Figure 221. Summary information: Start installation
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The installation of Quickr Connectors is now in progress, and takes several minutes to
complete.

Install Packages -
Rervwns B gurmesary informaton. i

Target Lo atiom

Epchuge (g hiame: B Corvmchons for Quachs
Trertsllaton. Dirctory UM Correct orsuicks
Sh el Besources Deectony;  COUEM Shavedine

Packages

- [ BT Coraition Mo Cuichs 480000
o I Connechor s For Cuicls

Envwiroument sk Space Information
Eruginty Tobal Evalabde Tguaos
C 6058

Toksl Doewrload Soe: 154 5E8
Tkl Inshalation Ste: 2IT0FB

¥ Beposibory Infermation

e alineg L ity o [ﬁl

Figure 222. Installation in progress
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__ 9. When the installation is successfully completed, click Finish.

Install Packages Q

& Thes paschages e redaled. . Yiess oo Fle

retal resuks

e aled s ceniluly . dfE——

Thm Followng pachags ras inelaled

3 Y, IPMND Coeveschons for Quicks
e Corvacton for Quickr 400000

Biser ¥ B parthsg dugioet nolbach, M batsorary deecbany cortard rolach e For mbalod Sathaimi. Yout4n debkle
e Fillas. oy Hhee s g ol prefessnce pags

Figure 223. Installation completion

___10. Restart IBM Connections and resynchronize the nodes for all changes to take effect.
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___11. Now you can log in to IBM Connections as an authenticated user, create a Community and
you should now see the Quickr applications in the Associated Applications section of the

Community.
Edit a Community
"Mame: ‘Quickr Test Community
Tags:
viieh Address: FHps Mt et ve i m. L om oMttt S Ay
-
Erder & short name 1o cugtomize the Bk, of leave bank,
*Arcess: & public - arvone can join

|
{
" Moderated - people must requast to join i i f
" Restricted - peopie must be invited to join |

Associated Applications | ¥ inciude this application in the community Quickr viki
M inciude this application in the cammunity: Quickr Teamspace

Figure 224. Editing a community

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Tivoli Access Manager configuration 193



Deployment Scenarios

5. SharePoint 2010 Server installation

__ 1. Run the SharePoint 2010 Server . exe file from where it was downloaded. Click Install
software prerequisites. All the software prerequisites for SharePoint are installed. On
completion, click Install SharePoint Server

[V r“,rfx ;;ﬁ'
“ fJ (! # / S Microsofts

Wz # SharePoint Server 2010

Review hardware and software requirements
Read the installation guide
Read the upgrade guide

i i 1 Install software prerequisites

; [ Uﬂ \ Install SharePoint Server

gy

Figure 225. SharePoint Server 2010

Visit Windows Update
Visit product website
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___ 2. Enter the product key that is provided and click Continue.

& Microsoft SharePoint Server 2010

T

Need to find your Product Key?

Your Product Key is 25 characters and is typically found in your
product packaging. If you cannot find your Product Key, dick
the "Learn more about Product Keys and see examples” link.

Learn more ahout Product Keys and see examples

Figure 226. Enter your Product Key
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___3. Select the box to accept the terms of agreement. Then, click Continue.

M Microsoft SharePoint Server 2010

sment. If you do not want to accept the
ek _

IMICROSOFT SOFTWARE LICENSE TERMS ﬁ
IMICROSOFT SHAREPOINT SERVER 2010

MICROSOFT SHAREPOINT SERVER 2010 FOR INTERMET SITES

MICROSOFT SHAREPOINT FOUNDATION 2010

MICROSOFT SOL SERVER 2008 EXPRESS EDITION

Below are two separate sets of terms for Microsoft SharePaint Server 2010
and Microsoft SharePoint Server 2010 For Internet Sites. Only one set of the
terms applies to you, Your product key will determine which terms apply to
you. If you have a Trial product key, then the Trial Terms below apply o
you. If you do not have a Trial Product key, then the Motice below applies to
vou. Also below are separate license terms for Microsoft SharePoint
Foundation 2010 and Microsoft SQL Server 2008 Express Edition. These
oducts or equivalents are needed in order 1o run Microsoft SharePoint
Server 2010 or Microsoft SharePoint Server 2010 for Internet Sites will be
installed unless you indicated otherwise during installation,

Figure 227. Read the Microsoft Software License Terms
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4. Click Standalone to continue.

JF' Microsoft SharePoint Server 2010

Figure 228. Choose the installation that you want
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The installation of the SharePoint Server 2010 begins, and might take several minutes to
complete.

B Microsoft SharePoint Server 2010

i

Figure 229. Installation progress
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___ 5. Click Next to start the configuration of SharePoint Server.

SharePoint Products Configuration Wizard Eil=

Welcome to SharePoint Products

This wizard vl configure SharePoint Producks.,

Click Necct bo continue or Cancel to exit the wizard, To run the wizard again, click on the Start Menu shorbout,

9|

Mext > Cancel
Figure 230. SharePoint Products Configuration Wizard: Welcome
___6. Click Yes to start the SharePoint services and continue.
SharePoint Products Configuration Wizard

The following services may have to be started or reset during
configuration:

Internet Information Services
SharePaoint Administration Service Y4
SharePoint Timer Service W4

Choose ves to restart the services if required and conkinue wikh
the configuration wizard of no to exit the configuration wizard,

Yes Mo

Figure 231. SharePoint Products Configuration Wizard: Warning message
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The SharePoint configuration tool begins. It might take several minutes to complete. When
completed, a web browser opens on the SharePoint home page.

SharePoint Products Configuration Wizard HEi =

Configuring SharePoint Products

Please walt whils SharePoint Products are configured,

Performing configuration task 2 of 10

Creating the configuration databass. .,

9|

Cancel

Figure 232. SharePoint Products Configuration Wizard: Configuration SharePoint Products
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7. Click Site Actions > New Site to create a site.

Site Actions ~| g

= MNew Page
Create a page you can

customize.

New Site
a Create a site for a team or
project.

More Options...
Create other types of pages,
lists, libraries, and sites.

— View All Site Content
Wiew all libraries and lists in
this site.

Edit in SharePoint Designer
w9 Create or edit lists, pages, and
workflows, or adjust settinags.

Site Permissions
@ Give people access to this site.

12 Site Settinas
Access all settings for this site.

Figure 233. Site Actions: New Site

__ 8. Ensure that the Team Site is selected, and then click OK to continue.

-
a-| Aaprmlid DR b AL ] Veeglabe Selection =

Lt

) Beycis B Seleit & bemplate

Colubeaton | Hectegs | Emerpirie  Pulsisleng

ke

Blgrk Sag
Dopement Workepscs

Bhog
Drsup Wik SR

A e for beaow o queidy organtr, muthor, and thaee nformeton. It
provded § SeOaaE leary, il ki i PrERGgy SATEarTERTL. Ckereler
e, tada, and deucone.

i 8wt a Ve Thas
tw Thay nodufeon, s peinct the

Figure 234. Home: Template Selection
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__9. Enter atitle for the site name and a description. Select Team Site as a template and click

Create to continue creating the site.

ﬁ--'E- Py S———— Dxllsplix 111 Mo BrarePont S x

&' Reeyihe B Cresie J i |
o AE Sitm tprt
Tithe wred Deacrigtion =
5
Tk B R B Seoriphoe [0f wina faba phe. The hitle el ba Sxplap ad o8 S50 [unid 0 1he I.w"m
uy
TaM dRprepanl Lerver |

Wb S r Addreus

UL Rifme
. b viaa e By T el i s URL) s M e, T hetpudub i fedube
o i e ek * [ ahicet arad By b = :

SRlaTT 8 e plate
Coflgboratian « Meehngh  Emerpise

Blark Sin
B s &1 W OTREBEDE

o
Greup Work Side

& ity for trmme to guichly prgemee, suther, aed charw ml ot
presvicies i doament ey, and lets for masaging snrouncemerts, Exisndar
Gtrrn, T, d dacuriin.

Figure 235. Home: New SharePoint Site
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6. Install and deploy IBM Connections plug-in for SharePoint

Information
-~ 2

Before installing the IBM Connections plug-in, the SharePoint Language Pack must be installed.
&

~

J

Installing SharePoint Language Pack

__ 1. Browse Windows Explorer to where the Ser ver LanguagePack installation file was
downloaded.
GL: :,rv | + Computer = Local Disk (C:) + Software = - lml
File Edit Wiew Tools Help
Crganize ¥ =S Yiews + | Open
Favarite Links Mame =
. [c3011 _spplugin_20120705-0309
F Docurnents Sharepoint2010 pre install package
‘£ Pictures sharepoint 2010
TJ" Music _yFirefox Setup 12,0
Mare - erLanguagePack

Figure 236. ServerLanguagePack

___2. Click Run to start the installation program.

Open File - Security Warning

Do you want to run this file?

E Mame: .. .dministrakoriDownloads)Serverl anquanePack, exe
Publizher: Microsoft Corporation

Type: Application

Fram: CiilUsersiadministratariDownloadsiServerlanguag. ..

Run Cancel

V¥ Always ask before opening this file

I i | "hile files from the Intemet can be useful, thiz file ype can

B potentially harmn your cormputer. Only mn zoftears fram publishers
S pou brust. What's the risk?

Figure 237. Open File: Security Warning
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__ 3. Accept terms of agreement and click Continue.

B Language Pack for SharePoint, Project Server and Office Web Apps 2010 - English

PLEASE NOTE: Your use of this software is subject to the terms and conditions
of the license agreement by which you acquired this software. For instance, (f
are:

» 2 volume license customer, use of this software is subject to your volume
license agresment.
+ a MSON customer, use of this software Is subject to the MSDN agreement,

may not use this software if you have not validly acquired a license for the
isoftware from Microsoft or its licensed distributors.

AID:O014_RTM_VL.1_RTM_EMN

Figure 238. Read the Microsoft Software License Terms
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The installation of the Language pack is now in progress.

Figure 239. Installation progress
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4. Ensure that the Run the SharePoint Products Configuration Wizard now box is checked and
click Close to continue.

Figure 240. Run Configuration Wizard
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__ 5. Click Next to continue the configuration process.
SharePoint Products Configuration Wizard El=

Welcome to SharePoint Products

This wizard will upgrade SharePoink Products,

Chick MNext bo continue of Cancel ko exit the wizard, To rin the wizard again, chick on the Stark Mand sharbeut,

Next > Cancel

Figure 241. SharePoint Products Configuration Wizard: Welcome

___ 6. Click Yes to start the services and continue.

SharePoint Products Configuration Wizard Eq

The Following services may have bo be started or reset during
I configuration:

Internet Information Services
SharePaint Administration Service Y4
SharePoint Timer Service W4

hoose wes to restart the services if required and continue with
khe configuration wizard of no to exik the configuration wizard,

Yes Mo

Figure 242. SharePoint Products Configuration Wizard: Warning message
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The configuration of the Language Pack is now in progress.

SharePoint Products Configuration

Figure 243. LanguagePack installation in progress
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___7. Click Finish to complete the configuration.

SharePoint Products Configuratior

Figure 244. Configuration Successful
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Installing IBM Connections plug-in for SharePoint

r 'w;/ Note

N
If you do not have a Lotus Greenhouse account, you must create one before you are able to
download any of the IBM software.

- J

___ 1. Ensure that the correct plug-in is installed for your SharePoint deployment as it might be a
Server Farm or Standalone. Browse Windows Explorer to where the plug-in installation files
were downloaded. Click I nstal | . bat to start the installation program.

‘g{ ;.W I .\ Sofbwaretlc30ll s 201 20705-0309 j lml

File Edit Wiew Tools Help

Jrganize * = VWiews ¥ | | Open (= Prink

Favarite Links Mame = |v| Date modified |v|

i . backup 05/09/2012 17:25

I/ Documents | Features 23/08/2012 18:15

'E Pictures | License 23/08/2012 15:18

& music lag 06/09(2012 17:25

Mare . PluginConfig Zafoglz01z 1315

5 Tnst all 05/07/2012 08:26

Folders v L ModifyPluginConfig 0S/07/2012 0326

h|UIninskall 0S/07/2012 03: 26

| Boaok ;I -
_ | Upgrade 05072012 0326

Figure 245. Installing IBM Connections plug-in for SharePoint
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___2. Click Run to start the IBM Connections plug-in configuration.

Open File - Security Warning

The publizher could not be verified. Are pou sure you want to
run this software?

Mame: ...bwarellc3011_spplugin_20120705-03091Inskall, bat
FPublizher: Unknown Publisher

Type: ‘Windows Batch File
Fram: CiiSaftwareilc3011_spplugin_20120705-0809Insk, .,

Fun Cancel

¥ Always ask before opening thiz file

publizher. “rou should only run zoftware friom publishers vou st

lél Thiz file does not have a walid digital zignature that verifies its
¥ How can | decids what softvare bo ur?

Figure 246. Open File: Security Warning

___ 3. Enterthe Profiles and Federated Search URLs in the fields provided. Then, click OK to
complete the IBM Connections plug-in installation. When completed, the configuration
dialog box closes automatically.

a 16M Connections Plug-in for Microsoft SharePoint Configuration

URL Settings | Profiles |

1Bh C cti :
i RS .| Enter a URL for acceszing
Profiles Server URL http://dmgr. mycompanycom/profiles the semver for IBM
Connections Profiles,
Federated Ssarch URL || http //dmgr mycompany com/search The server for IBM
= | Connections Federated

Search iz autornatically
populated. but iz editable if
wol want to point to anather
SErver.

(7] oK Cancel

Figure 247. IBM Connections plug-in for SharePoint: Profiles Server URL
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Deploying IBM Connections plug-in for SharePoint

If the installation of the IBM Connections plug-in for SharePoint is successful, the IBM Connections
Tag Cloud, Search IBM Connections Profiles, and Business Card features are installed when their
solutions are deployed. They must be activated before the Web Parts display within the Web Parts

Gallery when user is logged on to a site.
To deploy the Web Parts display, do the following steps:

1. Enter the site URL in browser (htt p: // nyser ver . nyconpany. com 7812) and select Forms
Based Authentication. The port number might not be the same on your deployment.

Select Forms Authentication.

0 Sign In

Select the credentials vou want to use to logon to this SharePoint site:

| —

windows Guthentication

I Forms Authentication

Figure 248. Forms Authentication

__ 2. Loginto site as authenticated user.

0 =ign In

Wrarning: this page is not encrypted for secure cormmmunication, User names,
passwords, and any other information will be sent in clear text, For more
inforrmation, contact your administrator,

User name: |Aamir_005_000 |

Password: |||-|-|---|||- |

Sign In |

[ sign me in autornatically

Figure 249. Sign in to the site
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___3. Click the down arrow for Site Actions and select Site Settings to continue.

i é % TSRS MYCIMPEny GO 7R SikePages/ Forms alPages, aspx

L

@] Mast Visited _ Eetking Starked _ Suggesked Sikes _: Wi'eh Slice Galle

- 4

&

Library Tools
Documents Library
Edit Page
Modify the web parts on this o
page. St
pages on this site,

Mew Fage
Create a page you can
customize.
Mew Docurnent Library e
Create a place to store and
share documents, Test Page & HEw
Mew Site
Create a site for a team or ne
project, To se This Library

Mare Options, ..
Create other types of pages,
lists, libraries, and sites.

Ly

Yiew All Site Content
View all libraries and hists in
this site,

Edit in SharePoint Designer
Create or edit lists, pages, and
warkflows, or adjust settings,

Site Permissions
Give people access to this site,

Site Settings L
bccess all settings for this site, *’

Figure 250. Site Settings
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4. Inthe Site Collection Administration section click Site Collection Features to continue.

R e e Y

Wevayesesandengnyne e feiinl e de

Figure 251. Site Settings: Site collection features

__ 5. Now for ProfilesSearchWebPart and TagCloudWebPart click Activate to activate the web
parts to take place. Then click OK.

Srarsh eswer el Fams
Shared el JRBF W erkilemn

Whared st derier Puldshing indrasine =s

Figure 252. Site Actions

The deployment of the IBM Connections plug-in is now completed.
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7. Configuring SharePoint SSO/security

Configuring the LDAP Web.Config files

Configure forms-based authentication for a claims-based web
application

The following procedure in the URL provided shows how to configure a forms-based web
application to use an LDAP provider:

http://technet. mcrosoft.conien-us/library/ ee806890. aspx.

Add LDAP users to SharePoint site

__ 1. Log on to the SharePoint server and from the start menu click SharePoint 2010 Central
Administration.

EIJ%,I Server Manager ‘ # I
Command Prompt \

— Adrninistratar
;’X\ SharePoint 2010 Cenkral Adrinistration
Documents
[ g....h Windows Explarer
|-|.|.,’

po— Carmpuker
I®I Ease of Access Cenker

_— Metwork

@ Mozilla Firefox
Control Panel

S wwindaows Update -
| Administrative Toaols 3

- l Motepad Help and Support

Manager U

ﬁ Wireshark. Windows Security

ﬁ"j‘. Inkernet Information Services (1150

—
.'_rﬁ SharePaint 2010 Management Shell

Pt
g All Programs
IEtarI: Search lE]J (0] | [ | 3 |
£ "Start J = |2 ”J =, Server Manager | B Start S

Figure 253. SharePoint 2010 Central Administration
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___ 2. Under Application Management, click Manage web applications.

Site Actions = i; Browse

SﬁgrePointzﬂla Central Administration

Central
Administration | = | Application Management
. = Manage web applications I",—
Applicat M t O I - -
pRlEaton Hanagemen o Create site collections
Systern Settings Manage service applications
Manage content databases

Monitaring

Baclup and Restore : Mor‘litorir‘lg
Security |’_"}JI.]L:\J Feview problems and solutions

Check job status

] d d Mi ti . .
parade an iaratien Wiew web Analytics reports

General Application

Seftings |-"_ﬁ Security
Configuration Wizards o Manage the farm adrinistrators group
\_/ Configure service accounts

- General Application Settings
|_ ﬁ Configure send to connections

Configure content deployment paths and jobs

Figure 254. Application Management: Manage web applications

___ 3. Now highlight the SharePoint site and from the menu ribbon click Authentication

_
. ™ b TaHua B § Fioad P g 4 o P
9 B »xoF S ] L - : : o
B & Hiegrd Tk b o Bt = T i
[ T e P L BRTI AT s dneynags R
B Rl gl s Dy Lol - L A o R P Ty Py Py ey
Tl Muiap + e 1
'_._ & LTIET) ey Fet
gegihin Hoswgareie m L e T Lo e RN PEEE
TS e Sheraioert < B0 RN RS AL :
Missieng H e e Tk ol B el

Figure 255. Authentication Providers
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4. Click Default for Claims Based Authentication.

Authentication Providers

Zone Membership Provider Mame

Default Claims Based Authentication

Figure 256. Authentication Providers: Default
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__5. Insection Claims Authentication Types, select Enable Forms Based Authentication
(FBA), and then enter the ASP.NET Membership provider name and ASP.NET Role
manager name. Then, click Save to continue.

Claims Authentication
Types

Choose the bype of
authenticakion wou wank ko
use For this zone,

Megotiate (Kerberos) is the
recommended securiky
configuration to use with
Windows authentication. IF
this option is selected and
Kerberos is nok configured,
FTLM will be used, For
kerberos, the application
pool account needs to be
hetwork Service or an
account that has been
configurad by the damain
adrministrator, RTLR
aukthentication will work with
any application pool accounk
and with the default domnain
configuration,

Basic authentication methad
passes Users' credentials
over a nebworkin an
unencrypked Farm, IF wou
select this option, ensure
that Secure Sockets Lawver
(55L) is enabled.

85P.MET membership and
role provider are used ko
enable Forms Based
Authentication (FEA) For this
web application, after wou
create an FEA Web
application, additional
configuration is required,

v

Enable Windows guthentication

v

Integrated Windows authentication
[ HTLM |

[T Basic authentication {credentials are sent
in clear text)

W . .
v Enable Faorms Based Authentication (FB&)

AZP.MET Membership provider name
ILD.ﬁ.PMembershipPrDvider

AP .MET Raole rmanager name
ILDP.F‘RDIEF‘rDvider

-

Trusted Identity provider

There are no trusted identity providers
defined.

Figure 257. Edit authentication
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___6. Select Default Sign In Page.

Trusted Identity Provider
Authentication enables
federated users in this \Web
application. This
authentication is Claims
koken based and the user is
redirecked to a login Form
faor authentication,

Learn about configuring
authentication,

Sign In Page URL

When Claims Based
Authentication bypes are
enabled, a URL For
redirecting the user ko the
Sign In page is required.

Learn about Sign In page
redirection LRL,

¥ Default Sign In Page
{~ Customn Sign In Page

| »

Figure 258. Sign In Page URL

___7. Cilick Yes to enable Client Integration, and then Save.

Client Integration

Disabling client integration
will remove Features which
launch client applications,
Some authentication
rechanisms (such as Forms)
don't work well with client
applications. In this
configuration, users will
either have to use
browser-based editars ko
edit their docurnents or work,
on them locally and upload
changes, Make: IF clienk
inkeqration is kurned on in
conjunckion with Forms
mode, anonymous access
should also be turned onor
Farms aware clienk
applications may Fail ko
authenticate correctly,

Enable Client Integration?

f* 7es 7 Mo

|

Cancel

L]

Figure 259. Enable Client Integration
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___8. Now from the menu ribbon click User Policy.

_
w [ o bt . & Pnchad it S FE + -
_a‘ i x -ér S it et 3 i P P Z ; .
L) & M bRE v [ SR TUTHELH g
Baw . btnd Dty | dears i Beotturhiitan Sollardor St
b I [ TR PPRUSU SR Ry 1 s .
T Y sy yr Firiiin

i Wik Pk Loty

Pon

L

Capmrar B

Figure 260. User Policy

_ 9. Leave the default All zones to add users and click Next to continue.

Select the Zone

) ) . ZOnes!
The security palicy will apply
ko requests made through I (Al zones) j‘
the specified zone. To apply
a policy to all zones, select
"ol zones)", all zone

policies are only walid For
Windows users,

| | Mexk = | I Zancel

Figure 261. Select the Zone

___10. Click Add Users.

Folicy for Web Application

8].4

:I add Users x Delete Selected Users _E Edit Permissions of Selected Users

[T Zone Display Mame User Mame Permissions
r Call MT AUTHORITLOCAL MT AUTHORITYSLOCAL Full Read
zZones) SERVICE SERVICE
T ial Search Crawling MT Full Read
ZOnes) Acocount AUTHORITTWMETW DR
SERVICE
O ial Search Crawling it nt Full Read
Zones) Acoount authoritynetwark
service

Figure 262. Policy for Web Application: Add Users
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11. Now type in the user names you want to add from the third-party LDAP server, and click the
person/tick icon to search for and add the user. When you added all the users, click Finish
to continue.

Add Us

Zone -

Z0one:
The security policy will apphy
to requests made theough the
specified zons,

(Al zones)

Choose Users

Users:
Yol Can enker user namas or I ; 3 .
group names, Separate with ] 0no ooo; 001 oo0o0; anz ooo;
cemi-colons, |Aamir 003 000; Aamir 004 000; Aamic 005 000;

| SEE

Choose Permissions
Permissions:
Choose the parmissons you

want these users to have, W Full Control - Has full contral.
[T Full Read - Has full read-only access,
[ Deny Write - Has no write access.
[ Deny All - Has no access,
Choose System Settings
System accounts will not be L] Account operates as System
recarded in the User
Information bsts unless the
account is directly added to
the permissions of the site,
Anvy changes made by a
swstem account will be
recorded as made by the
system instead of the acbual
user sccount,
<Back | [ Firish_|

Figure 263. Adding users
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___12. All users that were selected are now added. Click OK to complete the setup.

Policy for

b Application

oK |

=] add Users x Delete Selected Users LZ' Edit Permissions of Selected Users

[T Zone  Display Mame User Mame Permissions

I rall NT MT AUTHORITYSLOCAL SERVICE Full Read
zones) AUTHORITYWLOCAL

SERVICE

I al Search Crawling NT &UTHORITW™METWORK SERVICE Full Read
zones) Account

I iall Search Crawling in0# | nt authortynetwork service Full Read
zones) Account

I iall Aarnir_000_000 110 flldapmembershippravider|aamir_000_000) Full Cantral
zZanes)

[ iall SAarnir_001_000 i:0# flldapmembershipprovider|aamir_001_oo0d| Full Cantral
zZones)

O cal Aarnir_002_000 in0# flldapmembershipprovider|aamir_002_000] Full Control
ZOnes)

I iall Sarnir_003_000 in0# flldapmembershipprovider|aamir_003_000] Full Contral
Zones)

[ iall Aarnir_004_000 i:0# . flldapmembershipprovider|aamir_004_00a) Full Contral
Zanes)

I ial Aarnir_005_000 in0# flldapmembershippravider| aamir_005_000] Full Cantral
zanes)

Figure 264. Users successfully added
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