IBM Connections 4.5: How to Deploy a Two Node Cluster of IBM
connections V4.5 on a RedHat (RHEL) Server V6.4 (x86-64bit)

About the author

Patrick (Pat) Cadogan has worked for IBM for over a quarter of a century. Pat initially started working at Lotus Development and
focused on the globalization and localization of Lotus products such as Lotus 1-2-3, Freelance, Symphony, Improv and Lotus
Notes/Domino. . IBM acquired Lotus in 1995. In 1998 Pat moved to the IBM Lotus Lab in Massachusetts, US, where he worked on
Lotus Domino for Linux, iSeries and zSeries. After five years in the US Pat returned to the IBM Dublin Lab where he focused on
System Verification Testing (SVT) of various IBM products. Pat has worked on the SVT of IBM Connections V2x, 3x, V4 and now
V4.5. Pat can be reached at pcadogan@ie.ibm.com.

References

® IBM Connections System Requirements

b IBM Connections 4.5 Information Center
®  Tutorial - Installing IBM Connections 4.0 on a Linux RHEL 6.3 64 bit system

See related documents:
. IBM Connections 4.5: How to configure SPNEGO
. IBM Connections 4.5: How to configure TAM

Contents
1. Deployment topology
2. IBM Connections system requirements
3. Middleware installation and configuration
3.1 Install IBM Installation Manager 1.5.3
3.2 Install WAS V8 Deployment Manager (DM)
3.3 Install WAS V8 Applications Server on Nodel and Node2
3.4 Install IBM HTTP Server (IHS) V8
3.5 Update DM, Applications Server and IHS to required Fixpack and iFixes
3.6 Install DB2 10-FP1 Server
3.7 Install Tivoli Directory Integrator (TDI) V7.1 + Fixpack 5
4. Deployment configuration steps
4.1 Enable Security on the Deployment Manager:
4.2 Federate Application Server (Nodes) into the Deployment Manager
4.3 Configure HTTP server to accept SSL connections
. Creating the Connections databases on DB2 using the dbWizard
. Populating the profiles database (PEOPLEDB) with LDAP user information
. Installation of IBM Connetions
. Post install steps
8.1 Copying Search conversion tools to local nodes
8.2 Configuring the HTTP Server
8.3 Configuring an Administrator User for Homepage
8.4 Enabling Fast Downloads for Files and Wikis
8.5 Configure Notifications

oNO U

© Copyright IBM Corp. 2013 1


http://www-10.lotus.com/ldd/lcwiki.nsf/xpViewCategories.xsp?lookupName=Product%20Documentation
http://www-01.ibm.com/support/docview.wss?uid=swg27012786
http://www-10.lotus.com/ldd/lcwiki.nsf/dx/Tutorial_-_Installing_IBM_Connections_4.0_on_a_Linux_RHEL_6.3_64-bit_systemcol

1. Deployment Topology
Installing IBM® Connections in a network deployment to achieve optimum scaling, load balancing, and failover.

A network deployment can consist of a single server with all applications installed, or two or more sets of servers that are grouped
to share the workload. You must also configure an additional system with WebSphere® Application Server Network Deployment
Manager, which enables you to build, manage, and tune the clustered servers.

A network deployment provides the administrator with a central management facility, and it ensures that users have constant access
to data. It balances the workload between servers, improves server performance, and facilitates the maintenance of performance
when the number of users increases. The added reliability also requires a larger number of systems and the experienced
administrative personnel who can manage them.

Standard Enterprise Network Deployment Architecture

Figure 1 shows the enterprise-level network deployment of IBM Connections without any additional complexity. This topology shows
a two-node cluster of IBM Connections, in which the LDAP and database servers communicate with the cell controlled by the
Deployment Manager. The Tivoli Directory Integrator server sits between the database and LDAP, maintaining synchronization
between both.

IBM Connections is installed on the Deployment Manager machine and from there is pushed out to the nodes in the cell,
node01Node and node02Node. The shared data store is a shared space accessible from all nodes in the configuration and the
Deployment Manager. In this case the shared space is mounted on the Deployment Manager machine and shared with both nodes,
at the same location on those machines.

Sitting in front of the entire configuration is the Web server, from which the end user accesses IBM Connections.

IBM Connections v4.5
Spnego 2-node Cluster

.sphego.company.com

Cell-WAS ND v8.0.0.5 Servers

Figure 1

In this Scenario and in the above Topology diagram the following apply:
Cognos/Metric is not installed - Cognos install/configuration is covered in a separate document.
IBM Connections Content Manager (Filenet) is not installed - Filenet install/configuration is covered in a separate document.

the WAS Deployment Manager and the IHS server both co-exist on the same physical machine, but they are depicted (in the
diagram) as existing on different machines. This was done to help simplify understanding of this deployment - note the
hostname is the same for both.

The Domino Mailin server is not integrated with the MS-AD2008 LDAP so that users are not automatically created as needed on
the Domino mail server; instead Domino mailin users were created manually (as needed) and the mapping between IC4 and
Domino users was based on the users email address. This is not typically how customers would configure Notifications and
Domino mail integration.

When installing IBM Connections there are three deployment options to choose from ie small, medium and large. This deployment
uses the Medium topology; see Deployment options for more details.

Topology: Medium deployment
Install a subset of applications in separate clusters. IBM Connections provides three predefined cluster names shared
among all 12 applications. Use this option to distribute applications according to your usage expectations. For instance, you
might anticipate higher loads for the Profiles application and install it in its own cluster, while other applications could be
installed in a different cluster. This option allows you to maximize the use of available hardware and system resources to
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suit your needs.

2. IBM Connections 4.5 System Requirements

For IBM Connections V4.5 System requirements see the product documentation: http://www-01.ibm.com/support/docview.wss?

uid=swg27037782

Systems specification used in this deployment

Machine Hosthame Applications Version OS/version RAM / CPU / HDD
dm&ihs.spnego.company.com| WAS Deployment Manager WAS v8.0.0.5 (64bit) RedHat 6 (64bit) 8GB / 2CPUs /
IBM HTTP Server (IHS) IHS v8.0.0.5 (64bit) Enterprise 80GB
nodel.spnego.company.com| Nodel (WAS Application Server) WAS v8.0.0.5
node2.spnego.company.com| Node2 (WAS Application Server) WAS v8.0.0.5
db2.spnego.company.com| DB2 DB2 v10.1
Tivoli Directory Integrator (TDI) TDI v7.1+FP5
msad2008.spnego.company.com MS Active Directory 2008 '2008 Win2008 R2 EE
Server
domino.company.com| Domino Mail-in server Domino 8.5.3 Win2008 R2 EE 4GB / 2CPUs /
Server 40GB

All of the above systems are Virtual Machines (VM) running on VMware vSphere V5.0

When installing Connections (in this scenario) we refer to a fictitious user called "AdminFromLDAP" - this user must meet the
following criteria:

+is a valid user from the LDAP branch

+is populated to the profiles database (PEOPLEDB) when running the dbPopulation wizard

+is granted Admin access to the DM so that this user can login to the WAS console and can administrate all aspects of Connections
+is selected as the Connections administrator when running the Connections Install wizard

Note: Where possible we will use the default setting throughout this document especially for paths.

Before Installing IBM Connections you must apply the following:

i) Linux RedHat 6 (64bit) OS essential patches: see the IBM Connections InfoCenter for details:
http://www-10.lotus.com/Idd/Icwiki.nsf/xpDocViewer.xsp?
lookupName=IBM+Connections+4.5+documentation#action=openDocument&res_title=Linux_libraries_ic45&content=pdcontent

if) Install the following additional Redhat libraries

./ibm-yum.sh install <package> - where packages are:
ksh*
compat-db*
compat-libstdc++-33*
compat-glibc-2*
openmotif22-2*
libXtst*
libXp*
libXmu*
libXtst*
pam*
rpm-build*
elfutils*
libXft*
gtk2*

ili) WebSphere requirements
a) WAS 8.0.0.5 is the minimum requirement

b) Additional required WebSphere iFixes (for the Deployment Manager) are:
PM62615 - Here is Fix Central iFix for PM62615
PM71430 - Here is Fix Central iFix for PM71430

iv) Synchronise the time on all systems in the deployment by running: ntpdate clock.redhat.com on each system
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v) Configure the Open File Descriptor limit to at least 8192 on all systems (DM, Nodel, Node2 and DB2)

vi /etc/profile
add ulimit -n 8192

verify by running: ulimit -a
On none windows platforms ensure that the Open File Descriptor limit is set to at least 8192
ulimit -n 8192

vi) Setup a NSF4 Shared Area for the DM, Nodel and Node2

In a Networked Deployment (multi node clustered environment with several systems) there is the need to set up a shared area
which all nodes and the DM can access.

All nodes in the cluster need to have read and write access to this area.
This is used to store indexes which Connections needs.
This area needs to be setup prior to the Connections install as the installation will ask for this location during the setup process.

NOTE: Its highly recommended to use a 'fast reliable networked file system' for both this shared file area and the server were
you locate your databases.

When using NFS, use NFS v4 because NFS v3 lacks advanced locking capability.

In this scenario we will set up the NFS share on our Deployment Manager; then share it out to each Nodes system so that each node
system can read/write to the share.
These are the steps to do this:

On the DM system (dm&his.spengo.company.com), create a Share folder (using NFS4 Server)

Create a folder on the system you want to share the folder on eg on the DM system create a folder /opt/IC_Share eg: mkdir
/opt/IC_Share

Give full read/write access to this folder, chmod -R 777 /opt/IC_Share
With NFS v4 you can export just one file system, so all the folders you need to mount on the clients should be under this one.
Edit the /etc/exports file [ie #vi /etc/exports] and add the following lines
/opt/IC_Share nodel.company.com(rw)
/opt/IC_Share node2.company.com(rw)
Write and Quit [:wq!]
verify nsf service is running - if it is not then enable it via services
service nfs restart | stop | start
mount -all
You have now shared this folder to systems nodel and node2
Config Nodel and Node2 to access the Shared Folder on the DM system as follows:
Enable the nfs service on nodel and node2
create the folder to mount to eg: mkdir /opt/IC_Share
Add the following line to
vi /etc/fstab
dm&ihs.spnego.company.com:/opt/IC_Share /opt/IC_Share nfs

Mount the remote file system: mount -all
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3. Middleware installation and configuration

3.1 IBM Installation Manager 1.5.3:

WebSphere V8.0 is mstalled using the IBM Installatlon Manager (IM) so we must install this first. You can download IM
1.5.3 from http:

Unzip locally on your machine and run install to begin the IM installation.. th|s will display the following screen.

Select Next to continue...

& [BM Installation Manager _=f
Install Packages
Select packages to install:
Installation Packages Status Vendor License Key Type

v @ ) IBM® Installation Manager

Will be installed 1

[ Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBM® Installation Manager 1.5.3
IBM® Installation Manager More info...
+ Repository: fopt/software/IM153

0
)

Accept the license agreement and select Next

® 18M Installation Manager = O X
Install Packages
Read the following license agreements carefully.
nstal | Licenses B Location Summary

|International Program License Agreement =]
|Part 1 - General Terms -
BY DOWMNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
|LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOU
/REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,

# DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK OM AN *ACCEPT® BUTTON, OR USE THE PROGRAM; AND

* PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM T WAS
JOBTAINED FOR & REFUND OF THE AMOUNT PRID, IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

|1, Definitions

|"Authorized Use" - the specified level at which Licensee is authorized to execute or run the Program, That level may be measured
|by number of users, millions of service units ("MSUs*), Processor Value Units {"PWUs™), or other level of use specified by IBM.

["IBM" - International Business Machines Corporation ar one of its subsidiaries.

|"License Informatian® (*LI*} - a document that provides information and any additional terms specific to a Program. The Program’s
LI is available at www.ibm.com/softwaressla. The LI can also be found in the Program's directory, by the use of a system command,
jor as a booklet included with the Program.

|"Program® - the following, including the original and all whole or partial copies: 1) machine-readable instructions and data, 2)
camponents, files, and modules, 3) audio-visual content (such as images, text, recordings, or pictures), and 4) related licensed
|materials {such as keys and documentation).

@ | acceptthe 1erms inthe Ilcense agteement print All...
) | do mot accept the terms in the license agreement

]

< Back |[ Next > I Cancel
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select Next to continue...

& 1BM Installation Manager

Install Packages
Select a location for Installation Manager.

A Instal Licenses Summary

i

@ Once installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your packages.

Installation Manager Directory: |/opt/IBM/InstallationManager/eclipse

HB@WSEH.I

Disk Space Information

Volume Available Space

/ 26.80 GB

[ < Back H| Next > || H Cancel

At this summary screen select Install to begin the installation...
% BMnstallation Manager

Install Packages

Licenses Location Summary

Target
Package Group Name: IBM Installation Manager

Installation Directory: fopt/IBM/InstallationManager/eclipse
Packages

Packages

[ IBM® Installation Manager 1.5.3

Environment Disk Space Information
Arabic, Brazilian Portuguese, Czech, Danish, English, French,

: Total Available Space
German, Greek, Hungarian, Italian, Japanese, Korean, Lithuanian,

Polish, Russian, Simplified Chinese, Slovenian, Spanish, 26.80GB
Traditional Chinese, Turkish

Total Download Size:  115.90 MB

Total Installation Size: 210.27 MB
» Repository Information

< Back H

H\ Install ” Cancel

Reviewkhe summary information. Ea
Install
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After some time the installation will complete and you will see:

& M Insallation Manager - |0 X

Install Packages @

0 The packages are installed. View Log File

The following package was installed:

v %, IBM Installation Manager
[ IBM® Installation Manager 1.5.3

Click on "Restart Installation Manager" to launch the new Installation Manager and to
start installation of other package(s).

® Restart Installation Manager

That's the IM installed.

Note: You will need to do this on your Deployment Manager, Application Server(s), HTTP Server and Plugin's servers in your
deployment.

Tip: How to start the Installation Manager to install WAS; the IHS webserver and updates:

Goto the folder: /opt/IBM/InstallationManager/eclipse
Select 'launcher’ or from the cmd line enter "./launcher"”
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3.2 WebSphere V8.0 Deployment Manager Installation
Create the following folder: /opt/software - we will use this folder to store all download images required to install WAS DM

Download the WAS Network Deployment V8 install images/zip-files into a folder called /opt/software/WAS80ODM on you
designated DM machine. The four images/zip files to download:

CZM9KML.zip

CZM9LML.zip

CZM9MML.zip

CZVG4ML.zip

Unzip all four zip files and you will see the following files in the WAS80DM folder:
[root@dubxpcym76b WASEODM]E 1s
Copyright.txt diskl disk2? disk3 disk4 lafiles readme Remote Installation Tool for IBM i repository.config

[root@dubxpcym7eb WASSODM]# I

Startup the Installation Manager, which you installed earlier, on your deployment manager system.

Select File then Preferences.
Select the Add Repository... button and enter the details to the path for the DM repository.config file. Select OK to

continue...
£ Add Repository 4
Add a repository =
Specify a repository and add to the repository preference list. U
Repository:
[foptfsoftwareMASSDDMfreposwtcry.conﬂg ‘ v l ‘Browse...

i oK H Cancel l

Now select Install

\?V' IBM Installation Manager

Install Packages ﬂ

Select packages to install:

Installation Packages Status Vendor License Key Type
~ ® jj IBMWehSphere Application Server Network Deployment
[, version 8.0.0.0 Will be installed IBM

[ Show all versions Check for Other Versions, Fixes, and Extensions
Details
IBM WebSphere Application Server Network Deployment 8.0.0.0

IBM WehSphere Application Server Network Deployment is a production-ready Java Platform, Enterprise Edition (Java EE)
compliant application server for the deployment of enterprise web services solutions for dynamic e-business. It is the next level
in application serving beyond the WebSphere Application Server base edition because it provides advanced web services and
clustering capabilities. More info...
« Repository: fopt/software/WASBODM
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Accept the license agreement and next to continue...

€ IBM Installation Manager —|d
Install Packages
Read the following license agreements carefully.

k Install Location Features Summary

International Program License Agreement

[ w [v)

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOU
REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS
OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTRQY ALL COPIES OF THE PROGRAM.

1. Definitions

"Authorized Use" - the specified level at which Licensee is authorized to execute or run the Program. That level may be measured
by number of users, millions of service units {*"MSUs"), Processor Value Units ("PVUs"), or other level of use specified by IBM.

"IBM" - International Business Machines Corporation or one of its subsidiaries.
"License Information® ("LI") - a document that provides information and any additional terms specific to a Program. The Program's
Ll is available at www.ibm.com/software/sla. The LI can also be found in the Program's directory, by the use of a system command,

or as a booklet included with the Program.

"Program" - the following, including the original and all whole or partial copies: 1) machine-readable instructions and data, 2)
components, files, and modules, 3) audio-visual content (such as images, text, recordings, or pictures), and 4) related licensed

(o]

@ | accept the terms in the license agreement§

(O Ido not accept the terms inthe license agreement

@ < Back l[ Next >
T 3
select Next to continue...
£ 181 Installation Manager = oM
Install Packages
Select & location for the shared resources directory.
Instal Licenses | Locatioh ) Features SUmmary

When you install packages, files are stored in twa locations:

1) The shared resources directory - resources that can be shared by multiple packages.
A 2) The installation directory - any resources that are unique to the package that you are installing.

Important: You can only select the shared resources directory the first time you install a package with the [BM Installation
Manager. For best results select the drive with the most available space because & must have adequate space for the
shared resources of future packages.

Shared Besources Directory. |jopt/IBHIMShared | | Bropse... |

Disk Space Information

Volume  Available Space
| 26.17GB

Enter the path to were to install the deployment manager. Select Next to continue...
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# 1BM Installation Manager i (TR 5

Install Packages
Apackage group is a location that contains one or more packages. Some compatible packages can be installed into a common
package group and will share a common user interface. Select an existing package group, or create a new one.

X Install Licenses Features Summary

@ Create a new package group

Package Group Name Installation Directory | Architecture

“.. IBM WebSphere Application Server Network Deploy /opt/IBM/WebSphere/DeploymentManager

Package Group Name: IBM WebSphere Application Server Network Deployment V8.0

Installation Directory: |fopt/IBM/WebSphere/DeploymentManage] ] [B_mwse...]

Select Next to continue...

% 1BM Installation Manager

‘ Install Packages
Select the translations to install.

Install Licenses Location Summary

Translation

. ¥ [] Brazilian Portuguese [] Czech [] French [] German
[] Hungarian [] Iltalian (] Japanese [] Korean (] Polish
(] Romanian [] Russian [ Simplified Chinese [] Spanish (] Traditional

© Copyright IBM Corp. 2013
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The installation packages are then displayed to you. I did not change any of the defaults here. Select Next to continue...

& 1BM Installation Manager -0 X
Install Packages
Select the features to install.
A Install Licenses Location Summary m
Features

~ B if IBM WebSphere Application Server Network Deployment 8.0.0.0

EJBDeploy tool for pre-EJB 3.0 modules
< [ [ Stand-alone thin clients, resource adapters and embeddable containers
Stand-alone thin clients and resource adapters
Embeddable EJB container
[0 Sample applications
< [ IBM Software Development Kit
O IBM 32-bit SDK for Java, Version 6
IBM 64-bit SDK for Java, Version &

[] Show dependencies [Expand AHHgoHapse AH] [Bestore Default
“%- Selected by Installation Manager because of dependencies

Details

IBM WebSphere Application Server Network Deployment 8.0.0.0

IBM WehSphere Application Server Network Deployment is a production-ready |ava Platform, Enterprise Edition (Java EE)
compliant application server for the deployment of enterprise web services solutions for dynamic e-business. It is the next
level in annlication serving bevond the WehSnhere Annlication Server hase edition because it nrovides advanced web services 12

Disk Space Information

Vnliimn Damiirnd  Tamnarsn Tabal Minilnhln /

0

Finally a summary screen will be displayed. Select Install..

& BMnstallation Manager - 0%
Install Packages ﬂ
Review the summary information.

mstg\ Licenses Location Features
Target
Package Group Name: IBM WehSphere Application Server Network Deployment V8.0
Installation Directory: Jopt/IBM/WebSphere/DeploymentManager
Shared Resources Directory: fopt/IBM/IMShared
Packages
Packages

= ([l IBM WebSphere Application Server Network Deployment 8.0.0.0
i EJBDeploy tool for pre-E|B 3.0 modules
< [ Stand-alone thin clients, resource adapters and embeddable containers
i Stand-alone thin clients and resource adapters
[1» Embeddable EJB container
< [ IBM Seftware Development Kit
7% 1BM 64-hit SDK for Java, Version 6

Environment Disk Space Information

English Total Available Space

! 26.17 GB

Total Download Size: 936.08 MB
Total Installation Size: 1.99 GB

» Repository Information

o
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After some time the installation will complete. During the installation you will see stuff like this...

» Repository Information

Installing.. Retrieving files at 281.2 MB/s. 248 MB of 936 MB (27%) completed.
} Pause Download|| Cancel

Once complete you are asked to create a Deployment Manager Profile... Select Profile Management Tool to create a

profile and then Finish.
Install Packages ﬂ

o The packages are installed. View Log File

The following package was installed: Which program do you want to start?

v % IBM WebSphere Application Server Network Deployme | @) profile Management Tool to create a profile.

X [ 1BM WebSphere Application Server Network Deployl | - profile Management Tool to create an application server

) None

@ I I [ ([ I I D]

Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You can
delete the files on the Eiles for rollback preference page.

0
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. The WebSphere Customization Toolbox starts. Select the Create... button
4b WebSphere Customization Toolbox 8.0 - 0%

File Window Help

=] [@meile Management Tanl] BWelcome

©pdies -

Profile name | Environment Profile path [Qreate... l

Change the WebSphere Application Server selection to Management and then Next

%] Profile Management Tool 8.0 _aj

Environment Selection i

Select a specific type of environment to create. H
Environments:

< WebSphere Application Server
Cell (deployment manager and a federated application server)
Management
Application server
Custom profile

Secure proxy (configuration-only)

Description

A management profile provides the server and services for managing multiple application server ]

environments. The administrative agent manages application servers on the same machine. The Network H

Deployment edition also includes a deployment manager for tightly coupled management and a job

manager for loosely coupled management of topologies distributed over multiple machines. B -
H| Next > | l ] [ Cancel
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Select the Deployment manager option and then Next to continue...

{

Select the type of server to be created within this management profile —

Server Type Selection

O Administrative agent

An administrative agent provides management capability for multiple stand-alone application servers. An
administrative agent can manage only the application servers that exist within the same installation on
one machine.

© Deployment manager

Adeployment manager provides management capability for multiple federated nodes. A deployment
manager can manage nodes that span multiple systems and platforms. The nodes that are managed by a

deployment manager can only be managed by a single deployment manager and must be federated to the
cell of that deployment manager.

O Job manager

A job manager provides management capability for multiple stand-alone application servers,
administrative agents, and deployment managers. The job manager can manage nodes that span multiple
systems and platforms. The nodes that are managed by one job manager also can be managed by other
job managers.

(=1

[ <Back || Next> || Cancel l

Select the Typical profile creation option and then Next to continue...

§

Choose the profile creation process that meets your needs. Pick the Typical option to allow the Profile —
Management Tool te assign a set of default configuration values to the profile. Pick the Advanced option to
specify your own configuration values for the profile.

Profile Creation Options

@ Typical profile creation

Create a deployment manager profile that uses default configuration settings. The Profile Management
Tool assigns unigue names to the profile, node, host, and cell. The tool also assigns unique port values.
The administrative console will be installed and you can optionally select whether to enable administrative
security. The tool might create a system service to run the deployment manager depending on the
operating system of your machine and the privileges assigned to your user account.

Note: Default personal certificates expire in one year. Select Advanced profile creation to create a
personal certificate with a different expiration.

() Advanced profile creation m

Create a deployment manager using default configuration settings or specify your own values for settings
such as the location of the profile and names of the profile, node, host, and cell. You can assign your own
port values. You can optionally choose whether to deploy the administrative console. You might have the
option to run the deployment manager as a system service depending on the operating system of your
machine and the privileges assigned to your user account.

(]

<Back | Next> || \[ Cancel
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Ensure Enable administrative security is checked and enter an admin user name & password.
Select Next to continue...

4 Profile Management Tool 8.0 - Ox

Administrative Security r;

‘ 8
Choose whether to enable administrative security. To enable security, supply a user name and passwerd for logging

into administrative tools. This administrative user is created in a repository within the application server. After
profile creation finishes, you can add more users, groups, or external repositories.

Enable administrative security

User name:

vasadmin |

Password:

Confirm password:

See the information center for mere information about administrative security.
View the online information center

[ <Back | Next> || |[ cancel ]

At this summary screen select Create (to create the profile)...this will take a few minutes...

% Profile Management Tool 8.0 — o x

\@
Review the infarmation in the summary for correctness. If the information is correct, click Create to start creating
a new profile. Click Back to change values on the previous panels.

Profile Creation Summary

Application server environment to create: Management =
Servertype: Deployment manager
Location: fopt/IBM/WebSphere/DeploymentManager/profiles/Dmgrol
Disk space required: 30 MB

Profile name: Dmgrol
Make this profile the default: True

Cell name: dubxpcvm766Cell0l
Node name: dubxpcvm766CelIManager0l
Host name: dubxpcvm766.mul.ie.ibm.com

Deploy the administrative console (recommended): True
Enable administrative security (recommended): True

Administrative console port: 9060
Administrative console secure port: 9043

Ranlaummant meansnne hankrbran mark, G0N0

(T

| <Back { Create H H Cancel
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Check the option Launch the First steps console and then select Finish.

Profile Creation Complete =

The Profile Management Tool created the profile successfully.

The next step in creating a Network Deployment environment is to start the deployment manager so that nodes
can be federated into its cell. After the deployment manager is started, you can administer the nodes that belong to
the cell.

You can start and stop the deploy it ger from the cc d line or the First steps console. The First steps
console also has links to an installation verification test and other information and features that relate to the
deployment manager.

Launch the First steps console.

To start the Profile Management Tool later, use the PMT command in the app_server_root/bin/ProfileManagement
directory or the option in the First steps console.

| I | [_fish_] |

Select the Installation verification option
% WebSphere Application Server - First steps - Dmgrol

Welr§phere Application Server
Y

First steps

[Installation verification |
Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Install and administer applications.

WebSphere Customization Toolbox

Launch this toolbox to access the Profile Management Tool and work with profiles,
or to access the Migration Management Tool and migrate WebSphere Application
Server 6.0, 6.1 or 7.0 profiles to version 8.0.

Information center for WebSphere Application Server
Learn more about WebSphere Application Server and explore sample applications.

IBM Education Assistant for WebSphere software

Access multimedia content for WebSphere Application Server version 8.0 and other
IBM software products.

Exit

Once complete you should see the following messages...
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[10/4/12 15:26:27:018 5T] 0000000 wip
[10/4/12 15:26:27:019 5T] 0000000 wip
[10/4/12 15:26:27:021 5T] 00000003 wip
[10/4/12 15:26:27:022 5T] 0000000 wip
[10/4/12 15:26:27:023 5T] 0000000 wip
[10/4112 15:26:27:025 5T] 00000003 wip
[10;4h2 15:26:28:977 5T] 00000003 wip
[10/4/12 15:26:28:979 5T] 00000003 wp

W org.aclipse. j5t.j2ee. commonarchivecre intermal strateqy. Loadstratagympl craatefile Filahotko
W org.aclipse. j5t.j2ee. commonarchivecre intermal strateqy. Loadstratagympl craatefile Filahotko
W arg.eclipse. 5t j2ee. cammanarchivecare intermal stratedy Loadstrategyimpl createfile Filahotro
W arg.eclipse. 5t j2ee. cammanarchivecare intermal stratedy Loadstrategyimpl createfile Filahotro

j 1 i

J

]

ey i e =

W arg.eclipse. 5t j2ee. cammanarchivecare intermal stratedy Loadstrategyimpl createfile Filahotro
W arg.eclipse.jst. j2ee. commanarchivecore internal strategy: LoadStrategyimpl createfile Filehoto
W arg.eclipse. jst. j2ee. commanarchivecore internal strategy: LoadStrategyimpl createfile Filehoto
W arg.eclipse. jst. j2ee. commanarchivecore internal strategy: LoadStrategyimpl createfile Filehoto

(VTLOO40L 64 errorsjwarnings are detected in tha foptfIBM fWebsphere/Deploymenti anager, profiles \Dmar0 1f1ogs /dmarSystamOur. log file
IVTLOOTOL The Istallation Yerification Toal verification succeaded,

(VTLOOEOL The installation verification is complete.

(| 1

[«]
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Using your Browser check that you login to Websphere Integrated Solutions Console (also known as the WAS Admin
Console) via the URL address: "https://dm&ihs.spn .company.com:9043/ibm/console/I n.jsp" using the administrator
user & password define previously; in this case that admin user is "wasadmin".

[ — . ——

WebSphere, F011 I Help | Logout
T ] Wel
| views Allzsis . ‘ elome
Welcome Welcome 7 - O | About this Integrated Solutions Consala
Guided Activities
Integrated Solutions Console, 8.0.0.0
Servers Integrated Solutions Cansole provides a common administrative console for niegrated solutions Lonsole i

multiple products, The table lists the product suites that can be administerad

through this installation. Select = product suite to view mare information, Buld Date: 5/3/11

Build Number: ni118.03
4] Applications

Jobs LICENSED MATERIALS PROPERTY CF
e
e ) )
e Suite Name Version S724-H33, 5724-108, 5724163,

Resources 8.0.0.0 5655-W6S5 (C) Copyright v

WebSphere Application Server
International Business Machines

Security

Environment

System administration
Users and Groups
Monitaring and Tuning
Traubleshooting
Service integration

uopt

Your Deployment Manager is now setup.
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3.3 Install WAS V8 Applications Server on Nodel and Node2

In this scenario we have a 2 node cluster deployment so we will repeat these steps on both Nodel and Node2 systems.

Download and unzip the following four WAS V8 images/zip files into the folder /opt/software/WAS80App
CZM9HML.zip
CZM9IML.zip
CZM9JIML.zip
CZVG3ML.zip

After unzipping these files you should see the following files/folder in the WAS80App folder:

[root@dubxpcvm766 WASBBAppl# Ls
Copyright.txt diskl disk2 disk3 disk4 lafiles readme Remote Installation Tool for IBM i repository.config
[roct@dubxpcvm766 WASBBApp|# I

Start Installation Manager which you installed earlier.

Select File and Preferences to add the installation repository for the AppServer install.
€ preferences O X

o
Repositories:

Appearance

Files for Rollback | C2Hon Connection |- add Repository...
b Help Jopt/software/WASBODM/repository.config N ‘7|
b Internet ‘7|
Passport Advantage —
Updates ‘ |

\ |
\ |

Service repositories are remote locations where updates or extensions to packages (including the
Installation Manager itself) are stored.

Search service repositories during installation and updates.

lRestoregefauItsH Apply ]

@ | oK H Cancel ]
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Select the Add Repository... button and enter the details to the path for the repository.config file. Select OK to continue...
& AddRepository O X

Add a repository =

Specify a repository and add to the repository preference list.

Repository:

[,‘optfsoftwareMASBGApp,‘repnsitory.config ‘ v l Ilﬂmwse,,,i

oK l [ Cancel

Now select Install from the main window on the installation manager.

© 1BM Installation Manager

- 0%

Install Packages
Select packages to install:
Installation Packages Status Vendor License Key Type
~ M [i IBM WehSphere Application Server

[, Version 8.0.0.0 Will be installed IBM
= [ [J IBM WebSphere Application Server Network Deployment  Installed

01, Version 8.0.0.0 Installed IBM
[] Show all versions Check for Other Versions, Fixes, and Extensions
Details H
IBM WebSphere Application Server 8.0.0.0
The IBM WehSphere Application Server family is the leading open standards-based Java Platform, Enterprise Edition (java EE) A
compliant application foundation offering broad programming model choice and lower total cost of ownership through high
performance and high manageability.
WebSphere Application Server delivers the availability and security your business depends on while optimizing cost. More info...
+ Repository: /opt/software/WAS80App N

0
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Accept the license agreement and Next to continue...

& 1BM Installation Manager = =

Install Packages @

Read the following license agreements carefully.

&
Install Location Fealures summary

International Program License Agreement

)|

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS QN BEHALF OF LICENSEE, YOU
REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS
OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM,

1. Definitions

*Authorized Use" - the specified level at which Licensee is authorized to execute or run the Program. That level may be measured
by number of users, millions of service units ("MSUs"), Processor Value Units ("PVUs"), or other level of use specified by IBM.

"IBM" - International Business Machines Corporation or one of its subsidiaries.

"License Information” (*LI") - a document that provides information and any additional terms specific to a Program. The Program's
Ll is available at www.ibm.com/software/sla. The LI can also be found in the Program'’s directory, by the use of a system command,
or as a booklet included with the Program.

"Program" - the following, including the original and all whole or partial copies: 1) machine-readable instructions and data, 2)
components, files, and modules, 3) audio-visual content (such as images, text, recordings, or pictures), and 4) related licensed =

® | accept the terms in the license agreement:

() I do not accept the terms in the license agreement

® [tk ]

Cancel

© Copyright IBM Corp. 2013



Enter the Installation directory. Select Next to continue...

& 1BM Installation Manager —|d

Install Packages
A package group is a location that contains one or more packages. Some compatible packages can be installed into a common
package group and will share a common user interface. Select an existing package group, or create a new one.

k\nsta\l Licenses Features Summary
() Use the existing package group

@ Create a new package group

Package Group Name Installation Directory Architecture

*, IBM WehSphere Application Server V8.0 [opt/IBM/WebSphere/AppServer

Package Group Name: IBM WebSphere Application Server V8.0

Installation Directory: |/opt/IBM/WebSphere/AppServer l [ Browse... l

Details Disk Space Information

Shared Resources Directory: fopt/IBM/IMShared Volume  Available Space

/ 23.53GB
@ < Back ”| Next > | ‘ ‘ [ cancel
Select Next to continue...
& IBM Installation Manager = =
Install Packages
Select the translations to install.
Install Licenses Location Summary
Translation
[ Brazilian Portuguese [] Czech [] French [ German
[ Hungarian ] ltalian [ Japanese [] Korean [ Polish
[] Romanian [] Russian [ Simplified Chinese [ Spanish [ Traditional Chinese
® <Back H\ Next > | ‘ | [ Cancel
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The Install Packages screen is displayed. I did not change any of the defaults here. Select Next to continue...

k
Install Packages
Select the features to install.
Install Licenses Location summary m
Features

~ B ii IBMWebSphere Application Server 8.0.0.0

E|BDeploy tool for pre-EJB 3.0 modules
< [4 [ Stand-alone thin clients, resource adapters and embeddable containers
Stand-alone thin clients and resource adapters
Embeddable EJB container
O sample applications
= [ [ IBM Software Development Kit
O IBM 32-bit SDK for Java, Version 6
IBM 64-bit SDK for Java, Version 6

[ Show dependencies ngpand All ‘ [gc\lapse AH] lﬂesmre Default
- Selected by Installation Manager because of dependencies

Details

IBM WebSphere Application Server 8.0.0.0

The IBM WebSphere Application Server family is the leading open standards-based Java Platform, Enterprise Edition (Java EE)
compliant application foundation offering broad programming model choice and lower total cost of ownership through high
nerfarmance and hinh mananeabilitv. E

Disk Space Information

Vnlima Ramiirad  Tamnnarary Trkal Lvailahla =

0

The summary screen appears.... Select Install to start the installation process...
% IBM Installation Manager

- 0x
Install Packages ﬂ
Reg{iewthe summary infermation.
Install Licenses Location Features

Target

Package Group Name; IBM WebSphere Application Server V8.0

Installation Directory: Jopt/IBM/WebSphere/AppServer

Shared Resources Directory: /opt/IBM/IMShared
Packages

Packages

+ [ IBMWebSphere Application Server 8.0.0.0
[ EJBDeploy tool for pre-EJB 3.0 modules
< (i Stand-alone thin clients, resource adapters and embeddable containers
% Stand-alone thin clients and resource adapters
[ Embeddable EJB container
< [ IBM Software Development Kit
[ IBM 64-hit SDK for Java, Version &

Environment Disk Space Information

English Total Available Space

/ 2353GB

Total Download Size: 821.9 KB
Total Installation Size: 1.05GB

» Repository Information

o
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After a few minutes the install will complete and you will see the following screen.

Select the option Profile Management Tool to create a profile and then Finish.

Instgll Packages EE

o The packages are installed. View Log File

The following package was installed: Which program do you want to start?
v %, IBM WebSphere Application Server V8.0 @ Profile Management Tool to create a profile.
([ 1BM Websphere Application Server 8.0.0.0 O Profile Management Tool to create an application server
O None

[ I I [
Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You can
delete the files on the Files for rollback preference page.

o

This will startup the WebSphere Customization Toolbox. Select the Create... button
4 WebSphere Customization Toolbox 8.0 = L= B
File Window Help

i1 [@meile Management Tool] 3Welcome

0 iﬁlﬁ =g

Profile name | Environment Profile path [greate... l
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Select Application server and then Next to continue...
4. Profile Management Tool 8.0

Environment Selection

Select a specific type of environment to create.
Environments:

< WebSphere Application Server
Management

Application server

Description

An application server environment runs your enterprise applications. WebSphere Application Server is
managed from its own administrative console and functions independently from all other application servers.

[aTT

| | Next> | |[ Cancel l

Select Typical profile creation and then Next to continue...
! Profile Management Tool 8.0

Profile Creation Options

Choose the profile creation process that meets your needs. Pick the Typical option to allow the Profile
Management Tool to assign a set of default configuration values to the profile. Pick the Advanced option to
specify your own configuration values for the profile.

@ Typical profile creation

Create an application server profile that uses default configuration settings. The Profile Management Tool
assigns unigue names to the profile, node, and host. The tool also assigns unique port values. The
administrative console and the default application will be installed. You can optionally select whether to
enable administrative security. The tool might create a system service to run the application server
depending on the operating system of your machine and the privileges assigned to your user account.

Note: Default personal certificates expire in one year. Select Advanced profile creation to create a
personal certificate with a different expiration.

(O Advanced profile creation

Create application server using default configuration settings or specify your own values for settings such
as the location of the profile and names of the profile, node, and host. You can assign your own port
values. You can optionally choose whether to deploy the administrative console and Sample applications,
and create a Web server definition. You might have the option to run the application server as a system

service depending on the operating system of your machine and the privileges assigned to your user
account.

(4]

< Back I" Next > || |[ Cancel
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Ensure the Enable administrative security box is checked and enter a User name and Password for the WAS Admin.
I use the same User name and password that I used when setting up the Deployment Manager ie "wasadmin"

Select Next to continue
4 Profile Management Tool 8.0 - 0O X

prres|

Administrative Security
R |§

Choose whether to enable administrative security. To enable security, supply a user name and password for logging
into administrative tools. This administrative user is created in a repository within the application server. After
profile creation finishes, you can add more users, groups, or external repositories.

Enable administrative security

User name:

fuasadmn l

Password:

Confirm password:

See the information center for more information about administrative security.
View the online information center

[ < Back m Next > H |[ cancel ]

The summary screen is displayed. Select Create to create the profile...

< Profile Management Tool 8.0 - O X
Profile Creation Summary g
A “ \'@

Review the information in the summary for correctness. If the information is correct, click Create to start creating
a new profile. Click Back to change values on the previous panels.

Application server environment to create: Application server H
Location: [opt/IBM/WehSphere/AppServer/profiles/AppSrv0l
Disk space required: 200 MB

Profile name: AppSrv0l
Make this profile the default: True
Performance tuning setting: Standard

Mode name: dubxpcvm766Node01
Server name: serverl
Host name: dubxpcvm766.mul.ie.ibm.com

Deploy the administrative console (recommended): True
Deploy the default application: True

Enable administrative security {recommended): True

Administrative console port: 9061

Aedrainirkeabivs raneals sasies wark, ONAA

(4]

| <Back | Create ||

[ Cancel
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This may take a few minutes to complete.

Ensure the Launch the First steps console option is selected; then click on Finish

& Profile Management Tool 8.0

Profile Creation Complete

k

The Profile Management Tool created the profile successfully.

Use the First steps console to run an installation verification test, start and stop the application server, or link to
other information and features that relate to the application server.

-aX

unch the First steps console.

To start the Profile Management Tool later, use the PMT command in the app_server root/hin/ProfileManagement
directory or the option in the First steps console.

Select Installation verification
4 WebSphere Application Server - First steps - Dmgrol

Wet@phere Application Server
i

First steps

[Installation verification |

IBM software products.

Exit

Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Install and administer applications.

WebSphere Customization Toolbox

Launch this toolbox to access the Profile Management Tool and work with profiles,
or to access the Migration Management Tool and migrate WebSphere Application
Server 6.0, 6.1 or 7.0 profiles to version 8.0.

Information center for WebSphere Application Server
Learn more about WebSphere Application Server and explore sample applications.

IBM Education Assistant for WebSphere software
Access multimedia content for WebSphere Application Server version 8.0 and other

Once complete you should see the following messages with the final message being: The installation verification is
complete.

First steps output

110/4/12 15:52:00:855 5T] 00000002 wip
[10/4/12 15:53:00:656 5T] 00000002 wip
[10/4/12 15:53:00:857 I5T] 00000002 wip
[10/4/12 15:52:00:858 5T] 00000002 wip
110/4/12 15:53:00:860 5T] 00000002 wip
[10/4/12 15:53:00:861 I5T] 00000008 wip
[10/4/12 15:52:00:862 5T] 00000002 wip
[10/4/12 15:53:00:663 5T] 00000002 wip
[10/4/12 15:53:00:864 I5T] 00000008 wip
110/4/12 15:52:00:865 I5T] 00000002 wip
[10/4/12 15:53:00:866 5T] 00000002 wip
[10/4/12 15:53:00:868 I5T] 00000008 wip
110/4/12 15:52:00:869 I5T] 00000002 wip
110/4/12 15:53:00:670 5T] 00000002 wip
[10/4/12 15:53:00:671 5T] 00000002 wip
110/4/12 15:52:00:672 I5T] 00000002 wip
[10/4/12 15:52:00:673 5T] 00000002 wip
[10/4/12 15:53:01:667 5T] 00000002 wip
[10/4/12 15:53:01:668 I5T] 00000002 wip

[VTLOO401 63 errarsfwarnings are detected in the Jopt/IBM, WebSphere fAppServer fprofiles/AppSnv01/logs fserver 1/SystemOut.log file
[VTLOOZCL The Installation Verification Tool erification succeecled
IVTLOOBOK The installation verffication is complete

Installation verification

W arg.eclipse. jst. j2ee.commonarchivecore.internal. strategy LoacStrategylmpl createFile FileNotFa
W org.eclipse. jst. j2ee. commanarchivecore.internal. strategy LoaciStrategyimpl createFile FilehotFo
W org.eclipse. J51.J2ee. commonarchivecore.internal. sirategy. LoacStrategyimpl createFile FileNotF
W arg.eclipse. jst. j2ee.commonarchivecore.internal. strategy LoacStrategylmpl createFile FileNotFa
W org.eclipse. jst. j2ee. commanarchivecore.internal. strategy LoaciStrategyimpl createFile FilehotFo
W org.eclipse 5t J2ee. commonarchivecore. internal. strategy LoacStrategyimpl createFile FilehotFo
W arg.eclipse. jst. j2ee.commonarchivecore.internal. strategy LoacStrategyimpl createFile FileNotFo
W org.eclipse. jst. j2ee. commanarchivecore.internal strategy LoacStrategympl createFile FileNotFo
W org.eclipse.jst. j2ee commanarchivecore.internal. strategy LoadStrategyimpl createFile FilehlotFo
W org.eclipse. J5t.J2ee. commonarchivecore.internal. strategy. LoacStrategyimpl createFile FileNotFo
W arg.eclipse.jst. j2ee.commonarchivecore.internal. strategy LoactStrategylmpl createFile FileNotFo
W org.eclipse.jst. j2ee commanarchivecore.internal. strategy LoadStrategyimpl createFile FilehlotFo
W org.eclipse. J5t.J2ee. commonarchivecore.internal. strategy. LoacStrategyimpl createFile FileNotFo
W arg.eclipse.jst. j2ee.commonarchivecore.internal. strategy LoactStrategylmpl createFile FileNotFo
W org.eclipse. jsi. j2ee. commanarchivecore.internal. sirategy LoadStrategyimpl createFile FilehotFo
W org.eclipse. J5t.J2ee. commonarchivecore.internal. strategy. LoacStrategyimpl createFile FileNotFo
W arg.eclipse.jst. j2ee.commonarchivecore.internal. strategy LoadStrategylmpl createfile FileNotFal |
W org.eclipse. jst. j2ee. commanarchivecore.internal. strategy LoaciStrategyimpl createFile FilehotFo
W org.eclipse. J51.J2ee. commonarchivecore.internal. sirategy. LoacStrategyimpl createFile FileNotFo

[«

[l [
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You have now competed the setup of the Application Server on Nodel.



Redo these steps on Node2.
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3.4 Install IBM HTTP Server (IHS) V8

NOTE: In this scenario we install the HTTP Server on the same machine as the DM

Download the following WAS Supplemental images/zip files into the folder /opt/software/WAS80Sup on your IHS system;

the four image/zip files are:
CZM91ML.zip
CZM94ML.zip
CZM95ML.zip
CZXR9ML.zip

Start the Installation Manager which you should have installed earlier.

Select File then Preferences and in the Preference dialog select Add Repository...

| & P{E;feren:es

Appearance
Files for Rollback
b Help
b Internet
Passport Advantage
Updates

Select the Add Repository... button and enter the details to the path for the Supplementary repository.config file.

[root@dubxpcym76t WASBESup# s
Copyright.txt diskl disk? disk3 diskd lafiles readme appclient readme ihs readme plugclient readme plugins readme wect Remote Installation Tool for IBM i repository.config
[ root@dubxpcym766 WASBESup# I

Repositories

Repositories:

Location Connection
Jopt/software/WAS80DM/repository.config s
[opt/software/WASBOApp/repository.config 2

Unzip these zip files in the WAS80Sup folder and you should see following folders/files:

0 X

-

Add Repository...

Test Connections

Service repositories are remote locations where updates or extensions to packages (including the

Installation Manager itself) are stored.

Search service repositories during installation and updates.

Select OK to continue...

@ Add Repository

Repository:

Add a repository

I Restore Defaults l I

Apply

l

Specify a repository and add to the repository preference list.

0

J

X

[,‘o pt/software/WAS805Sup/repository.config

|~ | [Browse...|

l [ Cancel
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From the Installation Manager main window select Install. This will pickup that the HTTP Server, Plugins and Toolbox is now to be

installed.

Select the following three options (as in the next screen shot):

1. IBM

HTTPServer for WAS

2.  Web Server Plug-ins for IBM WAS
3. WebSphere Customization Toolbox

Do NOT select Application Client for IBM WAS

Select Next to continue...
% IBM Installation Manager

Install Packages
Select packages to install:

"

LY
Installation Packages Status Vendor License Key Type
v U [ Application Client for IBM WebSphere Application Server

[, Version 8.0.0.0 IBM
v [ [ IBM HTTP Server for WebSphere Application Server

[}, Version 8.0.0.0 Will be installed IBM
~ O [) IBM WehSphere Application Server Installed

{11}, Version 8.0.0.0 Installed IBM
v [ [ IBM WebSphere Application Server Network Deployment  Installed

1, Version 8.0.0.0 Installed IBM

O @ Pluggable Application Client for IBM WebSphere Applicatic

v [ [ Web Server Plug-ins for IBM WebSphere Application Serve

[}, Version 8.0.0.0 Will be installed IBM

[ [}, Version 8.0.0.0 Will be installed IBM

[] Show all versions
Details

WebSphere Customization Toolbox 8.0.0.0

More info...
+ Repository: jopt/software/WAS80Sup

[gheck for Other Versions, Fixes, and Extensicnsl

WebSphere Customization Toolbox provides tools to simply and rapidly customize a WebSphere Application Server environment
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Accept the license agreement and Next to continue...

& 1BM Installation Manager - 0%
Install Packages
Read the following license agreements carefully.

&
Install Location Fealures summary

International Program License Agreement

)|

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS QN BEHALF OF LICENSEE, YOU
REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS
OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM,

1. Definitions

*Authorized Use" - the specified level at which Licensee is authorized to execute or run the Program. That level may be measured
by number of users, millions of service units ("MSUs"), Processor Value Units ("PVUs"), or other level of use specified by IBM.

"IBM" - International Business Machines Corporation or one of its subsidiaries.

"License Information” (*LI") - a document that provides information and any additional terms specific to a Program. The Program's
Ll is available at www.ibm.com/software/sla. The LI can also be found in the Program'’s directory, by the use of a system command,
or as a booklet included with the Program.

"Program" - the following, including the original and all whole or partial copies: 1) machine-readable instructions and data, 2)
components, files, and modules, 3) audio-visual content (such as images, text, recordings, or pictures), and 4) related licensed =

® | accept the terms in the license agreement:

() I do not accept the terms in the license agreement

® [tk ]

Cancel

Specify the path for each install item. I used the default paths for each. Select Next to continue.

% IBM Installation Manager — 3 X

Install Packages
The packages will be installed into the indicated package groups. Select the package group to change the installation directory.

\r:tsta\l Licenses Fealures |  Summary

Package Group Name Installation Directory Architecture
= " IBMHTTP Server V8.0 [opt/IBM/HTTPServer

[J IBM HTTP Server for WehSphere Application Ser

< %, Web Server Plug-ins for IBM WebSphere Applicatiol jopt/IBM/WebSphere/Plugins
[l Web Server Plug-ins for IBM WebSphere Applicat

= %, WebSphere Customization Toolbox V8.0 Jopt/IBM/WehSphere/Toolbox
[ WebSphere Customization Toolbox 8.0.0.0

| Package Group Name: IBM HTTP Server V8.0

Installation Directory: | /opt/IBM/HTTPServer l I Browse... l

Details Disk Space Information

Shared Resources Directory: jopt/IBM/IMShared Volume  Available Space

| ! 21.87GB
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Select the features to install (as seen below) and Next to continue...
i IBM Installation Manager -0X

Install Packages
Select the features to install.
Install Licenses Location Summary -

Features —
+ = [f IBM HTTP Server for WebSphere Application Server 8.0.0.0

v [ Architecture Selection
[ IBM HTTP Server 32-bit with Java, Version 6
IBM HTTP Server 64-bit with Java, Version 6
v 5 [ Web Server Plug-ins for IBM WebSphere Application Server 8.0.0.0
v = IBM Runtime Environment for Java
[0 IBM 32-bit Runtime Environment for Java, Version 6
1BM 64-bit Runtime Environment for |ava, Version 6
v [ [ WebSphere Customization Toolbox 8.0.0.0
Web Server Plug-ins Configuration Tool

Profile Management Tool (z/05 only) r
[A IR Minratinn Mananamant Tanl j
[ Show depencencies Expand Al ‘ gollapseAII‘ Restore Default

- Selected by Installation Manager because of dependencies

Details

IBM HTTP Server for WebSphere Application Server 8.0.0.0

IBM HTTP Server for WebSphere Application Server provides advanced web server capabilities with consistent management and security
ina WebSohere Aoolication Server environment. IBM HTTP Server for WebShere Aoolication Server is based on Aoache HTTP Server.

Disk Space Information

[l

@ < Back ‘ Next > ‘ Insta | Cancel ‘

Enter the port you want HTTP to run on (typically port 80) and Next to continue...

& 1BM Installation Manager - 0X
% Install Packages
Fill inthe configurations for the packages.

Install Licenses Location Features Summary

v [ IBMHTTP Serverfor we Configuration for IBM HTTP Server for WebSphere Application Server 8.0.0.0
Weh Server Configuration

# Web Server Configur

Specify a port number for [BM HTTP Server to communicate. The default port
is 80, If the default port is already in use, then change to another port that is

available. Running IBM HTTP Server without root or Administrative privileges
might restrict use of ports below 1024,
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At this summary screen select Install to start the installation process...

N IBM Installation Manager

-0 X
Install Packages

Review the summary information.

Install Licenses Location Features

Target

Shared Resources Directory: /opt/IBM/IMShared
Packages

Packages Installation Directory

= " IBMHTTP Server V8.0 [opt/IBM/HTTPServer

< [l IBM HTTP Server for WebSphere Application Sen
b % Architecture Selection
< %, Web Server Plug-ins for IBM WebSphere Applicatior /opt/IBM/WebSphere/Plugins
= [ Web Server Plug-ins for IBM WebSphere Applicat
b [ IBM Runtime Environment for Java
- %, WebSphere Customization Toolbox V8.0 Jopt/IBM/WebSphere/Toolbox
< [ WebSphere Customization Toolbox 8.0.0.0
[ Web Server Plug-ins Configuration Tool
[ Profile Management Tool (z/OS only)
[+ 2/0S Migration Management Teol

Environment
English

Disk Space Information

Total Available Space
f 21.87 GB

Total Download Size: 236.00 MB
Total Installation Size: 853.06 MB
» Repository Information

o

After a few moments the following screen will appear:

Now configure the HTTP Server; select Webphere Customization Toolbox and then Finish.

& BM Installation Manager - 0 X

Install Packages Eg
A

0 The packages are installed. View Log File

The following packages were installed: Which program do you want to start?

v % IBMHTTP Server V8.0 @ WebSphere Customization Toolbox

[/ IBM HTTP Server for WebSphere Application Server 0 None

v %, Web Server Plug-ins for IBM WebSphere Application Sg
[l Web Server Plug-ins for IBM WebSphere Application

%, WebSphere Customization Toolbox V8.0

[[) WebSphere Customization Toolbox 8.0.0.0

al Il \ [+

Note: If the packages support roliback, the temporary directory contains rollback files for installed packages. You can
delete the files on the Files for rollback preference page.
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Select Web Server Plug-ins Configuration Tool and then select Launch Selected Tool
File Window Help

=

Welcome

Welcome to the WebSphere Customization Toolbox

Select a tool in the following list to display the welcome information for that tool. To launch a
tool, select a tool in the list, and click Launch Selected Tool. Alternatively, select Window =
Open Perspective and select a tool in the list.

List of provided tools:

Profile Management Tool (z/OS only)
z/OS Migration Management Tool

Web Server Plug-ins Configuration Tool

Launch Selected Tool

Welcome information for selected tool

Use the Web Server Plug-ins Configuration Tool to configure the Web server plug-ins for
IBM WebSphere Application Server Version 8.0 so that your Web server and application
server can communicate with each other. Learn more about configuring the Web server
plug-ins from the Web Server Plug-ins Configuration Roadmap for WebSphere Application
Server Wersion 8.0 or the online information center.

Web Server Plug-ins Configuration Tool

select Add...
4 WebSphere Customization Toolbox 8.0
File Window Help

B [@Weh Server Plug-ins Configuration Tool] B welcome

>
@ Web Server Pug-in Rurime Locakons, =0

Name Location [Agd l

e L [T

& web server Plug-in Confjguratjons‘QWeb Server Plug-in Response File‘ =0

e L [T»)
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Enter the name of the HTTP Server and the location to were your plugins were installed earlier. Select Finish to continue
WebSphere Customization Toolbox 8.0 N
File Window Help

=1 I {®)Web Server Plug-ins Configuration Tool £2Welcome

© -0
Narjes Web Server Plug-ins Configuration Tool 8.0 X
Add Web Server Plug-in Location J
Add a previously installed Web server plug-in location to your working set. J
Web server plug-in location
Name: |ihs|
A Location: |,fopthBM,fWebSphere,fPlugins Browse...

[ ]a

Cancel Finish ‘

Select Create... for the Web Server Plug-in Configuration
WebSphere Customization Toolbox 8.0

File Window Help
i1 | {Web Server Plug-ins Configuration Tool ¢&Welcome
3 Web Server Plug-in Runtime Locations =B
Name Location Add...
ihs Jopt/IBM/WebSphere/Plugins Remove
Roadmap...
| 2
3 Web Server Plug-in Configurations € Web Server Plug-in Response File =0
Web Server Definiti | Web Server Typ ‘ Plug-in Configuration File ‘ Create... ‘
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Select the type of HTTP Server which is IBM HTTP Server V8. Select Next to continue...

< Web Server Plug-ins Configuration Tool 8.0 o X

Web Server Selection

Select the Web server to canfigure. Verify that the Web server you select to configure has been installed.

(O Apache Web Server V2.2
() Lotus Domino Web Server V8
() Lotus Domino Web Server V7

(O Sun Java System Web Server V6.1 or Sun Java System Web Server v7.0

< Back ||| Next > H H Cancel

selected 64 bit, then Next to continue...

4| Web Server Plug-ins Configuration Tool 8.0

Web Server Architecture Selection

t T

Select the architecture of your installed target web server.

@ 64 bit
0 32 bit
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Specify the location of the httpd.conf file and set Web server port=80 and then Next to continue
4 Web Server Plug-ins Configuration Tool 8.0 im 4

?

Frees

Weg Server Configuration File Selection
Select the Web server configuration file and identify the Web server port to configure the Web server
definition.

Select the existing IBM HTTP Server httpd.conf file:
‘f{)ptflBM,’H'ITPSE!NE!F}'CDnﬂI'httpd.C{)nf | Browse...

Specify the Web server port:

<Back | Next> | |[ cancel

Specify the IHS Admin UserID=ishadmin and Password; then Next to continue
4 Web Server Plug-ins Configuration Tool 8.0 o x

\@
Optionally configure an administrative server to administer the Web server. You can manage the Web server

from a WebSphere Application Server administrative console by using the IBM HTTP Server administrative
server to control the communication between them.

Setup IBM HTTP Server Administration Server

st

Setup IBM HTTP Server Administration Server

Specify a port number for IBM HTTP Server administation server to communicate. The default port is 8008.
If the default port is already in use, then change to another port that is available. Running IBM HTTP Server
administation server without root or Administrative privileges might restrict use of ports below 1024.

HTTP Administration Port:

8008

Optionally create a user ID and password to authenticate to the IBM HTTP Server Administation Server
from the WebSphere Application Server administrative console. The user ID and password is encrypted
and stored in the conf/admin.passwd file. You can create additional user IDs after the configuration by
using the htpasswd utility.

Create a user ID for IBM HTTP Server Administration Server authentication

User ID:
Password:

Confirm password:

< Back H| Mext > || \[ cancel
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Specify the UserID=ihsadmin, and Group=ihsadmins, then Next to continue

Setup IBM HTTP Server Administration Server
.@
Specify a system user ID and group. The user ID is granted write access to IBM HTTP Server, IBM HTTP Server

Administration Server and web server plug-in configuration files. If the user ID or group does not exist on the
system, then choose to create a new system user and group with the credentials.

Create a new unique system user ID and group using the credentials.

Give your web server a definition name. Select Next to continue...

Web Server Plug-ins Configuration Tool 8.0

Web Server Definition Name I
I _Iﬁé

Use a Web server definition to manage a Web server through the WebSphere Application Server administrative console
or the wsadmin toel. The definition name must be unique because this name is used to identify this Web server in the
administrative console.

Specify a unique Web server definition name:

|wabsewer1|
The Web server definition name must not be empty and it must not contain the following special characters or space:

I\*¥ =+ <>&%'"[1>#87{}
Note: a period(.) is not valid if it is the first character.

< Back Next > | Cancel | ‘

Under Configuration scenario select "(Remote) Host name or IP address for the application server" and enter the

full DNS name for your HTTP server. Select Next to continue...

Configuration Scenario Selection
\‘;7

Configure the Web server plug-ins to the computer where the Web server exists. When the Web server and
application server are not on the same computer, choose the remote configuration scenario. When both
Web server and application server are on the same computer, choose the local configuration scenario. Inthe
local scenario, the Web server definition you create in this wizard is defined automatically in the application
Server.

Configuration scenario

(@ (Remote] Host name or IP address of the application server

[dubxpcvm?ﬁﬁ‘mu\‘\e‘\bm.com l

() (Local) Installation location of WehSphere Application Server

For the remote configuration scenario, the host name must be accessible on the network through one of the
following address formats:

Fully qualified domain name system (DNS) host name
The default short DNS host name
Numeric IP address
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Finally the Summary screen; select Configure to configure the IBM HTTP Server.

%

Manual configuration steps are required before starting the Web server. Follow the configuration procedure inthe —
Web Server Plug-in Configuration Roadmap. Afterwards, you may start up your Web server and application server
to test your configuration.

Plug-in Configuration Summary

frrry|

Web server to configure:
IBM HTTP Server V8

Web server definition:

webserverl

Plug-in configuration file:

Jopt/IBM/WebSphere/Plugins/config/webserverl/plugin-cfg.xml

< Back |

Cancel | |

Once complete you should see the following... Select Finish to close the wizard.

E

Success: |

The configuration has been completed successfully.

Pj1g-in Configuration Result

Erreyl

Manual configuration steps are required before starting the Web server. Follow the configuration
procedure in the Web Server Plug-in Configuration Roadmap. Afterwards, you may start up your Web
server and application server to test your configuration.

[1:Launch the plug-in configuration roadmap:

Manual configuration script:
Jopt/IBM/WebSphere/Plugins/bin/configuredubxpcvm766.sh

Web server type configured:
IBM HTTP Server V8

Web server definition:
dubxpcvm766

Plug-in configuration file:
Jopt/IBM/WebSphere/Plugins/config/dubxpcvm766/plugin-cfg.xml

(4]
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3.5 Update DM, Applications Server and IHS to required Fixpack and iFixes

IBM Connections V4.5 requires the following WAS updated:
1. WAS V8 Fixpack V8.0.0.5
2. Additional WAS V8 iFixes; they are:

. PM62615 - Here is Fix Central iFix for PM62615
* PM71430 - Here is Fix Central iFix for PM71430

1. How to update your WAS V8 environment to V8.0.0.5

Repeat these Steps for each of the following system: DM, WAS(Application Servers) and the IHS system
Stop all servers (DM, WAS, IHS) before installing the fixpacks

Launch the Installation Manager and select the Update link... and on the next screen select the Update all check box; You
may be requested to enter your IBM registered credentials at this point.

Note: The next screen shown is an example of what you would see if the DM, Application server and IHS co-existed on the
same machine

Select Next to continue

& IBM Installation Manager =0 x

Update Packages
Select a package group to find updates for.

—h

Update all

Details

IBM HTTP Server V8.0

+ Shared Resources Directory: [opt/IBM/IMShared

+ Installation Directory: fopt/IBM/HTTPServer

« Eclipse IDE: [opt/IBM/HTTPServer

+ Translations: English

Installed Packages and Fixes

« |BMHTTP Server for WebSphere Application Server 8.0.0.0

Validation and preparation checks will then happen and after a few minutes you will get this next screen.
Accept the licence agreement and then select Next to continue...
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http://www-933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm~WebSphere&product=ibm/WebSphere/WebSphere+Application+Server&release=8.0.0.5&platform=All&function=aparId&apars=PM71430
http://www-933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm~WebSphere&product=ibm/WebSphere/WebSphere+Application+Server&release=8.0.0.5&platform=All&function=aparId&apars=PM62615

2 IBM Installation Manager -ox

Update Packages
Read the following license agreements carefully.

Update Packages Updates Licenses Summary

v IBM HTTP Server for WebSphere Application Server Intemational Program License Agreement j

Software License Agreement part 1.- General Terms

< |BM WebSphere Application Server
Software License Agreement BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
o BN ViEbSohers Ao caton Server Network Desovment AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
phere Application server Network Lepioymen LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT, IF YOU ARE
Software License Agreement ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOU REPRESENT
Wb Server Plugins for [BM WebSphere Application Server  AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE
TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

Software License Agreement
< WebSphere Customization Toolbox -DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN
Software License Agreement "ACCEPT* BUTTON, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND
PROQF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS
OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM
IWAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions
"Authorized Use" - the specified level at which Licensee is authorized

to execute or run the Program. That level may be measured by number
of users, millions of service units ("MSUs"), Processor Value Units -

® | accept the terms in the license agreements; print Al
O Ido not accept the terms in the license agreements

® <Back ‘ Next > ‘ ‘ Cancel ‘

The update installer will now collect the files needed to do the update/install; this will take a few minutes...

Once completed, select the Update button. This will update your server to the latest fixpack for WAS 8.0 which is (at the
time of writing) ie V8.0.0.5.

Note: IBM Connections V4.5 at release requires WAS V8 fix pack 8.0.0.5. At the time of writing this was the latest fixpack
available. Please check with IBM Connections V4.5 documentation for support for later releases of WAS fixpacks.
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& BM Installation Manager -

Update Packages
Review the summary information.

Update Packages Updates Licenses

Taret
Package Group Name Installation Directory
IBM HTTP Server V8.0 [opt/IBM/HTTPServer
IBM WebSphere Application Server Network Deploy fopt/IBM/WebSphere/DeploymentManager
IBM WebSphere Application Server V8.0 Jopt/IBM/WebSphere/AppServer
Web Server Plug-ins for IBM WehSphere Applicatior fopt/|BM/WebSphere/Plugins
WehSphere Customization Toolbox V8.0 fopt/IBM/WebSphere/Toolbox

Shared Resources Directory: /opt/IBM/IMShared
Updates

Features To Install Features To Remove

= %, IBM HTTP Server V8.0
< [ IBMHTTP Server for WebSphere Application Server 8.
[ IBM HTTP Server 64-bit with Java, Version 6
< %, IBM WebSphere Application Server Network Deployment

L AD M AMARC b, Arim ik c Rk l: Daml

Disk Space Information

|

Total Available Space
i 21.00 GB

Total Download Size: 1.93 GB
Total Installation Size: 4.40 GB

» Repository Information

o

After several minutes the update will complete returning the following screen. Now select Finish to exit the Update

installer.
IBM Installation Manager - 0Xx

=

Update Packages

o The packages are updated. View Log File

All the following updates were installed:

Update Installation Directory

< %, [BM HTTP Server V8.0 Jopt/IBM/HTTPSErver

[ 1M HTTP Server for WebSphere Application Server 8.0.0.5

v %, IBM WebSphere Application Server Network Deployment V8.0 jopt/IBM/WebSphere/Deployn

[[J 18M WebSphere Application Server Network Deployment 8.0.0.

< %, IBM WebSphere Application Server V8.0 Jopt/IBM/WebSphere/AppServ

[/ 18M WebSphere Application Server 8.0.0.5

< %, Web Server Plug-ins for [BM WebSphere Application Server V8.0 jopt/IBM/WebSphere/Plugins
) Web Server Plug-ins for IBM WebSphere Application Server 8.0.

v %, WebSphere Customization Toolbox V8.0 Jopt/IBM/WebSphere/Toolbox
[} WebSphere Customization Toolbox 8.0.0.5

Note: If the packages support rollback, the temporary directory contains rollback files for installed
packages. You can delete the files on the Files for rollback preference page.

@ Finish

You have now updated to V8.0.0.5
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2. Additional WAS V8 iFixes required to support IBM Connections V4.5

There are additional iFixes that are required to be installed for IBM Connections V4.5, and these are installed on the Deployment

manager; they are:
® PM62615 - Here is Fix Central iFix for PM62615
. PM71430 - Here is Fix Central iFix for PM71430

Steps - on the DM system do the following:
download the iFixes into separate folders and unzip them
Load Installation Manager and select Files, then Repositories
Deselect all exisitng Repositories; if any such exist

For each iFix select Add Repositories and navigate to the folder where the iFix was unzipped and select it's corresponding

repository.config file as in the example screen shot below:
Select the locations of the iFixes and then Test Connections to verify

Deselect the option Search service repositories during installation and updates and select the Apply button

Select OK to continue.

il Preferences

4 Repositories &
Repositories
—

Appearance

Files for Rollback =l Connection Add Repositary..
b Help [J Jopt/software/WASBODM repository.config
b Intemet 0 : Edit Repository...

ry.config

Passport Advantage U

Remave Repository

thsoftwarefWASBO-l(345-iFixes/ﬁ?ﬁlS/repository.conﬁg‘ E
optfsoftwarefWASBO-ICﬂ.S-iFixesz1430frepositury‘conﬁgf '

Updates

Move Down

Clear Credentials

Al

>

o
4

Test Connections

iSearch service repositories during installation and updates.

+

Restore Defaults | — Apply |

I'd

® oK Cancel

Select Update to continue

© Copyright IBM Corp. 2013

49


http://www-933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm~WebSphere&product=ibm/WebSphere/WebSphere+Application+Server&release=8.0.0.5&platform=All&function=aparId&apars=PM71430
http://www-933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm~WebSphere&product=ibm/WebSphere/WebSphere+Application+Server&release=8.0.0.5&platform=All&function=aparId&apars=PM62615

b IBM Installation Manager
File Help

IBM Installation Manager

_Q Install
Install softwere packages.

Update
Discovar and install Hif Manage Licenses
updates and fixes to
inctalled software

packages. (=1

‘ Roll Back
Modify
Charge installed software f
packaces by acding or \Q Uninstall
removing features and —
functions.

Select IBM WAS Network Deployment Manager (as in the screen shot below).. Select Next to continue

i IBM Installation Manager

Update Packages
Select a package group to find updates for.

Package Group Name ‘ Directory
1BM HTTP Server V8.0 Jopt/IBM/HTTPServer
%
1BM WebSphere Application Server V8.0 Jopt/IBM/WebSphere/AppServer
%, Web Server Plug-ins for IBM WebSphere Application Ser /opt/IBM/WebSphere/Plugins
%, WebSphere Customization Toolbox V8.0 Jopt/IBM/WebSphere/Toolbox
[J Update all
Details

1BM WehSphere Application Server Network Deployment V8.0
+ Shared Resources Directory: fopt/IBM/IMShared

+ Installation Directory: /opt/IBM/WebSphere/DeploymentManager
+ Eclipse IDE: fopt/IBM/WebSphere/DeploymentManager

+ Translations: English

Installed Packages and Fixes

+ |BM WebSphere Application Server Network Deployment 8.0.0.5

(=]

‘ Next>

‘ Cancel ‘

Select both iFixes, then Next to continue
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IBM Installation Manager

-ox
Update Packages @_
Select the fixes to install. u}g@\
] i L
Fixes | Recommended | Vendor |

< 4 %, IBM WebsSphere Application Server Network Deployr
7§ 8.0.0.0-WS-WASND-IFPM 71430 8.0.0.20130122
7§ 8.0.0.5-WS-WASND-IFPM 62615 8.0.5.20130121

Details =

1BM WebSphere Application Server Network Deployment 8.0.0.5

IBM WebSphere Application Server Network Deployment is a production-ready Java Platform, Enterprise Edition (java EE) compliant
application server for the deployment of enterprise web services solutions for dynamic e-business. It is the next level in application

serving beyond the WebSphere Application Server base edition because it provides advanced web services and clustering capabilities.
More info...

* Repository: /varfibm/InstallationManager/installRegistry/metadata -

< Back | Next > | | Cancel ‘
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Select Update to install the iFixes

i IBM Installation Manager - 0%
Update Packages
Review the summary information.
Update Packages Updates Features
Target Location
Package Group Name: IBM WebSphere Application Server Network Deployment V8.0
Installation Directory: Jopt/IBM/WebSphere/DeploymentManager
Shared Resources Directory: /opt/IBM/IMShared
Updates
Fix
v () 1BM WebSphere Application Server Network Deployment 8.0.0.5 (Installed)
[} 8.0.0.0-WS-WASND-IFPM 71430 8.0.0.20130122_1330
[} 8.0.0.5WS-WASND-IFPM62615 8.0.5.20130121 1338
Disk Space Information
Total Available Space
i 51.77GB
Total Download Size:  88.6 KB
Total Installation Size: 275.5 KB
+ Repository Information
@ < Back ‘ ‘ Update ‘ Cancel ‘

And after a few minutes the install will complete.

Select Finish to return to the Main screen; then File > Exit to exit the Installation Manager.
IBM Installation Manager

Update Packages

o The packages are updated. View Log File

All the following updates were installed:

Update Installation Directory

Jopt/IBM/WebSphere/Deplor

v %, IBM WebSphere Application Server Network Deployment V8.0
v () IBM WebSphere Application Server Network Deployment 8
[ 8.0.0.0WS-WASND-IFPM71430 8.0.0.20130122_1330
[ 8.0.0.5-WS-WASND-IFPM62615 8.0.5.20130121 1338

Note: If the packages support rollback, the temporary directory contains rollback files for installed
packages. You can delete the files on the Files for rollback preference page.

Finish
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3.6 Install DB2 10-FP1 Server

Install Steps for DB2
Copy the DB2 V10.1 install/image file to your machine.
Uncompress the files; then, as root, start the DB2 installer by running ./db2setup. You will see:

IBM DB2 10.1 for Linux, UNIX, and Windows

Licensed Materials - Property of IBM Gorp. & Gopyright, 1BM Gorp. and others, 1993.201 2. This program is licensed under the terms of
the license agreement accompanying the Program. This license agreement may be either located in a Program directory folder or library
identified as 'License’ or ‘Non_IBM _Licanse', if applicable. or provided as a printed license agreement. Pleass read this agreement
carefully bafore using the Program. By using the Program, you agree to these terms. 1BM, the 1BM logo. and ibm.com are frademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other product and service names might be frademarks
of IBM ar other companies. A currer of IBM frademarks is available on the Web at Copyright and trademark information at
ww.ibm_com/egalicopytrade.shimi. Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracla
and/or its affiliates. US Governmant Users Restrictad Rights - Use, duplication or disclosura restricted by GSAADP Schedule Confract
with IBM Carp.

DB2 Setup Launchpad -Ox%

| Welcome

| b Welcome Welcome root to DB2 Version 10.1

Release information Welcome to [BM DB2 Enterprise Server Edition 10.1. The DB2 Setup Launchpad gives

vou access to all of the infarmation that you need to install your DB2 products and
features for Linux, UNIX, and Windows operating systems.

Pre-installation planning

f Upgrade information
1 nstall a Prodi To access more information about the DB2 products available for installation or to
j el perform an installation, select from the tabs provided. You can learn more about DB2

Install Data Studio companents products by visiting the DB2 Product Family web page.
f Exit Proceed through the topics highlighted in the left pane to install your DB2 product,
: ansuring that you have carefully reviewed the pre-installation planning and upgrade
j topics

DRB2 Product Family web page
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Select Install a Product... and then under DB2 Enterprise Server Edition Version 10.1 select Install New
4 DB2 Setup Launchpad - ox

Welcome
Welcome Install a Product as root
felease lntormtion /EI - Click Install New 13 launch the DB Setup wizard! for the desired product and to
Pre-installation planning | =/ install the product to a new location.
Upgrade information

[ Install a Product

DB2 Enterprise Server Edition Version 10.1

DEZ Enterprise Server Edition is an ideal foundation for building on-demand,

Exit enterprise-wide solutions. For example, you can build multi-terabyie databases;
high-performance, 24x7-availability, high-volume transaction-processing business
solutions; or web-based solutions

Install Data Studio components

Optional features for DB2 Enterprise Server Edition provide additional advanced product
capabilties in areas such as compression, performance, workload management, and
security. L

Install New

DB2 Enterprise Server Edition Version 10.1 with the I[BM DE2 pureScale Feature

DE2 Enterprise Server Edition with the DB2 pureScale Feature provides clustering technology
to DB2 products on distributed platforms. This feature improves the availahility of DB2

data, extends the processing capacity of the environment, provides flexible ways to
configure your environment, and increases transaction rates.

Errors Detected: There are no supported Remote Direct Memory
Access (RDMA) capable netwaork adapters available
on this host. You must have at least one supported -
ROMA capahle network adapter available in order to

click Next to continue
DB2 Setup - DB2 Enterprise Server Edition

[L. rtrodiuction Welcome to the DB2 Setup wizard
2. Software License
Agreement The DB2 Setup wizard will install DB2 Enterprise Server Edition. To continue, click Next
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Accept the license agreement... and Next to continue...

DB2 Setup - DB2 Enterprise Server Edition -0 x

1. Introduction
2

2. Software License
Agreement

3. Installation tyne

Software License Agreement
Please read the following license agreement carefully. "<image_path= /db2 flicensefen_US.iso88541,"

IMFORTANT: READ CAREFLLLY

me

Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Frograms
2. IBM International Program License Agreement

If Licensee is ohtaining the Program for purposes of productive use (other than evaluation, testing,
trial "try or buy," or demaonstration): By clicking on the "Accept” button below, Licensee accepts the
IEM International Program License Agreement, without modification.

If Licensee is ohtaining the Program for the purpose of evaluation, testing, trial "try or buy," or
demonstration (collectively, an "Evaluation”): By clicking on the "Accept” button below, Licensee
accepts both () the IEM International License Agreement for Evaluation of Programs (the "Evaluation
License"), without modification; and (i) the IBM International Program License Agreement (the "|PLA),
without modification,

The Evaluation License will apply during the term of Licensee's Evaluation.

The IPLA will automatically apply if Licensee elects to retain the Program after the Evaluation (or
obtain additional copies of the Program for use after the Evaluation) by entering into a procurement
agreement (2.g., the [BM International Passport Advantage or the IBM Passport Advantage Express
agreemants).

The Evaluation License and the IPLA are not in effect concurrently;, neither modifies the other; and i

® | accept the terms in the license agreement

| do not accept the terms in the license agreement.

| 4 Back || ext b || Finish H Cancel ‘

Select Typical and then Next to continue...

DB2 Setup - DB2 Enterprise Server Edition

1. Intraduction
2. Software License
Agreement

Installation type

B
4. Installation action

-

Select the installation type

® Typical: 970 - 1170 MB
1 Compact: 900 - 1090 MB

) Custom: 900 - 1090 MB

Information about the installation type
Typical

The typical setup includes basic database server function, database administration tagls, and mast
product features and functionality.

To add features for application development and ather aptional functionality |ater in the setup process,
click Custom.

To wiew all available features and those selected for a tyaical installation, press the Yiew Features putton

View Features

| 4 Back || Mext b H Finish H Cancel |
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Select the Install DB2 Enterprise Server Edition Version on this computer then Next to continue

DB2 Setup - DB2 Enterprise Server Edition

1 Introcluction
2. Software License
Agreement

Installation type

ER
4. Installation action
5.

Installation direciony

Select installation, response file creation, or both

The DB2 Setup wizard can install DEZ Enterprise Server Edition on this camputer, create a respanse file
that you can use to install this product on a computer later, or both.

If wou are setting Up an Enterprise Server Edition panitioned database emdronmen, yau can also create a
response file to install DB2 on the other computers that will act as database partition servers.

|@ Install DB2 Entergrise Server Edition an this computer

) Save myinstallation settings in a respanse file
Mo software will be installed on this computer,
) Install DB2 Enterprise Server Edition an this computer and save my settings in a respanse file

Respanse fila name l:l

| 4 Back || Mext b || Finish || Cancel |

Used the default path for the Directory; select Next to continue

DB2 Setup - DB2 Enterprise Server Edition

1. Introduction

2. Softare License
Agreament

3. Installation type

4 Installation action

] 5
6 DA user

nstallation directary

Select the installation directory

The DB2 Setup wizard installs DB2 Enterprise Server Edition in the following directory. To select a
different directory, tyoe the path or click the ellipsis button and select anather directory.

Directary | fopt/ibm/db2/V10.1 .| Space required: 964 VB
" " | Space available: 18057 MB
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Use the default names and directory paths and enter a valid password. Select Next to continue.
[ 2] DB2 Setup - DB2 Enterprise Server Edition o x

1 Introduction Set user information for the DB2 Administration Server
2. Software License The DB2 Administration Server {DAS) rUns an your computer to provide supporn reguired by the DE2
Agreement tools. Auserwith a minimal set of privileges is required to run the DAS. Specify the required user
information for the DAS.
2. Installation type
4. Installation action @ Mew user
5. Installation directony User name |dasusr1 |
& D5 uzer
= up Use default UID
7. Instance setup
Group name |dasadm1 |
cip Use default GID
Password | senrases

Confirm password "........\

Home directory |fhome,'dasusrl

() Existing user

[ Bl

| 4 Back || Mext b || Einish H Cancel ‘

Select Create a DB2 instance... select Next to continue...
DB2 Setup - DB2 Enterprise Server Edition

L Introduction Set up a DB2 instance

2, Software License A DBZ instance s an emdranment in which you stare data and run apalications. You must have an instance
Agreernent 10 use this product.

2, Installation type I yau would like ta add this computer ta an existing panitioned database enviranment, yau shauld not

= Create aninstance on this computer. The instance shauld be created an the instance-owning darabase

4 Installation action pantition server,

5. Installation directany
&, D5 ser
7. Instance setup

@ Create a DB2 instance

() Do not create a DB2 instance

& Partitioning options
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Select Single partition instance... select Next to continue...
DB2 Setup - DB2 Enterprise Server Edition s

L Introduction Set up partitioning options for the DB2 instance
2. Software License A DBZ instance can hawe one or more database partitions, which exist on one or more computers. Select
Agreement the partitioning options for this instance. The number of pantitions specified will be reserved in the
senvices file

. Installation type

- Installation action (@ Single partition instance

. Installation directo . . . . ; . . . .
w The instance will resice only on this computer. Select this option if the instance will not be used in a

3

L

5

& DAS user partitioned database environment
7. Instance setup

2.

Im ) Multiple partition instance

4. Instance-owning user Selecting this option will create two response files. Refer to the DB2 Information Center to read about
the additional steps needed to prepare your DFF environment.

To use this functionality, you must have a Database Partitioning Feature license.

| 4 Back || Tlext b || Finish H Cancel ‘

Enter your DB2 instance owner and password; used the default names, and entered a valid password.

Select Next to continue.
DB2 Setup - DB2 Enterprise Server Edition

1 Introduction Set user information for the DB2 instance owner
2. 5oftware License Specify the instance-owning user information for the DB2 instance. DB2 will use this user 1o perfarm

Agreerment instance functions, and will store instance information in the user's home directory. The name of the

) instance will be the same as the user name
2. Installation type
4. Installation action @ New user
5. Installation directory User name |db2instl |
5. DAS user
= ub Use dafault UID
7. Instance setup 7
roup name i

8. Partitioning optians |db2|adm1 |
9. Instance-owning user Gib Use default GID

Password || ‘ Password
| +ou must specify a value,

Confirm password || |

Home directory | jnome/db2insi1 il

(1 Existing user

[]

| dgack [ wextr ]| mnsh || cancer |

© Copyright IBM Corp. 2013



Enter your fenced username and password... I used the default user names... select Next to continue.

DB2 Setup - DB2 Enterprise Server Edition
1. Introcuction Set user information for the fenced user
2. Software License Specify the required information for the fenced user. Fenced user defined functions {(UDFs) and stored
Agreement procedures will execute under this user and group.
3. Installation type ® New user
4. Installation action
i User name | Ab2fencl |
5. Installation directory
& 4% o5 Ui ] Use default UID
7. Instance setup Croup name |db2fadm1 |
B. Partitioning options clD V] Use default GID
3. Instance-owning user
Password | sessnses
10. Fenced user
11. Motification setup Confirm password essesens

Home directory [ pome dbzfencl

) Existing user

Bl EIUL

| 4 Back || Mext b || Finish || Cancel |

Select Do not set up your DB2 server to send notifications at this time, then Next to continue.
DB2 Setup - DB2 Enterprise Server Edition

Introcuction Set up notifications

Software License Agrer| YOU Can set up your DBZ server to autamatically send e-rnail or pager notifications to alert administrators
when a database needs attention. The contact information is stored in the administration contact list.
Installation tyae ou heed an unauthenticated SMTP server to send these notifications.

Installation action
() Get up your DB2 server to send notifications

DAS user
Instance setup

Fartitianing options

1

2.

3.

4.

5. Installation directory
&

z

g Administration contact list location
a

Instance-owning user - : )
e @ Local - Create a contact list on this computer
10, Fenced user

11, Maotification setup ) Remate - Use an existing contact list that res

12 Summary

on another DE2 sen

@ Do not set up your DB2 server to send natifications at this time

If wou do not set up your DB2 server to send notifications, the health alerts are still recarded in the
administration notification log

| 4 Back || Mext b || Finish H Cancel ‘
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On the Summary screen, check all setting and if OK select Finish to begin installing DB2

DB2 Setup - DB2 Enterprise Server Edition
L. Introduction Start copying files
2. Software License Agres|  The DB2 Setup wizard has enough information 1o start copying the program files. I ou want 10 review or
i change ary settings, click Back. If you are satisfied with the settings, click Finish to begin copying files
3. Installation typoe
4. Installation action Current settings
5. Installation directory |2
5 DAS user Product to install: DB2 Enterprise Server Edition
= Installation type: Typical
7. Instance setup
& Pantitioning options Freviously Installed Components:
8. Instance-owning user Selected Components: r
10, Fenced user Base client support
Java support
11. Motification setup SOL procedures

IW Base server support

Connect support
DBZ data source support
IBM Software Development Kit (50K for Java(TH)
DB2 LDAP support
DBZ Instance Setup wizard
Integrated Flash Copy Support
Communication support - TCR/IP
Tivoli SA WP
DE2 Update Service
Replication tools
Sample database source
First Steps

Languages:

Enaglish |
A1 Product il

Installer with start...

Installing DB2 Enterprise Server Edition - o x

Please wait while the DE2 Setup wizard installs DE2 Enterprise
Server Edition and performs the required configuration. This
may take several minutes.

Task: Installing Java Runtime Support

| |
0% 100%

Cwverall progress:

0% 100%
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After some time the installation will complete...Select Finish to close the installer and you are returned to the cmd prompt.
f Setup Complete _ox

| @ Setup has completed successfully

If wou have not already done so, it is recommended that yvou complete the post-install steps after
installation.

You can also review the log file for more details of the setup process. The setup log files db2 setup.log and
dbZsetup.err are located in the jtmp directory.

| Post-install steps | Log file |

If wou have not already done so, it is recommended that you complete the following steps.

Required steps: 1=
In order to start using DE2 wou need to logon using a valid user ID such as the DEZ instance owner's ]
ID "db2inst1",

fou can connect to the DB2 instance "db2inst1l" using the port number "50000". Record it for future
reference. =

Click Finish to exit.

Check the version of DB2 installed as follows:

At the CMD prompt enter the following commands to verify the version of DB2 installed.
su - db2inst1
db2level

1#

I = "db
evel identifier
nformational tokens a

Hoakidn i

Apply the DB2 License:
Out of the box DB2 comes without a license installed. To check this run the cmd db2licm -I

[dbZinstl@dubxpcvmb&2d ~]5 dbZlicm -1

Product name: "DEZ Enterprise Server Edition"
License type: "License not registered"

Expiry date: "License not registered"
Product identifier: "dbZese"

Version information: "10.1"

The License type is reported as "License not unregistered"

Copy the DB2 license to the DB2 system and install the license by running the cmd db2licm -a <database license file>
e.g.

[dbZ2inst1fdslvm1037 ~]§ dbllicm -a /opt/software/dbZese_u.lic

LIC14021 License added successfully.

r License Agreement. USE OF
LLOWING DIRECTORY: "/opt/ibm/db

0DUCT CONSTI

Verify that the license in installed correctly by re-running the cmd db2licm -I
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[dbZinstl@dubxpovmé2d ~]5 db2licm -1

Product name: "DBZ Enterprise Server Edition”
License type: "authorized User Option”
Expiry date: "Permanent "

Product identifier: "dbZese"

Version information: "10.1"

Enforcement policy: "Soft Stop"

Mumber of licensed authorized users: "Z5"

Features:

DBZ Storage Optimization: "Not licensed”

DB2 Advanced Access Control: "Not licensed"

DBZ pureScale: "Not licensed"

Copy the DB2 JDBC jars files to the DM and to each of the Application Nodes

On the DM, Nodel and Nodel create the folder: /opt/DB2-JDBC-jars and copy the following DB2 files (from

/opt/ibm/db2/V10.1/java) to this folder on the DM/Nodel & node2 system
1, dbzjava.zip

|| dbZjec.jar
|| db2jce_license_cu.jar

|| db2jcc4.jar

Note: These files must be in exactly the same folder on the DM and the Application servers/nodes
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3.7 Install Tivoli Directory Integrator (TDI) V7.1 + Fixpack 5

IBM Tivoli Directory Integrator 7.1 Install:
The install of TDI is needed so the IBM Connections profiles database (PEOPLEDB) can be populated with LDAP information.

In this scenario the TDI will be installed on the same system as the DB2.

NOTE: The TDI V7.1 Installer (launchpad.sh) required the Firefox browser version 3.0.18 to run it's install. You can download and
install FF 3.0.18 as follows:

download firefox-3.0.18 (from: https:
folder: /opt/software/firefox3.

decompress firefox-3.0.18.tar.bz2 using the cmd: tar -jxvf firefox-3.0.18.tar.bz2 -- Firefox is then extracted into the
folder: /opt/software/firefox3/firefox

set the following Environment Variable: export BROWSER=/opt/software/firefox3/firefox/firefox

Installing TDI V7.1
Copy the TDI V7.1 installer image (CZ9MNML.tar) to your machine (/opt/software/TDI71) and decompress it.
Start the TDI V7.1 launchpad by running: ./launchpad.sh... and then follow these instructions.

Select Install IBM Tivoli Directory Integrator and then Tivoli Directory Integrator 7.1 Installer.

Tivoli Directory Integrator Select a anguage

IBM Tivoli Directory Integrator 7.1 Installation

Welcome

Release Information Launch the product installation
1] Tivoli Directory Integrator 7.1 Installer.

Prerequisite Information

Installation documentation:
© (2 Tivoli Directory Integrator 7.1 Installation Documentation

Installation Scenarios

Migration Information o ¢ Migrating to IBM Tivoli Dirsctory Integrator 7.1
iinstall M Tivol Directory © 2, |BM Tivoli Directory Integrator 7.1 Supported Platforms

© (2 |BM Tivoli Directory Integrator Password Synchronization Plug-ins 7.1
Documentation
© (2 IBM Tivoli Directory Integrator Password Synchronization Plug-ins 7.1

Exit

Platforms supported
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https://ftp.mozilla.org/pub/mozilla.org/firefox/releases/3.0.18/linux-i686/en-US/

Select English and click OK

Directory Integrator
71

Licensed Matesials - Proparty of IBM Corp. @ Copyright 1BM Corp and otheris), 2002, 2010. All Righls Reserved. IBM, tha 1BM logo and Tived
are registered trademarks of IBM Corporation in the United States, other countries, or both. Built on Eclipse is a trademark of Eclipse
Foundation, Inc. Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, orboth.
Other company, product, or service names may be trademarks or servica marks of others.

BUILT ON =2

4 =

11 comenm

English |v| ToKl

Select Next from the Introduction screen...

T e R —— - -
» Introduction InstaIIAn\';whe're will guide vou through the installation of IBM Tivoli Directory
Integratar 7. 1.

[ Previous Installations
[ Software License Agreemeant It is strongly recarmimended that you guit all prograrms befare continuing with
[> Choose Install Folder this installation,

I Choose Install Set Click the ‘Next' button to proceed to the next screen. If you want to change
[> Solutions Directony something on a previous screen, click the ‘Previous' button:

[ TDI Server Ports : R ; T g
fou may cancel this installation at any time by clicking the 'Cancel’ buttan,
[ TDI Server Service

. Integrated Solutions Console
" Diractory

§ Integrated Solutions Console
Port Values

[+ AMC Senvice

[ Pre-Installation Summary
[ Installing... ‘
[ Install Complete

[

Cancel Frevious
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select Next

—
:}\. Introduction Click et o search for previous [BM Tivoli Directory Integrator installations,
» Previous Installations THils mavtase dwhilc,

[~ Software License Agreament
[~ Choose Install Folder

[+ Choose Install Set

[= Solutions Directony

[ Tl Server Forts

[ TDI Server Service

Imegrated Solutions Console
Directory

Integrated Solutions Console
Port Values

[ AMC Service

| Pre=Installation Summary
[+ Installing

I+ Install Complete

B

[=

Accept the terms of the license agreement and select Next

/" Introduction Please read the following license agreement carefully.
+ Previous Installations IMPORTANT: READ CAREFULLY i
Software License Agreement =
k A9 Two license agreements are presented below.
[ Choose Install Folder '
[~ Choose Install Set 1. International License Agreerment for Evaluation of Programs
. . 2. International Frogram License Agresment
[> Solutions Directory
[= TDI Server Ports I Licensee is nbtai_ning the Program for purposes of productive use (other
I~ TDI Server Senvce than evaluation, testing, trial "try ar buy" or demonstration): By clicking on
: ) the "Accept" button below, Licensee accepts the Intarnational Program
Integrated Solutions Console License Agreement, without modification.
Directory
B Integrated Solutions Console If Licensee is obtaining the Prograrn for the purpose of evaluation, testing,
"~ Port Values trial "try or buy" or demonstration (collectively, an "Evaluation”); By clicking
B AMC Sarvice on the "Accept” button below, Licensee accepts both (i) the International
- ) License Agreement for Evaluation of Programs (the "Evaluation License"),
[ Pre-Installation Summary without modification; and (i) the International Program License Agreement
I Installing... (the "IPLAY), without modification.
[~ Install Complete . — hd
— @ I accept the terms in the license agreement..
21 do not accept the terms in the license agreement.
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Keep the default install path... select Next

Introduction Please choose a destination folder for this installation.
Previous Installations

Software License Agreement

v
'
'
>

[> Choose Install Set

Choose Install Folcler

[ Solutions Directory

— =
I TDI Server Ports Where Would You Like to Install?

Jopt/IBM/TDIVT. 1 |

[ TDI Server Service

Integratec Solutions Console Restore Default Folder || Choose... |
Directory

Integrated Solutions Console
Port Values

[= AMC Senvice
|~ Pre-Installation Summary
[~ Installing...

= Install Cample!e_

>

23

Vi

Cancel Previous

Select Typical as the Install Set; then select Next

 Introduction Typical

The most common application features will be installed. This optian is
recommended far most users.

+/ Previous Installations

+/ Software License Agreement
+/ Choose Install Folder

P Choose Install Set

[ Solutions Directory

[ TDI Server Ports

[ TDI Server Service

Integrated Solutions Console
Directory

i Custom
b Lﬂ;ig\r;a:ligssolullons Console Choose this option to customize the features to be installed.

[ AMC Senvice

> Pre-Installation Summary
[ Installing... ’
[ Install Complete

Previous e xtl
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Select Do no specify - use current working directory at startup time and then Next

|
+/ Introduction You have the option of selecting a Salutions Directory: A Solutions Diractary
+/ Previous Installations i5 a static directory where the [BM Tivoli Directory Integrator server and

o Softwars icense Agregment Configuration Editar look for your solutions.

+/ Choose Install Folder
Choose Install Set

W

# Solutions Directory
[> TDI Server Forts () Use a subdirectory named TDI under my home directory
[ TDI Server Service i Use Install Directory

Integrated Solutions Console
Diractory

. Integrated Solutions Console
~ Port Values

AMC Senvice
Pre-Installation summary i) iDn not specify - use current working directory at startup time,

L= i) Select a directary to use

Eestore Default || Choose. .. |

v

v

v

Installing.... !‘
[ Install Complete

Cancel Previous Blext

Use the default ports and select Next

+/ Introduction Ernter the port values 1o be used by IEM Tivoli Directory Integrator 7. 1 f
+/ Previous Installations SErver.
+/ Software License Agreerment
+/ Choose Install Folder
+/ Choose Install Set
+/ Solutions Directory
» TDI Server Forts Server Port:
[ TDI Server Service | 1099 |
& Integrated Solutions Console System Store Port:
Directory | 1527 |
B Integratec Solutions Console
Fort Values REST APl Port:
I ANC Service | 1098 |
[ Pre-Installation Summary System Queus Port:
[> Installing. .. |41001 | i
[ Install Complete

Cancel FPrevious
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Do not select Register as a system service, then click Next

[EETE TS M eSS
J Introduction

You have the optian of registering the Administration and Monitoring
/ Previous Installations Console 45 & system Senvce.

/ Software License Agreement
+/ Choose Install Folcler
 Choose Install Set

+/ Solutions Directory
+/ TDI Server Forts | | Register as a system senvice
+/ TDIServer Sarvice Sapce [ama

Integrated Solutions Console
Directory

Integrated Solutions Console
Port Values

P ANC Senice

I Pre-Installation Summary
> Installing... g
= Install Complete

Accept the default port values for the Integrated Solutions Console Port Values, then select Next

+/ Introcluction Enter the part wvalues to be used by Integrated Solutions Cansale SE.
+/ Previous Installations

+f Software License Agreement
+/ Choose Install Folder
+ Choose Install 5et

«/ Solutions Directary

+/ TDIServer Forts HTTF port:
[12100 |

«f TDI 5erver Service

Integrated Solutions Console HTTFS port:

Directory | 13101 |
Integrated Solutions Console
Port Values Action Manager AP port:

[> AMC Senvice 113104 |
|~ Pre-Installation Summary

| 4

[ Installing... i
[~ Install Complete

Cancel Previous
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Do not select Register as a system service, then click Next

/' Introduction ‘fou have the option of registering IBM Tivoli Directory Integrator v7. 1 Server
+/ Previous Installations a5 3 system senice.

«f Software License Agreement
+/ Choose Install Folcler

+/ Choose Install Set

+/ Solutions Directory

+/ TDI Server Ports [ hegister as a system service
¥ TDI Server Service Sarvice Nama:

. Integrated Solutions Console
"~ Directory

> Integrated Solutions Console
" Port Values

[> AMC Senvice

[~ Pre-Installation Summary
i Installing... ‘
[~ Install Completa

Cancel Frevious

Please wait a few moments for TDI to configure

Introduction
Previous Installations
Software License Agreement
Choose Install Folder
Choose Install et

Solutions Directory

TDI Server Forts

TOI Server Service

Integrated Solutions Console _ S = 2 l
Directory Please wait, IEM Tivoli Directory Integrator v7.1 is being configured for

your system. This may take a moment..

&% S S CNSNSSNS

Integrated Solutions Console
Port Values

P AMC Service

[~ Pre-Installation Summary
[> Installing. .

[~ Install Complate

Cancel
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A Pre-Installation Summary screen will display... select Install to start the installation...

< Intracluction Please Review the Following Eefore Continuing: u
+f Previous Installations
 Software License Agreement Product Name:
IBM Tivoli Directory Integrator v7.1

+/ Choose Install Folder :
+ Choose Install Set Install Folder:
' Solutions Directory [opt/IBM/TDI/V7.1
VATOLserErRors Disk Space Information (for Installation Target):
+/ TDI 5erver Senvice Required: 597,955,158 bytes
. Integrated Solutions Console Available: 39,080,525,824 bytes

Directory
b7 Integrated Solutions Console

Port Values
+ AMC Sendce
» Pre-Installation Summary
[> Installing. .. ‘
= Install Complete

; i
Cancel Previous Install

Installing begins...this will take a few minutes...

< Introduction a
Frevious Installations
Software License Agreament
Choose Install Folder
Choose Install Set

s

v

v

v

+/ Solutions Directory
+/ TDI 5erver Ports
+f TDI 5erver Service
v

Integrated Solutions Console
Directory

Integrated Solutions Console
Fort Values

v
W AMC Service

«/ Pre-Installation Summary
» Installing. .. i
= Install Cumpieie
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The Install Complete screen will next appear. Deselect the option to Start Configuration Editor; then select Done

Introduction

. ) Congratulations! IEM Tivoli Directory Integrator 7.1 has been succassfully
Previous Installations installed. Press 'Done’ to quit the installer.
Software License Agreement

Choose Install Folder

Choose Install Set

Solutions Directory
TDI 5erver Ports
TDI 5erver Service

Integrated Solutions Console
Directory

Integrated Solutions Console
Fort Values

AMC Service
Fre-Installation Summary

S ASS S ASS S S

Installing. ..

W SES S S

Install Complete

[]5tart Configuration Editor

Cancel

You can now Exit the installer... TDI 7.1 is now installed, but now we need to install FixPack 5.

IBM Tivoli Directory Integrator 7.1 FixPack 5 Install
Copy TDI V7.1 Fixpack 5 (7.1.0-TIV-TDI-FP0005.zip) to the folder /opt/software/TDI7.1-FP5 and unZip it.
Make sure TDI is not running before applying the fixpack.

In the 7.1.0-TIV-TDI-FP0OOS5 folder there is a file called applyUpdates.sh; copy this file to /opt/IBM/TDI/V7.1/bin/
replacing the version that is already there.

Goto /opt/IBM/TDI/V7.1/bin and run the following commands: chmod 755 applyUpdates.sh
Note: Run the following commands from a VNC session
./applyUpdates.sh -update /opt/software/TD17.1-FP5/7.1.0-TIV-TDI-FP0005/TDI-7.1-FP0005.zip

The FixPack will then install.

[root@dubxpcvmé2d binl# . /applyUpdates.sh -update [opt/software/TDIT.1-FP5/7.1.0-TIV-TDI-FEQ005/TDI-7.1-FR0005. zip
CTGDEG023T Applying fix 'TDI-T.1-FPO005' using backup directory '/opt/IBM/IDI/V].1/maintenance/BACKUP/TDI-T.1-FPO005".
CTGOKO0Z27I Updating SERVER.

CTGOKO0Z2TI Updating CE.

CTGOKO0Z2TI Updating EXAMPLES.

To check the install was OK run ./applyUpdates.sh -queryreg it should report that FP5 is installed...
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[root@dubxpcvmb2d binl# ./applyUpdates.sh -gueryreg
Information from .registry file
Edition: Identity
Level: 7.1.0.5
License: None

BASE
SERVER
-TDI-T7.1-FFO005
CE
-TDI-7.1-FE0005
JAVADOCS
EXAMPLES

-TDI-T7.1-FE0005
EMEEDDED WEE PLATFORM
AMC

Deferred: false

[root@dubxpcvmezd bin]# I

in:

fopt /IBM/TDI/VT.1
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4. Deployment configuration steps

4.1 Enable Security on the Deployment Manager

Next we need to add the LDAP repository to your Configuration...

Login to your WAS admin console -> https://dm&ihs.spnego.company.com:9043/ibm/console (use wasadmin user and

password).

Enable the following General Settings:
Select: Security -> Global security.

Ensure the Enable administrative security and Enable application security are selected.
Under User account repository ensure Available realm definitions is set to Federated repositories

Select Apply and Save.

Global security

Securty Confiquration Wizard | Securty Configuration Report |

Administrative security

Enable administrative security Administrative user roles

Administrative qraup roles

Application security

Enable application security

Java 2 security

I:l Use Java 2 security to restrict application access to local resources

User account repository

Realm name
defaultWIMFileBasedRezlm

Current realm definitian

Federsted repositories

Available realm definitions

| Federated repositories E| Configure... Set as curent

s | e |
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Administrative authentication

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy fo
security policy for user applications. Security domains can be defined to override and customize the security policies for user applications.

Authentication
Authentication mechanisms and expiration
Kerberos and LTPA

Kerberas configuration

Authentication cache sattings

Web and SIP security

RMI/IIOP security

Java Authentication and Authorization Service

D Enable Java Authentication SPI (JASPI)
Froviders

D Use realm-qualified user names

Security domains

External suthorization providers

Programmatic session cookie configuration

Custom properties
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Select: Security -> Global security -> Web and SIP Security -> General Settings.
Ensure the Use available authentication data when an unprotected URI is accessed check box is ticked.
Select Apply and Save.

Global security > Web security - General settings
Specifies the settings for web authentication.

General Properties

Web authentication behavior

@ Authenticate only when the URI is protected
Use available authentication data when an unprotected URI is accessed

) Authenticate when any URI is accessed

|:| Default to basic authentication when certificate authentication for the HTTPS client fails

Apply || OK || Reset || Cancel |

Select: Security -> Global security -> Web and SIP Security -> Single sign-on (SSO).

Enter the Domain name - you must prefix it with the dot/period (.) e.g. ".spnego.company.com"
Ensure the Interoperability mode is select and enter the domain name.
Ensure the LTPA V1 and V2 Cookie names are spelt and cased correctly as shown ie use "LtpaToken" and "LtpaToken2"
Ensure Web inbound security attribute propagation is checked
Ensure Set security cookies to HTTPOnly to help prevent cross-site scripting attacks is checked
Select Apply and Save.

(Global security ? -

Global security > Single sign-on (S50)
Specifies the configuration values for single sign-aon.

General Properties

¥ Enabled

" Requires ssL

Domain name

|.spnegu.cumpa ny.com

2 Interoperability mode

LTPA V1 cookis name
|LtpaTc|kEr|1

LTPA V2 cookie name
|LtpaTu ken2

¥ Web inbound security attribute propagation

2 Set security cookies to HTTPOnly to help prevent cross-site scripting attacks

Apphy | OK || Reset | Cancel |
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Configure the Federate LDAP Repositories:

Select: Security -> Global security -> Configure... opposite Federated repositories

Select Add Base entry to Realm...
(Global security Pl=

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can
cansist of identities in the file-basad repository that is built into the system, in one or more external repositories, orin both the
built-in repository and one or maore extzrmal repositories.

General Properties

# Realm name
|defauItWIMFiIeBasedReaIm ‘

# Primary administrative user name

|wasadmin

Server user identity
® Automatically generated server identity

& Server identity that is stored in the repository

3 Ignore case for authorization
I Allow operations if some of the repositories are dovm

Repositories in the realm:

| Add Base entry to Realm... || Use built-in repository || Remave
Select ‘ Base Entry | Repository Identifier Repository Type
You can administer the following resources:
[T | o=defaultWIMFileBasedRealm InternalFileRepository File
Total 1

. Then select Add Repository... and then LDAP repository

Global security

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the direc
necessary to define an additional distinguished name that uniquely identifies this set of entries w

General Properties

# Repository
| none defined E” | Add Repository... ~

LDAP repository
# Distinguished name|custom repositoryjat uniquely identifies this set of entries in the realm

File repository

Distinguished name of a base entry in this repository

| Apply || OK || Reset || Cancel |
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Enter the Repository information as shown below; then OK, then Save

Global security > Federated repositories > R it fi e > New...

Specifies the configuration for secure access to a Lightweight Directory Access Protocel (LDAP) repository vith aptional failover servers.

General Properties

# Repository identifier
[msad2008

Rapasitory adapter clazs name
‘mm.\hm.vs.wim.adapber.ldap.LdapAdapter

LDAP server Security
# Directory type Bind distinguished name
| Microsoft Windows Active Directory j‘ ‘CN=hind,0U=hﬂnd|4DC=spnangC=mmpany,DC=com
Bind d
# Primary host name Port I ‘
[msad2008.spnego.company.com RED) | !
Login propertis
Failover server used when primary is not available: ‘uid ‘
LDAP attribute for Kerheros principal name
Select|Fai|uuer Host Name |Pc|‘t ‘ ‘
Mone

Ceriificate mapping

[aea | | | |

Certificate filtar

Support refarrzls to other LDAP servers
I Require 5L communications
Suppart for repasitory change tracking 9

¢

Custom properties

Manage endpoint security configurations

.
Select| Name Walue S5L configurations
0l |11

Enter the base entry... select OK, then Save
Global security 7=

Global security > Federated repositories > Repository refarence

Specifies a st of identity entrias in a rapository that are referenced by a base entry into the directory information tree, If
multiple repesitories are incuded in the same realm, it might be necessary to define an additional distinguished name that
uniquely identifies this set of entries vithin the realm.

General Properties

# Repository

msad2008 v | Add Reposiory... *

# Distinguished name of 2 base entry that uniguely identifies this set of entries in the realm
|0U=bmnch,DC=spnegu,DC=cumpan'_.r,D|

Distinguished name of a base entry in this repository

|0 U=bmnch,DC=spnegu,DC=cumpan'_.r,D|

| Aonly || OK | Rese || Cancel |

Now, restart the Deployment Manager and the Node Agents.
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Add an LDAP user as an administrator:

Login to your admin console -> https://dm&ihs.spnego.company.com:9043/ibm/console

Select Users and Groups -> Administrative user roles; select Add...
Administrative user roles

?

Administrative user roles

Use this page to add, update or to remove administrative roles to groups. Assigning administrative roles to groups enables them to administer application
servers through the administrative console or thraugh veadmin scripting. The administrative authorizer run time must be notified vhen groups are added to or
remaved from an administrative user group. Click Refresh all to natify the administrative autharizer after the changes have been saved and synchronized.

‘ Logout ‘

‘ Remove H Refresh all ‘

BEYY
Select User 5 Role(s) & Login Status £
wasadmin Primary administrative user name Adive
Total 1

select Administrator under Role(s); search for the user: AdminFromLDAP and add that user to Mapped to role. Select
OK; then Save.

[Administrative user roles 7=
Administrative user roles > User

Use this page to add, update or to remove administrative roles to users. Assigning administrative roles to users enables them to
administer application servers through the administrative console or through wsadmin scripting.

# Role(s)
Admin Security Manager =
=

Auditor
Configurator =

Search and Select Users

Decide how many results to display, enter a search string [use * for wildcard), and click Search. Select usars from the Available list

and add them to the Mapped to role list. Usars which have already been mapped to a role will nat be raturned in the search
results.

Search string

[AdminFromLDAP Search
Maximum results to display

Available

Mapped to role

X
KN

Select All | | Deselect All Select All | | Desslect All

Administrative user roles

Use this page to add, update or to remove administrative roles to groups. Assigning administrative r
to administer application servers through the administrative consale or through wsadmin seripting. TF
run time must be notified when groups are added to or removed from an administrative user group.

administrative authorizer after the changes have been saved and synchronized.

| Logout || Add... || Remove || Refresh all |

=R

Select| User & Rale(s) 2
[ | AdminFromUser Administrator

wasadmin Primary administrative user name
Total 2

Verification check
Logout of the WAS Console

Now relogin as the user AdminFromLDAP. If all went well then you should log in successfully.
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4.2 Federate Application Server into Deployment Manager:

Next we federate the AppServers (Nodes) into the Deployment Manager.

i(;hlgrfgjlie the clocks are in synch between your DM and AppServer. Run ntpdate clock.redhat.com to on your DM and AppServer.
ii) Make sure the DM is started and the AppServers are stopped.

Steps: On each of your Application Servers (Nodes) execute the following:

cd /opt/IBM/WebSphere/AppServer/bin
./addNode.sh dubxpcvm603.mul.ie.ibm.com 8879 -user wasadmin -password wasadmin

You should see the following

Verify the federation has been successful by:
Logging into your DM via: https://dm&ihs.spnego.company.com:9043/ibm/console
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Then goto Servers / Server Types / WebSphere Application Servers you should see something like this...

WebSphere,

Help | Logout

—_——— Cell=dubxpevm? 66Cell01, Profile= Close page
View: All tasks v
- Application servers ?
Guided Activities Application sarvers Field help
3 seners For field help information,
Use this page to view a list of the application sarvers in your environment and the status of each of these servars. select 3 field label or list
Mooz You can also use this page to change the status of 2 specific application server. marker uhen the help
[ Server Types Praferencas cursor is displayed,
WebSphere application servers
Page help
WebSphere proxy servers ImmediateStop

Maore information about
this page

Generic servers

Version 3 WS servers

ebSphere M) serers Se\a:t‘ Name & Node Host Name & ‘VEIS\'DI‘\ & Cluster Name {) Status@ Command Assistance
Web servers — ) View administrative
 Clses You can administer the folloving resources: soripting command for st
DataPower serverl | dubxpevm766N0dz01 | dubxpevm766.mul.ie.ibm.com | Base b adion
8.0.00
Core Groups
Total 1
[t Applications
[¢] Jobs
[+ Services

Resources

[+ Security

[+ Environment

[+) System administration
Users and Groups
Manitoring and Tuning
[¢| Troubleshooting

[+ Service integration
uDpt

Repeat this for each node in your deployment.
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4.3 Configure HTTP server to accept SSL connections

1. Create Self-Signed SSL Certs for HTTP Server:

Connections supports login only over SSL, so we need to configure the HTTP server to accept SSL connections.

Startup ikeyman. This should be located under the HTTPServer/bin folder.

E IBM Key Management
Key Database File Create View Help

EEC]

.

b

DE-Type:
File Name:

Token Label:

Key database information

Key database content

Personal Certificates

| v ‘ | Recejve...

Delete

View/Edit..

Import..

Recreate Request..

Rename

New Self-Signed...

Extract Centificate..

el

0 start, please salect the Key Database File menu to work with a key database..

Select Key Database File -> New. Give the key a name, I usually call it the name of the server running the HTTP Server

and I usualli store it under the HTTP Server Pluiin definition/..

Key database type ‘CMS ‘v‘
File Name: [dubxpoym766. kb | [ Browse.. |
Location: |,fnpt,"IEM,fWebSphere,fPIuginsftunfig;dub}{pcm?% |

| 0K ‘ | Cancel ‘

On selecting OK you will be asked to enter a password and make sure to select the Stash password to a file check box.

[&] password Prompt

*

Password: |........

Confirm Password: [sesssees|

[] Expiration time Days
Stash password to a file
| ok || Reset || cancel

You are returned to the ikeyman panel with the dubxpcvm766.kdb opened. Now select Create and New Self-Signed

Certificate...
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IEM Key Management - [/opt/IBM/WebSpher{Plugins/config/dubxpcvm76§
Key Database File | Create | Yiew Help

u % Mews Cartificate Request.. CtH-R
==k

New Self-Signed Certificate... Ctrl-L
ey database information

nNe_Tuvnao AT
Give the Key Label a name, and set the field Common Name to the IHS hostname.
E Lﬁ_-..,l Create New Self-Signed Certificate

Please provide the following:

Key Label |SeIfSignedCenificate|

Version X509 v3 =
Key Size 1024
Signature Algorithm SHA1WIthRSA =

Common Name {optionaly |dubxpcvm?66. rmul.ie.ibm.com

Organization (optional |

Organizational Unit foptional |

Locality (optional |

State/ Province (optional ’7

Zipcode (optional ’7

Country or region  (optionaly l:E

Validity Period [ze5 | Days

Subject Alternative Names
Email Address (optional | |
IF Address (optional | |
DNS Mame (optional | |

[ ok || Rmeset || cance

Once you select OK you are returned to ikeyman
IBM Key Management - [/opt/IBM/WebSphere/Plugins/config/dubxpcvm766/dubxpcym766.kdb]

Key Database File Create Yiew Help

DeEXRL

Key database information

DB-Type: M3
File Name: ot IBM /WiehSahere Plugins config/dubixpcem 766 fdubxpom 766, kdh
Token Label:
Key database content
Personal Certificates |V‘ | Receive.. ‘
SelfSignedCertificate Delate

View/ Edit...

Export/Import.

Recreate Requast..

Rename

New Self-Signed...

L

BExtract Certificate...

he requested action has successfully completed!

Thats the certificate configured. We now need to configure the HTTP Server to use this certificate.
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2, Configure httpd.conf to enable SSL:
In httpd.conf file which is under /opt/IBM/HTTPServer/conf, add the following lines to the end of file before the LoadModule
was_ap22_module and WebSpherePluginConfig sections...

LoadModule ibm_ssl_module modules/mod_ibm_ssl.so
<IfModule mod_ibm_ssl.c>
Listen 0.0.0.0:443
ServerName dm&ihs.mul.ie.ibm.com
<VirtualHost *:443>
SSLEnable

AllowEncodedSlashes On

</VirtualHost>
</IfModule>
SSLDisable

Keyfile "/opt/ihs/key.kdb"
SSLStashFile "/opt/ihs/key.sth"

3. Verify IHS is SSL enabled
Restart/start IHS and the IHS administrator as follows: from the folder /opt/IBM/HTTPServer/bin enter:

./adminctl -k restart | start | stop
./apachectl -k restart | start | stop

Enter the IHS server URL (using the https protocol) i.e. https://dm&ihs.spnego.company.com, in to your browser's address box

and you get:
% < WebSphere ntegrated Sobtons Consoe |'§ FrefTP x |,LUntru;ted Comedion x _
ttps://dmedhs.spnego. company.com n.‘

18} st visted @) Getng Started || Day | ) Wok |04 | | 1045 Bz | ) Pesonal [ nlRL!

You have asked Firefox to connect securely to dubxpeym603.mule.ibm.com, but we cant
confirm that your connection s secure.

gi- This Connection is Untrusted

Normall, when you try to connect securely, sites wil present trusted identiication to prove that you
are going to the right piace, However, this site’s identity can' be verfied.

What Should I Do?

Tfyou usually connect ta this site without problem, this error could mean that someang s trying to
impersonate the site, and you shouldn't continue.

Getme outof here!
Technical Detais

TUnderstand the Risks

If you understand what's going on, you can tel Firefax to start trusting this site's identification. Even
ifyou trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identfication,

Add Exception..
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Click Add Exceptions... and then click Confirm Security Exception and you see:
(i e R T |

WebSphere. softw
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5. Create Connections DB2 databases using the dbWizard

1. Log in, using a VNC client, to your database server as the root user or system administrator.

2. Grant display authority to all users by running the following commands under the root user or system administrator:

xhost + // Grant display authority to other users
echo $DISPLAY // Echo the value of DISPLAY under the root user

____ 3. Switch to the db2 instance admin (in this case the db2 admin is db2inst1)
su - db2inst1

4. export the DISPLAY; enter: export DISPLAY=:1.0
5. Start the Database Instance, by entering: db2start

6. As root, download IBM_Connections_4.5_wizards_lin_aix.tar to your DB2 system and untar it (I downloaded this file into
a folder called /opt/software/ic45)

Note: The dbWizard must be run using the DB2 instance user (in this scenario this user is db2instl)

__ 7. Assign the DB2 instance user as the owner for the file IBM_Connections_4.5_wizards_lin_aix.tar & it 's respective
folders.

cd /opt/software

chown db2instl:db2iadm1 -R IC45/

cd /opt/software/ic45 and enter 'Is -la' and you should see the file IBM_Connections_4.5_wizards_lin_aix.tar has the

owner db2instl:db2iadm1 i.e:
-rw-r--r-- 1 db2instl db2iadm1 580044800 Apr 22 10:19 IBM_Connections_4.5_wizards_lin_aix.tar

8. As db2inst1, run ./dbWizard.sh , from the folder /opt/software/ic45/Wizards, and follow these screens:
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Slect Next to continue
Database wizard for IBM Connections 4.5

Database wizard for IBM Connections 4.5

fThis wizard can create, delete or update the IBM Connections databases.
To access information about this product, see the IBM Support Web site:

http://www-10.lotus.com/ldd/Icwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.5
+documentation#action=openDocument&content=catcontent&ct=prodDoc

To continue, click Next.

Licensed Materials - Property of IBM. License L-CMAS-8ZYNME L-JRCI-85W3MD

@Copyright IBM Corporation and its Rcensors 2007, 2013. All Rights Reserved. IBM, the IBM logo, ibm.com and Lofus are
trademarks of IBM Corporation in the United States, other countries, or both. Other company; product or service names may be
trademarks or service marks of others. A current ist of IBM trademarks is avalable on the Web af www.bm.com/egal’
copyfradeshtml U.S. Government Users Restricled Rights: Use, duplication or disclosure restricted by GSA ADP Schedule Contract
with IBM Corp. Please see the About page for further informafion.

Next l \ Cancel
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Select Create and then Next
i Database wizard for IBM Connections 4.5

Database task selection

Select the database task:

@ Create

() Delete

() Update operation only for IBM Connections database 4.0 to 4.5

Back ” Next l | Cancel

Select the path for your DB2 database installation location and the database instance name... select Next to continue...
a Database wizard for IBM Connections 4.5 - 0x

Database selection

Select the database type, installation location, and database instance.

@ DB2 Universal Database (TM)

() Oracle Enterprise Edition

Database installation location:

|foptribm/db2/v10.1

Database instance:
(do2inst1 |

Back ” Next l | Cancel
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Ensure all databases are selected and then Next to continue.

& Database wizard for IBM Connections 4.5

Applications selection

Select the applications for which you want to create databases. You cannot select
applications that already have databases.

Note: The Search and News repository applications are contained in the Home page
database.

Cognos database is for Congos Bl Server. You will need Cognos to use Metrics.

Activities

Blogs

Bookmarks

Cognos

Communities

Files

Forums

Home page

IBM Connections Content Manager

1 BMatrees

Back H MNext

Cancel

The summary screen is displayed... review the setting and select Create

2 Database wizard for IBM Connections 4.5

Pre-configuration task summary

IBM Connections is ready to create databases for the following applications.

Action: Create IBM Connections database
Database type: DB2 Universal Database (TM)
Database install location: /opt/ibm/db2/v10.1
Database instance: db2instl

Forums, Home page, IBM Connections Content Manager, Metrics, Mobile, Profiles, Wikis

Activities

Database name: OPNACT

Database user: LCUSER

Sql scripts to run: createDb.sgl, appGrants.sgl

Blogs

Database name: BLOGS

Database user: LCUSER

Sql scripts to run: createDb.sgl, appGrants.sgl

Bookmarks
Show the detailed database commands.

The selected applications are: Activities, Blogs, Bookmarks, Cognos, Communities, Files,

Back ” Create

Cancel
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Select Execute to begin creating the databases... this will take some time to complete.
i Database wizard for IBM Connections 4.5 -0 X

Database creation detailed command

The following commands will be executed, click "Execute” to run them.

Activities
1. Jopt/ibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/activities/db2/createDb.sql
2. Jopt/ibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/activities/db2/appGrants.sql

Blogs
1. foptfibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/blogs/db2/createDb.sql
2. Jopt/ibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/blogs/db2/appGrants.sql

Bookmarks
1. Jopt/ibm/db2/V10.1/bin/db2 -td@ -vf connections.sql/dogear/db2/createDb.sgl
2. Jopt/ibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/dogear/db2/appGrants.sql

Cognos
1. foptfibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/cognos/db2/createDb.sql
2. Jopt/ibm/db2/v10.1/bin/db2 -td@ -vf connections.sql/cognos/db2/appGrants.sql

Communities
1. Jopt/ibm/db2/V10.1/bin/db2 -td@ -vf connections.sql/communities/db2/createDb.sql

7 AantlihmidRINIIN 1iRiniARY _tAR uf rannartinne enlleammnitiac Idh Y iannGrante enl

(]

|§ave As...‘

Back ” Execute l | Cancel

At this point the databases are being created and you will the screen updating with info like this:
& Database wizard for IBM Connections 4.5 -DOx

Database creation task

Creating databases...

Logging to /homefdb2instl/IcWizard/log/dbWizard/
dbConfig 20130422 132028 activities createDb.log.
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After some time (10+ minutes) the following screen appears:
Check for each database that the Result: message is The database creation was successful.
Select Finish to end the install.

i Database wizard for IBM Connections 4.5

Post configuration task summary

The database creation task completed. The following configuration was used:

Action: Create IBM Connections database

Database type: DB2 Universal Database (TM)

Database install location: /opt/ibm/db2/v10.1

Database instance: db2instl

The selected applications are: Activities, Blogs, Bookmarks, Cognos, Communities, Files,
Forums, Home page, IBM Connections Content Manager, Metrics, Mobile, Profiles, Wikis

Activities

Database name: OPNACT

Database user; LCUSER

Sql scripts ran: createDb.sql, appGrants.sql
Result: The database creation was successful.

Blogs

Database name: BLOGS

Database user; LCUSER

Sql scripts ran: createDb.sql, appGrants.sql
Result: The database creation was successful.

3

Finish

Verify that all databases are created successfully by doing the following:

In the final screen (above) check for each database that the “"Result:” message is "The database creation was
successful.”

Check the log files for any issues.

As user db2instl entering the following DB2 command and verify all Connections' databases are listed:

db2 list database directory

Now, as user db2inst1, issue the following DB2 command to set the default for the number of concurrently open DB2
databases to 18:

db2 update dbm cfg using numdb 18
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6. Populate the Connections profiles (PEOPLEDB) database with LDAP User Information

On the DB2 server, as root, go to the /Wizard folder and enter ./populationWizard.sh
The first screen is the Welcome screen; select Next to continue
i Profiles population wizard for IBM Connections 4.5

Welcome to Profiles population wizard for IBM Connections 4.5

This wizard populates the Profiles database for IBM Connections with users from your LDAP
directory.

To access information about this product, click the Launch Information Center.

Launch Information Center

click Next to continue.

Licensed Materials - Property of IBM. License L-CMAS-8Z YNM6

©Copyright IBM Corporation and its fcensors 2007, 2013. Al Rights Reserved. IBM, the IBM logo, ibm.com and Lotus are
trademarks of IBM Corporation in the United States, other countries, or both. Other company, product or service names may be
frademarks or service marks of others. A current list of IBM frademarks is available on the Web at www.ibm.com/egal’
copyirade.shiml U.S. Government Users Restricled Rights: Use, duplication or disclosure restricted by GSA ADP Schedule
Contract with IBM Corp. Please see the About page for further information.

Cancel H Next

Select DB2 Univeral Database and click Next......

i Profiles population wizard for IBM Connections 4.5

Profiles database type

Select the Profiles database type.

@ DB2 Universal Database(TM)

() Oracle Enterprise Edition

() 5QL Server Enterprise Edition

Back || Cancel || Next
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Next enter the database information for the profiles (PEOPLEDB) database; select Next to continue..

i Profiles population wizard for IBM Connections 4.5 - ox

Profiles database properties

Enter the Profiles database properties. The wizard uses this information to access the Profiles
database.

Host name:

[dbz.spnegolcompany.com ]

Port:
(50000 |

Database name:

|PEOPLEDB |

|DBC driver library path:

|/opt/ibm/db2/\10.1/java | Browse...|

User |D (Account used to write to database):
|dbinst1 |
Password:

e 1

Back H Cancel “ Next

Enter the LDAP server name and port number and then select Next to continue...
& Profiles population wizard for IBM Connections 4.5 -0 X

LDAP server connection

Specify the LDAP host name and port to enable the Profiles population wizard to connect to the
LDAP server.

LDAP server name:

[msad200815pnegolcompany,c0m| ]

LDAP server port:
(389 |

Select to use S5L communication for secured access

] Use S5L communication

Back || Cancel H Next
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Enter the bind user details and password CN=bind,OU=branch,DC=spnego,DC=company,DC=com
- 0 X

a Profiles population wizard for IBM Connections 4.5

LDAP authentication properties

Enter the bind distinguished name and password to to allow the wizard to access the LDAP
directory.

Bind distinguished name (DN):

[CN=bind_OU=branch_DC=spneg0_DC=c0mpany_DC=com l

Bind password:

Back || Cancel H Next
Enter the search base and search filter... select Next to continue...
a Profiles population wizard for IBM Connections 4.5 -0 x

Base distinguished name and filter for searches

Enter the base distinguished name and filter for this wizard to begin searching for users in the
LDAP directory tree.

LDAP user search base:

[DC:Spnego,DC:company,DC:com\

LDAP user search filter:

[{&{uid=*){0b]ectclass=inet0rgPerson)) l

Back | Cancel

Next
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Use the default database mappings... select Next to continue...
il Profiles population wizard for IBM Connections 4.5

Profiles database mapping
Select an LDAP attribute or a JavaScript function for each field in the Profiles database.
You can sort the columns by selecting the column header, or select each row to add, remove, or
edit the LDAP attribute or Javascript function.
Database Fields LDAP Attributes or |S Functions | Description 4
alternateLastname Alternate last name
bldgld Building
blogurl Blog link
calendarUrl Calendar link
countryCode C Country code
courtesyTitle Courtesy fitle
deptNumber Department number
description description About me
displayName cn Name
distinguishedName : $dn LDAP distinguished name
email mail Office email
employeeNumber  ; employeenumber Employee number o
| Back | Cancel || Next

Do not select any of the Optional database tasks
Select 'Yes' for Do you want to run the task that marks the profiles of each manager?
select Next to continue...

a Profiles population wizard for IBM Connections 4.5

Optional database tasks

[] Countries

[] Departments

[] Organizations

[] Employee types

7] Work locations

Do you want to run the task that marks the profiles of each manager?
® Yes

) No

(<l

Back H Cancel H Next
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Review the Summary page to ensure that the information you entered in the previous panels is correct.

To make changes, click Back to return to the relevant page and edit the information. Otherwise, click Configure to begin
populating the database.
a Profiles population wizard for IBM Connections 4.5

Profiles population configuration summary

Profile population wizard is ready to run the population with the following configuration. -

Configuration details:

Database host name:|db2.spnego.company.com
Database name: PEOPLEDB

Database port: 50000 H
JDBC driver library path: /opt/ibm/db2/v10.1/java

Database user ID: db2instl

Database type: DB2 Universal Database(TM)

LDAP host name: msad2008.5pnedo.company.com|

LDAP server port: 389

Bind distinguished name:|CN=bind,OU=branch_DC=spneg0_DC=c0mpany,DC=com

]
LDAP user search base:| DC=spnego_DC=c0mpany,DC=c0m|
LDAP user search filter: [{&(uid:*){objectclass:inetOrgPerson))
Tivoli Directory Integrator installation location: /opt/IBM/TDI/V7.1
llea €81 rammimnicratinn: M El
Back | Cancel || Configure |

The next screen indicating that Execution of the Population Task is in progress... the population process could take over one hour.
Installing IC45 does not require the profiles (PEOPLEDB) database to be populated so I will turn to installing IC45 now and return to
this in one or two hours time to complete the final steps.

i Profiles population wizard for IBM Connections 4.5 -0OX

Executing population task

This task may take several minutes or hours, depending on the size of your LDAP directory.

Populating...

Logging into /root/lcWizard/log/tdi/tdi 20130422 133957.Iog

| Open Log |
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&

Population completion summary

The profiles wizard execution is finished.

The execution result is as following:

populate Idap data to EMPLOYEE table

The Tivoli Directory Integrator population output:

2013-04-23 11:46:18,080 INFO _[com.ibm.di.log.FileRollerAppender.1bfbod1a-5bbf-4720-
bf80-17f948ca3933] - CLFRN00271: After operation, success records is 20000, duplicate
records 0, failure records 15 0, and Tast successful entry 1s CN=Aamir
Aamir_012_202,0U=SharedLDAP,0U=Lotus,0U=5Software

Group,DC=litbg02, DC=5wg,DC=usma,DC=ibm,DC=com.

Mark manager profiles
Successful!

For additional information, refer to log file froot/IcWizard/log/tdi/tdi_20130422 133957.log
and /opt/software/IC45/Wizards/TDIPopulation/linux/TDI/logs/PopulateDBFromDNFile.log

|£iew log |
The following configuration has been run: [+

Once the population wizard has completed you should get the screen below.

WARNING: There are over 400k users in my LDAP branch but the message below says that it has only successfully populated
the first 20k user... this is a limitation of the dbPopulation Wizard; I will need to populate the remaining users manually (see
below).

Select Finish to exit the wizard.
Profiles population wizard for IBM Connections 4.5

Finish

How to complete the population of the profiles database (PEOPLEDB) with the full 400K users MANUALLY
NOTE! The ./populationWizard.sh wizard stopped populating after the first 20k users. To fix this issue I need to
manually populate the remaining 400k users using the following steps:

1.

2.

From a CMD line change to the folder: /opt/software/1C45/Wizards/TDIPopulation/linux/TDI

Edit the file profiles_tdi.properties and change the value for source_ldap_page_size=1000 then save the file.

. Run the following command: ./collect_dns.sh - Note: this took a few hours to complete.
. Make a backup copy of this newly created file collect.dns i.e. cp collect.dns backup-collect.dns

. Split the file collect.dns into chunks of 20k users by running:

split -1 20000 collect.dns collect-split

enter Is -la collect-split* and you can see the list of files created each with 20k users; in my case the following files were
created:

collect-splitaa collect-splitab collect-splitac collect-splitad collect-splitae collect-splitaf collect-splitag collect-splitah collect-splitai
collect-splitaj collect-splitak collect-splital collect-splitam collect-splitan collect-splitao collect-splitap collect-splitaqg collect-splitar
collect-splitas collect-splitat

. Populated the profiles database by running the following command

for i in collect-splitaa collect-splitab collect-splitac collect-splitad collect-splitae collect-splitaf collect-splitag collect-splitah
collect-splitai collect-splitaj collect-splitak collect-splital collect-splitam collect-splitan collect-splitao collect-splitap collect-splitaq
collect-splitar collect-splitas collect-splitat ; do cp $i collect.dns ; ./populate_from_dn_file.sh $i ; rm -rf collect.dns;
done

Note: this step took over 24hrs to run to completion and ended with the profiles db populated with all 400+K users.
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7. Installation of IBM Connections 4.5 (IC45) :
IC45 is installed over WAS 8.0.0.5.
The install of IC45 is done on the Deployment Manager (DM) machine and then synchronised with the nodes.
Check that the:
1. DM and Nodes are stopped.
2. All directory paths that you created contain no spaces.
3. Open File Descriptor limit is 8192. (ulimit -n 8192).
4. required OS libraries/patches are installed on all systems
Steps:
Copy the IC45 install file (IBM_Connections_4.5_lin_aix.tar) to your Deployment Manager and decompress it.

Start the IBM Installation Manager: got to the folder: /opt/IBM/InstallationManager/eclipse and start ./launcher
In the IM specify the IC45 repository file.
Select Install to start the IC45 install and follows these screen

Select Version 4.5.0.0
i IBM Installation Manager -0X

Install Packages ﬂ

Select packages to install;

Installation Packages Status Vendor License Key Type

* 4 1 IBM Connections

{l; Version 43,00 Will be installed

In the next screen select Accept the license agreement; then click Ne

Install Packages Eﬂ
Read the following license agreements carefully.

Install Licenses Location Features Summary

v |BM® Connections NOTICES AND INFORMATION .
IBM& Connections

IBM® Connections License Agreement

IBM Lotus Connections Version 3.0.1

he IBM license agreement and any applicable information on the web
download page for IBM products refers Licensee to this file for details
conceming notices applicable to code included in the products listed
above ("the Program").

IBM® Connections License Information

Notwithstanding the terms and conditions of any other agreement Licensee
may have with IBM or any of its related or affiliated entities

(collectively "1BM"), the third party code identified below is subject

0 the terms and conditions of the IBM license agreement for the Program
and not the license terms that may be contained in the notices below.

he notices are provided for informational purposes.

Please note; This Notices file may identify information that is not used
by, or that was not shippad with, the Program as Licensee installed it.

IMPORTANT: IBM does not represent or warrant that the information in this
NOTICES file is accurate. Third party websites are independent of IBM and
IBM does not represent or warrant that the information on any third party
website referenced in this NOTICES file is accurate. IBM disclaims any

and all liability for errors and omissions or for any damages accruing B

® !l accept the terms in the license agreements: print All..
(O I'do not accept the terms in the license agreements

@ < Back ‘ Next > ‘ Instal | Cancel ‘
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Specify the Installation Directory and Next to continue...

Install Packages

Install Licenses Location Features

(O Use the existing package group

(® Create a new package group

A package group is a location that contains one or more packages. Some compatible packages can be installed into a common EE
package group and will share a common user interface. Select an existing package group, or create a new one.

Summary

Package Group Name
", IBM& Connections

Package Group Name: IBM® Connections

Installation Directory

Jopt/IBM/Connections

Architecture

Installation Directory: |/opt/IBM/Connections

Details
Shared Resources Directory: /opt/IBM/IMShared

© Copyright IBM Corp. 2013

Disk Space Information

Volume  Available Space
f 1258 GB

< Back | Next > | Install

Browse...

| Cancel ‘
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Select what applications to install.
I selected Metrics because when I get to the Cognos install screen I can choose Not to Install Now and do this later.
I did NOT select IBM Connections Content Manager (Filene

Install Packages
Select the features to install.

Install Location Summary —
Features |;

v (=] [{] IBM Connections 4.5.0.0
v 17 Core Features
Home page
News repository
Search
v [ All Features
Activities
Blogs
Bookmarks

[Ex[ES|

=l

Communities

=l

Files

=l

Forums

Metrics |

[ Show dependencies Expand All ‘ Collapse AII‘ Restore Default
- Selected by Installation Manager because of dependencies

=

Details

Metrics

The Metrics application s required for data capture. Evenif you are not setting up Cognos yet, install Metrics now so that your
application data is captured from the moment that IBM Connections is deployed.

A
® < Back | Next > ‘ Insta | Cancel ‘
Note: IBM Connections Content Manager is not selected...
Wikis
v []1F, Add-on Features
[0 IBM Connections Content Manager .
[ Show dependencies Expand AII‘ Collapse AII‘ Restore Default‘

%- Selected by Installation Manager because of dependencies

-t
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Select the path to the WebSphere Application Server instance running on your deployment manager.
Enter the hostname,

NOTE: the Administration user ID =AdminFromLDAP
Select the Validate button at the bottom.
2 IBM Installation Manager

Install Packages ,_n|>'_
Fill in the configurations for the packages. : B

nsta Licenses  Location Features )  Summary
= [} Common Configurations | Common Configurations

lebsprere

© Topology =
0 Database WebSphere Application Server Selection
© Cognos Installation location:
© Content Store ‘ Jopt/IBM/WebSphere/DeploymentManager M
© Notfication Deployment manager profile:
Dmgrol v
Host name:

dmé&ihs.spnego.company.com

Deployment Manager Credentials

These credentials must exist for the selected Profile.
Administrator user ID:

‘AdminmeLDAP

Administrator password:

L Validate A

@ < Back ‘ ‘ ‘ Cancel ‘

The install will then proceed to perform varius checks and retrieve info from the DM. After a few moments you should get the
prompt: Validation successful.
Select OK, then Next to continue.

B Information Dialog x

’} Validation successful.
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Selected the Medium topology

Select the Nodes as required (I selected all nodes) then Next

=y

IBM Installation Manager -Ox

Install Packages Eﬁ_
Fill in the configurations for the packages. i
nstall ) Licenses ) Location Summary

v {1 Common Configurations  Common Configurations

@ Wehsphere Topology
;
0 Database Deployment topology
0 Cognos Select the deployment type:
() Content Store () Small - All applications are grouped in the same cluster.
© Notfication @ Medium - Applications grouped in several clusters.

() Large - Each application s grouped in its own cluster.

fyou retum to this page during installation, your settings remain but are not visible. To
change a settings, you must enter all of the information again. If you do nat want to
change them, click Next.

Cluster

Enter a cluster name or select an existing cluster name, Then select the nodes for each
cluster and enter a server name or accept the default server name.

Restore Defaults

Application ‘Cluster ‘ ‘Node Server ‘—
v Activities  Clusterl dslvm1035Node01  Cluster]_serverl
dslvm1036Noce01 ~ Cluster]_server? J
o [
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Configure Database - (the database server must be started) as shown below; click Validate; then Next

Install Packages

Install Licenses

Fill in the configurations for the packages.

Location Summary

W

v [ Common Configurations
WebSphere
Topology
@ Cognos
@ Content Store
 Notification

]

W Nouncauon

Common Configurations
Database

Database Location

Are all IBM Connections applications using the same database instance?
@ Yes, the applications are on the same database instance.

(O No, the applications are not on the same database instance.

If you retum to this page during installation, your settings remain but are not visible, To
change a settings, you must enter all of the information again. If you do not want to
change them, click Next.

Database Type

DB2 Universal Database(TM) | v |

Database Server

Host name:

|db2.spnego.company.com
Port:
[30000

IRRF Arvar InFatian:

|DBC driver location;

|{0pUDB2-JDBC-jars Browse

Database Credentials

Use the same password for all applications.

Application  Database Name  UserID Password
Activies ’0PNACT ’dbzinstl

Blogs ’BLOGS ’dbzinstl

Communities |SNCOMM ]dbzinstl

|

|
Bookmarks ’DOGEAR ]dbzmstl ’

|

|

Files ’FILES ’deinstl

<Back ‘ Next> | 15ta

H

| Cancel ‘
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Next is Cognos - select Do later

g IBM Installation Manager

Install Packages
Fill in the configurations for the packages.

nstall Licenses Location Features Summary

= [ Common Confiqurations | Common Configurations

O WebSphere Cognos

@ Topology

O Database Select when to configure connection to Cognos application
0 o

O Content Store

® Do later (manual steps needed; consult Information Center for further details):

O Notification

El

[

® < Back ‘ Next > ‘

‘ Cancel ‘

Next Content Store

Enter the network share location (that will be shared with the Application servers Nodel & Node2)

Enter the local content store; then Validate; then Next

i IBM Installation Manager

Install Packages
Fill in the configurations for the packages.

nstall Licenses Location Features Summary

v [ Common Configurations | Common Configurations

® Content Store location.

O Notification Select a network shared location:

‘fopUIC_Share J

Local Content Store

Content is stored locally on each node. Ensure the path exists on each node.

Select a local location:

Jopt/IBM/Connections/data/local/ J

@ < Back ‘ Next > ‘

d

@ WebSphere Content Store

@ Topology

[ Database Shared Content Store

@ Cognos Content that is shared among all nodes. Ensure each node in the cluster can access the network

‘ Cancel ‘
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For Notifications I selected None as I will configure that later.
Install Packages Eﬁ_
Fillin the configurations for the packages. B

nstall Licenses Location Features Summary

v [ Common Configurations ~ Common Configurations

T WebSphere Notification

1 Topology

0 Database Notification allows both [BM Connections applications and users to send mail notifications.
@ Cortent Store ReplyTo allows users to reply to notifications using email. Replies appear in the relevant

application in IBM Connections.

# Notificat
WY (O Enable Notification only.

(O Enable Notification and ReplyTo.

And finally the summary screen.... click Install to begin the install of IC45. This may take over an hour to complete.
g IBM Installation Manager -ox

Install Packages |:§_
Review the summary information. =

nstall Licenses Location Features Summary

Target Location

Package Group Name: IBM Connections
Installation Directory: Jopt/IBM/Connections
Shared Resources Directory: /opt/IBM/IMShared
Packages

Packages
< [ IBM Connections 4.5.0.0
< [, Core Features
> Home page
. News repository
[ Search
< [ All Features
[ Activities
Environment
English

K

Disk Space Information
Total Available Space
| 47.07 GB

Total Download Size:  1.09 GB
Total Installation Size: 8.64 GB
+ Repository Information

< Back ‘ ‘ Install ‘ Cancel ‘
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Once the install is complete you'll see:
2 IBM Installation Manager -0x

Install Packages FQ

o The packages are installed. View Log File

Install results :

News installed successfully.

Search installed successfully.

Profiles installed successfully. |

The following package was installed:

v %, [BM Connections
[ IBM Connections 4.5.0.0

Note: If the packages support rollback, the temporary directory contains rollback files for
installed packages. You can delete the files on the Files for rollback preference page.

® Finish

Select Finish to exit and return to the Installation Manager, then select File -> Exit
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8. Post Install steps

8.1 Copying Search conversion tools to local nodes

___1. On each Applications server (node) copy the entire stellent folder in the shared drive (under /opt/IC_Share/search) to
the local search folder under /opt/IBM/Connections/data/local.

__ 2. Via the WAS console update the Websphere variable: FILE_CONTENT_CONVERSION to point to the exporter file in the
stellent folder on local drive of each node (that you copied in step 1)

set the variable:
FILE_CONTENT_CONVERSION=/opt/IBM/Connections/data/local/search/stellent/dcs/oiexport/exporter

___ 3. Edit the file setupCmdLine.sh and add the following export statements
vi /opt/IBM/WebSphere/AppServer/bin/setupCmdLine.sh
add
export PATH=$PATH:/opt/IBM/Connections/data/local/search/stellent/dcs/oiexport
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/IBM/Connections/data/local/search/stellent/dcs/oiexport

4. Add the following export statements to the /etc/profile file

export PATH=$PATH:/opt/IBM/Connections/data/local/search/stellent/dcs/oiexport
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/IBM/Connections/data/local/search/stellent/dcs/oiexport
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8.2 Configuring the HTTP Server

___1) Add the Wed server as an unmanaged node AND Add Web server as a server

A quick way to do this is to use the special configure file that was created when the IHS was created as follows:

From the IHS server, copy the file /opt/IBM/WebSphere/Plugins/bin/configurewebserverl.sh (remember I used the name
'webserverl' when creating the IHS server) to the Deployment Manger system in to the folder:
/opt/IBM/WebSphere/AppServer/bin

NOTE: The above filename and location will vary depending on what values you used to install the IHS and the Deployment Manager
On the DM machines run the configurewebserverl.sh file as follows

cd /opt/IBM/WebSphere/AppServer/bin
./configurewebserverl.sh

You will be prompted to enter WAS credentials and then after a few minutes the creation of the Web server will complete...you
should see the following messages appear:

lable as
fopt/TBM/
[rigbSphs

ie.ibm.com,

Input parameters:

Web s
Web

node name
host name
operating system

ibm.com-node
.ibm.com

Found node with matching hostname. Using existing node dubxpcvmb03Node0l
Node definition dubxpcvmf03Node0l already exists.

Creating the web s ef:

Parameters for adm

And end with...

Computed th ent target mapping f
5 e target mappi fo
ting of applicat g

n for webse
web server

n node dubxpcvm
0 be updated us

application Wikis is

c in the WebSphere Appli

in the WebSphere Appli

Sphere Appli

application Wikis is configured in the WebSphere Appli

reated succ

lication Wi
licati

complete.
its web mod

s of deploy
ere Appli
here Appli
Sphere Appli

ere Appli

i b mod
Target mapp

start
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Stops and restart the Deployment Manager

Log in to the WAS console and verify that the Web server has been added under Servers -> Server Types -> Web servers
and you should see:

Try Stop and Start the web server thru the menu options.

Web servers
Use this page to view a list of the installed veb servars.

Preferances

Generate Plug-in ‘ Propagate Plug-in | Havi.. ‘ Delate ‘ Templates... | Start || Stop || Terminate

BB

Select| Name % Web server Type & _ ‘Nude 5 Host Name & _ Version & _ | Status Q
You can administer the folloving resources:
[T |webserert IBM HTTP Server dubxpcvmE03Nodei dubxpcvm&03.mul.ie.ibm.com Base 3
8.0.0.5
Tatal 1

Note: The IHS administrator must be running in order to be able to administrate the web server via this Web server panel and to to
synchronize configuration files between the HTTP Server and the DM. To do this navigate to ../HTTPServer/bin directory (on the
IHS server) and issue the command: ./adminctl -k start
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2) Generate and Propagate configuration info to the Plugin-cfg.xml file

Return to Servers - Server Types - Web Servers.

Select the check box beside webserverl and click the Generate Plug-in button.

Yreb servers

Uze thiz page to view a list of the installed Web zervers,

Preferences

Generate Flug-in | Propagate Plug-in | MNew | Delete | Templates.. | Start | Stop | Terminate |
)
Select| Marne 2 | Web zarvar Type 3 _ | Hode 3 _ |Host Marne 3 _ | Warsion 3 _ |Status g
fou can administer the following resources:
r webserverl | IBM HTTP Server webserver ﬂm&ﬁ]}lﬁsp§gn§ggs§lﬂﬁp‘@‘n Mot o
| applicable
Total 1
results in...
Web servers T -

E Messages

G} pLacooost: Plug-in configuration file = CAIBMYWebSphere\AppSeruar

“profiles\Drngr0 2 confighcells\connedtionsCelld1ihnodesiwebzarvear servers
“webzerverliplugin-cfg.xml

[ pLGcoosz1: Plug-in configuration file generation iz complete for the Web
sarver, connectionsCell0l, webserver,websarverl,

Web servers

Usze this page to view a list of the installed Web servers.

Preferences

Generate Plug-in | Propagate Plug-in | Mew | Delate | Ternplates...

| Star‘t| Stap | Terrmninate |

Select| Mame 2 |Web sarvar Type 3 _ | Mode 3 _ |Host Marme 23 _ |Versi0n o |Status &

You can administer the following resources:

r webserverl | IBM HTTP Server webserver dm&ihs.spnego.compai| Mot 5 ]
applicable

Total 1

Select the check box again and click Propagate Plug-in (which propagates the plugin-cfg.xml file to the webserver)

¥eb servers FE

B Messages

G} pLacooszl: The plug-in configuration file is propagated from C:VIEM
“WebSphere\AppServerprofiles\Drmgri2hconfighcells\connedionsCell0l
“nodes\webzerverizervarshwebzerverliplugin-ofg. xml to ¢\ IBMYHTTRServer
“Plugins\canfighwebzerverlplugin-cfg.xml on the Web zerver computer,

Bl pLGcoo4a1: The propagation of the plug-in configuration file is complete
for the Web server, connectionsCell01, webserver, webserverl,

Web servers

Use this page to view a list of the installed Web servers.

Preferences

applicable

Generate Plug-in | Propagate Plug-in | New | Delete | Templatas... Start | Stop | Terminate |
o
Select| Mame Web zarver Type 3 | Mode | Host Mame 3 |\-‘ersion o |Status (2
You can administer the following resources:
T
r webserverl | IBM HTTP Server webserver dmé&ihs.spnego.company| Mot - ]
|

Total 1
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3) Propagate The plug-in keyring file from the DM to the IHS web server

Click on webserver1 then click on the link: Plug-in properties

Web servers FE

Web servers > webserverl
Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,

Runtirne Configuration

General Properties

Configuration settings

Web zerver name

web Server Virtual Hosts

|webseruer1 Global Directives
Tupe Additional Properti
| IBM HTTP Server ;Il e
Log file
# Port
|SEI Configuration File
Plug-in properties
# Web server installation location Eernote Web server managernent
[/ IBMIHTTP Server 5

Custorn properties
4 Configuration fila name

Port:
[${WEB_INSTALL_ROOTH conff httpd. cor| | Edit [ ot
# Service name
IEMHTTPServer?. 0
Apply | OK | Rezet | Cancel

click on Copy to Web server key store directory

Repository copy of Web server plug-in files:

# Plug-in configuration file name
|p|ugin-cfg.><rn| View

¥ Automatically generate the plug-in configuration file

v Automatically propagate plug-in configuration file

# Plug-in key store file name
|p|ugin-key.kdb

Manage keys and certificates |

| Copy to Web server key store directory I

The following message is displayed to indicate the successful copying of these keys. Once again, restart the webserver for the plug-
in changes to take effect.

El Messages

[ pLacoDE4D: The plug-in keyring file is propagated from C:\IBM\WebSphera
\AppServer\profiles\Drmgr0i\confighcells\dmCell0i\nodes\webserve\servers
‘webserverl\plugin-key kdb to c\IBM\HTTPServer\Plugins\confighwebserverliplugin-
key.kdb on the Web server computer,

[ pLaconsal: The propagation of the plug-in keyring is complete for the Web server,
dmCell0l, webzerver, webserverl,
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4) Adding Certificates to the WebSphere Trust Store

On the WebSphere Administration Console go to Security > SSL Certificate and Key Management. > Key stores and

certificates
Click CellDefaultTrustStore

5SSL certificate and key management

551 certificate and key management > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types,

Feystore usages

| 550 keystores ;”

Prefarencas

Mew | Delete Change password.., | Exchangs signers.. |

BB 2

A~
w

o~
w

Select

Marme | Description

Management Scope

o~
w

Path {;

You can administer the following resources:

[T | £MEKeystore CMSkeyStore for web
zErver webseruerl.

(celll:dmCellol:
(node):webserver:
(zerverliwebserverl

${CONFIG_ROOT}H calls
fdmcellilfnodes
fwebserver/servers
{webserverl/plugin-
key kdb

r CellbefaultkevsStore Default key store far (celll:dmCellol ${CONFIG_ROOTH cells
drCellol fdmCell0likey.pl2

r CellbefaultTruststore Default trust store for | (celll:dmcell0ol ${CONFIG_ROOTH cells
drCellol fdmCell0litrust p12

From within CellDefaultTrustStore, click the Signer certificates link from the right hand side

551 certificate and key management > Key stores and certificates > CellDefaultTrustStore

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM], and all truststare types.

General Properties

Marme

| CellDefaultTrustitore

Description

Default trust store for dmCellol

Management scope
[tcelliidrcelio

Path

|${CONFIG_ROOT}.I"ceIIS.I’dmCeIIDl.l"trust.p12

To add the webservers signer to the trust store, click the Retrieve from Port button.

55L certificate and key management

55L certificate and key management > Key stores and certificates > CellDefaultTrustStore = Signer certificates

Manages signer certificates in key stores,

Preferences

Additional Properties

Signer certificates
Perzonal
certificates
Perzonal
certificate
requests

Custorn
properties

Add | Delete | Eutract || Retrieve from port |

Select| Aliaz * |Issued ta
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Enter the hostname of the webserver and its SSL port (typically 443) and an Alias

Click the Retrieve signer information button, which retrieves the information shown at the bottom of the screenshot.
Click OK to add this certificate to the list of signers.

click Save to save this change.

SSL certificate and key management =

551 certificate and key management > Key stores and certificates = CellDefaultTrustStore =
Signer certificates > Retrdeve from port

Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the
server during the handshake.

General Properties

# Host
| drn&ihe. sphego. company. com

#* Port
[a4az

55L configuration for outbound connection

[[celpefautssisettings =]

# Alias
[webserver ssi

Retrieve signer information

Retrieved signer information
Serial number

[283854342 |

Izzuad to

[cH=wwebSphere Plugin key, oU=Swa, o=IEM, ©=US |

Issued by

[cH=vrebsphere Plugin key, CU=Swa&, O=IBM, S=US |

Fingerptint (SHA digest)

|4D:6D:53:ED:82:83:4B:D4:58:AB:3F:3D:DA:D7:14:9E:68:68:85:7D

walidity period
[#pr 26, zo1z

Apply | Reset Cancel

5L certificate and key management

551 certificate and key t > Key stores and certificates > CellDefaultTrustStore > Signer certificates

Manages signer certificates in key stores,

Preferences

Add Delete | Extract‘ Retrisue from port

865

Salect‘ Alias & | Issued to O Fingerprint (SHA Digest) Expiration O

You can administer the following resources:

[T | datspower QU=Roagt CA, O="DataPower Technology, |A%:BAIA4:BSIBC:iZ6:2F 1501 2A180:93:CAIBAIF4:31:05:F2:54:14:17 | Valid fram

Inc", C=US Jun 11, 2003
to Jun &,
2023,

I~ | root CN=dslvrn171.litbg02, swg.usma.ibm.corn, | 00:AG:16: 8B 05:ED: 786516001519 ED: 78 0E: AAIFLI7E137:55:F2 | Walid fram
QU=Roat Certificate, Aprlz, 2012
OU=dslumi7icelll, to Apr 3,
OU=dslurni7iCellManagerdl, O=IBEM, 2027,

C=Us

r webserver szl| CH=dslvmi71.litbg02, swg.usma.ibrmcorn | 90:FCi07:B7:31:5F41:86:01:09:F5:FD:53:48:24:50: CB:72:100AC | Walid from
Jul 11, 2012
to Jul 14,
2013,

Total 2

© Copyright IBM Corp. 2013



5) Update Web addresses used by IBM Connections to access content

Using the wsadmin client, check out the LotusConnections-config.xml (aka lcc.xml) to a temporary directory. From this directory,
this file must be edited so that all href and ssl_href values are updated to reflect the hostname of the HTTP Server and do not
include any port numbers.

The file LotusConnections-config.xml is located in the folder: LotusConnections-config i.e.
/opt/IBM/WebSphere/DeploymentManager/profiles/Dmgr01/config/cells/dubxpcvm603Cell01/LotusConnections-config

An example of what needs to be done is as follows
<3loe:gerviceReference bootstrapHost="connections.example.com’ bootstrapPort="2§11" clusterNewe="LotusConnections"

<sloc:hrefs
<gloe:hrefPathPrefiny factivities</sloc:hrefPathPrefiny
<gloc:static href="http://connections. example. com:9081' ssl href="https://connections. example.cam: 944" />

¢sloc: interService href="https://connections.example.com:9444" />
</sloc:hrefs
¢/3loc:zerviceReferencer

For each Connections applications remove the ":"+port_numbers of the two 'href' entries and also the 'ssl_href' entry
«3loc:serviceReference hootstrapHoat="connections.example.com' bootatrapPort="2811" clusterName="LotusConnections"
<glocihref>
<gloe:hrefPathPrefivs factivities</aloc: hrefPathPrefiny
<sloc:static href="http:/fconnections.example.com' 23l href="https://connections.example.can'/>
<gloe: interService href="https://connections.example.com'/>
¢/alozihrefs
¢/aloc:zerviceReferencer

Tip: search on "connections.example.com:" and remove the colon (:) and the port number. Once finished you should not be able to
find any more occurrences of this string "connections.example.com:" (not the colon at the end of the string; this is most important)

Save the file and check the file back in using the wsadmin client. After the file is checked back in, resynchronize the node so
that this change is pushed out.

This completes the webserver, SSL, and certificate configuration for this scenario. Now, when the application is started it can be
accessed at http://connections.example.com/<component, where <component represents any of the Connections applications.

The commands to check-out/ check-in the lcc.xml file and sync all nodes are as follows:

[ Administrator: Command Prompt

Microsoft Windows [Version 6.1.76801
Gopyright (c)> 2809 Microsoft Corporation. A1l rights reserved.

C:sUsers\Administratoricd GiNIBMsWebSpheresAppServersprof ilesshin
The system cannot find the path specified.

C:sUsers\Administratoricd C:NIBMsWebSpheresAppServersprof iles\DmgrB1shin

C:SIBM\WebSpheresAppierversprof iles\DngrB1sbin>wsadmnin.bat —lang jython —usernan|
e wasadmin —password wasadmin —-port 8879

WASK72091: Connected to process “dngr" on node conmectionsCellManager0l using SOAP
connector; The type of process is: DeploymentManager

WASR?A311: For help. enter: “print Help.help(d>"

wezadninexecf ile("C:\IBH\WHebSpheresAppServersprofiles \DngrBisconf ighibin_lc_admin
“connectionsConfig.py')

Connections Administration initialized

wsadmin>LCConf igService .checkOutConf ig¢"C: /temp” . "connect ionsCelldl ™)

Connectiong configuration file successfully checked out
wzadmin >
wsadmin»LCConf igService .checkInConfig(>
Uzing configuration arguments :
vorkingDirectory: G:/temp
cellName: connectionsCellB1
nodeMName: None
serverName: None
schema file for validation: /C:/temp/LotusConnections—config.xsd
schema file for validation: /C:/temp/service—location.xsd
G:/tempsLotusConnections—config.xml is valid
Connections configuration file successfully checked in
wszadmin >
wsadmin>synchfA11Nodes ()
Nodes synchronized
uwsadminrexit

C:nIBM\WebSpheresAppServersprof iles\DngrB81sbin’_
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8.3 Configuring an Administrator User for Homepage

Login to your admin console -> http://dm&ihs.spnego.company.com:9060/admin (use wasadmin user and
password).

Select Application -> Application Types -> WebSphere Enterprise Applications and then select the
Homepage app.

Select the Security role to user/group mapping link...

Select the admin role and then the Map Users... button.

Search for the user, AdminFromLDAP in my example, and add them.
Select OK then Save... the result should be:

nterprise Applications WE

Enterprise Applications = Homepage > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application ar module must map to 2 user or group from the domain user registry,
accasslds: The accasslds ave required anly when using cross realm communicstion in 2 multi demain scenario, For sl
other scenatios the accessId will be determined during the application start based on the uszer or group name. The
accesslds represent the user and group infarmation that is used for Java Platform, Enterprise Edition authorization
when using the WehSphere default autharization engine, The farmat for the accessIds is userirealmiuniquelserD,
groupirealm/uniquedrauplD, Entering wrong infarmation in these fields will cause authorization to fail,
AllduthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms be given the access,
Allduthenticated: This indicates that any valid user in the current realm be given the access,

Map Users.., | Map Groups.., ‘ Map Special Subjects ~ ‘
Selact| Raole Spedal subjects Mapped users Mapped groups
H| person All Authenticated in Application's Realm

everyone Everyone
readar Everyone

r
r
|— metrics-reader Everyone
r

admin Hone AdminFromLDAP

QK Cancel

Synchronise your changes with the other nodes.
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8.4 Enabling Fast Downloads for Files and Wikis

NOTE: Although this is an optional step for customers we do this for all our test systems.

a) On the Deployment Manager copy the file: mod_ibm_local_redirect.so from
/opt/IBM/Connections/plugins/ihs/mod_ibm_local_redirect/linux_x64-ap22/
to the IHS system in to the folder: /opt/IBM/HTTPServer/modules/

cp /opt/IBM/Connections/plugins/ihs/mod_ibm_local_redirect/linux_x64-ap22/mod_ibm_local_redirect.so
/opt/IBM/HTTPServer/modules/

b) Edit the httpd.conf (/opt/IBM/HTTPServer/conf) and add/edit the following:
vi /opt/IBM/HTTPServer/conf/httpd.conf

LoadModule ibm_local_redirect_module modules/mod_ibm_local_redirect.so // had to add this
LoadModule env_module modules/mod_env.so // already existed

c) Add the following to the bottom of the httpd.conf file... [node: paths will need to change based on installation]

Alias /downloadfiles /opt/IC_Share/files/upload/

Alias /downloadwikis /opt/IC_Share/wikis/upload/

<Directory /opt/IC_Share/files/upload/>

Order Deny,Allow

Deny from all

Allow from env=REDIRECT_FILES_CONTENT

</Directory>

<Directory /opt/IC_Share/wikis/upload/>

Order Deny,Allow

Deny from all

Allow from env=REDIRECT_WIKIS_CONTENT

</Directory>

<Location /files>

IBMLocalRedirect On

IBMLocalRedirectKeepHeaders X-LConn-Auth,Cache-Control,Content-Type,Content-Disposition,Last-Modified,ETag,Content-
Language,Set-Cookie

SetEnv FILES_CONTENT true

</Location>

<Location /wikis>

IBMLocalRedirect On

IBMLocalRedirectKeepHeadErs X-LConn-Auth,Cache-Control,Content-Type,Content-Disposition,Last-Modified,ETag,Content-
Language,Set-Cookie

SetEnv WIKIS_CONTENT true

</Location>

d) On the Deployment Manager edit the files-config.xml and wikis-config.xml files that can be found in the

folder: /opt/IBM/WebSphere/AppServer/profiles/Dmgr01/config/cells/dslvm171Cell01/LotusConnections-config/ and
make the following changes:

files-config: search for "<download>" and set the values of the properties to those shown in blue
<download>
<modIBMLocalRedirect enabled="true"
hrefPathPrefix="/downloadfiles" />
<stats>
<logging enabled="true" />
</stats>
</download>

wikis-config.xml: search for "<download>" and set the values of the properties to those shown in blue
<download>
<modIBMLocalRedirect enabled="true"
hrefPathPrefix="/downloadwikis" />
<stats>
<logging enabled="false" />
</stats>
</download>

____e) Synchronize and Restart IBM Connections as follows:
Do a Full Synchronize on all Nodes
Stop all Connection's clusters
Stop and reStart the Deployment manager
Stop and Restart the HTTP server
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Start all Connections Clusters
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8.5 Configure Notifications

Machine Hostname Applications Version# (o]
dm&ihs.spnego.company.com WAS Deployment Manager WAS v8.0.0.5 RedHat 6 (64t
IHS v8.0.0.5
IBM HTTP Server (IHS)
domino.company.com Domino Mail-in server Domino 8.5.3 Win2008 R2 E
You can configure Notifications by following these steps:
1. In the Domino Mailin server, create a special ReplyTo user
2.  (In Domino) Configure the ReplyTo user for Notifications
3.  (In Domino) Configuring Domino for email notification replies
4.  (In Connections DM) Configuring WAS DM for email notification replies
5. (In Connections) Configure news-config.xml for notification replies
6.  (in Connections) Sync and restart Connections
1. Create a special ReplyTo user and configure
Open the Domino Admin client, and connect to Domino mail server
Select People & Group view, click People tab on the right panel.
Click Register, input the certifier's password for the Domino server.
Check the Advanced box and createn a ReplyTo user as follows:
Register Person -- ReplyTo H B8
,35 Basics Frovide name, password and other basic information for the new person. To view/edit additional
= registration settings. check the ‘Advanced' checkbox below,
£ Mail
[ Reghtaon Seve__| g
> Address
First name: Middle name: Last name: Short name:
E‘ I | | |HepI_I,ITo RepluTo
# Groups Pazsword: Mail spstem: Explicit palicy:
a Roaming IDa$SWde ILotus Motes jl[None.ﬁ.vaiIabIe] j
@ DOther Mo organization policy aszigned ta this
[~ Enable raaming for this person i
[¥ Create a Motes |D far this person
¥ Advanced | Migrate Pecple... | | Irnpart Text File...
Registration Queue [local):
A|UserName I | f\|F€egistrati0n Statug ~ |Date I
2 HeplTo Beadyfor reqistration Q7 2ol
| | |
| Register All | | Register I | Delete | | Opticns... I | Yiews... I | Done I
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The Internet Domain value could be set to the real domain you use:

Register Person -- ReplyTo H B8
.%I B I ail Internet &ddress [nformation |
£ Mail Internet address Internet Domain
@ Add IF!epIyTn@us.ibm. com Iu&.ibm.com

[ ress
e Addresz name format Separator

nfo

- IFilstName Lasthame j INone j
it Groups

@ Hoani Supply internet address format settings for the selected people or person. The Internet address iz
J created uzing the person's name, the internet domain and internet address format compaonents, [t

M Other mList be unique it the address book.

v advanced | Migrate People... I | Import Text File...

Regiztration Queue (local):

A|User[‘~lar‘m5 s | A|Hegis'chatior'| Ctatug ~ [ate
S RephTo Beady for reqiztration O7nyra0iz
« | i
| Register &l I | Begister | | Delete I | Options... I | Views. . I | Done I

Click Register to complete the registration.
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2. Now, configure the ReplyTo user For Notifications

Go back to People & Groups tab, expand People byOrganization.
Edit the account of the user used to direct reply mail (the ReplyTo user)

(L) Doming Directories
« (1) ibm's Directony

Eile

=
e

SECEE

© Copyright IBM Corp. 2013

A Pecple
& by Organization
A2 Groups
€8 Mabin Databases and R
[a] Palicies
v [[&] Dymamic Policies
(4] by Pesson/Groug
& by Category
:| Sellings
2] Certficates
@ &t Language Info
& Dang Access Groups

Click Open Mail File for the ReplyTo user.

Add Persan Edithrson @Dolm Person @DomoParsonaIAddme Book

Organization | Narme ~

#ibm

Aarnie_000_000
Aarmir_001_000
Aarmie_002_000
Aamir_003_000
Aarmir_004_D00
Aarmir_005_000
Aarmir_006_000
Aamir_007_000
Aarmir_008_000
Aarnie_009_000
Abalo_000_001

admin

ReplyTa

Select the View > Agents menu item.
Edit | Wiew Create Actions Help

Refresh

A

e

F9

-2

Search This Wiew
Show

Prewviews Pane
Expand/Collapse

=

B

o)

g

Customize This Yiew. ..

= BHAE |

Go To..,
Starts With. ..

p pPluTo - Inbox 2

Mew Message =] Reply » &L/ Replyto Al +

S|~ ho -~

|Subject ~

Dresign

Image Resources,

Texk Size

v Advanced Menus

i Trash

= E Yiews

Faolders
E;, Archive
.é Tools

ﬁ Chat Histary

tail Threads
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Click New Agent.

[ AT LA T A RS L L] L UL S L LS IS 0 ] L U U

®

set the Name field to "replyto"

_] Q Mew Agent v Enable | ) Disable _{5? Sign

Alias & Last Modified &
09/14/2011 05:43.17
Lotus iMot_eshEdit Offine [ Lotus MoteshEdit C 0941442011 05:43:23
Laotug iMof_ezhOpen Mail F - Lotus iMotestOpen 0941442011 05:43:28
Latug iMot_ez\Synchronize iwa_Synclournal 09414720011 05:42:31
LotuslnboxCleanup 09/14/2011 084317
OutOfdfice OutOfdffice 0341442011 05:4319
|Ipdate T azks lpdate Tasks 09414420011 034321

[&dd Recipients to new G Add Recipientsito v 0941442011 05:43:13
[Add Recipients to new Gre MewGroup 09/14/2011 0B:4313
[AddSenderT oAddressB oo 09/14/2011 ORcd3:22

Last Modifie
Lotuz Maotes T

Lotuz Motes Te

Latus Notes Tt
Lotz Mates Tt
Latus Motes Tt
Latus Notes T
Lotus Notes Tt
Lotz Mates T
Latus Motes Tt
Latus Motes T

Agent v R | Uniitied (Agent) : (Options)

¥ =0

Name

Comment

[ptions

Run |E et

LotusSeript

[

[leplytn[

=

Optian Public

#) Shared Private
| Store seaich in search bar menu
| Stare highlights in document

| Runin background client thead

FRunkime

Tgger  # Onevent On schedus

Acfion menu sekection |
Edit zettings...
Taget Al selected documents -

Ceaches may be st via Docurnent Selechon

Add the following Lotusscript code to the agent:

Sub Initialize

Dim session As New NotesSession
Dim db As NotesDatabase

Dim view As NotesView

Dim doc As NotesDocument

Set db = session.CurrentDatabase
Set view = db.getView("$Sent")

Set doc = view.GetFirstDocument()
While Not(doc Is Nothing)
Call doc.PutInFolder("$inbox™")
Set doc = view.GetNextDocument(doc)

Wend

End Sub
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Objects I Feference replyto (Agent] : Initialize

1 replit [Agenl] Fun II.|-: j |Lur.u59crlp| j
& Documert Sekelion
4 [0phans) Sub Inttalize
{ |Declarations)
¢ Inkialie Ditn session s Mew NotesSession
 Temnals

Dirndb Az NoterDatabaze
Dirrview Az NotesView
Dir doc Az NotesDocument

Setdb = session CurrentDatabase
Setwiew = db gefiew("FSent”

Setdoc = view. GetFirsDocurment])
‘while Nofidoc 1z Mathing)

Call doc. PutinFolder*Simbox")

Getdac = view GetNedDocumentidac)
wend

End Sut]

Save your changes.
1BM Domino Administrator

Do you want ko save vour changes?

i} | Cancel |

Open the agent again to set the following properties:
in the Options section select Shared.
in the Runtime section select On schedule, and then select More than once a day.
in the Target field select All new & modified documents.
select Schedule... and set a schedule to run every 5 minutes, all day.

Mame| replyto |

Caomment |

#) Shared ) Private

| Store gearch in zearch bar menu
Options
P _ | Store highlights in document

_| Bunin background client thread

Trigger ) Onevent (# ]

More than once a day -|

Runtime Schedule...

Target Al new & modified documnents | |

Searches may be zet via Docurent Selection
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3. Configuring Domino for email notification replies

Open Domino Admin client and click on configuration tab.

Expand Messaging in the navigator panel, and then click Configuration.
| 184 Do - | ReplyTo - Inbo x|

Peopls & Grouns | Fies | Sever._ | Messaging . | Replication | Configuraton |

i Sierver odRgialib m
ﬁ Release 8.5.2 on'wWindows/2003 5.2 Intel Pentium
v D Server Add Canfiguration Ed\t Canfiguration De\ate Confi

] Current Server Document

T Al Server Documents Server Mame ‘F‘arametel’s
= Eonhgun.atlams ibm
T Connections

T Programs

5 Extemnal Domain Metwork Inf
v B4 Messaging

5] Messaging Settings

T Domains

5 Cornections

T Configurations

[T Intemet Sites

T File | dertifiratinns

Select the messaging server record and click Edit Configuration.
Click the Router/SMTP tab, then the Restrictions and Controls tab, and then the Rules tab...then click New Rule...
SE AT R & " —_ -
Basics | Sscurit | Clisnt Upgrade | Routed3hTP | MIME | NOTESINI Satings | Letuz ilotes | IMAF | StP | Actiite Lagging | Disgnosties | Administetion |

Bax ::] Resirichans and Contrals.. | Mezzage Disclaimars | Mezzage Tracking | Mz=zzage Recall | Advenced. |

Restictions | EMTP Inbound Corfrols | SWTP Duthound Controls | Dialrezry Controls | TlonsfrCon:nIsI Rules

I (E)MewRule.. ()EdtRule.. FR)Delets Rule (F)iaveUp (EMoe Down (F)Enable Rule (F)Dissble Rule

create a rule that moves emails that have the string "lcreplyto_ " in the To field to the mailbox as follows
This rule is: & 'On' C Of

Specify Conditions

Create: ¥ Condition  Exception
IAND Blsender 3 |contains 3 |

When mail messages amive that mest these condiions:
when: ) Ad
To contains loreplo_

Remaove

Ik

Rermove All

Spacify Actions

[journalthis meszage Z|

Perform the following actions:
mave to Databaze mailrephto nst Add Action

Remove

A

Remove All

Ok

Cancel

. Save and Close.
. Stop and Restart the Domino server
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4. In Connections DM, configuring Notifications

4.1 Create and configure the mail session: "Icnotifications"

login to the WAS Console: https://dm&ihs.spnego.company.com:9043/ibm/console

select Resources > Mail > Mail Sessions
Mail Sessions

Mail Sessions

Uss thiz page to create mail sessions, which are collactions of propertias that dafine howi your application sends mail and accesses the mail store, To craate 2
useful mail session, an outgoing orincaming servar and protacol must be provided. Configure mail sessions only after you configure the neceszary protocol

providers,

|5 Scope: Cell=dubxpcvm@03Cell01
[ Show scope szlection drop-down list vith the all scopes option

Scope spacifies the level at which the resource definition is visible. For detailed information on what scope is and
howit varks, g2z the scope settings help,

‘ Cell=dubxpovm&03Cellod ﬂ

Prafarences

o

S

Seled:‘ Name & INDI name 2 Scope o Provider £

‘Descriph'nn 4| Category &

None

Total 0

Select Scope = Cell=XXXXCell01, then select New...

Mail Sessions

Mail Sessions

Use this page to create mail sessions, which are collections of properties that define how your application sends mail and accesses the mail stors, To reate 2
usaful mail session, an outgoing or incoming server and protocal must be provided. Canfigure mail sessians anly after you configure the necessary protocol

praviders,

[ Scope: Cell=dubxpcvm603Celiod
¥ Shaw scope selection drop-down list vith the all scopes option

Scope specifies the lavel at vhich the resource definition is visible, For detailed infarmation on vhat scope is and
hovi it varks, see the scope settings help,

‘ Cell=dubxpovmé&03Cell0l j|

Preferences

BEE

Seled‘ Name 3 |JNDI name 3 Seape o Provider o) ‘Descripﬁnn $ | Category &
None
Total 0
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https://dslvm171.mul.ie.ibm.com:9043/ibm/console/navigatorCmd.do?forwardName=MailSession.content.main&WSC=true

Enter the following information... then OK, then Save

5 Messages

on sither Apply or OK.

[ Additional Properties for this object will not be available to edit until its general properties are applied by dicking

Mail Sessions > New...

Use this page to create mail sessions, which are collections of properties that define how your application sends mail and accesses the mail store. To create a
useful mail session, an outgoing or incoming server and protocol must be provided. Configure mail sessions anly after you configure the nacessary protocol

providers.

Configuration

Scope
Additional Properties

General Properties The additional properties vill not be available until the general
properties for this item are applied or saved.

cells:dubxpevmsn3cellot

Provider

Built-in Mail Provider x|
Creaate New Provider|

* Name

Icnotification

mame
mail/natification| ]

Description

Category

™ Enable debug mode
¥l Enable strict Internat address parsing

Dutgoing Mail Properties

Server |

[domino.company.com |

* Protocsl

smip

User

Password

verify Password

Return e-mail address

Incoming Mail Properties

Server

[ Apply |[ OK |[ Reset || Cancel |
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select Mail Sessions > Icnotification > Custom properties

create/verify the following settings:

Mail Sessions

Mail Sessions = Icnotification = Custom properties

¥ E

Use this page to specify custorn properties that your enterprise information system (EIS) requires for the
resource providers and resource factories that you corfigure, For example, most database vendors require
additional custorn properties for data sources that access the database,

Preferences

Select‘ Hame O

Value 2 Description O Required 2
rou can adrinister the following resources:
[T mail.stp.connediontirmeout| 12000 false
[T | mail.srotp tirmeout 12000 falze
[ mail.smtp.port 25 false
[T | mail.srotp. suth falsa falze

Total 4
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https://dslvm171.mul.ie.ibm.com:9043/ibm/console/mailSessionCollection.do?EditAction=true&refId=MailSession_1346254899894&contextId=cells%3Adslvm171Cell01&resourceUri=resources.xml&perspective=tab.configuration
https://dslvm171.mul.ie.ibm.com:9043/ibm/console/navigatorCmd.do?forwardName=MailSession.content.main&WSC=true

4.2 Create and configuring the Mail Session: "Icreplyto”

select Resources > Mail > Mail Sessions
Mail Sessions
Uss thiz page to create mail sessions, which are collactions of propertias that dafine howi your application sends mail and accesses the mail store, To craate 2
useful mail session, an outgoing orincaming servar and protacol must be provided. Configure mail sessions only after you configure the neceszary protocol

providers,

[l Scope: Call=dubxpcvm603Celiol
[ Shaw scope szlaction drop-down list vith the all scopes aption

Scope spacifies the level at vhich the resource definition is visible. For detailed information on what scope is and
howit vrks, g2z the scope settings helo,

‘ Cell=dubxpcvm&03Cell01 ﬂ

Prafarzncas

Select Name % INDI name % Scope & Provider £ Description % | Category &
Hone
Total 0
Select Scope = Cell=XXXXCell01, then select New...
Mail Sessions ]

Mail Sessions
Use thiz page to craztz mail sezsions, which are collactions of propertias that dafine howi your application sends mail and accasses the mail stors. To create a
useful mail session, an outgaing orincaming sarver and protocol must be provided. Configure mail sassionz anly after you configure the necessary protocal

praviders.

[= Scope: Cell=dubxpcvm603CellDl
W Shaw scope selection drop-daovn list vith the all scopes aption

Scope specifies the lavel at vhich the resource definition is visible. For detailed information an vhat scope is and

how it verks, gea the scopa settings help.

‘Cel\=duhxpcvm603€e\|01 j

Preferences

Select‘ Nama § ‘JNDI name |Soupe o ‘Fmvider s ‘Descripﬁnn s |Categnry s
Yau can administer the falloving resourcas:

[7 | lenatification mail/natification Cell=dubxpcvm&03CellDl Built-in Mail Provider ‘ ‘

Total 1
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https://dslvm171.mul.ie.ibm.com:9043/ibm/console/navigatorCmd.do?forwardName=MailSession.content.main&WSC=true

Enter the following information... then OK, then Save

Mail Sessions

E Messages

[} additional Properties for this object will not be available to edit until its genaeral properties are applied by dlicking
on eithar Apply or OK.

Mail Sessions > New...
Use this page to create mail sessions, which are collections of properties that define how your application sends mail and accesses the mail store, To create 2

useful mail session, an autgeing or incoming servar and protocol must be providad. Configure mail sessiens only after you configure the necessary protocal
providars.

Configuration

General Properties

The additional properties vill not be available until the general
properties for this item are applied or saved.

Scope

Additional Properties

[cells:dubxpevmepacelior

Provider

Built-in Mail Provider |7
Create New Provider|

# Name
Jlerepiyta | |

# JNDI name
[mailireplyto | |

Description

Categary

" Ensble debug mode

¥ Enable strict Internet address parsing

Qutgoing Mail Properties

Sarvar

Incoming Mail Properties

Sarvar

domino.compnay.com

w=r
[ReplyTa | |

3ssvo

rvmm
[sosneeee | |

L]
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the end result is:
Mail Sessions
Use this page to create mail sessions, vhich are collections of properties that define how your application sends mail and accesses the mail store. To create =
useful mail session, an outgoing or incoming server and protocal must be provided. Configure mail sessions only after you configure the necessary protocal

providers,

[ Scope: Cell=dubxpcym603Cellol
0w S5COpe selection drop-dowm [IST wa e all scopes opuon
(T2 lection drop-dovm list vith the all ti

Seope specifies the level at vhich the resource definition is visible. For datailad infarmation on what scope iz and
hawit warks, zae the scope settings help.

| Cell=dubxpevm£02Cell0t j|

[ Preferances

Select| Name & INDI name O Scope 4 Provider & Description & | Category &
You can administer the follawing resources:

" | lenotification mail/notification Cell=dubxpcvms03Cellot -in Mail Provider

[C | lereplyto mailfreplyto Cell=dubxpcvm803Cellol -in Mail Provider
Total 2
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5. Configure news-config.xml for email notifications

Using wpadmin checkout the file news-config.xml; open the file and search for the section "mailin" and make the following
changes in blue:

<mailin enabled="true">
<replyto enabled="true">

<!-- A special ReplyTo address is added to notifications where
the user can reply to the notification to respond/comment.
The domain may be a dedicated domain for connections bound
mails. Or it could be existing domain, in which case a prefix
of suffix should be provided also. -->
<replytoAddressFormat>
<domain>company.com</domain>
<!-- A prefix OR suffix (not both) may also be provided.
This is necessary if an existing domain (with other
email addresses) is being used.
There is a 28 character limit for the affix. -->
<l--
<affix type="suffix">_Icreplyto</affix>
<affix type="prefix">Icreplyto_</affix>
-->
<affix type="prefix">lcreplyto_</affix> // add this
</replytoAddressFormat>
</replyto>
</mailin>

Save the file and check it back-in

6. Sync and Restart Connections

a) from the WAS console
Sync all Nodes
Stop all Connections Clusters

b) Stop and Restart the Deployment Manager

c) from the WAS console Start all Connections Clusters
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