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Deployment Scenarios

1. Pre-installation

Install base software and apply fixpacks/ifixes

Install WebSphere Application Server

Install WebSphere Application Server 7.0 as DM and Nodes, follow the normal steps for
WebSphere Application Server installation.

Install Fixpack for WebSphere Application Server

To install WebSphere Update installer follow the normal way. Also, use update installer to apply
WebSphere Application Server 70021 fix pack.(see snapshot of installation in section "Install
Fixpack for IHS").

Then, apply Connections 4.0 needed fixes to both DM and Node WebSphere Application Server:
WebSphere Application Server required fixes for 7.0.0.21:

1. PM53930

PM56596

PM60895

PM51981

PM65486

Information
-8 \

Visit this link for further information:
http://publib. boul der.ibm condi nfocenter/prodgui d/ vlr0/clarity-reports/report/htm
/ pr er eqsFor Product ?del i ver abl el d=1284667107599

A\ J

o &~ PN
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http://www-304.ibm.com/support/docview.wss?uid=swg21577532&myns=swgws&mynp=OCSSCKBL&mynp=OCSS7K4U&mynp=OCSSEQTP&mync=E

http://www-304.ibm.com/support/docview.wss?uid=swg24032675 

http://www-01.ibm.com/support/docview.wss?uid=swg24032589&myns=swgws&mynp=OCSSEQTP&mync=R

http://www-933.ibm.com/support/fixcentral/swg/selectFix?product=ibm%2FWebSphere%2FWebSphere+Application+Server&fixids=7.0.0.21-WS-WAS-IFPM51981&source=dbluesearch&function=fixId&parent=Tivoli%20Service%20Management

http://www-01.ibm.com/support/docview.wss?uid=swg24033330
http://publib.boulder.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/prereqsForProduct?deliverableId=1284667107599

Deployment Scenarios

__ 1. Open the IBM Update Installer for WebSphere Software wizard and click Next.

Welcome to the IBM Update Installer for WebSphere Software wizard.

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are
supported:

# [BM WebSphere Application Server Yersion 6.0.2.2 1 or abowve

# |[EM WebSphere Application Server Metwork Deplovment Wersion
50221 or abowve

# [BEM WebSphere Application Server — Express Wersion 6.0.2.21
or abowve

# |BM Application Client for WebSphere Application Server Version
6.0.2.21 or abowve

# Web server plug-ins for WebSphere Application Server Version &

or above

# |[EM WebSphere Application Server 6.1 Feature Pack for Welb
Services wersion & or above

# |[EM WebSphere Application Server 6.1 Feature Pack for EIE 3.0
wversion & or above

# |BEM WebSphere Extended Deplowment Yersion 5.1 or above

# |[EM HTTF Server Version & or abowe
# |[RM WehSnhare Procacs Servar Warcinn A 0 nr abnwe

InstallZhizld

l ! LCancel |

Figure 1. IBM Update Installer for WebSphere Software wizard: Welcome screen
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___2. Enter the installation location for the product you want to install and click Next.

Product Selection

Enterthe installation location of the product that you want to update.

ebSphere software “ou can select a different directany fram the drop-down list, specify a different directony, or
Ll

click Browse to select a directorny.

Directary path:
foptIEMANebSphere/AppServer

K3

InstallShizld

Figure 2. IBM Update Installer for WebSphere Software wizard: Installation location screen
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__ 3. Onthe Maintenance Operation Selection screen, select the option "Install maintenance
package" and click Next.

_1BM Update Installe

Maintenance Operation Selection

@ |nstall maintenance package.

Uninstall maintenance package.

InztallZhizld

< Back ” ﬂemn] | Lancel

Figure 3. IBM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen

© Copyright IBM Corp. 2013 IBM Connections 4: PDS migration (side by side) 5



Deployment Scenarios

___ 4. Select the package directory and click Next.

_1BM Update I

Maintenance Package Directory Selection |

Enter directarny to list maintenance packages available for installation. You can specify a
directary or click Browse to select a path to maintenance package. |

Directary path:
Jopt/IEM /Web5Sphere/Updatelnstaller/maintenance l

Browse...

The latest maintenance packages are available online. Qkhtain maintenance
packages for WebSphere Application Server and all Websphere Application
Server Feature Packs either by wisiting the Eecommended fixes for
WebSphere Application Server webpage for a complete list or by using the
WebSphere Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Senver library or WebSphere Application Server information center
webpages.

InstallShizld

] | Cancel

Figure 4. 1BM Update Installer for WebSphere Software wizard: Maintenance Package Directory Selection screen
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__ 5. Select the packages to install and click Next.

IBM Update Installer for WebSphere Software 7.0.0.11 - 0 X
Available Maintenance Package to Install =
Select maintenance packages to install:

ISeIect Recommended Updates| |Dese|ect All Updates
7.0.0.1-ws-was-ifomE0835. pak
7.0.019-WE-WAS-IFPMSZ3930. pak
7.0.0.21-WE-WAS-IFPMZ1981 . pak
7.0.0.21-WS-WAS-IFPMES486. pak
7.0.0.21-Ws-WAS-IFPMSE586. pak
0 . S
r
LEoch noclkana caloctinn mainkt roctrict roeaainino nacleoonoe ownilablo for =
Install=hield
= Back |[ Mext = J | Cancel

Figure 5. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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The installation wizard checks for prerequisites.

IBM Lipdate Installer for:WebSphera Software 7.0.0.0

Ferfarming prarequisite checking ...

InstallShizld

Figure 6. IBM Update Installer for WebSphere Software wizard: Prerequisite checking
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___6. \Verify the installation summary and click Next.

Installation Summary 3

| Review the surnmary for conectness. Click Back to change values an previous panels. Click
Mext to perform the installation.

| Werify my permissions to perform the installation.

The following maintenance packages will be installed:

# 7.0.0.21-WS-WAS-IFPM56596 - MESSACES BUILD UP QN
FUBLICATION POINT ARD DO MOT FLOW TO SUBSCRIBER
MESSACIMNG EMGIMNE

# 7.0.0.1-WS-WAS-IFPMG0895 - Messages not being processed
in arder would lead to piling up in case of consumer being non
local to destination (Repackaged PM5 132 10%

# 7.0.0.21-WS-WAS-IFPM65486 - ADD OAUTHZ0 SUPPORT TO
WEBSPHERE APPLICATION SERVER

# 7.0.0.19-W5-WAS-IFPM53930 - Hash Tahle implementation
wvulnerability

| to the following location:

-]

InstallZhizld

| = EBack ” Hew = l | Cancel |

Figure 7. IBM Update Installer for WebSphere Software wizard: Installation summary screen
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The installation starts.

IBM Update Installer for WebSphere Software 7.0.0.0

Installing component sib.output.base

InstallShizld

Figure 8. IBM Update Installer for WebSphere Software wizard: Installation in progress
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___7. Theinstallation completes. Click Finish.

| WebSphere, EtlElE
R
' e

Install=higld

IBM Update Installer for WebSphere Software 7.0.0.11 - O X

Installation Complete

Success:The following maintenance packages were installed:

# 7.0.0.21-WS-WAS-IFPM56596
# 7.0.0.21-WS-WAS-IFPM51981
# 7.0.0.1-W5-WAS-1FPM60895

# 7.0.0.21-W5-WAS-IFPM65186
# 7.0.0.19-W5-WAS-IFPM53930

to the following location:
& fopt/IBEM/WebSphere/AppServer

| Clicke Relaunch to add or remove additional maintenance packages, or click
Finish to exit the wizard.

Belaunch|[ Finish

Figure 9. IBM Update Installer for WebSphere Software wizard: Installation completion screen
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Install IHS

__ 1. Under WebSphere Application Server Network Deployment > IBM HTTP Server Installation,
click Launch the installation wizard for IBM HTTP Server.

filai - WebSphere Application Server Network Deployment < Mozilla Firatox

; WebSphere, software

Language selection: Eng'||i;|;

r

ER

Welcome
WebSphere Application Server Installation

IBM HTTP Server Installation IBM HTTP Server Installation

Web Server plug-ins Installation

IBM HTTP Serveris a Web server that is based on the Apache Web server
developed by the Apache Software Foundation. IEM HTTP Server 7.0 adds

WebSphere DMZ Secure Proxy Server :
several functional enhancements to the Apache base.

Installation
IEM Update Installer for WebSphere K" Launch the inptallation wizard for IBM HTTP Server.
Software Installation Install IBM HT# Server using the installation wizard.

IBM WebSphere Installation Factony
“* Wiew the installation guide for IBM HTTP Server.

IEM Edge Components Step-by-step instructions for installing IBM HTTP Server.

IBM Tivali Composit_e h.pplication Manager = iew the readme file for IBEM HTTP Server

for WebSphere Application Server Provides links to the |latest information about IBM HTTP Server.
Exit

Figure 10. WebSphere Application Server Network Deployment
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___ 2. Theinstallation wizard for IBM HTTP Server 7.0 opens. Click Next.

IBM HTTE Se

Welcome to IBM HTTP Server 7.0

This wizard installs [EM HTTF Server 7.0 on your computer,
See the |BM HTTP Server 7.0 Installation Guicle to learn more about this
installatian.

Click Mext to continue.

Installzhield

[
L
=
T
e
=

Cancel

Figure 11. IBM HTTP Server 7.0 installation wizard: Welcome screen

© Copyright IBM Corp. 2013 IBM Connections 4: PDS migration (side by side) 13



Deployment Scenarios

___ 3. Accept both the IBM and the non-IBM terms and click Next.

Software License Agreement

Flease read the following license agreement carefully.
International Program License Agreement

L] »

Fart 1 - General Terms

BY DOWMNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
FROGEAM YOU AGREE TO THE TEREMS OF THIS ACEREEMENT. IF YOU ARE
ACCEPTING THESE TEEMS OM BEHALF OF AMOTHER PEESON OF A COMPANY
OF OTHER LECAL EMTITY, YOU EEFREESENT AND WARRANT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO
THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM; AND|+ |

Fead non-1BEM terms

@ | accept both the IBM and the non-1EM terms

) | do not accept the terms in the license agreement

Frint

Installzhield

< Baclk | ﬂex}.\} | Cancel
3

Figure 12. IBM HTTP Server 7.0 installation wizard: Software License Agreement screen

14  IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

___ 4. The prerequisites are checked. Click Next if passed.

IBM HTTP Se

System Prerequisites Check

Passed: Your operating system completed the prerequisites checl
successtully.

Your operating system meets or exceeds the requirements for this product.
See the WebSphere Application Server detailed system reguirements Wehb
pages for more information about supported operating systems. Co to the
product support Web pages to obtain the latest maintenance packages to
apply after installation.

Click Next to continue the installation.

Installzhield

< Back | L Next > | Cancel

Figure 13. IBM HTTP Server 7.0 installation wizard: System Prerequisites Check screen
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___ 5. Select the product installation location and click Next.

|BM HTTF Server 7.0

Enter the installation location
Product installation location:
\Jopt/IEM /HTTPServer
Browse. ..
Installzhield
<Back | | Next> | || gancel
b K

Figure 14. IBM HTTP Server 7.0 installation wizard: Installation location screen
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___ 6. Assign the values for the HTTP Port and the HTTP Administration Port and click Next.

1BM HTTP Se

Port Values Assignment

IEM HTTP Server communicates using the port numbers listed below. If these
parts are alreachy in use by IBM HTTFP Sernver or another application, then
change the port numbers from their default values.

HTTP Fort: 20 |

HTTP Administration Port: |BDDB |

Installzhield

<Back | [ Next> | | Cancel
B3

Figure 15. IBM HTTP Server 7.0 installation wizard: Port Values Assignment screen
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__ 7. Create a user/password to authenticate to the IBM HTTP Server administration and click
Next.

IBM HTTF Se

HTTP Administration Server Authentication

Create a user ID and password to authenticate to the [EM HTTF Server
administration server using the WebSphere Application Server administrative
console. The newly-created user ID and password is encrypted and stored
in the conf/admin. passwd file. You can create additional user IDs after the
installation by using the htpasswd utility.

Create a user D for IEM HTTFP Server administration sernver authenticati. ..
User ID:
ihsadmin |
Password:

Confirm Fassword:
|llllllll| |

Installzhield

< Back Mext = Cancel
I

Figure 16. IBM HTTP Server 7.0 installation wizard: HTTP Administration server Authentication screen
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__ 8. SetupIBM HTTP Server administration server and click Next.

IBM HTTE Server 7.0 — [@] &5

ICe&

Setup HTTP Server Administration Server

Ferfarm steps to administer IEM HTTF Server using the [EM HTTF Server
administration server on Linux and UM operating systems. When selected,
the installation grants a user ID write access to the necessary IBM HTTF
Server and plug=in configuration files. Optionally, vou can complete this step
after installation by running the setupadm script.

Setup IBM HTTFP Server acministration server to administer IBM HTTP
Senver.

'Crgate a unigque user ID and group for IEM HTTP Server administration
files.

User ID:

|ihsadmin

The user |ID for the administration server cannot
be a root user.

Croup:
ihsadmin

Installshield

Cancel

< Back |

I=
[ie]
A
W

Figure 17. IBM HTTP Server 7.0 installation wizard: Setup HTTP Server Administration server screen
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__ 9. Install the IBM HTTP Server plug-in and click Next.

fur] IBM| HTTE Servar 7.0 —0Ox

IEM HTTP Server Flug-in for IEM WebSphere Application Server

Silently install the plug-in wusing the remote installation scenario. The host
name and weh server definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application
Server. If there are multiple Application Servers, then select one of the
servers and specify the machine's host name.

Install the IEM HTTF Server Plug-in for IEM Websphere Application Sernver
Web server definition:
'webserverl |

Host name or IP address for the Application Server:
|<H|:ust name or I[P address for the Application Server: |

Installshield

< Back | eyt > ... | Cancel
]

Figure 18. IBM HTTP Server 7.0 installation wizard: IBM HTTP Server Plug-in for IBM WebSphere Application Server screen
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The installation begins.

| WebSphere. software

IBM HTTF Server 7.0

Creating the uninstaller...

-

(=T
-]

Installshield

< Back

Cancel

Figure 19. IBM HTTP Server 7.0 installation wizard: Installation in progress screen

© Copyright IBM Corp. 2013
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___10. When the product is successfully installed click Finish.

IBM/HTTP Server 7.0

Success: The following product was successfully installed:

# IEM HTTP Server - fopt/IEM/HTTPServer

[BM HTTF Server Plug-in for IEM Websphere Application Server was
successfully installed to;

Jopt/IBM fHTTPServer/Flugins

For information on configuring and using the IBM HTTP Server, refer to the
an-line |EM HTTF Server Information Center.

Click Finish to exit.

Installshisld

< Back

;
:;i‘

| [ Finsh | |
13

Figure 20. IBM HTTP Server 7.0 installation wizard: Installation completion screen
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Install Fixpack for IHS

Install Update Installer

___ 1. Runthe command in the following figure to open the Installation Wizard for the Update
Installer.

IdubxpcvaéO:fsnftwarefwas_fprpdateInstaller # ./install

Figure 21. Command to open the Installation Wizard for the Update Installer

__2. Onthe welcome screen of the Installation Wizard for the Update Installer, click Next.

r the Update Installer 7.0.0.23

Installation Wizard for the Update Installer

Welcome to the Installation Wizard for the [EM Update Installer for
Websphere Software. Additional information can be found at the |[nformation
Centers and Suppaort sites for WebSphere and related products home page.

Click Next to continue.

Inztallzhield

Cancel

=e
=
o

e
W

Figure 22. Installation Wizard for the Update Installer: Welcome screen
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___ 3. Accept both the IBM and non-IBM terms and click Next.

Installation Wizard for the Uipdate installer 7.0.0.23

Goftware License Agreement
Flease read the following license agreement carefully.
International Program License Agreement

IWEhSphere, software
i Part 1 - Ceneral Terms

ME

EY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USIMG THE
FROGEAM YOU AGREEE TO THE TEEMS OF THIS ACGEEEMENT. IF YOU ARE
ACCEFTIMNG THESE TEREMS OM BEHALF OF ANOTHER PERESOM OF A COMPANY
OF OTHER LEGAL EMTITY, YOU REFEESEMT AMD WARRAMNT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO
THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

- DO NOT DOWMNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGEAM, =]

Fead non-1EM terms

@ | accept both the IEM and the non-IEM terms

)1 do not accept the terms in the license agreement

Print

Installzhield

< Baclk | Mexq\; | Cancel

Figure 23. Installation Wizard for the Update Installer: Software License Agreement screen
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___ 4. The prerequisites are checked. Click Next if passed.

Installation Wizard for the Update Installer 7.0.0.23

System Prerequisites Check

Passed: Your operating system completed the prerequisites chetle
| WebSphere, EUELG successtully.

S

Your operating system meets or exceeds the requirements for this product.
See the WebSphere Application Server detailed systerm reguirements Wekb
pages for more information about supported operating systems. So to the
product support Web pages to obtain the latest maintenance packages to
apply after installation.

Click Next to continue the installation.

Installshield

< Back | bNext o | | Lancel

Figure 24. Installation Wizard for the Update Installer: System Prerequisites Check screen
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___ 5. Select the directory where the product will be installed and click Next.

Installation Wizard for the Llp&ate Installer’7.0.0.23

Installation Directory
IEM Update Installer for Websphere Software, Version 7.0.0.23 will be
installed to the specified directory.
You can specify a different directory or click Browse to select a directory.
Diractory path:
|,."npt,."IBI'u'IfWeI::uSphere,.l‘Updatelnstaller |
Browse. .
Installzhield
< Back | Next| | ||  Cancel

Figure 25. Installation Wizard for the Update Installer: Installation Directory screen
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___ 6. Review the installation summary and click Next.

Installaticn Wizard for the Llp&ate Installer’7.0.0.23

Installshisld

Installation Summary

Feview the summary for correctness. Click Back to change the values on
previous panels. Click Mext to begin the installatian.

The following product will be installed:

# IEM Update Installer for Web5phere Software
Path: fopt/IBM /Websphere/Updatelnstaller

for a total size;

& 336 ME

< Back [ _Mﬁ:t}_ | Cancel
i3

Figure 26. Installation Wizard for the Update Installer: Installation Summary screen
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The installation begins.

Installation Wizard for the Upﬂate Installer’7.0.0.23

Creating the uninstaller...

28%

Installshiald

=
iT
=
=

E-%r._ 3
Ry

< Back Cancel

Figure 27. Installation Wizard for the Update Installer: Installation in progress screen
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___ 7. When the product is successfully installed click Finish.

Installaticn Wizard for the Llp&ate Installer’7.0.0.23

Installation Complete

Success: The following product was successfully installed:

# IBEM Update Installer for WebSphere Software
Fath: fopt/IBM /WebsSphere/Updatelnstaller

Launch IBM Update Installer for WebSphere Software on exit.

You can also launch the Update Installer by running the update command in
the installation directony.

Click Finish to exit the wizard.

Installshisld

< Back

=
iT
=
e
=
L
L

Figure 28. Installation Wizard for the Update Installer: Installation Complete screen
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You must also install the IBM Update Installer for WebSphere Software. To do so, follow these
steps.

__ 1. On the welcome page of the IBM Update Installer for WebSphere Software wizard, click
Next.

Welcome to the IEM Update Installer for WebSphere Software wizard. be=d
This wizard installs or uninstalls maintenance packages, including interim
1'.".|'el:|5phere software fixes, fix packs, and refresh packs. The following products are supported:
L
PrL # |BM WebSphere Application Server Version £.1.0.0 ar higher
# |[EM Websphere Application Server Metwork Deployment Version |
5.1.0.0 or higher b
# [EM WebSphere Application Server - Express Version 6.1.0.0 or
higher
# |IEM Application Client for WebSphere Application Server Version
5.1.0.0 or higher
# Web Server Plug-ins for WebSphere Application Server Version
5.1.0.0 or higher B
# IEM WebSphere Application Server V6.1 Feature Pack for Web
SBrvices
# [EM WebSphere Application Server V&, 1 Feature Pack for EIE 3.0
@ |BEM Websphere eXireme 5Scale Version 7.0 or higher
# WebSphere Virtual Enterprise &.1 or higher
# |[EM HTTP Server Wersion & or higher
# |BEM WebSphere Process Server Wersion &.0 or higher Lil
& [EM WebSnhere Faternrise Service Bus Versinn & 0O 1 ar hinher >
Installshiald
Bach Hexth:-» Cancel
lr

Figure 29. IBM Update Installer for WebSphere Software wizard: Welcome screen
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___ 2. Enter the installation location of the product that you want to update and click Next.

IBM Update-Installer for WebSphere Software 7.0.0.23

Product Selection
Enter the installation location of the product that wou want to upcdate.
You can select a different directorny from the drop-down list, specify a
different directory, or click Browse to select a directory.
Directory path:
Jopt/IEM /HTTPServer -
Browse. ..
Installzhield
< Bark | DNext> | Cancel
53

Figure 30. IBM Update Installer for WebSphere Software wizard: Product Selection screen
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__ 3. Select the option "Install maintenance package" and click Next.

IBM, Update:Installer for WebSphere Software 7.0.0.23

Maintenance Operation Selection

i) |nstall maintenance package.

i Uninstall maintenance package.

Installshiald

< Back | Mext = Cancel

Figure 31. IBM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen
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___ 4. Select the directory to install the maintenance package and click Next.

IBM Update Installer _fd'f‘_y'_.l;n.'ﬁ'sj_ﬁp'e"'f';n.j" Software 7.0.0.23

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You
l WebSphere, BV can specify a directory or click Browse to select a path to maintenance

i package.
P

Directory path:
|,."suftwarefwas _fp

Browse. .

The latest maintenance packages are available online. Qktain maintenance
packages for WebSphere Application 3erver and all Websphere Application
Server Feature Facks either by wisiting the REecommended fixes for

WebSphere Application Server webpage for a complete list or by using the

WebSphere Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Senver library or WebSphere Application Server information center webpages.

Installshisld

< Back | Nex

Cancel

Figure 32. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory screen
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___5. Select the maintenance packages that you want to install and click Next.

IBM Update-Installer for WebSphere Software 7.0.0.23

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Updatas Clear All 5elections

7.0.0-W5-IH5-Linuxx54-FFPOO0002 1. pak

[]7.0.0-WS-PLC-Linux¥&4-FPO0O0002 1. pak - This product is not applic...
[]7.0.0-Ws-WaS-LinuxX&4-FPOOD002 1. pak - This product is not applic...
[ 7.0.0-Ws-WASSDE-LinuxX64-FPO00002 1. pak - Mismatched architect. ..

Each package selection might restrict remaining packages available for
further selaction.

Multiple selections can be made for different products.

Click Mext to cantinue

Installshiald

< Back - Mext > Cancel

Figure 33. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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___ 6. Review the installation summary and click Next.

IBM Update Installerfor WebSphere Software 7.0.0.0

Installation Summary

Feview the summary for correctness. Click Back to change values on previous

panels. Click Next to wverify that | have sufficient privileges to perfom the
installatian.

Verify my permissions to perform the installation.

The following maintenance package will be installed:

# 7.0.0-WS-IHS-LinuxX64-FF0000021 - |EM HTTP Server
7.0.0.21 FixPack

on the following product:

# IBM HTTP Server - ¥V7.0.0.0
Jfopt/IBM /HTTPSenrver

Click MNext to begin the installation.

Installshield

{.ﬂack; ﬂexth:: Cancel

b

Figure 34. IBM Update Installer for WebSphere Software wizard: Installation Summary screen (1 of 2)

© Copyright IBM Corp. 2013 IBM Connections 4: PDS migration (side by side) 35



Deployment Scenarios

___7. Onthe Installation Summary screen, you are informed that you have enough permissions

for the installation. Click Next.

ﬁ IBM Update Installer for WebSphere Software 7.0.0.0

- O X

Installation Summary

panels. Click Next to perform the installation.

7.0.0.21 FixPaclk
an the following product:

# IBM HTTP Server - V7.0.0.0
Jopt/IBM /HTTPSernver

Click Mext to begin the installation.

Success: You have sufficient permissions to perform the installation.

Feview the summary for carrectness. Click Back to change values on previous

The following maintenance package will be installed:

# 7.0.0-WS-IHS-LinuxX64-FP0000021 - IEM HTTP Server

Installshield

< Back

Mext T"s Cancel

2

Figure 35. IBM Update Installer for WebSphere Software wizard: Installation Summary screen (2 of 2)
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The installation components initialize.

IBM| Update Installer for WebSphere Software 7.0.0.0 — 0O X

Initializing component: prereq.gskitiocal

Installzhield

< Back Cancel

|f
m
=

Figure 36. IBM Update Installer for WebSphere Software wizard: Installation in progress screen
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___8. Theinstallation completes. Click Relaunch to add or remove extra maintenance packages.
— 0 x

IBM Update Installer for WebSphere Software 7.0.0.0

ICe

Installation Complete
Success: The following maintenance package was installed:
# 7.0.0-WS5-IHS-LinuxX64-FP0000021 - [EM HTTF Server 7.0.0.21

FixPack

on the following product:

# IBEM HTTP Server
JoptJIBM /HTTPServer

Click Relaunch to add or remove additional maintenance packages, or click

Finish to exit the wizard.

Einish.

3} | Eelqﬂ.'[_nch |

||==]

Installzhield

Figure 37. IBM Update Installer for WebSphere Software wizard: Installation Complete screen

© Copyright IBM Corp. 2013
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__9. Apply 70021 fix pack. On the Product Selection screen, click Next.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Product Selection
Enter the installation location of the product that wou want to update.
You can select a different directory from the drop-down list, specify a
differant directany, ar click Browse to select a diractony
Directory path:
,."upt,."IBI'u'I,.l'HTTPSer‘uer,."PIugins| -
Browse...
Installzhield
Back Mextﬁ Cancel
b

Figure 38. IBM Update Installer for WebSphere Software wizard: Product Selection screen
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__10. Select Install maintenance package and click Next.

IBM Update Installer for-WebSphere Software 7.0.0.0

Maintenance Operation Selection

) |nstall maintenance package.

> Uninstall maintenance package.

Installzhield

<Back | | Mexp> | Cancel
Back i

Figure 39. IBM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen
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___11. Select the directory to install the maintenance package and click Next.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Maintenance Package Directory Selection

Enter directary to list maintenance packages available for installation. You

can specify a directory or click Browse to select a path 1o maintenance
package.

Directory path:
|;suftwarefwas _fp

Browse, .

The latest maintenance packages are available online. Qbtain maintenance
packages for WebSphere Application Server and all Websphere Application
Server Feature Packs either by wisiting the Eecommended fixes for

Webiphere Application Server webpage for a complete list or by using the

WebSphers Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Senver library or WebSphere Application Server information center webpages.

Installzhield

< Back | Nex, > | Cancel
Lt

Figure 40. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory screen
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___12. Select the maintenance packages that you want to install and click Next.

IBM Update Installer for- WebSphere Software 7.0.0.0

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Updates Deselect All Updates

7.0.0-W5-PLC-LinuxX&4-FFO000021 . pak
7.0.0-W5-WASSDE-LinuxX&4-FPO00002 1. pak
[]7.0.0-WS-IH5-Linux¥64-FFO00002 1. pak - Mot Applicable
[]7.0.0-WS-WAS-Linuxx64-FFO00002 1. pak - Not Applicable

Each package selection might restrict remaining packages available for
further selection.

Multiple selections can be made for different products.

Click Mext to continue

Installzhield

< Back [ | Hexp> | | Cancel
SRE I

Figure 41. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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___13. Review the installation summary and click Next.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Installation Summary

Fewview the summany for correctness, Click Back to change values on previous
panels. Click Mext to perform the installation.

[ ] Werify my permissions to perform the installation.

The following maintenance packages will be installed:

@ 7.0.0-WS-PLG-LinuxX64-FP0000021 - WebSphere Plugin
7.0.0.21 FixPack

@ 7.0.0-Ws5-WASSDE-LinuxX64-FPO000021 - Software Developer
kit 7.0.0.21

to the following lacation:

& fopt/IBM/HTTPServer/Plugins

Click Mext to begin the installation.

Installzhield

< Back Blext, = Cancel

Figure 42. 1BM Update Installer for WebSphere Software wizard: Installation Summary screen
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The installation begins.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Initializing ......

Installzhield

r-= —
< Back Bkt = Cancel

Figure 43. IBM Update Installer for WebSphere Software wizard: Installation in progress screen
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___14. The installation completes. Click Finish.
IBM Update Installer for WebSphere Software 7.0.0.0

Installation Complete
Success:The following maintenance packages were installed
# 7.0.0-W5-PLG-LinuxX64-FP0000021

& 7.0.0-W5-WASSDEK- LinuxX64-FP0000021

to the following location:
# [opt/IEM/HTTPServer/Plugins

Click Relaunch to add or remowve additional maintenance packages, or click

Finish to exit the wizard.

Eelaunch | | ish |
Lgb]

=2

Installshield

Figure 44. 1BM Update Installer for WebSphere Software wizard: Installation Complete screen
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Install Oracle

Open a VNC windows by using Oracle:

Qaclehost:/opt # rm-rf oracle

QO acl ehost:/opt # nkdir oracle

O acl ehost : /opt # chown oracl e: dba oracl e

Qacl ehost:/opt # Is -1

drwkr-xr-x 2 oracle dba 4096 Aug 27 08: 13 oracl e

cracleci N > -l /scftware/databases

cracleCi  scitware/database> dir

total 64

drwxrwxrwx 12 root root 4096 2011-09-19 04:39

drwxrwxrwx 4 root root 4096 2011-09-22 08:37 h

—-ITWXIWHrWX 1 root root 28122 2011-09-22 09:57 readme.html

drwxrwxrwx 2 root root 409 2011-09-22 08:37 F

drwxrwxrwx 2 root root 409 2011-09-22 08:37

—-IWKIWKIWX 1 root root 3226 2011-09-22 08:26 runlInstaller
2

ArWKIWxrwg rooct root 4096 2011-09-22 08:37
drWXIWKIWK 14- rooct root 4095 2011-09-22 08:37
-TWRIWxrwx 1 root root 5466 2011-08-23 06:07 welcome.html

cracleC N scftware/database> ./runInstaller
Starting Oracle Uniwversal Installer...

Figure 45. Starting Oracle Universal Installer

46
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2. The Oracle Database 11g Release 2 Installer opens. Click Next

Oracle Database 11g Release 2 Installer - Installing database - Step 1 of 11

ORACLE 11 g

DATABASE

Configure Security Updates
Provide your email address to be informed of security issues, install the product

Configure Security Updates and initiate configuration manager. View details
Email: |

Diowtiload Software Updates
Eazier for you if you use your My Oracle Support em ail

e

address/username.

g /
|:| lwizh to receive security updates wia My Oracle Support

\

i

\

I

I

4
[
-
[
[
l

| | cancel

5
v

Figure 46. Oracle Database 11g Release 2 Installer: Configure Security Updates

In the message window "Do you wish to remain uninformed of critical security issues in your

__ 3.
configuration?", click Yes.

My Oracle Support Lisarname/Em

Tou have not provided an email address

o Doyouwizh to remain uninfarmed of critical security izsues inyour

configurationy
L [t

Figure 47. My Oracle Support Username/Email Address Not Specified
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___4. Inthe Select Installation Option screen, select Install database software only and click Next.

Oracle Database

Select Installation Option OF
DAT

elect any of the following install options.
we. Dovmiload Software Updates Mate: If you want to upgrade an exizting Oracle Databaze 119 Release 2 instanc

existing databaze" option.
Installation Option

; : : () Create and configure a database
Crid Installation Options = £

33—

@-.’E,] Inztall database software only

S,
-

-,

[ — — — — —

-

.C] Upgrade an existing database

Help < Back || ﬂext:i:

Figure 48. Oracle Database 11g Release 2 Installer: Select Installation Option screen
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__ 5. Inthe Grid Installation Options screen, select Single instance database installation and click
Next.

Grid Installation Options

ORACLE’
DATABASE

.|- [
/I\

/T\ Installation Qption
e Grid Installation Options

’T\ Install Type

/'|'\

11g

Select the type of database installation you want to perform.
(%) Single instance database installation
O Oracle Real Application Clusters database installation

() Oracle RAC One Mode database installation

= Back " _ﬂe:&t>
L

Cancel

Figure 49. Oracle Database 11g Release 2 Installer: Grid Installation Options screen

© Copyright IBM Corp. 2013
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___6. Select the languages in which the product runs and click Next.

[ - — —_— = =

= Oracle Database 11g Release 2 113

Select Product Languages

T
/]\

AT

Ty

w Grid Installation Options

Froduct Languages

Database Edition

Awailable Languages:

Select the languages in which your product will run.

ORACLE’ 11 g

DATABASE

Selected Languages:

Arabic

Bengali

Brazilian Portuguese
Bulgarian
Canadian French
Catalan

Croatian

Czech

[Danish

Crutch

Eqyptian

Englizh (United kingdam?
Estonian

Finnizh

French

Cerman

Creek

Hebrew
Hungarian
lcelandic
Indonesian

s

l

8]~/

English

< Back " Mext = | ristall

: | Cancel :

Figure 50. Oracle Database 11g Release 2 Installer: Select Product Languages screen

50 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

___ 7. Select Enterprise Edition (4.5GB) as the database edition where you want to install and click
Next.

Select Database Edition

AT

T

ST

Product Languages

= Database Edition

gr; Installation Location

Help |

ORACLE’ 11 4

DATABASE
Which database edition do you want ta install?

(%) Enterprise Edition (4.5GE)

Oracle Database 119 Enterprize Edition is a self-managing database that has the scalability,
perfarmance, high availability, and security features required to run the most demanding,
mizsian-critical applications.

() Standard Edition {4.42GE

Oracle Database 119 Standard Edition is a full-featured data management solution ideally suited to
the needs of medium-sized businesses. [t includes Oracle Real Application Clusters far
ehterprise-class availability and comes complete with its own Oracle Clusternare and storage
mahnagement capahilities.

() Standard Edition ©ne (4. 42GE)

Oracle Database 119 5tandard Edition Cne iz a full-featured data management solution ideally suited
tothe needs of small and medium-zized businesses.

Select Options...

= Back || mexi> | i [ Cancel

Figure 51. Oracle Database 11g Release 2 Installer: Select Database Edition screen

© Copyright IBM Corp. 2013
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___8. Inthe Download Software Updates screen, select Skip software updates and click Next.

Download Software Updates

Oracle Database 11g Release 2 | Felly tabase - Step 2'of 11

ORACLE’ 11 g

DATABJ\SE

o Configure Security Updates
1= Download Software Updates

T Apply Software Updates
/]\

/]\

Help

Dowriload software updates for this installation. Software updates consist of recommended updates to
the installer system requirement checks, patchset updates (PSUsY, and other recommended patches.

Select one of the following aptions:

() Use by Oracle Support credentials for download

O Use pre-dovmloaded software updates

@ (%) 5kip software updates

< Back || mextq. J | Instal Cancel

Figure 52. Oracle Database 11g Release 2 Installer: Download Software Updates screen
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__ 9. Select the installation locations for the Oracle base and the software and click Next.

Cracle Database 11g Reieas_e:z.'lhs_ tabase - Step 7 of 12

Specify Installation Location

ORACLE’ 11 g

DATABJ\SE

Specify a path to place all Oracle software and configuration-related files installed by this installation
owner. This location is the Oracle base directory for the installation owner.

-

— —

e

Oracle Base: |,fopt,foraclejllgR2

.
o

|vJ I Browwse. .

-
———
e

Specify alocation for storing Oracle databasze software files separate from database configuration files

inthe Oracle base directory. This software directory is the Oracle databasze home directory.
Database Edition

Instillation Locaion Software Location@|fl:uptfnracIe,f11gRprrnductfll.z.Dfdhhnme_1| |VJ| | Erowwse...

Ciperating System Groups

%

< Back Mext j; |

Figure 53. Oracle Database 11g Release 2 Installer: Specify Installation Location screen
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Privileged Operating System Groups

ORACLE’ 11 g

DRTABJ\SE

ST50EA and STY50OPER privileges are required to create a database using operating system {05)

] authentication. Memberzhip in O50DBA grants the SY5DEA privilege, and membership in O50PER grants
the ST5OPER privilege, which iz a subset of 3750DEA privileges. Select the name of the OSDEA group to
grant the 5YSDEA privilege. The user account you are using to run this install must be a member of this
/]\ group.

/]\

/l\ Lok Il Databaze Administrator (OSDBAY Group: |dba v|

] Database Operator (QSOPER) Croup (Optichal): :'
T

.
e

Installation Location
\ Operating System Groups

|
.l,
=
+ Prerequisite Checks
[
[

Help | < Back " mexi> | Cancel

Figure 54. Oracle Database 11g Release 2 Installer: Privileged Operating System Groups screen
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___11. Run a prerequisite check and click Next.

DF@‘ACLE 11 g

DATABASE

Some of the minimum requirements for installation are nat completed. Review and fix the izsues listed in

I the following table, and recheck the system.

Ea B

l [w]lgnare All
/l\

: | Checks Status | Fixable
Ea B

l [ Checks

] MG SIEE
M - 05 Kernel Parameters

| % Q5 Kernel Parameter: shmmax Ignored Tes

] % 0% kernel Parameter: ip_local_pori_range lgnared ez

T Operating System Groups : @ 05 Kernel Parameter: ain-max-nr lanaored es
i Prerequisite Checks B @ Packages

| ------ % Package: compat-libstdc++-5.0.7 (x56_64) lgnored Ma
T SUm I ary

[

| Thiz iz a prerequisite caondition to test whether sufficient total swap space is available on the
| system. (more detailsh

Expected Walue : 16GE (1. 6777216E7ER)
Actual Walue 1 2.0989CE (2200564.0KE)

Help |

= Back || meEt> | i Cancel |

Figure 55. Oracle Database 11g Release 2 Installer: Perform Prerequisite Checks screen

___12. There might be some unfulfilled prerequisites. In the message window, click Yes to ignore
them.

] Oracle Database 11g Release 2 Installer

[IM5-13016] You have chosento ignare same of the prerequisites for this
installation. Thiz may impact product configuration.

Are you sure you want to continue ?

| IIES | [ Mo J | Details
[

Figure 56. Oracle Database 11g Release 2 Installer: Warning message
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__13. Run the following command according to the warning:

Execute Configuration scripts

The following configuration scripts need to be executed as the "root” user.

Scripts to be executed:

Number|5cript Location .
1 foptforaclef11gR2 fproduct f11.2 . Ofdbhome_1froot.sh 5
1 | [»]

To execute the configuration scripts:
1. Qpen a terminal swindow
2. Log in as "root"
3. Eun the scripts
4. Eeturn to this window and click "OK" 1o continue

Help Ok

Figure 57. Oracle Database 11g Release 2 Installer: Execute Configuration script
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___14. Rerun a prerequisite check.

Perform Prerequisite Checks

Orar_lﬁ Datnhn

Shrivass 115

ST

I
I
A
A

I
/'|'\ .

I
[
T Prerequis ite Checks
i
I

Yerifying that the target environment meets minimum installation and configuration requirements for
products you have selected. Thiz can take time. Please wait.

87%

Checking Package: compat-libstdc++-5.0.7 {x56_64) ...

Help

Figure 58. Oracle Database 11g Release 2 Installer: Perform Prerequisite Checks screen
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Install TDI7.1

__1. Open the IBM Directory Integrator v7.1.

1BMITiveli Dir:

Directory Integrator
71

Licensed Maierials - Proparty of IBM Corg. & Sopyright 1B8 Corpeand etheriz}, 2002, 2010, Al Rights Reserved 1BM, iha IBM logo and Troli
arm regislered trademarks of 1IBM Corporation in the United States, other countries, or both, Buill on Eclipss i a trademark of Eclipas
Foundation, ine. Java and all Java-basad trademarks are tracemarks of Sun Micrasystems, Ine, inthe United Slates, olher countries, ar both.
Other company, product, or service names mey b trademarks of servica marks of oitrs.

BUILT OM

D

English |v| [@]

Figure 59. IBM Directory Integrator v7.1
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__ 2. Inthe Introduction screen, click Next.

1BM Tivelil Dir

Installamawhere will guide wou through the installation of IBM Tivoli Directory
Imtegrator w7, 1.

P Introduction
[ Previous Installations
[» Software License Agreement It is stranaly recammended that you guit all programs befare continuing with
[> Choose Install Folder this installation.

[= Choose Install Set Click the 'Mext' button to proceed to the next screen. If wou want to change
[ Solutions Directory something an a presvious screen, click the 'Presdous’ buttan.

[» TDI Server Forts

[ TDI Server Service

[=

You may cancel this installation at any time by clicking the 'Cancel' buttan.

Integrated Solutions Console
Directory

I Integrated Solutions Consaole
Fort Values

[= AMC Service
[= Pre-Installation Summary

[= Installing
[ Install Co o

Cancel Previous

Figure 60. IBM Directory Integrator v7.1: Introduction screen
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___ 3. Check for previous installations and click Next.

" Introduction

P Previous Installations

[= Software License Agresment
[> Choose Install Folder

[= Choose Install Set

[> Solutions Directory

[= TDI Server Ports

[= TDI Server Service

[ Integrated Solutions Consale
Directory

> Integrated Solutions Console
Fart Values

[= AMC Service

[> Pre-Installation Summary
[= Installing...

= Install C

|EMTivoli Birectorny Integrator

Click next 1o search for previous IBM Tivoli Directory Integratar installations.
This may take a while. ..

Previous

Figure 61. IBM Directory Integrator v7.1: Previous installations screen
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+ Introduction

+/ Previous Installations

P Software License Agreement
[= Choose Install Folder

[ Choose Install Set

[ Solutions Directory

[> TDI Server Ports

[= TDI Server Service

> Integrated Solutions Console
Directory

I Integrated Solutions Consaole
Fort Values

[» AMC Service

[= Pre-Installation Summary
[= Installing

[= Install

___ 4. Accept the license agreement and click Next.

1EM I Tivolil Dir

Please read the following license agreement carefully.

IMPORTANT: READ CAREFULLY
Two license agreemeants are prasented below.

1. International License Agreement for Evaluation of Programs
2. International Program License Agreameant

If Licensee is obtaining the Program for purposes of productive use (other
than ewvaluation, testing, trial "try or buy," or demanstration); By clicking on
the "Accept" button below, Licensee accepts the International Program
License Agreament, without modification.

If Licenseae is ohtaining the Program for the purpose of evaluation, testing,
trial "try or buy," or demonstration (collectively, an "Evaluation). By clicking
on the "Accept" button below, Licensee accepts both (i) the International
License Agreement for Evaluation of Programs (the "Evaluation License™,
without modification; and (i) the International Program License Agreemeant
(the "IPLA", without modification.

L »

4]

(@ || accept the terms in the license agreement.|

1 do not accept the terms in the license agreement.

Figure 62. IBM Directory Integrator v7.1: Software License Agreement screen
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b, Select the installation folder and click Next.

" Introduction

' Previous Installations

+f Software License Agreement
P Choose Install Folder

[= Choose Install Set

[> Solutions Directory

[= TDI Server Ports

[= TDI Server Service

[ Integrated Solutions Consale
Directory

> Integrated Solutions Console
Fart Values

[= AMC Service

[> Pre-Installation Summary
[= Installing...

= Install C

Please choose a destination folder for this installation.

Where Would You Like to Install?

Jopt/IBM/TDI/VY. 1

Restore Default Folder || Choose. .. |

Previous

Figure 63. IBM Directory Integrator v7.1: Choose Install Folder screen
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___6. Select Typical as the Install Set and click Next.

1BM Tivelil Dir

" Introduction ' Typical
. A The maost common application features will be installed. This option is
+/ Previous Installations recammended for most users.

+f Software License Agreement

+/ Choose Install Folder

P Choose Install Set

[ Solutions Directory

[= TDI Server Ports

[= TDI Server Service

> In_tegrated Solutions Console
Directory

[ Integrated olutions Console (éhuusuggtrrl:ils aption to customize the features to be installed.

Fort Values
[» AMC Service
[= Pre-Installation Summary

[> Installing.
[= Install Co o

Cancel Previous Mext

Figure 64. IBM Directory Integrator v7.1: Choose Install Set screen
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___7. You can select a solutions directory. In this case, select Do not specify and click Next.

" Introduction

' Previous Installations

+f Software License Agreement
' Choose Install Folder

+/ Choose Install Set

P Solutions Directory

[= TDI Server Ports

[= TDI Server Service

[ Integrated Solutions Consale
Directory

> Integrated Solutions Console
Fart Values

[= AMC Service

[> Pre-Installation Summary
[= Installing...

= Install C

|EMTivoli Birectorny Integrator

¥ou have the option of selecting a Solutions Directory. A Solutions Directory
is a static directony where the [BM Tivali Directory Integrator server and
Configuration Editor look for wour solutions.

i) Use a subdirectory named TOI under my home directory
) Use Install Directory
i Select a directory to use

Eestore Default H Chogose. .. |

® Do not specify - use current working directory at startup time|

Figure 65. IBM Directory Integrator v7.1: Solutions Directory screen
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___8. Enterthe port values and click Next.

|BEMI Tivolil Birecteny Integrato

/" Introduction Enter the port walues to be used by IBM Tivali Directory Integrator w7, 1
+/ Previous Installations Server.

+f Software License Agreement
' Choose Install Folder

+/ Choose Install Set

+F Solutions Directory

¥ TDI Server Forts Server Port:
[» TDI Server Service | 1098 |
[ I[r;_tegrated Solutions Consale System Store Port:
irectory | 1527 |
> Integrated Solutions Console
Fart Values REST AFI Port:
I ANC Service | 1098 |

[> Pre-Installation Summary System Queue Por:

[> Installing... |41l}l]1 |
= Install Co

Previous

Figure 66. IBM Directory Integrator v7.1: Server Port Values screen
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__9. Select Register as a system service if you want to register the product as a system service

and click Next.

" Introduction

' Previous Installations

+f Software License Agreement
' Choose Install Folder

+/ Choose Install Set

+F Solutions Directory

+ TDI Server Ports

P TDI Server Service

[ Integrated Solutions Consale
Directory

> Integrated Solutions Console
Fart Values

[= AMC Service

[> Pre-Installation Summary
[= Installing

= Install Cormp

Cancel

IBM I Tiwelil Birectery Integrater wiil

¥ou hawe the option of registering IEM Tivoli Directorny Integratar w7, 1 Server
as a system servce.

[] Register as a system service
Service Mame:
[1ci

Previous

Figure 67. IBM Directory Integrator v7.1: Register Server as Service screen
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___10. Select Register as a system service if you want to register the Administration and
Monitoring Console as a system service and click Next.

IBEM| Tivelil Birectery [ntegrater w7 .1

+/ Introduction ou hawve the option of registering the Administration and Monitoring
+/ Previous Installations Console as a system service,

+/ Software License Agresment
+/ Choose Install Folder

+/ Choose Install Set

</ Solutions Directory

+/ TDI Server Ports [] Register as a system service
+/ TDI Server Service Service Name:

annc

Integrated Solutions Consaole
Directory

v Integrated Solutions Console
Fort WValues

= AMC Service

[= Pre-Installation Summary
[= Installing...

[= Install C

Cancel Previous

Figure 68. IBM Directory Integrator v7.1: AMC Service screen
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___11. Enter the values for the integrated solutions console port and click Next.

+ Introduction Enter the port walues to be used by Integrated Solutions Console SE.
+ Previous Installations

+f Software License Agreement
+ Choose Install Folder
+/ Choose Install Set

+F Solutions Directory

«/ TDI Server Ports HTTF port:
+ TDI Server Service | 13100 |
Integrated Solutions Console HTTPS port:
Directory . | 13101 |
> Integrated Solutions Console .
Fart Values Action Manager AFI port:
I ANC Service 113104 |
[> Pre-Installation Summary
[= Installing...

> Install C

Previous

Figure 69. IBM Directory Integrator v7.1: Integrated Solutions Console Port Values screen
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___12. Check the pre-installation summary for the product and click Next.

|BM I Tiwvelil Bireaten: Integrato

F Introduction Please Review the Following Eefore Continuing:

+ Previous Installations

o/ Software License Agreement Product Name:

IBM Tivoli Directory Integrator v7.1
Choose Install Folder

Choose Install 5et Install Folder:
Solutions Directory fopt/IBM/TDI/V?. 1

TDIServer Ports Disk Space Information (for Installation Target):

TDI Server Senvce Required: 597,955,159 bytes
Integrated Solutions Consale Available: 174,853,169,152 bytes
Directory

s Integrated Solutions Console
Fart Values

o AMC Service
P Pre-Installation Summary

[= Installing...
= Install C

Previous

Figure 70. IBM Directory Integrator v7.1: Pre-installation Summary screen
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The installation begins.

|BMTiwelil Birecteny | ntegrater

+ Introduction

+ Previous Installations

+/ Software License Agresment
+/ Choose Install Folder

+/ Choose Install Set

</ Solutions Directory

+/ TDI Server Ports

+/ TDI Server Service

Integrated Solutions Consaole
Directory

v Integrated Solutions Console
Fort WValues

W AMC Service

+ Pre-Installation Summary
P Installing...

[= Install C

Installing... Execute Script/Batch file: Set up MQe Queus Mgr Unix New...

Figure 71. IBM Directory Integrator v7.1: Installation in progress screen
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__13. Theinstallation completes. Click Done.

|BM | Tiveli Directon:

" Introduction

. ) Congratulations! IBM Tivoli Directory Integrator w7.1 has been successiully
+/ Previous Installations installed. Press 'Done’ to quit the installer.
+f Software License Agreement

' Choose Install Folder
+/ Choose Install Set

+F Solutions Directory
+ TDI Server Ports

' TDI Server Service

Integrated Solutions Consale
Directory

s Integrated Solutions Console
Fart Values

o AMC Service
+ Pre-Installation summary

</ Installing. ..
p- Install C

[_]ktart Configuration Editor]

Figure 72. IBM Directory Integrator v7.1: Install complete screen

___14. Finally, apply fp5:

S opt S TBMATOLAYY  17bin # L /applyllpdates,sh —update Asoftwarestdi/Fphs
7.1, 0-TIV-TOI-FPOOOS/TDI-7 , 1-FPOOOS, zip

Japplylpdates,.sht line 573 -Dlogdj.configuration=file: opt/TBMATOIAY 14 etedupd
ateinztaller-logdj,.properties: Mo such file or directory

lagdj:?HRH Mo appenders could be found for logger (Updatelnstaller,Updatelnstall
ertlzgs ),

logdj:WARN Please initialize the logdj system properly,

CTCOEODZZD Applying fix 'TOI-7,1-FPOOOS' uszing backup directory 'foptsTBMATDIAY
LAfmaintenanceBACKUP A TDI-7 , 1-FPOOOS ",

CTGIKOUZ? T Updating SERVER,

CTGIKOOZYT Updating CE.

CTGIKOOZY T Updating EXAMPLES,

Figure 73. IBM Directory Integrator v7.1: Applying fp5
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Configure HTTP server

Configure HTTP Server and plug-in

__ 1. Under System administration, click Nodes.

[E System administration

Cell
Save changes to master

Ceplayment manager

Nuj‘ﬁ_ﬁ

Figure 74. System Administration > Nodes

2. Click Add Node.

Nodes

Uze this page to ma
address, The follawir
the cell and to this i

Prefarences

Add qu%e_‘ R ern:

EllERIE

Figure 75. Nodes > Add Node
__3. Under Add Node, select Unmanaged node.

Use this page to add either a2 managed or an

lﬁ Managed node
Specifies the creation of 2 mmanaged no
associated with a2 node agent process tl
J} federate an existing standalone applic:
*

Unrnanaged node

Specifies the creation of an unmanager
process, Unrnanaged nodes are for oth

Mext Cancel

Figure 76. Add Node > Unmanaged node
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4. Enter a host name for the new node and click OK.

Nodes > New

Use this page to view or change the configuration for ar
agent running to manage the process. Unmanaged nod

Configuration

General Properties The =
savec

* Name :
|IH5 Addi

¥ Host Name
[<Host name:

#* Platform Type

: Apply | | %E | Reset | Cancel

Figure 77. Entering a host name for the new node

__5. Click Save to save changes.

E Messages
&-Changes have been made to your |
® Soue directly to the master configur
. ﬂchangeﬁ before saving or di:
An option to synchronize the configura

M The server may need to be restarte

Figure 78. Messages > Save

___6. Synchronize with all nodes.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS migration (side by side) 73



Deployment Scenarios

___7. Create a web server. Under Server > Server Types, click Web servers.

El Servers

Mew server
[ Server Types
WebSphere application serve
WebSphere prosy servers
Generic servers
ersion 3 IMS servers
WebSphere MG servers

Weh serq]].ﬁ)rs

Figure 79. Servers > Server Types > Web servers

8. C(Click New:

Web servers
Uze this page to view a list of the installed Web sarvers,

Preferences

| Generate Plug-in || Propagate Plug-in || NEKJ\Jl Crelet
|
Loy

=l

Select| Mame reb server Type 5 _

Mane

Figure 80. Web servers > New

9. Enter a name in the Server name field and click Next.

Create new Web server definition

Use this page to create a new Web server,

=3 Step 1: Selecta Select a node for the Web server and select the Web server type
node for the Web
server and select Select a node that corresponds to the Web server you want to add,
the Web server
Select node
| IHS ;ll
# Server name
|webseruer1| |
# Type
| IBM HTTP Server ;ll

hn new

Figure 81. Creating new Web server definition: Entering a server name
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__10. Select IHS as the web server template and click Next.

Create new server definibon

Use this page to create a new Web server,

Select a Wehb server template

,_i'—'d Selact the ternplate that corresponds to the server that you want to creats.
b=
Step 2: Selecta
Web server
template Template Mame Tupe Description
i* IHS System The IHS Wweb Server Termplate

Previous ext Zancel

Figure 82. Creating new Web server definition: Selecting a Web server template

___11. Enter the properties for the new web server and click Next.

Cell=dubxpcvym540Cell01, Profile=Dmgril

Use this page to create a new Web server.

Step 1: Selact a Enter the properties for the new Web server
node for the Web
server and select Enter the Web sarver properties.
the Web server type

* Port
Stap Salact = |EU
Web server . - 3

* Web server installation location
template

[foptiEM/HTTRSErVEr |

Step 2: !:'nter the # Plug-in installation location
properties for the [fopt/IBM/HTTPServer/Plugins |

new Web server
Application mapping to the Web sarver
Step 4: Confirm new :

Web server

Enter the IBM Administration Server properties.

* Administration Server Port
[200a |

* Usermame

|ihs.a|:|mir1 |

#* Password

* Confirm password

Use S5L

Previous | Next(\L Cancel |
™

]

Figure 83. Creating new Web server definition: Entering the properties for the new Web server
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__12. Confirm the new web server and click Finish.

Create new b server defi

Use this page to create a new Web server,

Confirm new Web server

The following is a summary of vour selections, Click the Finish button to complete the Wweb server
creation, If there are settings you wish to change, click on Previous button to review the server setting

Surnrnary of ackions:
Mew Wweb server entry "webserverl" a
will be crested on node "IHS"
Platfarrn Type "Windows"

Web server installation root "CHVIBM
WHTTRS eruer”

Plug-in installation root "chIBM
WHTTRServariFlugins",

Step 4: Confirm new
Web server

L

Previous Fifish Cancel

Figure 84. Creating new Web server definition: Confirming the new Web server

___13. Click Save to save your changes.

E Messages
[} new server is created successfully.

Y Modify variables, resources, and other server configuration settings, such as message broker queue names before
running the newly created server.

&Changes have been made to your local configuration. You can:

® Szve directly to the master configuration.

L] Eﬂ’change& before saving or discarding.

An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences.

M The server may need to be restarted for these changes to take effect.

Figure 85. Saving changes
__14. Under Web servers, click Start.

Web servers
Uze this page to view a list of the installed Wweb sarvars,

Preferences

| Generate Plug-in || Propagate Plug-in || Mew || Delete || Templates.., | Sqwr':rt Stop

El=ER]E

W

gelect| Mame & wieb server Type X _ Mode 7 _ t
“ou can administer the following resources:
|7 websarvarl IBM HTTP Server IHS 1

Total 1

Figure 86. Starting the new server
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You receive a message that the server successfully started.

[E Meszsages

B tHs/webserverl server started successfully,

[

Web servers

Ly

Uze this page to view a list of the installed Web sarvers,

Preferences

Generate Plug-in | Propagate Plug-in Mew Celete Termplates,., Start Stap
el
Select| Mame X Wieb server Type I3 _ Mode
“ou can administer the following resources:
|7 websarvarl IBM HTTP Sarver IHS

Figure 87. Server successfully started

___15. Synchronize with all nodes.

___16. Generate and propagate Plug-in.

__17. Under Servers, click Web servers.

[E Sarvers

Mew server
[E Server Tupes

WebSphere application zervers

WebSphere proxy sarvers

Generic servers

ersion 3 IMS servers
WebSphare MO zervers

Weh serl.lﬁ_f

Figure 88. Servers > Web servers
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__18. Click Generate Plug-in.

Webzervers

Web servers

Use this page to view a list of the installed Web servers.

Preferences

| Generate flug-in |i Propagate Plug-in || Mew H_E;El_Et-E—”_TEITIFIl;t.EE... |_
] &

Saelect| Name Web server Type I _ Mot

You can administer the following resources:

wabsarveri IEM HTTP Server IHE

Total 1

Figure 89. Generate Plug-in
___19. Click Propagate Plug-in.

Web servers

Usze this page to view a list of the installed Web ze

Preferences

Generate Plug-in | Propagge Plug-in | Mew |_
] .nm
(@2

Seleck| Mame & Web zervaer Type

ou can adrminister the following resources:

|7 webservarl IBM HTTP Server

Figure 90. Propagate Plug-in

__20. Click webserver1.

X rFreEigrelies

| Generate Plug-in || Propagate Plug-in || Me
PG
Zelect| Mame & web server

You can administer the following resourcas:

We serv?r
] b 1 IBEM HTTP 5

Total 1

Figure 91. Administering webserver1

78 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

___21. Click Plug-in properties.

Configuration settings

Web Server Virtual Hosts

Global Diractives

Additional Properties

Log file

Configuration File

Plug-in pro ies

e e e e e ek

Use this page to configure a Web server plug
a Web server to Web5Sphere(R) application s

Figure 92. Plug-in properties

___22. Click Copy to Web server key store directory.

Plug-in properties

I:' Ignore DNS failures during Web server startup

# Refresh configuration interval
&0 saeconds

Repository copy of Web server plug-in files:

# Plug-in configuration file name

||:r|ugir1-|:Fg.:x:m| Wiew

Automatically generate the plug-in configuration file

Automatically propagate plug-in configuration file

#* Plug-in key store file name

||:r|ugir1-|-=:e',.r.|-cdb

Manage keys and certificates |

Copy to Web server key store directory |

Web sarver copy of Web server plug-in filas:

Figure 93. Copy to Web server key store directory

__23. Fully synchronize to all nodes.
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__ 24. Restart webserver1. Click Start.

Wab servers
Use this page to view a list of the installed Web servars,

Preferences

Generate Plug-in Propagate Plug-in Mew Delete Templates... | Sq:r'?_t Stop
dbk | [
e
Select| Mame & Web zerver Tope % _ Mode 7 _ b

You can adrninistar the following resourcas:

[ webservarl IBEM HTTP Server IHS 1

Total 1

Figure 94. Restarting webserver1
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Configure HTTP Server for SSL

Create self-signed key for SSL

___1. Enter afile name for the key for SSL and click OK.

Key database type |CMS -
File Name: IHS}ey kdb | Browse...
Location: |/opt/IBM /HT TPServer/bin/. / |
ngﬂ Cancel
[t

Figure 95. Entering a name for the key for SSL
___2. Introduce a password when prompted and click OK.

7 m Password Prompt b

Password: [sesss |

Confirm Password: |sssss |

[v] Expiration time 3600 | Days

Stash password to a file

OK rg Reset Cancel

Figure 96. Password prompt
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__ 3. The IBM Key Management opens. Click New Self-Signed.

IBM Key Management - [opt|BM/HTTPSe I.[IHSkay.kdb]

Key Database File Create View Help

=

D=

i

R

DE-Type:
File Name:

Token Label:

CMs
Jopt/IBM /HTTRServer/bin/. [IHSkey kdb

Key database information

Key database content

Personal Certificates

| - | Receive..

Delete

View/ Edit..

Import..

Recreate Request..

Rename

ew Self-Signed... |

’—1Cré'éte a new self-signed

he requested action has successfully completed!

Figure 97. IBM Key Management: Key database information
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__ 4. Inthe Create New Self-Signed Certificate window, enter a common name and click OK.

Please provide the following:

Key Label [IHS

Version X509 V3 |w

Key Size 1024 |-

Signature Algorithm SHA1IWIthRSA | w

Common MName (optional |<I:|:|mmu:|n M arme [optional]: |
Organization (optional | |

Organizational Unit (optional) | |

Locality (optional | |
State/Province (optional | |
Zipcode (optional) | |

Country or region {optional) l:|

Validity Period 3650 Days

% Reset Cancel

Figure 98. Create New Self-Signed Certificate window

___ 5. Enable and update the following lines in / opt / | BM HTTPser ver / conf / ht t pd.

Uncomment the directives up through the end

LoadModule ibm ssl module modules/mod ibm ssl.so
Listen 443

“¥irtualHast *rda4s

SSLEnable

SSLProtocolDisable SSLv2

</VirtualHost>

KeyFile /opt/IBM/HTTPServer/bin/IHSkey.kdb
SSLStashFile /opt/IBM/HTTPServer/bin/IHSkey.sthlj
SSLDisable

# End of example SSL configuration

Figure 99. SSL configuration example
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Add certificates to the WebSphere truststore

Add SSL certificates to WebSphere truststore

__ 1. Inthe SSL certificate and key management, click Retrieve from port.

551 certificate and key management > Key stores and certificates > CellDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

Preferences

Add | Delete | Extract Retrieve from pcﬁ

Salect| Alias Issued to O Fingerprint (SHA Digest) o

You can administer the following resources:

I:‘ datapower OU=Root CA, O="DataPower AS:BAIAYIBS I BC:I26:2F:150: 2A: 80193 1 CAIBAF:
Technology, Inc.", C=US
I:‘ root cn = EA:FD:5D:FB:71:61:88:49:5C:C0:83:85:C1:

OU=Root Certificate,
oU=I C =101,

OU= CeliManager0l,
O=IEM, C=US

Total 2

Figure 100. the SSL certificate and key management
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___2. Enterthe host and click Retrieve signer information.

SSL certificate and key management

S5L certificate and key management > Key stores and certificates > CellD:

Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves

General Properties

* Host
[<Host>

# Port
|24z

55L configuration for outbound connection
| CellDefaultSSLSettings E”

#* Alias
[THS

Retrieve signer infq_rmatiu:un |

Apply | Ok | Resat | Cancel |

Figure 101. SSL certificate and key management
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___3. Enter the retrieved signer information and click OK.

S5L certificate and key management > Key stores and certificates = Celll
Makes a test connection to a Secure Sockets Layer (S5L) port and retrieve:

General Properties

#* Host
| <Hoazts

#* Port
442

SSL configuration for cutbound connection
| CellDefaultSSLSettings E”

#* Alias
[THS

Retriave signer information

Retrieved signer information

Serial number

|134614D?62

Issued to
|CN=_
Issued by
|CN=_

Fingerprint {SHA digest)

|EC:CE:lC:EC:28:95:CB:A8:E#.:FE:BE:SE:EIEI:42:4D:CF:-’4. tAl:65:B2

Validity period

Aug 26, 2022

Apply | DI{T\J Resat ; Cancel

Figure 102. Retrieved signer information
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__ 4. Next, click ihs.

i-_"";‘FH D‘ElE‘tE—“ Extract ” Retrieve from pul:t—|

|
5c=_l|e|:t| Alias & | Issued to O Fingerprint (SHA Digest) 7:
Y¥ou can administer the following resources:
I:‘ datapower OU=Root CA, O="DataPower Technology, AS:BA:A4:B5:BC:26:2F:5D:2A:80:93:CA:BA:F4:31:05:F2:54:14:17
Inc.", C=US
I:‘ @ CH=— 6C:CH:1C:2C:28:96:C3 A8 BA:F6:85:53:00:42:4D: CFAE: AL1:65: B2
D root CH= . EA:FO:5D:FB:71:61:8B:49:5C:C0:83:85:C1:48:AB: 75 9E: 0D DEBC
OU =
OU =101,
OU = _ellManager0l, O=IBM,
C=uUs

Total 2

Figure 103. Resources administration

__ 5.  Fully synchronize to both nodes. Click Full Resynchronize.

Nodes 7=

Nodes

Use this page to manage nodes in the application server environment. A node corresponds to a physical computer system with 2 distinct IP host address. The
following table lists the managed and unmanaged nodes in this cell. The first node is the deployment manager. Add new nodes to the cell and to this list by
clicking Add Node.

Preferences

| Add Node || Remowve Node || Force Delete || Synchronize || Full Resynghronize || Stop |
|
Ly
Select| Name & | Host Name 2 |Vers|'nr| 5% Discovery Protocol 2 Status (0
Y¥ou can administer the following resources:
D IHS <Haost names Not applicable TCRP
<Resource> cellMansgerot <Host name> ND 7.0.0.21 TCP L]
<Fiesource?> Nodedi <Hast hames ND 7.0.0.21 TCP (8]
<Fiesource? Nodeo1 EL Ss A es ND 7.0.0.21 TCP (8]
Total 4

Figure 104. Fully resynchronizing to both nodes
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Configure WebSphere Application Server security

Configure the federated repository
__ 1. Go to Security > Global security.
[E Security

Glabal security

Figure 105. Global security

___ 2. Select Enable application security.

Global security

Uze this panel to configure adriinistration
all adrministrative functions and is used a:
custornize the security policies for user ap

Security Configuration Wizard |

Administrative security

M Ensble administrative security

Application security

¥ Enable application security

AT G
Figure 106. Application security enablement
__ 3. Click Configure...
User account repository
Current realm definition
Federated repositories I
Auailable realm definitions
| Federated repositories ﬂ| Configure... | Set as current

Apply | Reset

Figure 107. User account repository
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__4. Inthe Related ltems section, click Manage repositories.

v Ignore case for autharization

Repositories in the realr:

Add Baze antry to Raalm... | Usze built-in repositary Rerove |
Selact | Baze Entry Repository Identifier Repos
You can administer the following resources:
o o=defaultWIMFileBazedRealm InternalFileRepository File
Additional Properties Related Items
Property extension repository Ma 2 repositories

Entry rmapping repository Truzwed authentication realms - ink

Supported entity tepes

Figure 108. Related items > Manage repositories

__ 5. Click Add.

Global security > Federated repositories = Manage repositories

Fepositaries that are configured in the systerm are listed in the following 1

Preferences

éd Celete
Bo=®

Select | Repository Identifier &

R
“ou can adrinister the following resources:
InternalFileRepository

Total 1

Figure 109. Global security > Federated repositories > Manage repositories
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___ 6. Inthe General Properties window, enter a repository identifier, the directory type, a primary
host name, and port, and click Add.

laneral Properties

Repository identifier
[« Repository identifier: |

LDAP server Security

# Directory type Bind distinguished name

Microsoft Windows Active Directory I:I |<Bind diztinguizhed names
# Primary host name Port Bind password
[<Primary host name: 289 [sassaas

Login properties
|uid

Failover server used when primary is not available:
Delete LOAP attribute for Kerberos principal name
|uzerprincipa|name

Select| Failover Host Name Port

~ Certificate mapping
ens EXACT_DMN

Add | Certificate filter

Support referrals to other LDAP sarvers

ignore I:I

D Require S5L communications

@ Centrzlly managed
Manage endpaint security configurations

O Use specific 55L alias

Figure 110. General properties window
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___ 7. Next, click Add Base entry to Realm...

Global security

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consis
based repository that is built into the system, in one or more external repositories, or in both the built-in repositery and one or mor

General Properties

#* Realm name
[¢Realm name:

* Primary administrative user name

|wasadmin

Server user identity

(‘:’)Jﬂu_ltn:n|'|'|E|1:i|:E|||5.r generated server identity

O Server identity that is stored in the repository

Ignore case for authorization

Repositories in the realm:

| Add Base entry to Realm... I Use built-in repesitony | Remove

Sele-l:t| Base Entry | Repository Identifier Repository Type

¥ou can administer the following resources:
[] |:Besquce: <Fepository identifiers LDAP:AD
“Resources
D o=defaultWIMFileBasedRealm InternalFileR epository File

Total 2

Figure 111. Adding base entry to the realm

8. Restart all DM and Nodes.
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Set WebSphere Application Server admin as a user in the LDAP

1. Log in to WebSphere Application Server console as WebSphere Application Server
administrator.

2. Expand the section of Users and Groups, then Administrative user roles.
3. Click Add to add a role.

Administrative user roles

Use this page to add, update or to remove a
administer application servers through the ad
time rmust be notified when groups are addec
administrative authorizer after the changes h

Logout | Add,,. Rermowve Refrash all
ek | [
fe
Select| User & Rala(z)
wasadriin Prirmary adrmini
Total 1

Figure 112. Administrative user roles: Adding a role

___ 4. Press Shift to select both Admin Security Manager and Administrator.

* Raolel(s)
Admin Security Manager

Adrministrator
Auditor
Canfigurator hd

Figure 113. Selecting the roles
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__ 5. Search for a user in the LDAP, select it and map it to the role by clicking the right arrow.

Search and Select Users

Decide how many results to display, enter a search string (uze * for wildca
and add them ta the Mapped to role list, Uzers which have already been mr

Search string

|Aan'|ir_* Search
Maxirmum results to display |20

Available Mapped to role

Aarnir 000 000 JEN

Aarir_002z_000 | %
Aarir_003_000

Aarnir_004_000

Aarmir_005_000 @"EI
Aarnir_00&_000
Aarir_00%_000
Aarnir_010_000

Aarnir_011_000
Aarnir_01Z_000

Select All | Desalac All | Select All | Dezelad All |

(o] 4 | Reset | Cancel |

Figure 114. Search and Select Users

6. Click OK and Save. Now this user is listed here.

Logout | &dd.., | Remouve | Refrazh all |
dobed | [4
s
Select| User & Raola(z) &
B Aarnir 000 000 Adrninistrator, Admin Security Manager
waszadmin Prirmary administrative user name

Figure 115. New user is added to the list

___7. Expand Security and select Global security.

El Security

admin Global security

SS5L certificate and key management

ation Groups

Security auditing
Bus security
J&E-WS and JAX-EPC security runtime

Figure 116. Security > Global security
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___ 8. Click Configure...

User account repository

Current realm definition
Federated reposzitories

Auailable realm definitions
| Fedarated repositaries d|

Canfigure...

Launches th

Figure 117. User account repository

__9. Change the Primary administrative user name to the LDAP user you mapped as
Administrator.

General Properbes

% Realm name
defaultwIMFileRBasedRealm

% Prirmary administrative user name

Server user identity

o Autarnatically generated zerver identity

" server identity that iz stared in the repositary

Figure 118. General Properties: Primary administrative user name

__10. Click OK and Save.

___11. Fully Synchronize to all nodes and restart the whole cell.
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Side by Side DB Migration

Create 301 DB on target server

__ 1. Create Oracle Instance on target 4.0 DB server. Run the following command:

|c:racle@<hust name:: /mnt/Wizards=> netcal

Figure 119. Target 4.0 DB server

___2. The Oracle Net Configuration Assistant opens. On the Welcome screen, click Next.

Welcome to the Oracle Met Configuration
Assistant.

This tool will take wou through the camrmaorn
configuration steps, listed below.

Choose the configuration swou would like 1o do;

@ | jstener configuration
" Marming Methods configuration

" Local Met Service Mame configuration

" Directory Usage Configuration

Cancel | Help | “

Figure 120. Oracle Net Configuration Assistant: Welcome screen
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___3. Onthe Listener Configuration screen, select Add and click Next.

Oracle Met Conflguration Assistantilistene - Configuration, Listenar

O Reconfigure

Figure 121. Oracle Net Configuration Assistant: Listener Configuration screen
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__ 4. Enter a listener name and click Next.

e

nfiguration, Listener Name

Figure 122. Oracle Net Configuration Assistant: Listener Configuration screen: Entering a listener name
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___5. Select the protocols that you want to configure for your listener and click Next.

P —SHHH I —HBBbbHHbHt-i>: — -

Figure 123. Oracle Net Configuration Assistant: Listener Configuration screen: Select Protocols
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___6. Select the port number that other software on your computer should not use, and click Next.

ver Configura

Figure 124. Oracle Net Configuration Assistant: Listener Configuration screen: TCP/IP Protocol
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___ 7. When prompted to configure further listeners, select No and click Next.

Crracle Met Configuration As nt: Listersr Configuration; More Listenars?

Figure 125. Oracle Net Configuration Assistant: Listener Configuration screen: More Listeners?
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8. Click Finish to exit.

Cracle Net Configdration Ass

Figure 126. Oracle Net Configuration Assistant: Welcome screen
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Now you must configure the Oracle database. Follow these steps:

___ 1. Run the following command to open the Database Configuration Assistant.

oracled <host name> :/mnt/Wizards> dbca

Figure 127. Target 4.0 DB server

___2. Inthe welcome screen of the Database Configuration Assistant, click Next.

Welcame 1o Datakbase Configuration Assistant for Oracle database,

The Databhase Configuration Assistant enables wou 1o create a database, configure database
options in an existing database, delete a database, and manage database templates.

Cancel jl Help )

Figure 128. Database Configuration Assistant: Welcome
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___3. Inthe Operations screen, select Create a Database and click Next.

Select the operation that sou want to perform:

® Create a Database
" Configure Database Options
O Delete a Database

O Manage Templates

ASM configuration operations must be perfarmed using Automatic storage
Management Configuration Assistant (ASMCA) from Oracle Grid Infrastructure home.

Cancel ,J Help )

Figure 129. Database Configuration Assistant: Operations
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__4. Inthe Database Templates screen, select General Purpose or Transaction Processing
and click Next.

Templates that include datafiles contain pre-created databases. They allow wou to create a
newy database in minutes, as opposed 1o an hour or mare. Use templates without datafiles

anlywhen necessary, such as when ywou need to change attributes like block size, which
cannat be altered after database creation.

Select Template Includes Datafiles

General Purpose or Transaction Proc

i Custom Database
i Data Mmarshouse

Cancel ) Help ,J

2 Batck | NEMR}D

Figure 130. Database Configuration Assistant: Database Templates
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___5. Inthe Database Identification screen, enter a global database name and an Oracle System
Identifier (SID) and click Next.

“Config

An Oracle database is unigquely identified by a Global Database Mame, typically of the form
"hame.damain”.

Global Database Mame: |LSCOMK

A database is referenced by at least one Qracle instance which is uniguely identified fram
amny other instance on this computer by an Oracle System ldentifier (5100,

510

Cancel ) Help ,J & Back | Ns‘{t :>j

Figure 131. Database Configuration Assistant: Database IdentificationDatabase Configuration Assistant: Database Identification
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__6.

In the Management Options screen, Enterprise Manager tab, select Configure Enterprise

Manager and Configure Database Control for local management, and click Next.

_ Daiabase Conflguration Assisant Step A1 1210

Enterprise Manager

[ Automatic Maintenance Tasks

v Configure Enterprise Manager

" Register with Gricl Contral for centralized managermernt

Management Seryice |ND Agents Founc

® Configure Database Control for local management

[ Enahle Daily Disk Backup to Recovery Area

Cancel ,J Help )

Backup start Time: E lﬁ @AM T RN
05 Usermare: |
05 Passwarcl: |
& Back

Figure 132. Database Configuration Assistant: Management Options
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___7. Inthe Database Credentials screen, enter and confirm a password and click Next.
2 abase Configuration Assisiant Siep & of 12 Database Credentials

For security reasons, wou must specify passwords for the following user accounts in the new
database.

T Use Different Administrative Passwords

User Kame | Password | Confirm Password

DESMMP
STEAN

® |lse the Same Administrative Password for Al Accounts

Fassword: |ﬂ'ﬂ-ﬂ-ﬂ-ﬂ-www

Canfirm Passward: |mmmmm

Cancel ) Help ,J & Back | Hexthyl

Figure 133. Database Configuration Assistant: Database Credentials

___8. Ifthe password does not satisfy Oracle recommended password complexity policy, click Yes
in the warning message window to continue.

recommended password complexity policsy: &
passwiord should hawve minimum of 8 characters in
lenagth. In addition, the password must contain at
least one upper case character, one lower case
character and one digit.

f Fassword entered does not satisfy Oracle

Do wou want to continue?

Figure 134. Database Configuration Assistant: Warning message
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Cancel )

Help

and click Next.

A

Specify storage type and locations for datakbase files.
Storage Tynpe: |File System =
Storage Locations:

® |Jse Database File Locations from Template

T Use Comrmon Location for All Database Files

T Use Oracle-Managed Files

@ If vl want to specify different locations for amy database files, pick any of the abowe

Database Fles Locatiog: | Browse.

Database Area: | Browse,

Multiplex Eeda Logs and Contral Files...

aptions except Oracle-Managed Files and use the Starage page later to custamize
each file location. If wou use Qracle-Managed Files, Oracle automatically generates
the names for database files, which can not be changed on the Starage page.

File Location Variables...)

Finish )

Figure 135. Database Configuration Assistant: Database File Locations
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___10. Choose the recovery options for the database and click Next.

Choose the recovery aptions for the database:
v Specify Fast Eecovery Area

This is used as the default for all disk based backup and recowvery operations, and is
also required for autamatic disk based backup using Enterprise Manager. Qracle
recommends that the database files and recovery files be located on physically different
disks for data protection and performance,

Fast Recowvery Area; |{ORACLE_BASE}jfast_recovew_a Browse. ..

Fast Eecowvery Area 5ize: |4122 : M Byntes hd

[ Enable Archiving Edit Archive Mode Parameters. .

File Location Variables...Jl

Cancel ) Help jl

Finish

Figure 136. Database Configuration Assistant: Recovery Configuration
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__11. Inthe Initialization Parameters screen, Character Sets tab, select Use Unicode
(AL32UTF8) and click Next.

o

" Use the default

The default character set for this database is based on the language setting of this
operating systerm: WESMSWIN1ZS 2.

W |Jse Unicode (AL22UTFS)

Zetting character set to Unicode (ALZ 2 UTFE) enakles wou to store multiple language
groups.

T Choose fram the list of character sets

Databasze Character Set: ]AL32UTF8 - [Unicode WTE-& Wniversal character set

[ Show recommended character sets only

Mational Character et 1AL16UTF16 - Unicode UTF-1& Universal character set v]
Default Language: iAmerican v]
Default Territory, 1United States v]

All Initialization Parameters...)

Cancel ,J Help ) & Back Mext & Einish ,J

Figure 137. Database Configuration Assistant: Initialization Parameters
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] Contralfile

Database Storage

Dratafiles
Frarm the Database Storage page, wou can specify storage parameters for database

creation. This page displays a tree listing and summany wiew (multi-column lists) to
enable wau ta change and view the following objects:

Fedo Log Groups

« Contral files

+ Tahlespaces

« Datafiles

« Rollback Segments
+ Redo Log Croups

Frarm any object type folder, click Create 1o create a new object. To delete an akject,
select the specific object from within the object type folder and click Delete.

Important: If wou select a database template including data files, then wou will not be
able to add ar remove data files, tablespaces, or rollback segments. electing this toe
of template enahles wou to change the following:

+ Destination of the datafiles
+ Control files or log groups.

Far more information, refer to the Oracle Database 3torage Administraror's Guide.

 Create| Delete | File Location Yariables... |

Cancel J Help ) 4

y Finish |

Figure 138. Database Configuration Assistant: Database Storage
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Cancel J

Help

)

Select the database creation aptions:
¥ Create Database

~ [ Sawe as a Database Template

Name: [Lscanm

Diescription:

~— [ Generate Database Creation Scripts -

Destination F ;
e ];Dpt,fnracle,f1lgR2jadmlndSCONN,fscrlpts

& Back [z

Browse.

Figure 139. Database Configuration Assistant: Creation Options
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___14. A Create Database summary is displayed. Click OK to confirm.

Confirmaticn

The following operations will be performed:
A databaze called "LSCOMNMN" will be created.

Database Details:

[»)

Create Database - Summary

Database Configuration Summary At

Global Database Mame: LSCOMM
Database Configuration Type: Single Instance
SID: LSCOMNM
Management Option Type: Database Control i
Storage Type: File System i
Memory Configuration Type: Automatic Shared Memory Management i

Database Configuration Details i

Database Components

Component Selected
Qracle [ true
|Oran:|e Text | True
|Oran:|e XML DB | True

Save as an HTMLfiIE...)

afs, | cancel | Hela |

Figure 140. Database creation summary: Confirmation
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The database creation begins.

|| Database Configuration Assistant x

. ¥ Copsdng database files
Information . . :
Management ¥ Creating and starting Oracle instance
. 2 i i

High performance Completing Database Creation

schema-less XML

DICOM medical
imaging

Clone database creation in progress

Transparent
tablespace
encryption

Log files for the current operation are located at;
foptforaclef11gR2 fofgtoollogs fdbca LS CORM

.

Figure 141. Database Configuration Assistant: Database creation in progress
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__15. The database creation completes. Click Finish.

Database Configuration Assistant xX

Database creation complete. For details check the logfiles at:
foptforaclef11gkR2 fefgtonllogs, dicafLSCOMNM,

Database Information:
Clobal Database Marme: LSCOMM
syetem [dentifier(s10): LSCOMM
Server Parameter File name: foptforacle/11gR2 fproduct/11.2. 0fdbhame_1,/dhbsfspfileLlSCOMM,. ara

The Database Control URL is https:ff <http addiess for the Database Control>

Management Fepository has been placed in secure mode wherein Enterprise Manager data will be
encrvpted. The encovpotion key has been placed in the file: foptforaclef11aR2 fproductf11.2.0
Jdbhome_1,/dubxpovmS42 . mul e ibm. com_LSCOMNM/ sysmanfconfigfemkey. ara. Ensure this file is
hacked up as the encryited data will became unusatle if this file is lost,

Mote: All database accounts except 5¥5, SYSTEM and DBESHMP are locked. Select the Password
Management buttan 1o wiew a complete list of locked accounts ar to manage the database accounts
(except DBSMMPY. From the Password Management window, unlock only the accounts sou will use.
Cracle Carporation stronghy recammends changing the default passwoards immediately after unlocking
the account.

Password Management. .. JI

Help & Back [l et Finish t;}

Figure 142. Database Configuration Assistant: Database creation completion
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Create 301 database on the target 4.0 DB server by using
Database wizard for Lotus Connections 3.0.1

___ 1. Run the following command to open the Database wizard for Lotus Connections 3.0.1.

|oracieq <hostname: s1cbuild/3ol/wizar da» ./dbWizardio.sh

Figure 143. Command to open the Database wizard for Lotus Connections 3.0.1

__ 2. Inthe welcome screen of the Database wizard for Lotus Connections 3.0.1, click Next to
continue.

Database wizard for Lotus Connections 3.0.1

Database wizard for Lotus Connections 3.0.1

IT‘his wizard can create, delete or upgrade the Lotus Connections databases.
Ta access information about this product, see the IBM Support Web site:

hitp:ffeann-110 lotu s comilddfowiki.nsfipViewCategone s xsp ?lookupMame=Lotus Connections 3 documentation

To continue, dlick Next.

Licensad Makerials - Frogesy of B, Licenss L-CMAS-SDOPLG

Copyight B Corpora¥ion and is oensars 2007, 2017, AN Righis Ressrved. 1BM, the 1BM logo, ibm.com and Lotus are rademarks of IBM Corpara¥ion in the United
Saie s, other couniries, or both. Other company, product or service names may be rademarks or service marks of others, A carrent st of IBY rademarks is avaidabile on
the Web atwaw.ibm.comdegaliopyiade.shimi. L5 Government Users Resiricled Rights: Use, duplicaion or disclosure resiricled by GSA ADP Schedule Contractwith
1B Carp. Please sse the About page for Birther information.

Mext [ Cancel |

Figure 144. Database wizard for Lotus Connections 3.0.1: Welcome screen
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__ 3. Inthe Database task selection screen, select Create and click Next.

Database wizard for Lotus Connections 3.0.1

Database task selection

LLIEN Connections

Select the database task:

@ Create

Delete

Upgrade opemation only for Lotus Connections database 3.0.0t0 3.0.1

Back I Next 1 Cancel |

Figure 145. Database wizard for Lotus Connections 3.0.1: Database task selection screen
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__4. Inthe Database selection screen, select Oracle Enterprise Edition and click Next.

Database selection

Select the database type, installation location, and database instance.

DB2 Universal Database (TM)

@ Oracle Enterprise Edition

Database installation location:

(If you are connecting to an Oracle database that is installed on a Windows 2008 64-bit operating system, then enter the value of the
registry key named "ORACLE HOME." For example, if the value of the ORACLE HOME registry key HKEY _LOCAL MACHINE
\SOFTWAREVDORACLE Key OraDb11g_homeNORACLE_HOME is ClappiAdministratorproducti11.2.00dbhome_1 then enter Chapp
‘Administratorproduct\1 1.2 .0Wdbhome_1.)

[:uptrmaclen1gﬂzrpmducu11.2.mdhhume_1 ] [ Browse... ‘

Database instance:

[Lscorurq l

Cancel

Figure 146. Database wizard for Lotus Connections 3.0.1: Database selection screen
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__ 5. Inthe Applications selection screen, select all options available and click Next.

Database wizard for Lotis Connections 3.0.1

Applications selection

LLIEN Connections

I Select the applications for which you want to create databases. ¥You cannot select applications that already hawe databases.
Mote: The Search and Mews repository applications are contained in the Home page database.

Activities
| Blogs

Communities

Bookmarks
Profiles
Home page
Wikis

Files

KR RKNRR-IRERRE

Forums

4

Select Al

Back II Next il Cancel |

Figure 147. Database wizard for Lotus Connections 3.0.1: Applications selection screen
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___6. Inthe Database authentication for applications screen, enter and confirm a password, and
click Next.

Database wizard for Lotlus Connections 3.0.1

Database authentication for applications

LLIEN Connections

| Spedfy the passwords for the newly created database users.

I ‘@ Use the same password for all applications

Password Confirm password

Create differant passwords for each application

Database usemame Password Confirm password

Activities [CIALJSEF'.

Blogs |BLOGSUSER

Communities [ SHCOMMUSER

Bookmarks [ DOGEARUSER

Profiles [ PROFUSER

Home page |HOMEPAGEUSER

Wikis [WIKISUSER
Files [FILESUSEF‘.
Forums [DFUSEF‘.

Back .![ Mext l [ Cancel

Figure 148. Database wizard for Lotus Connections 3.0.1: Database authentication for applications screen
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___ 7. Check the pre-configuration task summary and click Create.

Database wizard for Lotis Connections 3.0.1

Pre-configuration task summary

I Lotus Connections is ready 1o create databases for the following applications.

Action: Create Lotus Connections databasze

Database type: Oraclke Enterprise Edition

Database install location: joptforacie/ 1gR2/product/11.2.0/dbhoma_1

Database instance: LSCOMMN

The selacted applications are: Activities, Blogs, Communities, Bookmarks, Profies, Home page, Wikis, Files, Foums

Activities

Database name: LSCOMNN

Databaze user OAUSER

Sql scripts to run: createDb.sql, appGrants.sql

Blogs —
Databaze name: LSCONN |
Database user: BLOGSUSER

Sql soripts to run: createDb.sql, appGrants.sql

Communities

Database name: LSCONN

Databaze user SNCOMMUSER

S5ql scripts to un: createDb.=q), appGrants.sql

Bookmarks

Databaze name: LSCONN

Database user: DOGEARUSER

Sql soripts to run: createDb.=sql, createHistogram Statsdob sql, appGrants.sgl B

+| Show the detailed database commands.

| Badh ” Create l [ Cancel

Figure 149. Database wizard for Lotus Connections 3.0.1: Pre-configuration task summary screen
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___ 8. The database creation detailed command is displayed. Click Execute.

Database wizard for Lotls Connections 2.0.1

Database creation detailed command

Lotu

The following commands will be executed, dick "Execute” to run them.

Activities
1. foptforacie/ 1gR2/product 1.2 0¢dbhome_ 1/binfsglplus -L § as sysdba (@connectbons. sqlactvitiesforadie/oreateDh. gl ===
2. loptioracie/11gR2/product/11.2.0/dbhome_1/bin/=qlplus -L { as sysdba {@connections. sgliactivitiesioracle/appGrants. sql ***===

Blogs
1. foptforace 1gR2fproduct/11.2.0/dbhame_1/binfsglplus -L / as sysdba (@connections.sglblogsforade/oreate Db sgl ===
2. loptioracdie/11gR2/product/11.2.04dbhome _1/bin/sglplus -L f as sysdba @connections.sglblogsioracke/appGrants. sql ===

Communities
1. foptiorace’ 1gR2/product11.2.0¢/dbhome_ 1/binf=qlplus -L / as sysdba {@oonnections.sqlicommunitiesforacle/oreate Db sql ===
2. loptioracle/11gR2/product/11.2.0/dbhome_1/bin/=glplus -L f as sysdba {@connections.sglicommunitiesforacke/appGrants.sql

e

Bookmarks
1. foptforacie/11gR2/product/11.2.0/idbhome_1/bin/=glplus -L ! as sysdba {@connections.sglidogearoracle/oreateDb.sql =====*
2. loptioradie/11gR2/product/11.2.0¢/dbhome_1/bin/sglplus -L § as sysdba {@connections.sglidogearforadie’

createHistogram StatsJob.sgl ====== -
3. joptforadie/11gR2/product/11.2.0¢/dbhome_1/bin/sglplus -L § as sysdba @connections.sglidogearforadie/appGrants. sql ===

Profiles
1. foptforacie/11gR2/product/11.2.0/dbhome_1/bin/sglplus -L ! as sysdba {@connections.sqliprofiesioracle/oreateDb.sgl =====*
2. loptforadie/11gR2/product/11.2.0¢/dbhome_1/bin/sglplus -L § as sysdba @connections.sglprofiesforade/appGrants.sql ===

Home page
1. foptforacie’1 1gR2/product/11.2.0/idbhome_1/bin/sglplus -L ! as sysdba @connections.sqglhomepageforacke/oreateDb.sgl ===
2. loptioradie/11gR2/product/11.2.0/dbhome_1/bin/sglplus -L § as sysdba @connections.sglhomepageforade/appGrants. sql === B

ve A

| Back ” Execute ] [ Cancel

Figure 150. Database wizard for Lotus Connections 3.0.1: Database creation detailed command screen
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The database creation begins.

Database wizard for Lotlus Connections 3.0.1

Database creation task

I Creating databases...

| Logging to homeloradencWizardfogfdbWizard/dbCanfig_20120904_080042_acthities_createDb log.

Figure 151. Database wizard for Lotus Connections 3.0.1: Database creation task
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__9. A post-configuration task summary is displayed. Click Finish to exit.

Database wizard for Lotus Connections 3.0.1

Post configuration task summary

The database creation task completed. The following configuration was used:

Aiction: Create Lotus Connections database

Database type: Oracle Enterprse Edition

Database install lncation: Joptioracie/ 1gR2/producti1 1.2 .0/dbhome_1

Database instance: LSCONN

The selected applications are: Activities, Blogs, Communities, Bookmarks, Profiles, Home page, Wikis, Files, Forums

Activities

Database name: LSCONN

Database uzar: DAUSER

Sql scripts ran: createDb.=ql, appGrants.sql
Rezult: The database creation was successful. i

Blogs

Database name: LSCONN

Database user: BLOGSUSER

Sql scripts ran: ceateDb.sql, appGrants.sql
Reszult: The database creation was successful.

Communities

Database name: LSCONN

Database user: SNCOMMUSER

Sql scripts ran: ceateDb.sql, appGrants.sql
Reszult: The database creation was successful.

Bookmarks
Database nama: LSCONN
Matahass nsar WCFARIISFR B

Finish l

Figure 152. Database wizard for Lotus Connections 3.0.1: Post-configuration task summary screen
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Database transfer

1. Prepare the target 3.0.1 databases to accept data from the source 3.0.1 databases. For

each application, change to the directory that contains the relevant SQL file. Enter the

following commands:
sql pl us / NOLGG

conn syst eni passwor d@l D

@ _script. sql

Table 1: Oracle commands

Application Directory Oracle commands
Oracle commands to remove

constraints

Activities /connections.sqgl/activities/oracle |@redbxfer301. sql
Blogs / connecti ons. sql / bl ogs/ or acl e @r edbxf er 301. sql
Bookmarks / connecti ons. sql / dogear / or acl e @r edbxf er 301. sql
Communities / connecti ons. sgl / conmuni ti es/ oracl e | @r edbxf er 301. sql
Files / connections.sql/files/oracle @r edbxf er 301. sql
Forum / connecti ons. sql / f orun or acl e @r edbxf er 301. sql
Home page / connecti ons. sqgl / honepage/ or acl e @r edbxf er 301. sql
Profiles / connect i ons. sql / profil es/oracl e @r edbxf er 301. sql
Wikis / connect i ons. sql / wi ki s/ oracl e @r edbxf er 301. sql

2. Create a directory for DBT on the target database server.

fICbuild/0624/Wizards/DET DIR

Figure 153. Creating a directory for DBT

__ 3. Copythedbt.jar file from the connecti ons_root\ Confi gEngi ne\ | i b directory to the
DBT_D Rdirectory on the target database server.

<DBT DIR:

:/ICbuild/0624/Wizards/DET DIR £ ]

Figure 154. Copy the dbt.jar file
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___4. Create an XML configuration file under the DBT_DIR directory and add the following

content. Take HOMEPAGE, for example.

P 1Chuild/0624/Wizards/DBT DIR # vi dbtransfer homepage.xml
<dbTransfer xmlns:xsi="http://www.w3.org/2001/¥ML5chena-instance™>

<databese role="scurce"
driver="oracle.jdbc.driver.0racleDriver™
url="jdbc:oracle:thin:

userld="syatemn"

schema="HOMEFLGE"™

dbType="ocracle"™ />

<database role="target”
driver="ocracle.]jdbc.driver.0raclelDriver™
url="jdbc:oracle:thin:

userld="systemn"

achema="HOMEPLGE"™

dbType="oracle™ />

</dbTransfer>

fa

11521 : LSCONH™

1521 :LICONH™

Figure 155. Adding content to the XML configuration

Figure 156. Command window: DB transfers
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__ 5. Totransfer the data, run the dbt . j ar file.

File Edit Yew Window Help

.y - default - S5H Secure Shell

H el 22 =2aa M

S % SN

” & Quick Canmect ] Profiles

[07AL7/12 04:29:00.435
[07A17/12 04:29:00. 438

[07AL7/12 04:29:00.576
[07417/1Z2 04:29:00.600
[07AL7/12 04:29:12.379
[07ALT7/1E 04:29:13.035
[07AL7/12 04:29:13.095

[07ALT7/12 04:29:13.145

Connected to <Connected tos

n:fdslvmley.mul.ie.ibm.

- to table --{HOMEPAGE.
[07/17/12 04:29:13.166 IST] Transferring table --{
E3}-- to table --{HOMEPAGE.NE COMMUNITIES STORIES }--

[O7AL7/12 04:29:153.190 IST] Transferring table --{ HOMEPAGE
o tahle --{HOMEPAGE.EMD EMATL PFREF: }--
[07/17/12 04:30:16.174 IST] Transferring table --{ HOMEPAGE
le --{HOMEPAGE.F_TA3IFKDEF 1--

System i:

IAT] Connection successfully made
IST] Attewmpting to make comnnection using: jdbc:oracle:thi
PASSWORD _REMOVED

I53T] Commection succezzfully made

com: 1521 LACONN :: svstem ::

I3T] Transfer started
I3T] Transferring table

to table --{HOMEPAGE.NE_3CHEDULEE_TREG }--

I53T] Transferring table

- to table --{HOMEPAGE.EMD FREQUENCY TYPE }--

IST] Transferring tahble

--{HOMEPAGE. 3F_STATS }--

IA3T] Transferring table
3F_INDEXINGTASFDEF 1--

HOMEPAGE

HOMEPAGE

HOMEPAGE

HOMEPAGE

HOMEPAGE

e AIckuilds0e24/WMizards /DET DIR # java -cp dbt.jar:ojdbcS.jar com.ibm. :I
wps.config. db, transfer. CndlineTransfer -loghir AIChuild/homepage log -xmlfile db
transfer homepage.xml -sourcepassword passwlrd -targetpassword Passwlrd

[O7AL7/12 04:29:00,008 IST] Attempting to make comnection using: jdbcioracle: thi

n:fAdubxpovm543.mal.ie. ibm, con: 1521 LICONN :: PASSWORD FEMOVED

.NF_SCHEDULER_TREG}--
.EMD_FREQUENCY_TYFPE}-
.5R_STATS}-- to table
. 5F_INDEXINGTASEDEF -
.NR_COMMUNITIES STORI
.EMD_EMAIL PREFS}—- t

. 3R_TASFDEF}-- to tab

[

55HZ - aes128-cbe - hmac-mds -none [80x24 | 2| |

Figure 157. Running the dbt.jar file

___ 6. Reapply constraints to the target databases. For each application, change to the directory
that contains the relevant SQL file. Enter the following commands:

sql pl us / NOLGG

conn syst eni passwor d@l D

@ _script. sql

Table 2: Oracle commands

Application

Directory

Oracle commands

Oracle commands to reapply
constraints

@ost dbxf er 301. sql

Activities /connections.sgl/activities/oracle @I ear Schedul er . sql
Blogs / connecti ons. sql / bl ogs/ or acl e @ost dbxf er 301. sql
Bookmarks / connecti ons. sql / dogear / or acl e @ost dbxf er 301. sql
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Table 2: Oracle commands

Application Directory Oracle commands

Communities / connect i ons. sql / communi ti es/ oracl e

@ost dbxf er 301. sql
@]l ear Schedul er. sql

Files

@ost dbxf er 301. sql

/connections.sql/files/oracle @I ear Schedul er . sq

@ost dbxf er 301. sql

Forum / connecti ons. sql / f orun or acl e @I ear Schedul er . sq
. @ost dbxf er 301. sql

Home page / connect i ons. sql / honepage/ or acl e @I ear Schedul er . sq
. . . @ost dbxf er 301. sql

Profiles / connect i ons. sql / profil es/ oracl e @I ear Schedul er . sq
I . . @ost dbxf er 301. sql

Wikis / connect i ons. sql / wi ki s/ oracl e @I ear Schedul er . sqf

___7. Run the following commands to update the database sequence for Oracle databases. Run

them on the 3.0.1 source database:

SELECT EMPI NST. EMPI NST. EXT_DRAFT_SEQ NEXTVAL AS EXT_DRAFT SEQ FROM DUAL;
SELECT EMPI NST. EMPI NST. EMP_DRAFT_SEQ NEXTVAL AS EMP_DRAFT SEQ FROM DUAL;
SELECT EMPI NST. CHG EMP_DRAFT_SEQL. NEXTVAL AS CHG EMP_DRAFT_SEQL FROM DUAL;
SELECT EMPI NST. CHG EMP_DRAFT SEQR. NEXTVAL AS CHG EMP_DRAFT_SEQ FROM DUAL;

Run the following commands on the 3.0.1 target database:

DRCP SEQUENCE EMPI NST. EXT_DRAFT_SEQ

CREATE SEQUENCE EMPI NST. EXT_DRAFT_SEQ START WTH query resul t;

DRCP SEQUENCE EMPI NST. EMP_DRAFT_SEQ

CREATE SEQUENCE EMPI NST. EMP_DRAFT _SEQ START WTH query resul t;

DRCP SEQUENCE BEMPI NST. CHG BEMP_DRAFT_SEQXL,;

CREATE SEQUENCE EMPI NST. CHG EMP_DRAFT_SEQL START WTH query_resul t;
DRCP SEQUENCE EMPI NST. CHG EMP_DRAFT_SEQR;

CREATE SEQUENCE EMPI NST. CHG EMP_DRAFT_SE(R START WTH query_resul t;

Where query_resul t is the result of the corresponding SELECT command that you ran on
the 3.0.1 database.
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DB Upgrade

__ 1. Run the following command to open the Database wizard for IBM Connections 4.0.

IDIar:lE@ <host names : /mnt/Wizards> ./dbwizard.sh

Figure 158. Command to open the database wizard for IBM Connections 4.0

__ 2. The Database wizard for IBM Connections 4.0. opens. In the wizard welcome screen, click
Next to continue.

Database wizard for |BMIConnections 4.0

Database wizard for IBM Connections 4.0

Il'his wizard can create, delete or update the |IBM Connections databases.
To access information about this product, see the IBM Support Web site:

hitp:#feen-10 lotus. comiddowikinsfidxinstaling_icd0

To continue, click Next.

Licensad Makerials - Frogesy of B, Licenss L-JYURLEWNPYY L-JRCLESWIMD

DCopyight B Corpora¥ion and is Noensars 2007, 2012, AN Rights Reserved. JBAY, the IBM logo, ivm.com and Lokrs are rademarks of lBM Corpaorasion in the Unied
Saie s, other couniries, or both. Other company, productor service names may be Fademarks or service marks of others. A current Vst of IBM rademarks is avadable an
the Web atwaw.ibm.comdegaliopyrade. shimi. L5 Government Users Resiicled Rights: Use, duplica¥ion or disclosure resiicled by G54 ADF Schedule Coniractwith
1B Corp. Please see the About page kor kirther informakon.

g
5

Cancel

Figure 159. Database wizard for IBM Connections 4.0: Welcome screen
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___3. Inthe Database task selection screen, select Update operation only for IBM Connections
database 3.0.1.x to 4.0 and click Next.

Database task selection

Select the database task:

Create

| Deleta

. éu;date operation only for IBM Connections database 3.0.1.xt0 -U.'I

[ Back ] Mext [ Cancel ]

Figure 160. Database wizard for IBM Connections 4.0: Database task selection screen
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__ 4. Inthe Database selection screen, select Oracle Enterprise Edition and click Next.

Database wizard for. IBM Connections 4.0

Database selection

Select the database type, installation location, and database instance.

DB2 Universal Database (TM)

@ Oracle Entemprise Edition

Database installation location:

| roptioraciert 1gR2/product/11.2.0/dbhame_1 [ | Browse... |

Database instance:

LSCONN l

Back l[ Next ] [ Cancel

Figure 161. Database wizard for IBM Connections 4.0: Database selection screen
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__ 5. Inthe Applications selection screen, check all options available and click Next.

Database wizard for IBM| Connections 4.0

Applications selection

Select the applications for which you want to update databases. The wizard updates release 3.0.1.x databases to release 4.0. You
cannot select applications that do not have version 3.0.1.x databases.

Pleasze refer to Cognos support for update of Cognos database.

Applications Cument Version New Version

‘( Adtivitias 301 4.0.0

] Blogs 301 4.0.0

[« communities ] Gl

+| Bookmarks ] Gl

| Fiez 301 4.0.0

| Forums 301 4.0.0

| Home page 301 4.0.0

¢! Profies 301 4.0.0

7| Wikic 301 4.0.0 |
~]

Back l[ Next ] [ Cancel

Figure 162. Database wizard for IBM Connections 4.0: Applications selection screen
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___6. You are prompted to enter the parameter storyLifetimelnDays. Enter 30, click OK, and click
Next.

Database wizard for IBM Connections 4.0 - 0O X

Applications selection

Select the applications for which you want to update databases. The wizard updates release 3.0.1.x databases to release 4.0. You
cannot select applications that do not hawe wersion 3.0.1.x databases.

Please refer to Cognos support for update of Cognos database.

Apphcations Cument Version Mew Version

The homepage upgrade requires a parameter storylLifetimelnDays. It should be the same as the value in news-config.aml.

storyLifetimenDays: [ED

+'| Boaok

| Files

| Forums 3.01 4.0.0
¥ Home page 3.01 4.0.0
| Profies 3.01 4.0.0
7| Wikis 3.01 4.0.0

(=]
I Back I[ Mext ] I Cancel I

Figure 163. Database wizard for IBM Connections 4.0: Applications selection screen: storyLifetimelnDays parameter
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___7. Inthe Database authentication for applications, select Use the same password for the
database users and enter and confirm a password. Click Next.

Database authentication for applications

Spedify the passwords for the database users.

@ Use the same password for all applications

i Password ‘Confirm password

Create differant passwords for each application
Database usemame Pas=zword Confim passwaord

Communities | SNCOMMUSER

[ Back | Mezxt [ Cancel |

Figure 164. Database wizard for IBM Connections 4.0: Database authentication for applications screen
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___8. Enter the database communication properties and click Next.
[ ﬁ. Database wizard for IBMI Connections 4.0

Database communication properties

Enter the database properties. The wizard uses this information to connect to the database and update applications databases.The
following feature(s) need(s) extra update

Database name:

[LSCCINN l

Local host name:

[k:lcalhclst l

Port:

[1521 l

Administrator 1D

|_sysnern |

Password:

[ceveees ]

Back l[ Next ] [ Cancel

Figure 165. Database wizard for IBM Connections 4.0: Database communication properties screen
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__ 9. Enter the profiles database connection properties and click Next.

ﬁl. Database wizard for IBM/ Connections 4.0

Profiles database connection

Enter the Profiles database properties. The wizard uses this information to transfer data from Profiles database to HomePage database.
ORACEL_SID for the Profiles database instance:

[LSCDNN l

Databaze host name:

[Iucalhust l

Port:

[1521 |

E Administrator [D:

| system |

Password:
E [llllllll l

| TR B

Figure 166. Database wizard for IBM Connections 4.0: Profiles database connection screen
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___10. Review the pre-configuration task summary and click Update.

Database wizard for IBEM|Connections 4.0

Pre-configuration task summary

IBM Connections is ready to update databases for the following applications.

Action: Update |1BM Connections databasze

Database type: Oracle Entemprse Edition

Database install lkncation: Joptioracie/ 1gR2/product/1 1.2.0/dbhome_1

Database instance: LSCONN

The selected applications are: Activities, Blogs, Communities, Bookmarks, Files, Forums, Home page, Profies, Wikis

Activities

DCatabase name: LSCONN

“fersion update: 3.0.1-=4.0.0

5ql scripts to un: upgrade-301-40.s5qi, appGrants.sql

Maote: oa.migrate jar will un betwaen upgrade-301-40.5q| and appGrants.sql

Blogs

DCatabase name: LSCONN

“fersion update: 3.0.1-=4.0.0

5ql scripts to un: upgrade-301-40.s5qi, appGrants.sql

Mate: blogs.migrate jar will un between upgrade-301-40.sgl and appGrants.sql

Communities
DCatabase name: LSCONN
“fersion update: 3.0.1-=4.0.0

5ql scripts to mun: upgrade-201-40.s5gl, appGrants.sql, calendarcreateDb.sql, calendar-appGrants.sql
Maote:

Rankmarks E

+ Show the detailed database commands.

Back ” Update ] [ Cancel

Figure 167. Database wizard for IBM Connections 4.0: Pre-configuration task summary screen
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___11. The database update detailed commands are displayed. Click Execute.

Database wizard for |IBM/ Connections 4.0

Database update detailed command

The following commands will be executed, diick "Execute” to run them.

Activities

1. /optioracle/11gR2/product!11.2.0/dbhome_1/bin/sqlplus -L ! as sysdba {@connections. sqliactivities/oracle/upgrade-301-40.sq]
i 2. ImntWizardsfjem/flinuxre/binfava -classpath “foptiorade/1 1gR2/product/11.2.0¢/dbhome_ 1/jdboiliblojdbob jarlibfcommaons-
logging-1.0.4 jarlibiic.util. web-3.0 jarlib/lc. dbmigration. default jarlibflog4j-1.2.11 jarlib/oa.migrate.jar"
com.ibm.openactivities. migrate  Activitie sMigration Driver -dburd jdbcorade:thin:@localhost: 152 1:L5CONN -dbuser system -
dbpassword ===

3. foptforadie/1 1gR2fproduct!11.2.0/dbhome_ 1/binf=qlplus -L § as sysdba (@oonnections. sqiactivitie sforade/appGrants.sql

Blogs
1. /optioracie/11gR2/product!11.2.0/dbhome_1/bin/=qlplus -L  as sysdba (@connections. sqlblogs/oracle/upgrade-301-40.s5gl
2. ImntWizardsfjem/flinuxre/binfava -classpath “foptiorade/1 1gR2/product/11.2.0¢/dbhome_ 1/jdboiliblojdbob jarlibfcommaons-
lang-2.4 jarlib/commons-ogging-1.0.4 jarlib/lc. dbmigration .default jarlib/blogs.migrate jar"
com.ibm. lconn.blogs.migration. MigrationFrom 301 To40 -dbud jdbcorade:thin:@localhost: 152 1:L5CONN -dbuser system -
dbpassword ===
3. foptforacke/1 1gR2fproduct!11.2.0/dbhome_ 1/binf=qlplus -L / as sysdba {@connections. sqlblogsforade/appGrants.sql

Communities

1. /optforacie/1 1gRZ/product!11.2.0/dbhome_1/bin/sqlplus -L / as sysdba @connections. sqlicommunities/oracle/
upgrade-301-40.sq|

2. Joptforacie/1 1gR2/product/11.2.0/dbhome_1/binf=qlplus -L  as sysdba @connections. sqlicommunities/oraclke/appGrants.sql

3. foptforacke/1 1gR2fproduct!11.2.0/dbhome_ 1/binf=qlplus -L § as sysdba {@connections. sqlicommunitiesforacle/calendar
createDb.sgl ======

4. foptforacke/1 1gR2fproduct!11.2.0/dbhome_ 1/binf=qlplus -L / as sysdba {@connections. sqlicommunitiesforade/calendar-
appGrants.sql

Back ][ Execute l [ Cancel

Figure 168. Database wizard for IBM Connections 4.0: Database update detailed command screen
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The update begins.

Database wizard for |IBM/ Connections 4.0

Database update task

Updating databases...

Logging to fhomeloradecWizard/log/dbWizard/dbConfig_20120904_082454_blogs_migrate.log.

(777774

Figure 169. Database wizard for IBM Connections 4.0: Update in progress
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___12. When the update finishes, the post configuration task summary is displayed. Click Finish.

ﬁ Database wizard for IBM|Connections 4.0

Post configuration task summary

The database update task completed. The following configuration was used:

Action: Update |IBM Connections databasze

Database type: Oraclke Enterprise Edition

Database install location: foptforacie/ 1gR2/product/11.2.0/dbhomea_1
Database instance: LSCOMMN

The selacted applications are: Activities, Blogs, Communities, Bookmarks, Files, Forums, Home page, Profies, Wikis

Activities

Databaze name: LSCONN

Database user, DAUSER

‘ersion update: 3.0.1-=4.0.0

5ql scripts ran: upgrade-301-40.sql, appGrants.sql

Mote: oa.migrate jar has mn between upgrade-301-40.5ql and appGrants.sql
Result: The database update was successful.

Blogs

Databaze name: LSCONN

Database user BLOGSUSER

“ersion update: 3.0.1-=4.0.0

5ql scripts ran: upgrade-301-40.sql, appGrants.sql

Maote: blogs.migrate jar has ran between upgrade-301-40.2ql and appGrants.sql
Result: The database update was successful.

Communities

Databaze name: LSCONN

Database user: SNCOMMUSER

“ersion uodate: 3.0.1-=4.0.0 E

Finish

Figure 170. Database wizard for IBM Connections 4.0: Post configuration task summary screen

___13. Then, create Mobile, Metrics, and Cognos database by using 4.0 dbwizard.
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Export configuration

1. Rename the migration directory in your IBM Connections 3.0.1 deployment.

2. Copythemgration_4.0.0.0 date_tine. zi p file from the
| BM Connections_l nstal | /1 BMonnect i ons/ nat i ve directory of the installation media,
where date and time represent the date and time stamps of the file.

3. Extract the file to the IBM Connections 3.0.1 installation directory and ensure that your
archiving software preserves the directory structure of the compressed files. The extracted
archive should create a migration directory at the same directory level as the ConfigEngine
directory.

4. Open a command prompt on the version 3.0.1 system, change to the migration directory
and run the following command:

& Terminal = E]

File Edit Yew Teminal Tabs Help

I : /opt/IBM/Connections/migration # chmod 777 ./migration.sh B
I : /opt/IBEM/Connections/migration # ./migration.sh lc-export

Licensed Materials - Property of IBM

5724-E76, 5722-E77, 5655-Maz

(Cy Copyright IBM Cerp. 2001, 2008 All Rights Reserved. |:

Running wWebSphere Pertal configuration
Jopt/IBM/Connections/ConfigEngineslib/bootstrap. jar: /fopt/IBM/WebsSphere/AppServer
/prefiles/Dmgrol/properties: /opt/IBM/WebSphere/AppServer/properties: /opt/IBM/Web
Sphere/sAppServer/lib/startup. jar: /opt/IBM/WebSphere/AppServer/lib/bootstrap. jar:
fopt/IBEM/WebsSpheresAppServer/1lib/lmproxy.jar: /opt/IBEM/WebSphere/AppServer/libsur
lprotocols. jar:/opt/IBM/WebSphere/AppServer/javas/libs/tools. jar: fopt/ IBM/WebSpher|
e/AppServer/plugins: fopt/IEM/WebsSphere/AppServer/1ib/wkplc. comp. registry. jar: sop
t/IEM/Websphere/AppServer/1ib/jaee. jar: /fopt/IBM/Websphere/AppServer/properties
propertiesPath is ConfigEngine temp.prop

rootbic is /opt/IBEM/Connections/ConfigEngine

Executing natiwvelascii with native enceding 'UTF-8'": ConfigEngine temp.prop -=
ConfigEngine temp ascii.prop

Nativezascii execution was successfull

Loading system properties from ConfigEngine temp ascii.prop

ConfigEngine: setting system property JAVA HOME=/opt/IBM/WebSphere/AppServer/jav
a

ConfigEngine: setting system property leocal.cell-NC=1101

ConfigEngine: setting system property was.root=/opt/IBEM/WebSphere/AppServer a

Figure 171. Migration command

__ 5. The output is saved under m gr at i on/ wor k folder. Back up the whole migration folder for
301.
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Installing

Install LC 4.0

__1. Remove /var/ibmto delete previous LC installation records.
__ 2. Install LC 4.0.
__ 3. InIBM Connections 4.0.0, click Launch the IBM Connections 4.0.0 install wizard.

file:/l'-1BM Conne zilla Firefox

|BM0 Connections 4.0.0 Select a language: | English | ok |
Welcome
Docurmentation Install IBM Connections 4.0.0
Pre-installation tasks What is IBM Installation Manager?

Installation Manager is an application that makes it easier for you to download and

B> install IBM Connections 40.0.. install many IBM software products.

Postinstallation tasks
) If you have not previously installed Installation Manager, you will be prompted to
Exit install it upon starting the IBM Connections install wizard.

2 Launch the IBM Cc_;gnecﬂons 4.0.0 install wizard

Note: Start the WebSphere Application Server Deployment Manager before
proceeding with the wizard.

G2, Wiew the IBM Connections 4 0.0 install wizard tasks

Figure 172. IBM Connections 4.0.0
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Select the packages to install and click Next.

IBM Installation Manager

Install Packages
Select packages to install:

Installation Packages

~ #iD

AE

tall

Status Wendor License Key Type

hd @ M Connections
[} version 40.0.0

— :
" Showall versions

Details

IEM® |nstallation Manager 1.4.4
IEME Installation Manager More info...
® Repository: _Connections_|

Wil be instaflas

Will be installed

Check for Other Versions, Fizes, and Extensions

e

Figure 173. IBM Installation Manager: Install Packages
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__ 5. Accept the terms in the license agreement and click Next.

Install Packages I:%_

Read the following license agreements carefully.

Instaill L S Location Features Summary
v |BME Carnetiang International Program Licznse Agresment
IEM® Connections Part 1 - General Terms U

IBM® Connections |-icene Agreement EY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" EUTTON, OR OTHERWISE USING THE

| IBM® Connections License |nformation PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF ¥YOU ARE ACCEPTING THESE TERMS ON BEHALFOF
LICENSEE, ¥OU REPRESENT AND WARRANT THAT ¥OU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS  IF ¥OU DO

= IEM Installation Manager NOT AGREE TO THESE TERMS,

- DO NOT DOWMLOAD, INSTALL, COPY., ACCESS, CLICK ON AN "ACCEPT" BUTTON. OR USE THE PROGRAM: AND

- PROMPTLY RETURN THE UMUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS
OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM

1. Definitions

“Authorized Use" - the specified level at which Licenses is authorized to execute or run the Program. That level may be measured by number of |
users, millions of service units ("MSLUs"), Processor Value Units ("PVLUS", or other level of use specified by IBM.

“IBM" - International Business Machines Corporation or one of its subsidiariss.

“License Information” ("LI") - a document that provides information and any additional terms specific to a Program. The Program'’s LI is available
at www ibm com/softwarne/sla. The Ll can also be found in the Program’s directory, by the use of a system command, or as a booklet included with
the Program.

"Program” - the following. including the ariginal and all whole or partial copies: 1) machine-readable instructions and data. 2) components, files,
and modules, 3) audic-visual content (such as images, text, recordings, or pictures), and 4) related licensed materials (such as keys and
documentation).

"Proof of Entitlement” ("PoE”) - evidence of Licensess Authorized Use. The PoE is also evidence of Licensee's eligibility for warranty, future update
prices, if any. and patential special or promotional opportunities. If IBM does nat provide Licensss with & PoE, then IBM may accept as the PaE
the original paid sales receipt or other sales record from the party (either IEM or its reseller) from whom Licensee obtained the Program, provided
that it specifies the Program name and Authorized Use obtained.

“Warranty Period" - ane y=ar, starting on the date the original Licensse is granted the license.

accept the terms in the license agresment

. | do not accept the terms in the license agreements

Figure 174. IBM Installation Manager: License agreement
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___ 6. Select a location for the shared resources directory and a location for Installation Manager
and click Next.

IBM | Inctallation Manager

Install Packages

Selecta location for the shared resources directory and a location for Installation Manager. E:a

Install Licensss | Lecation. 10D Festures Summary

When you install packages, files are stored in twe locations:

2 1) The shared resources directory - resources that can be shared by multiple packages.

2) The installation directory - any resources that are unique to the package that you are installing.

Impertant: You can only sslect the shared resources directory the first time you install a package with the IBM Installation Managsr. For best results sslect the drive with the mest available
space because it must have adequate space for the shared ressurces of future packages

Shared Resources Directory: | /opt/IBM/SSP S hared

) (o]

ﬁ Once installed, IEM Installation Manager will be used to install, update, modify, manage and uninstall your packages

by

Installation Manager Directory: | fop

= | (]

Disk Space Information

Volume  Available Space

! 13212 GB

=
e
*

Figure 175. IBM Installation Manager: Locations
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=

___ 7. Select Create a new package group and click Next.

IBM nstallation Manager

Install Packages

A package group is a location that contains one or more packages. Some compatible packages can be installed into a common package group and will share a common user interface. Selectan Ea
existing package group, or create a new one

Instal| Licenses Locaton © > Features Summary
™Y [t

é' Create a new package group

Package Group Name

Installation Directory
"o, IBEME Connactians

Architecturs
Topt/ I BM/Connactions

Package Group Mame: |EM® Connections

Installation Directory: Jopt/IEM/Connections

Details

Disk Space Information
Shared Resources Directory. /optIBMISSPShared

Volume Available Space

i 13212 GB

Figure 176. IBM Installation Manager: Package groups
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8. Select the features that you want to install.

IBM!Installation Manager:

Install

Features

Details

Install Packages
Select the features to install.

Licenses

- [[] IEM Connections 4.0.00
g @ Core Features

Search
Naws repesitary

Home page

= [#] [ Al Features

Activities
Blogs
Communities
Bookmarks

Files

|| Show dependencies

IBM® Installation Manager 1.4.4
|BM® |nstallation Manager

Disk Space Information

Volume

Shared Resources Area

Installation Directory !

Lecation

|BM® Insallation Manager 1.4.4

fg- Selected by Installation Manager because of dependencies

Required
2221 KB

723GE

Temporary
1MGE

63.59 MB

104 GE

7.29GE

=

Expand All } [gouapse AII] [BE!DI’E Defsu\tl

Available

13212 GE

132.12 GB

[
3

Figure 177. IBM Installation Manager: Features (1 of 2)
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__ 9. Here, the user chose not to install Metrics. Click Next.

The Metrics application is required for data capturs Even if you are not sstting up Cognes yet, install Metrics now so that your application data is captured from the moment that IBM Connections is

2
Install Packages
Select the features to install.
Install Lz Location )
Features
= [=] s Al Features
Activities
Blogs
Communities
Bookmarks
Files
Forums
Mobile
Moderation
Prefiles
Wikis
Show dependencies
‘ﬁg- Selected by Installation Manager because of dependencies
Details
Metrics
deployed.
Disk Space Information
Volume Required Temporary
Shared Resources Area [ 2221 KB 1M GE
Installation Directory ! 723GE 63.59 MB
@

Summary

[gxpand All ] Igouapse All ] [ere Default

=

Figure 178. IBM Installation Manager: Features (2 of 2)
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The SSL certificat

e validation begins.

Install Packages
Fill in the configurations for the packages.
Install

Licensss

= [[J Common Configurations

& Topalogy
@ Database

@ Cognes
@ Content Store

@ Notification

| WebSphere

IBM Installation Manager

Features >

Common Configurations

on Summary

WebSphere Application Server Selection

Installation lecation

O Retrisving SSL certificate. .

[FFF PP

Administrator password:
[ —
SOAP part number:

2370

Va\idz‘f

Validate credentials before proceeding

< Back Cancel

Figure 179. IBM Installation Manager: SSL certificate validation
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__10. Click OK in the information dialog for the SSL validation.

@ IEM Installation Manager B mf

Install Packages =l -
A CLFRPOMZE: The file descriptors (ulimit) is lower than 8192, If the value set for this parameter is 100 low, a file open error, memory allocation failure, or connection establishment error may W -
E59 pecur. Please refer fo the infocenter o s= the value properly.

tion [ P »  Summary

Common Configurations
= WebSphere

= [[J Commen Configurations
5

€ Topolagy
WebSphere Application Server Selection
) Database
Installation location:
@ Cognes -
@ Content Store Jopt/| BM/WebS phers/AppServer | Br\:\wael
€3 Natification Deployment manager profile:

(\ Validation successful.
4

Administrator user 1D:
Aamir_000_000
Administrator password.
PITTTITTT T
SOAP port number:

=870

Validate

Validate credentials before proceeding.

@ < Back Mest = Cancel

Figure 180. IBM Installation Manager: SSL certificate validation successful
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___11. Click Next.

Install Packages

&

cccur. Pleass refer to the infocenter ta sat the value properly.

[ Feawmes >

Common Configurations

Install Licenses Lecation Summary

= [} Comman Canfigurations

WebS phere
@ Topalogy
WebSphere Application Server Selection
© Databass
Installation location:
0 Cognes

CLFRPOMZE: The file descriptors (ulimit) is lower than 8192, If the value set for this parameter is too low, a file open error, memory allocation failure, or connection establishment error may

© Content Store l.fopthBM.fWeDSpnereprpsamer

=

3 Notification Deployment manager profile
[ Dmgrol b ]
Host name:
[<Hnst hames

Deployment Manager Credentials

These credentials must exist for the selected Profile.

Administrator user |D:

[<Administrator uger [0

Administrator password:

SOAP part number:

8s7a

| Validate

Validate credentials before proceeding.

Figure 181. IBM Installation Manager: Credentials validation
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12. Click Next again.

1BM|nsta = =5
Install Packages
Fill in the configurations for the packages.
Install Licensss Summary
= [[J Commen Configurations Common Configurations
. Topal
WebSphers epalegy
TF Topalog,
i |mportant: If you return to this page from a later page in the installation wizard, your settings are still present but not visible. If (=
© Databass you want to change any ssttings, you must enter all of the information agsin. If you do not want to change your initial ssttings,
click Mext.

(%] Cognos

@ Cantent Store Cluster

€ Notification

Enter a cluster name or select an existing cluster name. Then select the nodes for each cluster and enter a server name or accept

the default server name.

Application

= Activities

~ Blogs

¥ Communities
= Bookmarks

= Home page

=~  Profiles

Cluster

Cluster1

Cluster2

Cluster?

Cluster2

InfraCluster

Cluster1

Node

<Resourcer MNodedl
<Resource: NodeOl
<Resourcer NodeOl
{RES0UICE? Nodel!
<FResourcer NodeOl
<Fesourcer Node0t
<FResources NodeOl
<Hesourcer Nodeot

<Fesourcer NodeOt

<Fesourcer Nodeot

Server

Cluster_serverl
Cluster1_server2
Cluster2_servert
Cluster2_server2
Cluster1_server1
Cluster_server2
Cluster?_sarverl
Cluster2_server2

InfraCluster_server1

Cluster!_server1 =

Figure 182. IBM Installation Manager: Common Configurations

152

IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

The LSCONN database validation begins.

Install Packages

Fill in the configurations for the packages.

Install Licenses Lecation Summary

[ Festue= >

Common Cenfigurations
Databasz

= [[] Commen Configurations
‘WebSphere

Tapology lopt/|BMjdbc

IBM Installation Manager -0 X

| [Bronee|

Application Database Information
a Cognos

) Content Store

) Notification
(\ Validating LSCONN databass ..
4

W

Wobile [CSConn T [MOBILEUSER ]

Files [LSCONN ] [FILESUSER ]

Forums [LSCONN ] [DFUSER ] sesssass

Home page [LSCONN ] [HOMEDAGEUSER ] [

Profiles [LSCONN ] [DRDFUSER ] sesssans

Wikis [LSCONN ] [WIKISUSER ] -
Valgate ]

Figure 183. IBM Installation Manager: LSCONN database validation
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___13. Click OK in the information dialog for the LSCONN database validation.

(2] IBM Installation Manager = O
Install Packages ’_\-i—_ i
Fill in the configurations for the packages. — -

Install Licansss Lecation [ Fesfiltes > Summary

Common Configurations
Databass

= [f] Commen Configurations
WebS phere
@ Topology JoptIBM/jdbe | | Erowse | [«]

T e

Application Database Information

%] Cognos

© Content Store | Use the same password for all applications.

€3 Notification

(\ Validation successful.
4

Mobile LSCONN | MOBILEUSER

Files LSCOMM ] FILESUSER

Forums LSCONN | |DFUSER

Home page LSCOMM J HOMEPAGEUSER

Profiles LSCONN | PROFUSER

Wikis LSCOMM ] WIKISUSER sssssses
Validate

@ < Back Cancel

Figure 184. IBM Installation Manager: LSCONN database validation successful
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__14. Click Next.

Install Packages

Fill in the configurations for the packages.

Install Licenses

= [[] Commen Configurations

WebSphere

Topology

a Cognos
© Content Store

) Notification

Locatian

Summary

[ Festue= >

Common Cenfigurations
DCatabass

Jopt BMijdbe

J | rowes| (=

Application Database Information

|| Us= the same password for all applications.

Application Databass Name User ID
Activities |Lsconn | |ocauser
Blogs | Lsconn | |BLossusER
Communities [LSCONN J iSNCOMMUSER ] sssssans
Bookmarks [LSCONN ] [mGEARUSER ] sesssuse
Metrics [LSCONN ] [METRICSUSER ] [ ]
Mobile [LSCONN ] [MDBILEUSER ]
Files [LSCONN ] [FILESUSER ]
Forums [LSCONN ] [DFUSER ] sesssuse
Home page [LSCONN ] [HOMEDAGEUSER ] [
Prafiles [LSCONN ] [DRDFUSER ] sesssuse
Wikis [LSCONN ] [WIKISUSER ] [
Validated ‘

Figure 185. IBM Installation Manager: Application information

© Copyright IBM Corp. 2013

IBM Connections 4: PDS migration (side by side) 155



Deployment Scenarios

__15. Click Next again.

——

4

Install Packages

Fill in the configurations for the packages

Install Licenses Lecation | Featires © D Summary

- @ Common Configurations Commeon Cenfigurations
- Content Stor
WebSphers e
Topology

Shared Content Store
DCatabasa

Contznt that is shared among all nodes. Ensure each node in the cluster can access the network location

€ Notification

Select a network shared location:

fopt2/LCShareData i

Local Content Store

Content is stored locally on each node. Ensure the path exists on each node.

Selecta local location

[.'opQ.fLCLDcaIData ] E]

| Validate |

==

Figure 186. IBM Installation Manager: Content store
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___16. In the Notifications screen, click None.

Install Packages
Fill in the configurations for the packages.

Install Licenses Location [ Festie= >  Summary

Common Configurations

= [[] Commen Configurations

E Notificati
WehSphers ification
Topalogy

Pakbaee Notification allows both IBM Connections applications and users o send mail notifications. ReplyTo allows users to reply to notifications

using email. Replies appear in the relevant application in 12M Connections.
Content Stare

. — ! Enable Motification only.

Enable Natification and ReplyTo.

-]
I D)

® e

Figure 187. IBM Installation Manager: Notification
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___17. Review the summary information and click Install.

Install Packages

Review the summary informatian.

Install Licenses Lecation
Target Location
Package Group Mame: |EM® Connections

Installation Directory: fopt/|BM/Connections
Shared Resources Directory: fopt/|BM/SSP Shared

Packages
Packages
IEM® Installation Manager 1.4.4
< [l IBM Connections 4000
b [ Core Features
b [ All Festures

Environment

English

b Repository Information

@

Features

Summary, D

Disk Space Information

I

Total Cownload Size:  1.15GE
Total Installation Size: B33 GB

Total Available Space

13217 GB

T

Figure 188. IBM Installation Manager:

Summary information
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About one hour later, you get this successful installation message.

Install Packages ':b,\:‘—

o The packages are installed. View Log File

Install results :
MNews installed successfully.

Search installed successfully.

Prrofiles installed successfully.

Activities installed successfully [l

The fallowing packags was installed:

= - IBM® Connections

[[] 1M Cannections 4000

Installation Manager was successfully installed into: /opt EM/InstallationManagerieclipss

Mote: If the packages support rollback, the temporary directory contains rollback files for installed packages. You can delete the files
on the Files for rollback preference page.

@) Ein \si‘

Figure 189. IBM Installation Manager: Installation successful
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2. Post-installation

Import configuration

1. Copy the migration directory that you backed up from your 3.0.1 deployment to the
connect i ons_root directory in your 4.0 deployment.

2. Import your 3.0.1 data. Open a command prompt, change to the migration directory on the
Deployment Manager node in your 4.0 deployment, and run the following commands:

.Imgration.sh | c-inport
- DDMker i d=dm adm n
- DDVPasswor d=dm passwor d
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Post Configuration

Map all application to IHS

o Application Types, and click WebSphere enterprise applications.
[E Applications

Mew Application

[ Application Types

WebSphere epterprise applications
Eusins;s-ls‘{ﬁ_ﬁ]pplicaticns

Assets

1. Map applications to web server; take activities, for example. To do so, go to Applications >

Figure 190. Applications > Application Types > WebSphere enterprise applications
__ 2. Click Activities.

Select | Mame &
You can administer the follo

| | Activities

i | Blogk

Figure 191. Activities

___ 3. Under Configuration tab > Modules, click Manage Modules.

Configuration Runtime
General Properties Modules
#* Name

Mannge Modules
Activities
Web Modi
Application reference validation Manage Modules

Figure 192. Manage Modules
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4. Select all modules. Click the Select All icon.

Remowve | Update | Remove File | Export File |

m

Select All Lt -
EventPublisher lc.events.publish.jar, META-INF/ejb-jar.xml 3

leenn.schadular.ejb lconn.scheduler.ejb.jar, META-INF/ ajb-jar.xml [

Elatform Command platfermCommand.consumer.jar, META-INF/ ejb-

O]
]
B e jar.xml
O]
O
O

FollowingE1E le.following.ejb.jar, META-INF/ ejb-jar.ml 3

Activities Web UI ocawebui.war, WEB-INF/web.xxml

Quickr Document Picker gkr.docpicker.war, WEB- INF/wab.xml

OK | Cancel

Figure 193. Select all modules
Notice that its previous server is Cluster1.
Sarver
WebSphere:call=dubxpovm340Call01, cluster=Clustarl
WebSphere:cell=dubxpcvm340Cell01,cluster=Clusterl

WebSphere:cell=dubxpcvm540Cell0l cluster=Clustarl

WebSphere:call=dubxpcvm340Call01, cluster=Clustarl

WebSphere:cell=dubxpcvm 340Cell01,cluster=Clusterl

WebSphere:call=dubxpovm 540Cell01, cluster=Clustarl

Figure 194. Server: Cluster1

162 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 5. Press Ctrl to select both Cluster1 and webserver1. Click Apply.

routed through.

Clusters and servers:

arcell=dubxp

WebSphere:cell=dubxpovm340Cell01, cluster=Cluster2
WebSphere:cell=dubxpovm540Ceall01, cluster=InfraCluster

m3A0Cell 01, cluster=Clusterl

Figure 195. Clusters and servers

___6. \Verify that all modules are mapped to both Cluster1 and webserver1.

Module
Type

EJE
Module

EJBE
Module

EJB
Module

EJE
Module

Web
Module

Web
Module

Server
WebSphere
WwebSphera

WebSpheare
WebSphera

WebSphere
WwebSphera

WebSphere
WebSphera

WebSphere
WwebSphera

WebSpheare
WebSphera

icell=dubxpocvm340Cell0 1, node=IHS, server=webserverl
icell=dubxpovm540Cell0l, cluster=Clusterl

icell=dubxpovm540Cell01, node=IHS, server=websearverl
ical*sdubxpovm S40Cell0 1, cluster=Clusterl

icell=dubxpocvm340Cell0l, node=IHS, server=webserverl
icell=dubxpovm540Cell0l  cluster=Clusterl

icell=dubxpovm 540Cell01l, node=IHS, server=websarverl
icell=dubxpoym S40Cell0 1, cluster=Clusterl

icell=dubxpocvm340Cell0 1, node=IHS, server=webserverl
icell=dubxpovm540Cell0l, cluster=Clusterl

icell=dubxpovm 540Cell01, node=IHS, server=websearverl
icell=dubxpovm S40Cell0l , cluster=Clusterl

Figure 196. Module Type: Server

Vs ?ﬂ/ﬂ’ Note

Repeat these steps for all applications from Activities to Wikis.

N\
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Modify LCC.xml

Information
-8 \

For more detailed information about how to modify LGC xnt , see

http: // w10 | ot us. com | dd/ | cwi ki . nsf/ xpDocMi ewer . xsp?l ookupName=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=Updati ng web addresses_in | BM HITP
_Server _i c40&cont ent =pdcont ent .

A J

1. Change the service URL as follows:

(TH1]

<sl oc: servi ceRef erence acf _config file="acf-config-nf.xm" boot strapHost =
boot st rapPort ="" cl ust er Narre="d ust er 1" enabl ed="t r ue"

person_card_servi ce_nane_j s_eval ="general rs. | abel _personcard_activitieslink"
person_card_service_url _pattern="/service/ ht M/ mai npage#dashboar d%20yact i vi
ti es%2Quseri d¥3D{ useri d} Y2CnanedBD{ di spl ayNane} " servi ceName="activities"
ssl _enabl ed="true">

<sl oc: href >
<s| oc: href Pat hPrefi x>/ acti vi ti es</ sl oc: hr ef Pat hPrefi x>

<sloc:static href="http://connections. exanpl e. com
ssl _href="https://connecti ons. exanpl e. com/ >

<sl oc:interService href="https://connecti ons. exanpl e. coni/>
</ sl oc: href >
</ sl oc: servi ceRef er ence>

2. Sync Nodes and restart servers.
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Configure Search variable

___ 1. Add "/opt/IBM/Connections/stellent/dcs/oiexport" to your PATH variable in .profile for the
root user.

Either add export LD _LI BRARY_PATH=/ opt / | BM Gonnect i ons/ st el | ent/ dcs/ oi export to
/ opt / | BM VébSpher e/ AppSer ver / bi n/ set upOndLi ne. sh and run . ./setupQmiLi ne. sh
before you start the nodes,

or add export LD LI BRARY PATH=/ opt/ | BM Gonnect i ons/ st el | ent/ dcs/ oi export and
add the line to the PATH in . profile.

Configure Homepage administrator and moderator

Information
-8 <

For more detailed information about how to configure a Homepage administrator, see
http: // v 10. | ot us. comt | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+

4. O+docunent at i on#act i on=openDocunent & es_titl e=Confi guri ng_t he Hone_page adni ni st
rat or _i c40&cont ent =pdcont ent .

. J

__ 1. Goto Enterprise Applications > Homepage > Security role to user/group mapping,
check admin and map an LDAP user as administrator for Homepage.
Enterprise Applications v

Enterprise Applications > Homepage > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or module must map to a user or group from the domain user registry. accesslds: The accesslds are required

only when using cross realm communication in @ multi domain scenario. For all other scenarios the accessid will be determined during the application start
based on the user or group name. The accesslds represent the user and group information that is used for Java Platform, Enterprise Edition authorization
when using the WebSphere default authorization engine. The format for the accesslds is userirealm/uniquelserID, group:irealm/unigqueGrouplD. Entering
wrong information in these fields will cause authorization to fail. AllauthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms
be given the access. AllAuthenticated: This indicates that any valid user in the current realm be given the access.

’m‘ Map Groups... Map Special Subjects =

Select | Role Special subjects Mapped users Mapped groups
I:‘ person All Authenticated in Application's Realm

Fl everyone Everyone

Fl reader Everyone

I:‘ metrics-reader Everyone

admin None Aamir_000_000

ﬂ Cancel

Figure 197. Enterprise Applications: Homepage

2. Click OK and then Save.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS migration (side by side) 165



http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Configuring_the_Home_page_administrator_ic40&content=pdcontent

http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Configuring_the_Home_page_administrator_ic40&content=pdcontent

Deployment Scenarios

Information
-0 <

For more detailed information about how to configure a moderator, see
htt p: // v 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+

4. O+docunent at i on#act i on=openDocunent & es_tit1e=Confi guri ng_Mbder ati on_i c40&cont en
t =pdcont ent .

A\ J

__ 1. Go to Enterprise Applications > Homepage > Security role to user/group mapping,
check global-moderator and map an LDAP user as global moderator for Homepage.

Enterprise Applications wE

Enterprise Applications > Moderation > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or module must map to a user or group from the domain user registry. accesslds: The accesslds are required
only when using cross realm communication in @ multi demain scenaric. For all other scenarios the accessld will be determined during the application start
based on the user or group name. The accesslds represent the user and group information that is used for Java Platform, Enterprise Edition authorization
when using the WebSphere default authorization engine. The format for the accesslds is userirealm/unigueUserlD, group:realm/uniqueGrouplD. Entering
wrong information in these fields will cause authorization to fail. AllAuthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms
be given the access. AllAuthenticated: This indicates that any valid user in the current realm be given the access.

Map Users... | Map Groups... Map Special Subjects =
Select | Role Special subjects Mapped users Mapped groups
Fl reader Everyone
I:‘ everyone-authenticated All Authenticated in Application's Realm
I:‘ person All Authenticated in Application's Realm
I:‘ glebal-moderator None Aamir_000_000

ﬂ Cancel

Figure 198. Enterprise Applications: Moderation

2. Click OK and then Save.

__3. Sync nodes and restart servers.
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Deployment Scenarios

Config SiteMinder+SPNEGO

r fﬂ/ﬂ’ Note ~

Open request to WTI team to asking help to configure Siteminder+SPNEGO on Siteminder policy
server:

http: // v 10. | ot us. comt | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_title=Enabling singl e signon for SiteMn
der _wi t h_SPNEQD i c40&cont ent =pdcont ent .

. J

__ 1. Update US export _policy.jar andlocal policy.jar to both DM and Nodes.

| JoptIBMWebSphere/AppServerfjava/jreflib/security

Name Size Type

| backup File folder
blacklist 94 Bytes File
cacerts T7KB File
java.policy ZKB POLICY F...
java.security 10KBE SECURIT..
javaws.policy 132 Bytes POLICY F..
Jiocal_policyjar | 4KB JAR File
trusted.libraries 1KBE LIBRARL..
' 4KB JAR File

Figure 199. US and local policies files
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___2. Install Web Agent for IHS:
f"‘“‘“‘
f' \H/ Note

You can also install Web Agent for IHS by following the steps in this guide:
http://ww« 10. I otus. cond | dd/ | cwi ki . nsf/dx/Instructions for_installing and configur
i ng_the 6x_Ve¢bAgent for_your HITP server.

G J

N

___a. Run the following command to open the CA SiteMinder Web Agent.

I /software # . /nete—wa—ﬁqmr6—cr00?—rhe1§0.bin
Preparing to install...

Extracting the JRE from the installer archive...
Unpacking the JRE...

Figure 200. Command to open the CA SiteMinder Web Agent

___b. Intheintroduction screen of the CA SiteMinder Web Agent, click Next.

Introduction

The Install Wizard will guide wou through the installation of CA
SiteMinder Web Agent weOMES Hotfix 7.

It is strongly recommended that wou quit all programs hefore
continuing with this installation.

Click the 'Mext' button to proceed to the next screen. If wou
want to change something on a previous screen, click the
‘Previous' button.

You may cancel this installation at amy time by clicking the
‘Cancel' button.

InstallAnsswhers

Cancel Presvous | e )ﬂ‘ |
b

Figure 201. CA SiteMinder Web Agent: Introduction
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___c. Accept the license agreement and click Next.

License Agreement

G Installation and use of CA SiteMinder Web Agent v6QMRG
- Hotfix 7 requires acceptance of the following License

ca, Inc. ("CA")

L w |

End User License Agreement (the "Agreement") for
the CA software product that is bheing installed as
well as the associated documentation and any 30K,
as defined helow, included within the product
("the Product").

Carefully read the following terms and conditions
regarding wour use of the Product before
installing and using the Product. Throughout this
Agreement, wou will he referred to as “"You" or
“Licensee."

. - ] L ) accept the terms of the License .ﬁgreemlent:'
| l:l | do NOT acceptthe terms of the License Agreement

Installdmanhere

Cancel Frevious lext QJ

Figure 202. CA SiteMinder Web Agent: License Agreement

4]
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___d. Read the information before continuing and click Next.

CA SiteMinder Web Agent

Important Information

G Please read before continuing:

™ TNSTALLATION NOTES

Installation instructions for this
CA product reside in one of these

documents:
0 The product's Installation Guide

L]

0 The product guide's installation
chapter
0 The relnotes<product_wversion=.pdT
file

DOCUMENTATION NOTES

CA provides release notes and manuals
as PDF files. See the instructions
¢ " helow for viewing and printing PDF
Tiles, especially Tor viewing POF Tiles =

Installanywhers

Cancel Previous ﬂg_};_tt_

Figure 203. CA SiteMinder Web Agent: Important Information
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___e. Choose the location where you want to install the SiteMinder and click Next.

CA SiteMinder Web Agent

Choose Install Location

G Specify a location for the Wek Agent. If the path does not

contains the word "webagent," the installation program wwill

create a folder called "webagent" and appends it ta the end of
saUE path.

Where would you like to install?
Jopt/netegrity/webagent

Restore Default Folder Choose. .

Installamanhere

Cancel

Previalls | Next

Figure 204. CA SiteMinder Web Agent: Choose Install Location
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__f. Review the pre-installation summary before continuing and click Install.

€A SiteMinder Web Agent

Pre-Installation Summary

G Please Review the Following Eefore Continuing:

Product Name:
CA SiteMinder Webh Agent vEQMEES Hotfix 7

Install Folder:
joptfnetegrity/webagent

Disk Space Information (for Installation Target):
Required: 192,688,662 hytes
Available: 136,873,316,332 bytes

Installanswswhers

Cancel

Previous Install

Figure 205. CA SiteMinder Web Agent: Pre-installation Summary
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The installation begins.

CA SiteMinder Web Agent e

Installing CA SiteMinder Web Agent v6QMR6 Hotfix 7

G

CA SiteMinder*
Web Agent

Czporight 3 3000 28, &0 rehi resered

l Installing... Java Runtime Environment

Installamanhere

Cancel C |

Figure 206. CA SiteMinder Web Agent: Installing CA SiteMinder Web Agent v6QMR6 Hotfix 7
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__g. When the installation is finished, click Done.

CA SitaMinder Web Agent

Install Complete

G Congratulations! CA SiteMinder Web Agent v&OQMES has been suc
Jopt/netegrity/webagent
To configure the web agent, run the command Jopt/netegritywe

FPress "Done" 1o exit the installer.

Installanyswhers

Cancel

=
I

EvioLUs I{I;une- |

Figure 207. CA SiteMinder Web Agent: Installation Complete
___3. Configure environment variables.

:~/netegrity/webagent # ./nete wa env.sh

Figure 208. Environment variables command

___a. Run the following command to start the CA SiteMinder Web Agent véQMR6.

:/opt/netegrity/webagent # ./nete-wa-config.sh

Figure 209. Configuration command
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___b. Inthe host registration screen, select Yes, | would like to do Host Registration now and
click Next.

CA SiteMinder Web Agent wEOMRE

Host Registration

. Select "res' 1o register this Agent with the Policy Server.

Select 'Mo' to register later.
Select a checklbox to enable Crypatographic Hardware
configuration.

® Yes, | would like to do Host Registration now.|

2 Mo, | would like to do Host Registration later.

[ |Enable PKECS11 DLL Cryptographic Hardware.

Installanswhere

Cancel Frevious e }hct

3

Figure 210. CA SiteMinder Web Agent v6QMR6: Host Registration
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__c. Enter your admin user name and password and click Next.

CA SiteMinder Web Agent w6 IMRE

Admin Registration

. Enter the name and password of an administrator swho has the

right 1o reqister trusted hosts with the Policy Server.
This entry must match the name of an administrator defined in

the Policy Server.

Admin User Mame | FegHost |

Addmin Password |u-uu |

Confirm Admin F'asswurd| T |

[ ] Enable Shared Secret Rollower

Installanyswhere

Cancel Previous | Me:ﬁ

Figure 211. CA SiteMinder Web Agent v6QMR6: Admin Registration
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___d. Specify the name of the trusted host and the host configuration object and click Next.

CA SiteMinderWeb Agent vEOMRE

Trusted Host Name and Configuration Object

G Specify the name of the host wou want 1o register with the Folicy
il SeErvEr.

Enter the name of the host configuration object. The name

must match a host configuration object name already defined
an the Palicy Server.

Trusted Host Mame |dubxpcwn54D_wa |

Host Configuration Elbject| host_dubxpowmS 40 |

Installanywhere

Cancel Frevious | w |

Figure 212. CA SiteMinder Web Agent v6QMR6: Trusted Host Name and Configuration Object
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___e. Select the policy server IP address and click Next.

Policy Server IP Address

.. where the port represents a Folicy Server behind the firewall. [

or example:
111.12.12.2:1234 or myserver: 1234

JOTE: Include the port number in the 1P address only if wvour
*olicy Server is behind a firewall.

1]

IF Address| <IP Address: -

Remove Addd

Installansawhere

Cancel Previous | Next |

L

Figure 213. CA SiteMinder Web Agent v6QMRG6: Policy Server IP address
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f.  Enter a file name and location to store the host configuration information and click Next.

CA SiteMinderWe b Agent vEOMAE
Host Configuration file location

. Enter a file name and location to store Host Configuration

information or accept the default location
foptinetegrityfwebagentfconfig and filename SmHost. conf.

File name |5mHust.cunf |

Select a location | Jopt/netegrity/webagent/config |

Eestore Default Choose...

Installanywhere

Frevious | M

Cancel
L 1

Figure 214. CA SiteMinder Web Agent v6QMR6: Host Configuration file location
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___g. Enterthe root path where the Apache Web server is installed and click Next.

£

CA SiteMinder Web Agent wb OMREG

Apache Web Server path

Enter the root path of where Apache Web server installed.

Please Choose a Folder:

Jopt/IEM/HTTPServer

_Besmre Default Falde_r_ Choose. ..

Installamsawhere

Cance|

Previous. | Ne&t |

Figure 215. CA SiteMinder Web Agent v6QMR6: Apache Web Server path
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___h. If the Apache Web server version fails, select | would like to enter a specific
configuration path and click Next.

CA SiteMinder Web Agent vEOMRE

Apache Web Server Failure

G natle to find a wersion of Apache webserver;
- Jopt/IBMHTTPServer.

Mote: If wou hawve any other Apache Web servers that may not
be detected by the Wizard, please select the second option.

i | would like to re-enter the Apache Server Root.
@ | would like to enter a specific configuration path.

| dan't have an Apache Web server.

Installanswhere

Cancel Previous Nextt; |

Figure 216. CA SiteMinder Web Agent v6QMR6: Apache Web Server failure
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___i.  Enter the specific configuration path for Apache Web server and click Next.

CASiteMinder Web Agent vo OMAE

Apache Web Server path

. Flease enter the configuration path for Apache Welb server,

Please Choose a Folder:
Jopt/IBM /HTTPServer/conf|

_Besmre Default Falde_r_ Choose, .,

£

Cancel Previous |

Installamsawhere

I=
m
e

Figure 217. CA SiteMinder Web Agent v6QMR6: Apache Web Server path
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__j- Select the Apache version and click Next.

CA SiteMinder Web Agent vE MRS

Apache Version

. Flease select a choice for the Apache wersion.

(1 Apache version 1.%
() Apache version 2.
@ Apache version 2.2

L

Installanywhere

Cancel Previous

Figure 218. CA SiteMinder Web Agent v6QMR6: Apache Version
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___k. Select the Apache server type and click Next.

CASiteMinderWeb Agent vo OMAE

Apache Server Type

. Flease select one of the following appropriately match wour

prewious selection

]

1 Strong Hold

) Oracle

® IBM HTTP Server
 Covalent Enterprise-Ready Apache or FastStarn Sen

' HP Apache
3 HTTP Apache -
[4] I 1]
Installamsawhere
Cancel Previous | H[“;Z_‘T |

Figure 219. CA SiteMinder Web Agent v6QMR6: Apache Server Type
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___|. Select the web servers and click Next.

CA SiteMinder Web Agent vBOMRE

Select Web Server(s)

.,_ Select which web server(s) wvou wish to configure as Web

Agentis). Unselect a web server to unconfigure that web

server. To preserve a web server, do not unselect that web
SRrvEr,

[¥] IBM HTTP Server 2.2

C

Installanywhere

Caniel

Previous | E{ﬁxt |
S

Figure 220. CA SiteMinder Web Agent v6QMR6: Select Web Servers
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The Agent Configuration Object screen is displayed.

CASiteMinderWeb Agent vo OMAE

Agent Configuration Object

Enter the name of an Agent Configuration Okject that defines
the configuration parameters which the Web Agent will use for
IBM HTTP Server 2.2.

Mote: This entry must match an Agent Configuration object
hame already defined an the Palicy Server,

Agent Configuration Object | AgentOlbj

Installammawhere

Cancel

Previous | m |
53

Figure 221. CA SiteMinder Web Agent v6QMR6: Agent Configuration Object
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___m. Enterthe name of an agent configuration object to define the parameters and click Next.

CA SiteMinderWeb' Agent v OMAE

Agent Configuration Object

G Enter the name of an Agent Configuration Qbject that defines
- the configuration parameters which the Web Agent will use for

IEM HTTP Server 2.2.

Maote: This entry must match an Agent Configuration object

hame already defined on the Policy Server,

Agent Configuration Object | dubxpowvm40_wa_caonf

Installanywhere

Cancel FPrevious | Nle\:xt |

Figure 222. CA SiteMinder Web Agent v6QMR6: Agent Configuration Object
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__n. Select the SSL configuration to configure IBM HTTP Server 2.2. and click Next.

CA S R6

SSL Authentication

G The following 55L configurations are awvailahle for this web
L server. If the Web Agent will be providing adwanced

authentication, select which configuration it will use to configure
IBM HTTP Server 2.2.

) HTTP Basic over 55L

) X509 Client Certificate

) ¥509 Client Certificate and HTTP Basic
) ¥509 Client Centificate or HTTP Basic
) ¥509 Client Certificate or Form

1 X509 Client Certificate and Form
@ No advanced authentication

Installamanhere

Cancel Frevious Meeﬂ

=

Figure 223. CA SiteMinder Web Agent v6QMR6: SSL Authentication
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___0. Select No, | don't want to configure Self Registration and click Next.

CA SiteMinder Web Agent wG OMRE

Self Registration

‘ If this Welb Agent is providing Self REegistration for DMS2, select

"fes'. Otherwise, select 'Mo'.

i Yes, | would like to configure Self Registration

@ Mo, | don't want to configure Self Registration

InstallAnswhere

Cancel Previous Next

Figure 224. CA SiteMinder Web Agent v6QMR6: Self Registration
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___p. Review the configuration selection and click Install.

‘CA SiteMinder Web Agent v6OMRE

Web Server Configuration Summary

.,_ Please confirm the configuration selection. Accept the

configuration and press ‘'Install’ to cantinue. To change one or
mare settings, press 'Frevious'

_onfigure the following webhserver(si:

Apache Sepver:
[EM HTTFP Server 2.2
Agent Configuration Object: dubxpoumS 40 _wa_conf
S5L Authentication type: Mo advanced authentication

Installamanhere

Cancel Previous Install

Figure 225. CA SiteMinder Web Agent v6QMR6: Web Server Configuration Summary
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__Qq. Theinstallation is finished. Click Done.

el CA SiteMinder Web Agent w6 OMRE - X

Configuration Complete

G The installation of CASiteMinder Web Agent vGOMES

Configuration Wizard is finished, but some errors occurred
during the install. Please see the installation log for details.

InstallAnswhere

I/
IT

Cance|

TEVIOLIE | 'DE[-!J'_IE: |

Figure 226. CA SiteMinder Web Agent v6QMR6: Configuration Complete

__4. Install Application Server Agent (ASA) on WebSphere nodes.

Vs Y‘/*I Note ~

You can also install Application Server Agent (ASA) by following the steps in this guide:
http:// v 10. | ot us. comi I dd/ | cwi ki . nsf/dx/Installing_the Application_Server_ Agent _
| pr ASAr pr.

& J

__a. Run the following command to open the CA eTrust SiteMinder Agent v6.0 for
WebSphere.

| /software/smasa # java -jar ca-asa-6.0-crll-was.jar|

Figure 227. Command to open the CA eTrust SiteMinder Agent v6.0 for WebSphere
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___b. Inthe introduction screen of the CA eTrust SiteMinder Agent v6.0 for WebSphere, click

Next.

CAaTrust Site Mindertige nt w6 0 for WebSphere

Introduction

Installammawhiere will guide wau through the installation of CA
eTrust SiteMinder Agent w&. O for Wekbsphere.

[t is strongly recommended that wou gquit all programs before

continuing with this installation.

Click the 'Mext' button to proceed to the next screen. If wou
weant 1o change something on a prewvious screen, click the

'Presvdous' bhuttaon.

ou may cancel this installation at any time by clicking the

'Cancel' button,

Installanawhere

Cancel

|

iT

revious | [{ext |

Figure 228. CA eTrust SiteMinder Agent v6.0 for WebSphere: Introduction
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___c. Accept the license agreement and click Next.

‘CAeTrust SiteMinderAgent w6.0 for WebSphere

License Agreement

m Installation and Use of CA eTrust Sitefinder Agent v6.0 for
™ WebSphere Requires Acceptance of the Following License
Agreement:

Computer Associates International, Inc. (“CA")

Lo » |

End User License Agreement (the "“Agreement") Tor
the CA software product that is being installed
as well as the associated documentation and any
50K, as defined below, included within the
product ("the Product").

Carefully read the following terms and conditions
regarding wour use of the Froduct before
installing and using the Product. Throughout
this Agreement, wou will he referred to as "You"
or "licensee,"

[«]

{:} | do NOT acceptthe terms of the License Agreement

Installamahere

Cancel Presvious | et |

Figure 229. CA eTrust SiteMinder Agent v6.0 for WebSphere: License Agreement
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__d. Choose the location where you want to install the product and click Next.

CAeTrust Site Minder fgent we.0, for WebSphere

Bl

Choose Install Folder

Flease choose the folder where the product will be installed.

Where would you like to install?

Installdmanhere

Cancel

Jopt/smwasasa
Eestare Default Folcer Choosa,.
Erevious It

Figure 230. CA eTrust SiteMinder Agent v6.0 for WebSphere: Choose Install Folder
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___e. Choose the location where WebSphere is installed and click Install.

CAeTrust SiteMinder Agent w6.0, for WebSphers

Choose WebSphere Folder

Flease choose the folder where WebSphere & 0 is installed.

Please Choose a Folder:
Jopt/IBEM /WebSphere/AppServer

Eestore Default Folder Choose. ..

[

Install&manhere

Cancel Presvdous Install .:J

Figure 231. CA eTrust SiteMinder Agent v6.0 for WebSphere: Choose WebSphere Folder
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The installation begins.

CA‘eTrust Site Minder Agentwd 0 for WebSphere

Installing CA eTrust SiteMinder Agent v6.0 for Web5Sphere

G
Computar Associalass

eTrust® SiteMinder®

Application Server Agent
v6.0

for WebSphere

'. Installing... uninstall

2005 Computer Assoc ates Internatona . e, Al rights reserved.

Installdmanhere

Cancel

—

Figure 232. CA eTrust SiteMinder Agent v6.0 for WebSphere: Installing CA eTrust SiteMinder Agent v6.0 for WebSphere
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___f.Inthe host registration screen, select Yes, create trusted host and click Next.

CAeTrust SiteMinder Agent w6.0, for WebSphers

Host Registration

. Would wou like to create a trusted hosty
s

® Yes, create trusted host.

) No, use existing file.

Installamahere

Cancel Presdols | ["ext |

Figure 233. CA eTrust SiteMinder Agent v6.0 for WebSphere: Host Registration
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__g. Check the SiteMinder host information and click Next.

CAeTrust: Site Mindertgent w60, for WebSphere

Host Registration
SiteMinder Host Information

’ Policy Server IP Address: | <Palicy Server IP Addhess> |

5M Admin Username: |RegHust |

SM Admin Password: |-----n |

Host Name: |<Hu:-stName> |

Host Config Object: |hu5t_dubxpcwn54l_tai| |

Installanyswhere

Cancel Previous | I Rt |

Figure 234. CA eTrust SiteMinder Agent v6.0 for WebSphere: Host Registration

198 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

___h. When prompted, enter the agent configuration object name and click Next.

CA eTrust'SiteMinder Agent wB.0 for WebSphere

Agent Configuration

. Please enter the agent configuration object name.

Agent configuration object name; dubxpcwn541_tai_cunf|

B 4 I | [+

Cancel Previous | [\Jrext |

Installanswhere

Figure 235. CA eTrust SiteMinder Agent v6.0 for WebSphere: Agent Configuration
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___i. When the installation is finished, click Done to quit the installer.

CA eTrust SiteMinder Agent w5.0 for WebSphere

Install Complete

Congratulations! CA eTrust SiteMinder Agent v&. 0 for

WebSphere has been successfully installed to:

Jopt/smwasasa

Fress "Done" to quit the installer.

Cance Previous Done|

InstallAnsswhere

Figure 236. CA eTrust SiteMinder Agent v6.0 for WebSphere: Installation Complete
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3. Post-actions after installation agent

Information
-0 <

For more detailed information about post actions after installation agent, see

htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BMrConnect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=Enabl i ng_singl e signon for SiteMn
der_wi th_ SPNEQD i c40&cont ent =pdcont ent .

G J

1. When the Application Server Agent is configured ensure to copy snagent . properti es from
the agent installation directory srwasasa\ conf to
AppSer ver\ profi | es\ AppSrvO1\ properti es on each node. Go to Security > Global
security > Web and SIP security, and check Enable Trust association.

General Properties

Enable trust association

Apply | Ok | Resat Cancel

Figure 237. Enabling trust association

2. Click OK and then Save.

3. Then, go to Global security > Trust association > Interceptors, and add a trust as shown
in the following figure:

Specifies the trust information for reverse proxy servers.

General Properties

# Interceptor class name
|:c-n netegrity.siteminder.websphere.suth.SmTrustAssociationInterceptor

Custom properties

Select | Name Value MNew
F | | Delete

Appl',rl ﬂ Resetl Cancel |

Figure 238. Specifying the trust information for servers proxy servers

__j- Click OK and then Save.
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___k. Click the resource as in the following figure.

Global security > Trust association > Interceptors
Specifies the trust information for reverse proxy servers.

Preferences

MNew | Delete
ek | [
(e
Select Interceptor Class Name 0

You can administer the following resources:

I:I com.ibm.ws.security.cauth20.tai.0AuthTAI
I:' com.ibm.ws.security.spnego.TrustAssociationInterceptorlmpl
I:' com.netegrity.siteminder.websphere.auth.SmTrustAssociationInterceptor

Figure 239. Interceptors: Administering resources
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[.  Add the following lines into ht t pd. conf and restart IHS:

Rewr i t eEngi ne On

RewiteCond % REQUEST UR'} /(.*)/ibmsecurity | ogout(.*)

Rewr it eCond % QUERY _STR NG

! =| ogout Exi t Page=ht t ps: // connect i ons. exanpl e. coni honepage

RewiteRule /(.*)/ibmsecurity | ogout(.*)

/ hormepage/ web/ i bm security | ogout ?l ogout Exi t Page=htt ps:// connecti ons. exanpl e. com
/ horrepage [ noescape, L, R

RewiteCond % REQUEST UR'} !~ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/api/$l/api/$2 [R L]
RewiteCond % REQUEST UR'} !~ blogs/roller-ui/rendering/(.*)
RewiteRul e ~ blogs/(.*)/feed/tags/atong.*)

/bl ogs/roller-ui/rendering/feed/ $1/tags/atom [R L]
RewiteCond % REQUEST UR'} !~ blogs/roller-ui/rendering/(.*)
RewiteRul e * blogs/(.*)/feed/entries/atong.*)
/blogs/roller-ui/rendering/feed/ $1/entries/atom [R L]
RewiteCond % REQUEST UR'} !~ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ blogs/(.*)/feed/ cooments/atong.*)

/bl ogs/roller-ui/rendering/feed $1/comments/atom [R L]
RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/ (.*)/feed bl ogs/atonf.*)

/bl ogs/roller-ui/rendering/feed $1/ bl ogs/atom [R L]

LoadMbdul e i bm ssl _rnodul e nodul es/ nod_i bm ssl . so
<l f Modul e nod_i bm ssl . c>

Listen 0.0.0.0: 443

<Mirtual Host *: 443>

Server Nane connect i ons. exanpl e. com

SSLEnabl e

Al | owencodedS ashes On

Rewri t eEngi ne

RewriteCond Y REQUEST UR'} /(.*)/ibmsecurity | ogout(.*)

Rewrit eCond % QUERY_STR NG

! =l ogout Exi t Page=ht t ps: // connect i ons. exanpl e. cont honepage

RewiteRule /(.*)/ibmsecurity | ogout(.*)

/ honepage/ web/ i bm security | ogout ?l ogout Exi t Page=htt ps: // connecti ons. exanpl e. com
/ honepage [noescape, L, R

RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/api/$l/api/$2 [R L]
RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRul e ~/ blogs/(.*)/feed/tags/atong.*)

/bl ogs/roller-ui/rendering/feed $1/tags/atoni [R L]
RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRul e M blogs/(.*)/feed/ entries/aton(.*)
/blogs/roller-ui/rendering/feed/ $1/entries/atom [R L]
RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ blogs/(.*)/feed/ cooments/atong.*)

/bl ogs/roller-ui/rendering/feed $1/ comments/atom [R L]
RewriteCond YREQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ blogs/ (.*)/feed bl ogs/atonf.*)

/bl ogs/roller-ui/rendering/feed $1/ bl ogs/atomi [R L]
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</ Vi rt ual Host >
</ | f Modul e>
SSLD sabl e

___ 4. Configure SPNEGO over https. Add the following lines to ht t pd. conf in
/opt/ 1 BM HTTPSer ver/ conf :

Li sten 444

<M rtual Host *: 444>

Server Nane connect i ons. exanpl e. com

SSLEnabl e

KeyFil e "/opt/|BM HITPServer/ bi n/ | HSkey. kdb"
SSLStashFile "/opt/1 BMHITPSer ver/ bi n/ | Hkey. st h"
</ VM rtual Host >

In WebSphere Application Server console, go to Environment > Virtual Hosts >
default_host > Host Aliases, new aliases as in the following:

[—

[D * 444]

Figure 240. Host Aliases, new aliases

Click OK and then Save.
Sync nodes and wait some time.

In VébAgent . conf under / opt/ | BM HTTPSer ver / conf , uncomment this line:
| ocal configfile="/opt/|BMHITPServer/conf/Local Config.conf".

In Local Confi g. conf under /opt/ | BM HITPSer ver/ conf, add one line like as follows:
| gnor eHost =" connect i ons. exanpl e. com 444", and comment out every other line in
this config.

Restart HTTP server.

In Lot usGonnect i ons- confi g. xm file under
/ opt / | BM VébSpher e/ AppSer ver/ profi | es/ Dngr 01/ confi g/ cel | s/ Connect i onsCel |
01/ Lot usConnect i ons- conf i g, modify each interService URL as follows:

<sl oc:interService href="https://connections. exanpl e. com 444"/ >
Leave the authenticator as DefaultAuthenticator without change.
Full sync nodes.

Stop all nodes and DM. Start DM and nodes again, and start Connections server.
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