‘.lliI

IBM Connections 4 Public
Deployment Scenarios

Deployment Scenarios

ERC 1.0




Deployment Scenarios

Trademarks

IBM® and the IBM logo are registered trademarks of International Business Machines Corporation.

The following are trademarks of International Business Machines Corporation, registered in many
jurisdictions worldwide:

AIX® Cognos® DB™
DB2 Universal Database™ DB2® Domino®
Lotus® LotusScript® Notes®
Power® Quickr® Rational®
Sametime® System z® Tivoli®
WebSphere® 400®

Intel and Xeon are trademarks or registered trademarks of Intel Corporation or its subsidiaries in
the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows and Windows NT are trademarks of Microsoft Corporation in the United States,
other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java™ and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.

Other product and service names might be trademarks of IBM or other companies.

January 2013 edition

The information contained in this document has not been submitted to any formal IBM test and is distributed on an “as is” basis without
any warranty either express or implied. The use of this information or the implementation of any of these techniques is a customer
responsibility and depends on the customer’s ability to evaluate and integrate them into the customer’s operational environment. While
each item may have been reviewed by IBM for accuracy in a specific situation, there is no guarantee that the same or similar results will
result elsewhere. Customers attempting to adapt these techniques to their own environments do so at their own risk.

© Copyright International Business Machines Corporation 2013.
This document may not be reproduced in whole or in part without the prior written permission of IBM.
Note to U.S. Government Users — Documentation related to restricted rights — Use, duplication or disclosure is subject to restrictions

set forth in GSA ADP Schedule Contract with IBM Corp.



Deployment Scenarios

IBM Connections 4: PDS SSO configuration

About the author

Xiao Jin Zhao works on the Connections system verification test team
and has four years’ experience with Connections and six years’
experience in testing. She is familiar with Connections product and other
ICS portfolio, including installing, configuring, administration, use, and
troubleshooting issues. Xiao Jin can be reached at

zhaoxj i n@n. i bm com

g’

Legend

 connections.example.com: dmgr + http

» nodel.example.com: n1

« node2.example.com: n2
 oracleserver.example.com: oracle

« tam.example.com: Tivoli Access Manager server
» quickr.example.com: Quickr domino server

« sametime.example.com: Sametime server

« domino.ldap.example.com: LDAP server

Contents

1. Pre-installation tasks
2. Installing IBM Connections 4.0 using LC wizard

3. Post-installation tasks

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SSO configuration 1



Deployment Scenarios

1. Pre-installation tasks

Installing base software

Install Oracle 10.2.0.5 as database server on Windows 2003

Follow these steps to complete the installation of Oracle 10.2.0.5 as database server on Windows
2003:

___ 1. Onthe Oracle Database 10g Installation wizard, select Basic Installation as installation
method and click Next.

£ Oracle Database 10g Installation - Installation Method

Select Installation Method

® Basic Installation

Paorm full Oracle Database 10g installation with standard configuration options requiring minimal input.
This option uses file system for storage, and a single password for all database accounts.

Oracle Home Location: |9:1.D1atle\modutn1ﬂ 2.0vib_1 | Browse..,

Installation Type: [Enterprise Edition (1.368) v

W Create Starter Database (additional 720MB)

Global Database Name: [orcl

Database Passwaord: [“""“"""' Confirm Password, I""**“'“'“"
This password is used for the S5, SYSTEM, SYSMAN, and DESNMP accounts,

" Advanced Installation

Allows advanced selections such as diferent passwords for the 5YS, SYSTEM, 8YSMAN, and DBSNMP
accounts, database character set, product languages, automated backups, custom Installation, and
alternative storage options such as Automatic Storage Management.

L Help ] Back - et ) Install _ Cancel )
ORACLE

Figure 1. Installation method screen
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___2. On the Product-Specific Prerequisite Checks screen, check that there are no requirements
to be verified and click Next.

c,-d_l]racle Universal Installer: Product-Specific Prerequisite Checks

Product-Specific Prerequisite Checks

The Installer verifies that your environment meets all ofthe minimum requirements for installing and
configuring the products that you have chosen to Install. You must manually verify and confirm the items that
are flagoed with wamings and itemns that require manual checks. For details about performing these
checks, click the itemn and review the details in the box at the bottom of the window.

[Chéck

Type Staius |
Checking for proper system clean-up.... Automatic ¥ Succeeded [~
Checking for Oracle Home incompatibilities ... Automatic [ =

r {l N SN )

0 requirements to be verified.

Actual Result: NEW_HOME
Check complete. The overall result ofthis check |s: Passed

Help Installed Products. . Back t Install Cancel )
ORACLE |

Figure 2. Product-Specific Prerequisite Checks
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__ 3. Onthe Summary screen, click Install.

& Oracle Universal Installer: Summary

Summary
Oracle Database 10g 10.2.01.0

Z-Global Settings

Source: ElsoftwaraiOraclewdndows100R 210201 _database_win3Ndatabaselinstall fstagefproduc g
Oracle Home: Elwraclelproduchl 0.2.0wb_1 (OraDbi0g_home1)
Installation Type: Enterprise Edition

Z-Product Languages

LEng]iSh

Z-Space Requirements

I—C:\ Required 696MEB (includes 44MB termporary) - Available 23.78GB
Z-New Installations (114 products)

-Agent Required Support Files 10.2.0.1.0
Assistant Common Files 10.2,0.1.0

Bali Share 1.1.18.0.0

, Buildtools Common Files 10.2.0.1.0

&l ddppiidieitiy L
Help Installed Products... | Back | mew | (instal Cancel |
ORACLE' |

Figure 3. Summary screen
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The Database Configuration Assistant screen starts.

ﬁp Database Configuration Assistant

¥ Copying database files
+ Creating and starting Oracle instance
Completing Database Creation I

Tl

Clone database creafion in progress |

A ;o

Log files for the current operation are located at
eloracleiproductd 0.2,0db_1\efgtoollogswdbeatarc]

i

(e

lr_ Help Installed Eroducts... Back IMExd Install cance| ]

ORACLE' ' ' |

Figure 4. Database Configuration Assistant
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__4. The End of Installation screen is displayed. Click Exit.

‘:_d_l]ral:le Universal Installer: End of Installation

End of Installation

The installation of Oracle Database 10g was successful,

Please remember

Enterprise Manager Database Control URL - (orcl) [
<hittp Enterprise Manager Database Control URL - {orc)] =

Your database configuration files have been installed in E:\oracle\producti10.2.0
while other components selected for installation have been installed in E:
\oracle\producti10.2.0vdb_1. Be cautious not to accidentally delete these
configuration files.

The ISQL*Plus URL is:

<hitpA <SG "Flus URL =

The ISQL*Plus DBA URL is:
<hitp A ISQL *Plus DBA URL =

Help | Installed Products... Back [t Install _ .
ORACLE’ |

Figure 5. End of Installation screen

__ 5. Apply the 10.2.0.5 fix pack for Oracle.

Preparing to configure the LDAP directory

Determine which Lightweight Directory Access Protocol (LDAP) attributes you want to use as the
identifiers for IBM® Connections users.

s Pﬂ;’ Note

Ensure that you installed a supported LDAP directory.

~N

To ensure that the Profiles population wizard can return the maximum number of records from your
LDAP directory, set the Size Limit parameter in your LDAP configuration to match the number of
users in the directory. For example, if your directory has 100,000 users, set this parameter to
100000. For more information, see the documentation for your LDAP directory. If you cannot set the
Size Limit parameter, you might run the wizard multiple times. Alternatively, you might write a
JavaScript function to split the original LDAP search filter, then run the col | ect _dns_i t er at e. bat
file, and finally run the popul ate_fromdns_fil es. bat file.

A\ J
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To prepare to configure your LDAP directory with IBM WebSphere® Application Server, complete
the following steps:

-

1.

Identify LDAP attributes to use for the following roles. If no corresponding attribute exists,
create one. You can use an attribute for multiple purposes. For example, you can use the
mail attribute to perform the login and messaging tasks.

Display name: The cn LDAP attribute is used to display a person's name in the product
user interface. Ensure that the value you use in the cn attribute is suitable for use as a
display name.

Log in: Determine which attribute or attributes you want people to be able to use to log in to
IBM Connections. For example: ui d.

'm;l’ Note

N

The login name must be unique in the LDAP directory.

-

J

Messaging: Determine which attribute to use to define the email address of a person. The
email address must be unique in the LDAP directory. If a person does not have an email
address and does not have an LDAP attribute that represents the email address, that
person cannot receive notifications.

Global unique identifier (GUID): Determine which attribute to use as the unique identifier
of each person and group in the organization. This value must be unique across the
organization.

Collect the following information about your LDAP directory before configuring it for
WebSphere Application Server:

« LDAP type: Dom no 8.5. 2.

« LDAP host: dom no. | dap. exanpl e. com

« Port: 389.

» Bind user: cn=Bi nd User, QJ=Per son, OJ=Shar edLDAP, QJ=Lot us, o=i bm
« Search base: A&Shar edLDAP, OJ=Lot us, o=i bm

+ Search user filter: (& ui d=*) (obj ect cl ass=i net Or gPerson)).
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Installing Tivoli Directory Integrator 7.1 with FP5

Follow these steps to complete the installation of Tivoli Directory Integrator 7.1 with FP5:

_ 1.

Open the Tivoli Directory Integrator.

Tivoli Directory Integrator

> Welcome

Release Information
Prereguizite Information
Installation Scenarios

Migration Information

Install 18M Tivoli Directory

Integrator
Exit

Welcome to the IBM Tivoli Directory Integrator 7.1 |
Launchpad

The 18M Tivoli Directory Integrator 7.1 Launchpad provides an overview of the
1BM Tivol Directory Integrator 7.1 release, install prerequisites, install
scenanos and migration information. The Launchpad also provides links to
detaled information about these and other related topics. Links to the IBM f
Tivoli Directory Integrator Installer is also provided,

1BM Tivoli Directory Integrator parforms real-time synchronization for data
repositones, with a special focus on identity data,

* Web Sites:

Licensed Materials - Property of I8M Corp. @ Copyright IBM Corp. and other{s), 2002,
2010. All Rights Reserved. 16M, the IBM logo and Tivoli are registered trademarks of (BM =
Corporabion in the United States, other countries, or both, Built on Eckpse is a trademark of
ipse Foundation, Inc. Java and all Java-based trademarks are trademarks of Sun
ro e ctnong o o the Lioited it otte auntri gr hoth i(gher coomoac crod

Figure 6. Tivoli Directory Integrator: Welcome screen

__ 2. Click Install IBM Tivoli Directory Integrator.

& Tivoli Directory Integrator 7.1

Tivoli Directory Integrator

Welcome

Release Information
Prereguisite Information
Installation Scenarios

Migration Information

dInstall TBM Tivoli
chory 1

=l E3
Select a language I

IBM Tivoli Directory Integrator 7.1 Installation

Launch.the product installation:

) Tivoli Directory Integrator 7.1 Installer.

Installation documentation:
o @, Tivoli Directory Integrator 7.1 Installation Documentation
] % wligrating to IBM Tivoli Directory Integrator 7.1
o & el Di I ) r o
o [BM Tivaoli Directory [nt ! izati
ins 7.1 Documentation

o U2 1BM Tivoli Directory Integrator Passward Synchronization Blug-
inz 7.1 Platforms supported

Figure 7. 1BM Tivoli Directory Integrator 7.1: Installation screen
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___3. The Directory Integrator 7.1 opens. Click OK.

Directory Integrator
71

Licen=ad Materials - Proparty of IBM Corp. £ Copyright IBM Corp. and other(s), 2002, 2010. All Rights Reserved. IBM, the IBM logo and Thvoli
are registered trademarks of IBM Corporation in the United States. other countries, or both. Bult on Eclipse is a trademark of Eclipse
Foundation. Inc. Java and all Java-basad trademarks are trademarks of Sun Micrasystems, Inc. in the United States, other countries. or both.
Other company, product, or service names may be trademarks or senice marks of others.

BUILT ON -_—)
o) &

| ]

IEninsh - i

Figure 8. Directory Integrator 7.1: Wizard
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__ 4.

In the Introduction screen, click Next.

¥ IBM Tivoli Directory Integrator w7.1

» Infroduction

» Previous Installations
Software License Agreement
~ Choose Install Folder
Choose Install Set

Solutions Directory

= TDI Server Pons

= TDI Serer Serice

. Integrated Solutions Console
Directony

Integrated Solutions Console
Porvalues

= AMC Senice
[+ Pra-Installation Summary

vV Y

W

.

v

b 4

Installing...
Install Complete

-

™y

v

Installanywhers

VSR T T T TP LT L A L erair i o v

o] <]
Introduction

InstallAnywhere will guide you through the installaiion of IBM Tivali Directory L
Integratorwy. 1,

Itis strongly recommended that you quit all programs bafore continuing with this
installation.

Click the ‘Mext' button to proceed to the ned screen. INyou want to changa
something on & previous screen, click the ‘Previous' bution.

You may cancel this installation at any fime by clicking the 'Cancel’ button.

Erevious

Figure 9. IBM Tivoli Directory Integrator 7.1 installation wizard: Introduction screen
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__ 5. When the IBM Tivoli Directory Integrator finishes searching previous installations, click
Next.

A3 IBM Tivoli Directory Integrator ¥7.1

W Introduction Click nextto search for previous IBM Tivoll Directory Integrator installations. This

Previous Installations

» Previous Installations maytake a while...

+ Software License Agreement
= Choose Install Folder
- Choose Install Set
= Solutions Directory
= TDI Server Ports
TDI Sarver Service

Integrated Solutions Caonsole
Directarny

- Intagrated Solutions Consola
 Portvalues

- AMC Service

= Pre-Installation Summary
~ Installing. .

= Install Complete

ool |

Figure 10. IBM Tivoli Directory Integrator 7.1 installation wizard: Previous installations screen
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___ 6. Accept the terms in the license agreement and click Next.

7 IBM Tivoli Directory Integrator ¥7.1

o Intraduction

" Previous Installations

» Software License Agreement
Choose Install Foldar

= Choose Install Set

= Solutions Directory
TDI Sarver Ports

= TDI Server Service

Integrated Solutions Cansole
Directory

Integrated Solutions Console
- PortValues

L AMC Service

= Pre-Installation Summary
= Installing...

o Install Complete

Software License Agreement

Please read the Following license sgreement cansfully.

IMPORTANT: REALD CAREFULLY ﬂ

Tuo license agreesmwsnts are presented below.

1. International License Agreement for Evaluation of
Programs
Z. International Program License Agreement

If Licensee iz obtaining the Program for purposes of
productive use (other than evaluation, testing, trial
"try or buy," or demonstration): By clicking on the
TAccept™ button below, Licensee accepts the
International Program License hgreement, without
modification.

If Licensee 1z obtaining the Program for the purpose :J i,"'-;-‘

% [ accept the terms in the license agreement |

" Idonot accept the terms in the cense agreement.,

i

Iy L s H B S e e e e,

Figure 11. IBM Tivoli Directory Integrator 7.1 installation wizard: Software License Agreement screen
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___ 7. Look for the path in which you want to install the IBM Tivoli Integrator 7.1 and click Next.

¥ IBM Tivoli Directory Integrator 7.1

Choose Install Folder

+ Introduction

" Previous Installations

o Sofware License Agreerment
¥ Choose Install Folder

I+ Choose Install St

= Solutions Directory

= TOI Server Ports

[+ TDI Server Service

. Integrated Solutions Cansole Restare Defauli Folder Choose...
- Direciory

.. Integrated Solutions Cansole
"~ PortValues

- AMC Service

= Pre-Installation Summary
= Installing... ;,.-E
" Install Complete

Please chaose a destination folder for this installation.

Where Would You Like to Install?
| cATEMITDI YT 1

Figure 12. IBM Tivoli Directory Integrator 7.1 installation wizard: Choose Install Folder screen
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___8. Select Typical as the default installation method and click Next.

W3 IBM Tivoli Directory Integrator ¥7.1

+ Intraduction

+ Previous Installations

+f Software License Agreerment
" Choose Install Falder

P Choose Install Set

= Solutions Directory

- TDI Berver Pors

= TDI Serer Senice

. Integrated Solufions Console
" Directary

_ Integrated Solutions Console
Fort Values

T AMC Service

- Pre-Installation Summary
— Installing...

- Install Complete

e

Installanywhere

Typical

The most common application featureswill be installed. This oplion is

recommended for most users,

Custom
n Choose this option te customize the featurés to be installed.

Choose Install Set

Figure 13. IBM Tivoli Directory Integrator 7.1 installation wizard: Choose Install Set screen
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__ 9. Notice that the option “Use a subdirectory named Tivoli Directory Integrator under my home
directory” is selected and click Next.

Y3 IBM Tivoli Directory Integrator ¥7.1 _ [0 =]
Solutions Directory
/' Infroduction ‘You have the option of selecting & Solutions Directory. A Solutions Directory is &
+ Previous Installations static directory where the 18M Tivoli Directory Integrator Server and Configuration
 Software License Agreement Editar look for your solutions.

" Choose Install Folder
" Choose Install Set
P Solutions Directory
= TDI Sarver Ports % Use a subdirectory named TDl under ry home directory
= TDI Server Service

" Usze Install Directory
- Integrated Solutions Console
© Directory

. Integrated Solutions Console |C:1
PortValues

- AMC Service
= Pre-Installation Summary " Do not specify- use current working directory at startup time

= Installing... @
= Install Complete

" Selecta directoryto use

Restare Default Choose...

e

Install&nywhere

Cancel

Figure 14. IBM Tivoli Directory Integrator 7.1 installation wizard: Solutions Directory screen
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__10. Enter the port values as shown in the figure and click Next.

1 IBM Tivoli Directory Integrator 7.1

Server Port Values

 Introduction

+ Previous Installations

+/ Software License Agresment
' Choose Install Falder

< Choose Install Set

+ Solutions Directory

Enter the portvalues to be used by IEM Tivali Directary Integrator w7 1 Server.

= TDI Server Ports Serer Port:
= TDI Samver Servica |1099
. Inegrated Solutions Console System Store Part
Directory |152?
_ Integrated Solutions Console
- PortValues REST APl Port:
" AMC Service 105
- Pre-Installation Surnmary Systern Queue Port
= Installing... |41m1 [

- Install Camplete

Cancel Erevious

Figure 15. IBM Tivoli Directory Integrator 7.1 installation wizard: Server Port Values screen
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___11. ltis not necessary that you register IBM Tivoli Directory Integrator v7.1 as a system service.

Click Next.

¥ IBM Tivoli Directory Integrator v7.1

Register Server as Service

Introduction

Previous Installations
Software License Agreament
Choose Install Folder
Choose Install Set

Solutions Directory

TOI Server Ports

TODI Sarvar Service

¥V 858 58 488

- Integrated Solutions Console
Cirectory

Integrated Solutions Console
FortWalues

Lo AMC Service

= Pre-Installation Summary
L Installing. .

= Install Complete

InstallArywhere

Cancel

You have the option of registering IBM Trvoli Directory Integrator w71 Server as a

system sarice.

[ Register as a system sewice
Service Mama:

| disre

Figure 16. 1BM Tivoli Directory Integrator 7.1 installation wizard: Register Server as Service screen

© Copyright IBM Corp. 2013
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___12. Enter the port values for Integrated Solutions Console SE to use as shown in the figure and

click Next.

| 47 16M Tivoli Directory Integrator ¥7.1

Infroduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Integrated Solutions Console Port Values

Enter the port values to be used by Integrated Solutions Console SE.

Solutions Directory
TDI Server Ports HTTP port:

TOI Server Sewvice |131UU
Integrated Solutions Console HTTPS port

T T

Directory |13|01

Integrated Solutions Console
Fortvalues Action Manager AP port:

A j

AMC Service I’E“U"
Pre-Installation Summary
= Installing...

= Install Complate

L

7

Installanawhere

Erevious

Figure 17. 1BM Tivoli Directory Integrator 7.1 installation wizard: Integrated Solutions Console Port Values screen
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___13. ltis not necessary that you register the Administration and Monitoring Console as a system
service. Click Next.

A7 16M Tivoli Directory Integrator ¥7.1

AMC Service

+ Infroduction You have the option of registeting the Administration and Monitoring Consale as
W Previous Installations a system semvice,

+f Software License Agreemeant
« Choose Install Folder

/ Choose Install Set

+/ Solutions Directory

« TDI Server Ports ™ Register as a system semice
 TDI Server Sarvice Semvice Mame:

Integrated Solutions Console |td:amc
Directarny

Integrated Solutions Consale
FortValues

» AMC Service
- Pre-Installation Summary

= Installing... ’
= Install Complate

Installanywhera

Cancel

Figure 18. IBM Tivoli Directory Integrator 7.1 installation wizard: AMC Service screen
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___14. Check the pre-installation summary information and click Install.

¥ 1EM Tivoli Directory Integrator v7.1

/ Infraduction

 Previous Installations

/ Software License Agreemeant
+ Choose Install Folder

< Choose Install Set

' Solutions Directary

« TDI Server Ports

< TDI Server Service

Integrated Solutions Consale
Directory

Intagrated Solulions Congale
Fortvalues

o AMC Service

¥ Pre-Installation Summary
- Installing...

= Install Complate

o

InstallAnywhera

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
|BM Tivoli Directory Integrator w7 .1

Install Folder:
CHBMTORT A

Disk Space Information (for Installation Target):
Reguired. 664,645,120 bytes
Available: 81,026,772 992 bytes

Figure 19. IBM Tivoli Directory Integrator 7.1 installation wizard: Pre-installation Summary screen
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The IBM Tivoli Directory Integrator v7.1 starts installing.

V3 IBM Tivoli Directory Integrator ¥7.1

Installing IBM Tivoli Directory Integrator ¥7.1

o Intraduction

" Previous Installations

" Software License Agreemeant
' Choose Install Folder

+ Choose Install Set

+/ Solutions Directory

+ TDI Server Pons

" TDI Server Service

Integrated Solutions Console
Directory

Integrated Solufions Consale
Fortvalues

«F AMC Serdce

+F Pre-Installation Summary
» Installing... il
- Install Complete

Installing... Java Runtime Emdronment

Cancel

Figure 20. IBM Tivoli Directory Integrator 7.1 installation wizard: Installing IBM Tivoli Directory Integrator v7.1 screen
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___15. When the installation is completed, click Done.

A 1BM Tivoli Directory Integrator ¥7.1

Install Complete

< Introduction

' Pravious Installations

+/ Software License Agreemeant
« Choose Install Folder

' Choose Install Set

" Solutions Directory

«/ TDI Server Ports

« TDI Server Service

Integrated Solutions Consale
Directory

Integrated Solutions Consale
FPort¥alues

< ANMC Service

' Pre-Installation Summary
+ Installing...

» Install Complete

InstallArywhera

Congratulations! IBM Troli Directory Integrator ¥7.1 has heen successiully
installed. Press 'Done'io quit the installer.

¥ Start Configuration Editor ﬁ

Erevinls

Figure 21. IBM Tivoli Directory Integrator 7.1 installation wizard: Install Complete screen

___16. To apply FP5 to Tivoli Directory Integrator 7.1, extract the 7. 1. O- Tl V- TDI - FPO005. zi p,

2B L.
Updat i

7 I Updating

Updating

MANTDINUY . 15bin >

read the file 7. 1. 0- TI V- TD - FPO005. README. ht mi  carefully to understand how to apply

£ —u

hat —up ; LD
FPAAAS " us H > vy "CISNTBHATDISU? .1

Figure 22. Command to apply FP5

22
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Installing IBM WebSphere Application Server 7.0 and IBM HTTP

Server 7.0 on Windows 2008

Installing Deployment Manager

Follow these steps to install the Deployment Manager:

__ 1. Open WebSphere Application Server Network Deployment.

WebSphere. software

| Welcome

VWebSphera Application Server
Installation

IBM HTTP Server Installation
Weh Server plug-ins Installation

WebSphere DMZ Secure Proxy Server
Installation

IBM Update Installer for Wwebsphere
Softwara Installation

IBM WebSphere Installation Factory
1IEM Edge Components

1BM Tivoli Composite Application
Manager for Websphere Application
Sarver

Exit

& WebSphere Application Server Network Deployment

-

[Logo For WebSphere appleation Serves 7|

Welcome to WebSphere Application Server
Network Deployment

1BM ¥YebSphere Application Semer Network Deployment, Verslon 7.0 Iz an
integrated platiorm that contains an Applicaion Server, Web development
oals, a'Weh server, and additional supporting software and documentation.
This launchpad may senve as a single point of reference for installing your
Aoplication Server ersdronment.

We recommend viewing the installation dizarams for illustrations of
commaon application serer ersronments. For full documentation visit the
or-ling VisbSohere Informalion Center

To begin, select an entry frorm the list below to Intialize a product installation
wizard. Allemalively, select a product on the navigation list o left ta read
descriptions of the products, and browese help documentation and support
links befora starting an installalion wizard,

<+ WehSphere Application Server Netwark Deployiment
B | aunich the Instaliation wizard for WabSphere Application Server
Retwork Deployment,

= IAM HTTP Sprumr ﬂ

Figure 23. WebSphere Application Server Network Deployment

© Copyright IBM Corp. 2013
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___ 2. Under Deployment Installation, click Launch the installation wizard for the WebSphere
Application Server Network Deployment.

Language selection: (=QlE
\Welcome Deployment Installation =l
}";5335;&?;: Application Server ‘WihSphere Application Server Metwotk Deployment is the industry's leading
Java EE application serer, Suppor is available for the ull Java EE
IBM HTTP Server Installation programming model and extensions including Servlets, J3Ps, EJBs, and

“Wieh gerdces. Additional programming model enhancements provide a

web Server plug-ins Installation secure foundation for 3 Services Orientad Architecture

WebSphere DMZ Secure Proxy Sarver

Installation We recommend viewing the nstallation diagrams for llustrations of
common application server emvironments. For full documentation visit the
18M Update Installer for WebSphara on-line Web Sphere Information Canter.
Software Installation
i §" Launch the installation wizard for he WebSohere Spplic alion Senear
1BM Waebsphere Installation Factory K Hetwort Deployment
IBM Edge Components Install WebhSphere Application Serser Network Deployment using an
installation wizard.
1BM Tivoli Composite Application
Manager for WebSphere spplication + Wigw the installation guide for\WehSphere Application Server
Server Metwork Deployment
i Step-by-step instructions for installing Web Sphere Application
Exit Server Metwork Deployment.
-+ Vigw the readme flle for WebSphere Application Server Metwork
aployrmeant

Provides links to the latest information about this release.

Ll

Figure 24. WebSphere Application Server Network Deployment: Deployment installation screen

__ 3. Inthe Welcome screen of the installation wizard, click Next.

i IBM WebSphere Application Server 7.0

Welcome to the IBM WehSphere Application Server Network Deployment
installation wizard.

Thiz wizard installs IBM YWebSphere Application Senver Metwork Deployment.

Additional infarmation can be found at the [nfarmation Centers and Suppott sites
for'WehSphere and related products homepage.

Click Next to continue.

In=tallEhi

= Hank

Cancel

Figure 25. IBM WebSphere Application Server Network Deployment wizard
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___ 4. Accept both the IBM and the non-IBM terms and click Next.

itil IBM WebSphere Application Server 7.0 [_ O] x|

Please read the following license agreement carefully.
International Program License Agreement i'

N software

Part 1 - General Terms

BY DOWMNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOLU ARE
ACCEPTING THESE TERMS OMN BEHALF OF ANOTHER PERSOM OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRAMT THAT
OLU HAYE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
EMTITY TO THESE TERMS. IF vOLU DO NOT AGREE TO THESE TERMS,

1]
Read non-1Bh terms
&+ | accept both the IBM and the non-IBM terms
" | do not accept the terms In the license agreement
Print
Imstallshield
= Back Mext = Cancel
Figure 26. IBM WebSphere Application Server 7.0: Software License Agreement screen
___ 5. Notice that your operating system passed the prerequisites check. Click Next.
[Emwebsphere spplicationserverzo MM
System Prerequisites Check =
Passed: Your operating system completed the prerequisites check
successiully.
Your operating system meets ar exceeds the raguirernents fonhns product.
pages fnr ura mfnrmahon aboui suppnnaduparatlng svstems Ga tothe
praduct supportVeh pages to obtain the latast maintenance packages to
apply after installation.
The Installation wizard also checks for existing Installations of WebSphere
Application Server. To have more than one installation of WebSphere
Application Server running on the same machine, unigue pord values must be
assigned to each installation. Otherwise, only one installation ofWebSphere —
Application Server can min.
& Installations of VWebSphere Application Server prior to Version 6.1
may not be found reliabhy.
=]
Instalishield
= Back Cancel |

Figure 27. IBM WebSphere Application Server 7.0: System Prerequisites Check screen
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___6. You can optionally install optional features. Click Next.

ifi IBM WebSphere Application Server 7.0 =] B3

Optional Features Installation

Select IBEM YWehSphere Application Server Metwork Deployment features to
install. See the InstallGuide_en himli file in the docs directory for detailed
descriptions of the optional features.

| »

I™ Install the Sample applications.

The Samples include both source code files and integrated enterprise
applications that demonstrate some of the latest Java (TM) Platform,
Enterprise Edition (Java EE) and WebSphere technologies. The samples
are recommended for installation to learning and demonstration
environments, such as development environments. However, they are not
recommended for installation to production application server
environments.

I Install non-English language packages for the administrative consale, —

In addition to installing the English language files, you can also install all
the non-English language files needed for using the administrative
console from machines with non-English locales.

-
= lecdall momn Fediob Lo o snoen ool e mm Fime Home monsndinndi s momon e e e o J

In=tallZhield

= Back N Cancel |

Figure 28. IBM WebSphere Application Server 7.0: Operational Features Installation screen

___ 7. Specify the directory where you want to install the IBM WebSphere Application Server 7.0
and click Next.

itil 1M WebSphere Application Server 7.0 =] E3

| Installation Directory
{| IBM WahSphere Application Server Network Deployment, Version 7.0 will be

|| Installed to the specified directory.
software | |

Specify a diffierent directory or click Browse to select a different install location.

Product installation location:
| |cuEMAEh SpherelappSenver

Browsea...

= Back Mext = Cancel

Figure 29. IBM WebSphere Application Server 7.0: Installation Directory screen
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___8. Select Management as the WebSphere Application Server environment and click Next.

WehSphere Application Server Environments i=
Select the type of WebSphere Application Server enviranment ta create during
installation. Although only one environment type can be chosen, additional
profiles can be created after installation using the Profile Managemeant Taol,
Environments
Cell {deployvment manager and a managed node)

Application server

Custam

Secure proxy {configuration-onkyd
Maone

r Description

A management profile provides the server and senvices far managing
raultiple application server environments. The administrative agent
manages application servers on the same machine. The Neatwork
Deployrment edition also includes a deployment manager for tightly
coupled management and a job manager for loosely caupled
management of topologies distributed over multiple machines, |

ImstallShield

= Back Mext = Cancel |

Figure 30. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments screen

__ 9. Inthe Server Type Selection screen, click Deployment manager and click Next.

Server Type Selection —_—

Select the type of server to be created in this management profile.

' Administrative agent

An administrative agent provides management capahility far multiple
stand-alone application servers. An administrative agent can manage onky the
application seners that exizt within the same installation on one machine.

{* Deployment manager

A deployment manager provides management capahility for multiple

federated nodes. A deployment manager can manage nodes that span

multiple systems and platiorms. The nodes that are managed by a il
deployment manager can only he managed by a sinale deployment manager

and must be federated to the cell of that deployment manager.

" Joh manager

InstaliShield

= Back P Mest= Cancel l

Figure 31. IBM WebSphere Application Server 7.0: Server Type Selection screen
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__10. Select Enable administrative security, enter the user name and password, and click Next.

i IBM WehSphere application Server 7.0 =l

Enable Administrative Security

Choose whether to enable administrative security, To enable security, specify a
user name and password to log in to the administrative tools. The administrative
user is created in a repository within the Application Server. After installation
finishes, you can add more users, groups, or external repositornies.

¥ Enahle administrative security.
ser name:

iwasadmin

Pasaward:
—

| Confrm password:

—

See the [nformation Center for more information ahout administrative security.

Installshield

= Back [ext = Cancel

Figure 32. IBM WebSphere Application Server 7.0: Enable Administrative Security screen

___11. You can optionally create a repository for Centralized Installation Managers. Click Next.

iti IBM WebSphere application Server 7.0

Repository for Centralized Installation Managers

Choose whether ta create a repositony for centralized installation management.
Deployment managers can access and install contents from this repositon 1o
other target locations. If created now, a copy of this installation package can be
putin the repositon. Use the WebSphere Installation Factony to create and
populate & repasitory later.

[ Create a repository for Centralized Installation Managers.

[T [ T s

Cancel

Figure 33. IBM WebSphere Application Server 7.0: Repository for Centralized Installation Managers screen
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___12. Review the installation summary and click Next.

i IBM WebSphere Application Server 7.0

I[=l B3

Installation Summary

& Core productfiles
Total size:
=« 1196 MB

Application server environment:

Installzhield -

Review the summary for comreciness. Click Back to change values on previous
panels. Click Next to begin the installation.

The following product will be installed:

= IBM WehSphere Application Server Network Deployment
Product instaliation focation: CAIBMWabSphere\AppSearvar

The following features will be installed:

= Back

B4

Cancel I

Figure 34. IBM WebSphere Application Server 7.0: Installation Summary screen

___13. Check the installation results and click Finish.

i IBM WehSphere Application Server 7.0

Installation Results

Application semer environment;

& Deployment manager

the cell.

Eoivrs Success: The following praduct was installed successfully.

# IBM WebSphere Application Server Network Deployment -
CABMYWebSphare\ippSenver

Important configuration information is in the AboufThisProfile bt log.
CABMMebSphereidppSeneiprafilesiDmardlogsWhoutThisProfile ta

The next step in creating a Metwork Deployment environment is to start the
deployment manager so that nodes can be federated into its cell. Afer the
deployment manager s startad, you can administar the nodes that belong ta

You can start and ston the deplovment manaaer from the command line or Ll

|»

Ilext =

Figure 35. IBM WebSphere Application Server 7.0: Installation Results screen
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Installing application server

To install the IBM WebSphere Application Server 7.0, follow these steps:

__ 1. Open the IBM WebSphere Application Server Network Deployment installation wizard and
click Next.

itil I6M WebSphere Application Server 7.0

I[=] B3

Welcome to the IBMWehSphere Application Server Network Deployment
installation wizard.

Thiz wizard installs IBM WebSphere Application Senver Metwork Deployment.

Additional information can be found at the [nfarmation Centers and Suppoit sites
farWehSphere and related products homepage.

Click Next to continue.

i MNews= Cancel I

Figure 36. IBM WebSphere Application Server Network Deployment wizard
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__ 2. Inthe Software License Agreement screen, accept both the IBM and non-IBM terms and
click Next.

i*il IBM WebSphere Application Server 7.0 =] E3

[Softwrare License Agreement
Flease read the following license agreement carefulby.
International Program License Agreement i’

FPart1 - General Terms

BY DOVWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERME OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
YOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
ENTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

=

Read non-1BM terms

{* 1 accept both the IBM and the non-IBM terms

" |do not accept the terms in the license agreement

; Print

In=tallghield

= Back HNext = Cancel

Figure 37. IBM WebSphere Application Server 7.0: Softwre License Agreement screen

___ 3. Notice that your operating system completed the prerequisites check. Click Next.

|»

System Prerequisites Check

Passed: Your operating system campleted the prerequisites check
suooessully.

Your operating system meets or exceeds the reguiraments for this product.
See the WehSphere Application Server detailed systerm requirerments Yieb
pages for mare information about supported operating systems. Go to the
product suppartWWeb pages to obtain the latest maintenance packages to
apply after installation.

The installation wizard also checks for existing installations of WebSphere
Application Server. To have more than one installation afWebhSphers

Application Server running on the same machine, unigue potvalues must be
assigned to each installation. Othernwize, only one installation of WebSphere =
Application Server can run.

& Installations of WebSphere Application Senver prior to Version 6.1
may hiot be found reliakbhy.

= Back

Cancel I

Figure 38. IBM WebSphere Application Server 7.0: System Prerequisites Check screen
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___4. Choose whether to install optional features. Click Next.

ifi IBM WebSphere Application Server 7.0 =] B3

Optional Features Installation

Select IBEM YWehSphere Application Server Metwork Deployment features to
install. See the InstallGuide_en himli file in the docs directory for detailed
descriptions of the optional features.

| »

I™ Install the Sample applications.

The Samples include both source code files and integrated enterprise
applications that demonstrate some of the latest Java (TM) Platform,
Enterprise Edition (Java EE) and WebSphere technologies. The samples
are recommended for installation to learning and demonstration
environments, such as development environments. However, they are not
recommended for installation to production application server
environments.

I Install non-English language packages for the administrative consale, —

In addition to installing the English language files, you can also install all
the non-English language files needed for using the administrative
console from machines with non-English locales.

-
= lecdall momn Fediob Lo o snoen ool e mm Fime Home monsndinndi s momon e e e o J

In=tallZhield

= Back N Cancel |

Figure 39. IBM WebSphere Application Server 7.0: Optional Features Installation screen

___ 5. Specify the directory where you want to install the IBM WebSphere Application Server 7.0
and click Next.

itil 1M WebSphere Application Server 7.0 =] E3

| Installation Directory
[l 1BM WehSphere Application Server Network Deployment, Version 7.0 will be

| installed to the specified directory.
R software | |

Specify a diffierent directory or click Browse to select a different install location.

Product installation location:
| |cuEMAEh SpherelappSenver

Browsea...

InetaliShield

= Back Mext = Cancel

Figure 40. IBM WebSphere Application Server 7.0: Installation Directory screen
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___6. Select Application server as the WebSphere Application Server environment and click
Next.

i*i IBM WebSphere Application Server 7.0 [_ O] =]

| | wWehSphere Application Server Ervironments
Select the type of WebSphera Application Server environment to create during
installation. Although only one emvironment type can be chosen, additional
| profiles can be created after installation using the Profile Management Toal,

| Environments
| Cell {deployment manager and a managed node)

| Management

on senver

| || Custom
| Secure proxy (configuration-onk)

|| Mone

- Description

A stand-alone application server environment runs your enterprise
applications. The application server is managed from its own administrative
| console and functions independent of all ather application servar and

| deployment managers.

Installshield

= Back MNext = Cancel

Figure 41. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments screen

___7. Select Enable administrative security, enter the user name and password, and click Next.

il IBM WebSphere Application Server 7.0 M=l B3

Enable Administrative Securify

Choose whether to enable adminisirative security. To enable security, specify a
user name and password to log in fo the administrative tools. The administrative
useris created in a repository within the Application Server. Ater installation
finishes, you can add more users, groups, or external repositories.

v Enable administrative security.
User name:

[wasadmin

Password:
ey

Confirm password:

—

See the Information Center for more information about administrative security,

In=tallghield

= Back et = Cancel

Figure 42. 1BM WebSphere Application Server 7.0: Enable Administrative Security screen
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__8.

Review the installation summary and click Next.

Installzhield -

i IBM WebSphere Application Server 7.0

=l E3

Installation Summary

Review the summary for comreciness. Click Back to change values on previous
panels. Click Next to begin the installation.

The following product will be installed:

# IBM WebSphere Application Server Network Deplayment
Product instalfation focation: CIBMWYebSpherelhppServar

The following features will be installed:
& Core productfiles

Total size:
=« 1196 MB

Application server environment:

= Back

|»

=]

Cancel I

Figure 43. IBM WebSphere Application Server 7.0: Installation Summary screen

9. Check the installation results and click Finish.

i*i IBM WebsSphere Application Server 7.0

H[=] E3

ImetallShield

Installation Results

Success: The following product was installed succassfully.

= |BM WehSphere Application Server Network Deployment -
ClEMWebSphere\AppServer

Application serer environment:

& Application sener

Important configuration information is in the AboutThisProfile td log.
CABMebSpheretppServer iprofilesWpp Sl ogsiaboufThisProfile td

The next step is to decide whether ta federate the application server into a
deploviment manager cell.

To federate the application server, use elther the addNode command or the
adminlstrative console of the deployment manager. Using the administrative
console requires the anolication server to he running.

=l

= Back Ext =

Figure 44. IBM WebSphere Application Server 7.0: Installation Results screen
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Installing IBM HTTP Server

Follow the following steps to install IBM HTTP Server:

_ 1. Inthe IBM HTTP Server Installation screen, select Launch the installation wizard for IBM
HTTP Server.

ere Application Server Network D |- |O] x|

WebSphere. software _' 2 8 5 ; %

Language selection: |SEEY -

Welcome

WebSphere Application Servar
Instfation | IBM HTTP Server Installation
4 IBM HTTP Server Installation i

TR RIS IBM HTTF Semer is a\Web server fhat is based on the Apache Web server
Web Server plug-ins Installation developed by the Apache Sotware Foundation. IBM HTTP Server 7.0 adds

several functional enhancements ta the Apache base.
vwebSphere DMZ Secure Proxy Server Hned Ap

Installation .

K : ; B Launch the installation wizard for 1BM HTTP Serer,
Application Clisnts Installation Install IBM HTTE Server using the inslaliafion wizard,
1BM Update Instalier for WebSphere
Software Installation = Yiew the installafion quide for [BM HTTP Server,

: Step-by-ctep instructions for installing |SM HTTP Semer.
1BM Websphere Installation Factory

1BM Edge Componants
1BM Support Assistant

<= Wigw the readrme file for [BM HTTPE Senver
Provides links to the latest information about IBM HTTP Server.

18M Tivoh Composite Application
Manager for WebSphere application
Server

Exit

Figure 45. IBM HTTP Server Installation
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__ 2. Inthe welcome screen, click Next.

i IBM HTTP Server 7.0 ==

Welcome to IBEM HTTP Server 7.0

This wizard installs [BM HTTP Server 7.0 an your computer.
See the |[BM HTTP Server 7.0 Installation Guide to leam more about this installatian.

Click Next to continue.

ImstallShield

n
|m
o

Mext = ] Cancel

Figure 46. IBM HTTP Server 7.0 wizard: Welcome screen

__3. Inthe Software License Agreement screen, click "l accept both the IBM and the non-IBM
terms" and click Next.

i IBM HTTP Server 7.0 _ O] =]

1ent

Please read the following license agreement carafully,
International Program License Agreement 2

Fart 1 - General Terms

B DOWHMNLOADING, INSTALLING, COPYIMG, ACCESSING, OR UISING THE
FROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMEMT. IF YO ARE
WCCEPTING THESE TERMS OMN BEHALF OF ANOTHER PERSOMN OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
frees  |TOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL

! EMTITY TO THESE TERMS, IF YOU DO NOT AGREE TO THESE TERMS,

|
: ‘ Read non-IBM terms

i®) | accept both the IBM and the non-1BM terms

m ﬁ ) | do not accept the terms in the license agreement

= | _print_|

InstallShield

< Back Meut = I Cancel

Figure 47. IBM HTTP Server 7.0: Software License screen

36 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 4. Inthe System Prerequisites Check screen, click Next.

i IBM HTTP Server 7.0 =] E3

System Prerequisites Check

Passed: Your operating systermn completed the prerequisites check successfully.

Your operating system meaets or exceads the requirements for this product. See
ehSphere lication Server detailed sys uirsrnents Web pages for

maore information about suppored operating systems. Go to the product support
Web pages to obtain the latest maintenance packages to apply after installation.

Click Next to cantinue the Installation.

InstallEhield
= Back MNext = | Cancel
Figure 48. IBM HTTP Server 7.0: System Prerequisites Check screen
__ 5. Select the installation location and click Next.
i*i IBM HTTP Server 7.0 H=] B3
Enter the installation location
Product Installation location:
|CUBMHTTPServer |
Browse. .
[mstallShield
= Back Mewt = Cancel

Figure 49. IBM HTTP Server 7.0: Installation location screen
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___6. Assign the port values as shown in the screen and click Next.

i IBM HTTP Server 7.0 [_ (O]

Port Values Assighiment

IBM HTTP Server communicates using the port numbers listed below. Ifthase
ports are already In use by IBM HTTF Server or another application, then change
the port numbers from thelr default values,

HTTP Port: |20 |

HTTF Administration Fort: |BDDS |

In=tallShield

|
= Back Next = I Cancel

Figure 50. IBM HTTP Server 7.0: Port Values Assignment screen

___7. Select the option Log on as a specified user account.

i IBMHTTP Server 7.0 =l B3

Windows Service Definition

Choose whether to use aWindows service to run IBEM HTTP Server and IBM
HTTP Administration Servar. Optionally the IBM HTTP Server and IBEM HTTP
Adrministration Server can be started from the command line. Caonfigure the
startup tvpe 1o have the Windows sendces start manually or autormatically when
reboating the system.

ilp

Run IBM HTTF Senver a5 a Windows Semice

[v] Run IBM HTTP Administration as a Windows Service

() Log on as a local system account
®) | og on as a specified user account

User name:

|ihsadmin |

FPassword:

|4

= Back I Mext = ‘ | Cancel

Figure 51. IBM HTTP Server 7.0: Windows Service Definition screen
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___8. Enter the user name and password.

Choose whether to use a Windaws service to run IBM HTTF Server and IEM - |
HTTP Administration Senar, Qptionally the IBM HTTP Server and IBM HTTF L
Administration Server can be started from the command line. Configure the
startup type to have the Windows services start manually or automatically when
rebooting the systam.
v Run IBM HTTP Server as a Windows Senvice
| Run IBM HTTP Administration as a Windows Senice T
" Log on as a local systemn account
® Log on as a specified user account
User name: -
Administeator |
Passwoard:
§'uuuu|
Startup type: -
InstallShield
= Back MNext = | Cancel

Figure 52. IBM HTTP Server 7.0: Entering user name and password in the Windows Service Definition screen

_ 9. Create auser ID for IBM HTTP Server administration server authentication. Enter the user
ID and the password and click Next.

i IBM HTTP Server 7.0 [ _ (O] x|

HTTP Administration Server Authentication

Craate a user ID and password to authenticate to the IBM HTTP Server
administration server using the WehESphere Application Server administrative
console. The newly-created user D and password is encryvpted and stored in the
conffadmin.passwd file. You can create additional user IDs atter the installation
by using the hipasswed utility.
Create a user ID for IBM HTTP Server administration server authentication.
UeerlD:
lihsadmin |
Easswords i o it ol fol Rl Rl ol Tl ol Tl TR
|.'.!'..9""“ |

Canfirm Password:
|.i.i.ii. |

< Back et = : Cancel

Figure 53. IBM HTTP Server 7.0: HTTP Administration Server Authentication screen
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___10. Review the installation summary for correctness and click Next.

iti IBM HTTP Server 7.0

Installation summany

Review the summary for correctness. Click Back to change values on previous
panels. Click Next to begin the installation.

|BM HTTF Server will be Installed to the following location;
CUBMHTTPServer
with the following configuration:
HTTP Port: 80
HTTP Administration Port: 3008
HTTP Senice Mame: |IBM HTTF Server 7.0
Administration Service Name: |[EM HTTP Administration 7.0
User ID for HTTP Administration Server Authentication: ihsadmin

[BM HTTP Server Plug-in far IBM YWebSphere Application Setvar will be installed

ta:

IhetaliStield

|4

= Back Mext = Cancel
Figure 54. IBM HTTP Server 7.0: Installation summary screen
___11. When the product successfully installed, click Finish.
iti IBM HTTP Server 7.0 =] B3

Success: The following product was successiully installed:

# IBM HTTP Server - CABMHTTPServer

installed to:

CUEMHTTPSeneriFlugins

|EM HTTF Server Information Center.

Click Finish to exit.

|[EM HTTF Server Plug-in for IBM WebSphere Application Server was succassiully

For information on configuring and using the IBM HTTP Server, refer ta the an-line

In=tallEhield —

Figure 55. IBM HTTP Server 7.0: Installation completion screen
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Installing Update Installer

Follow these steps to install the Update Installer 7.0.0.11:

___ 1. Open the installation wizard for the Update Installer and click Next.

Inetallshield -

&1 Installation Wizard for the Update Installer 7.0.0.11

Installation VWizard for the Update Installer

Welcome to the Installation YWizard for the 1BM Update Installer for WehSphere
Software. Additional information can be found at the Information Centers and
Support sitas for WebSphera and ralated products home page.

Click Next to continue.

Cancel

Figure 56. Installation Wizard for the Update Installer 7.0.0.11
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___2. Inthe Software License Agreement screen, select the option "l accept both the IBM and the
non-IBM terms" and click Next.

i Installation Wizard for the Update Installer 7.0.0.11

greement

Please read the following license agreement carafully,
International Program License Agreement il

Fart1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
YOU HAVE FULL AUTHORITY TO BIMD THAT PERSON, COMPANY, OR LEGAL
EMTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

I

Read non-1BM terms

& ] accept both the IEM and the non-IBM terms

| da not accept the terms in the license agreement

o Print I

= Back et = Cancel

Figure 57. Installation Wizard for the Update Installer 7.0.0.11: Software License Agreement screen

___3. Ensure that your operating system completes the prerequisites check and click Next.

i Installation Wizard for the Update Installer 7.0.0.11 H=] E3

System Prerequisites Check

. Passed: Your operating system completed the prerequisites check successfully.
soflware

Your operating systern meets or exceeds the requirements for this product. See
the WebSphere Application Serer detailed systern requirements YWeb pages for

mare infarmation about supported operating systems. Ga to the product support
WWeh pages to abtain the latest maintenance packages to apply after installation.

Click Next to cantinue the installation.

ImetallEhield

= Back

Cancel

Figure 58. Installation Wizard for the Update Installer 7.0.0.11: System Prerequisites Check screen
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___ 4. Select the installation directory and click Next.

i Installation Wizard For the Update Installer 7.0.0.11

Installation Directony

IEM Llpdate Installer for Websphere Software, Wersion 7.0.0.11 will be installed 1o
the specified directany.

Yau can specify a different directory or click Browse to select a directory.

Directorny path:
iC:IIEIMIWEbSphereIUpdatelnsIaller{

Browse...
v Create a start menuicon.
risite S Al e st i
= Back Mext = Cancel
Figure 59. Installation Wizard for the Update Installer 7.0.0.11: Installation Directory screen
__ 5. Review the installation summary and click Next.
i Installation Wizard for the Update Installer 7.0.0.11 M=] E3

Installation Summanry

Review the summary for cormectness. Click Back to change the values on previous
panels. Click Next to begin the installation.

The following product will be installed:

# |IBM Update Installer for WebSphere Software
Path: CUBMWebSphera\Updateinstalier

for a total size:
@ 391 MB

Cancel

Figure 60. Installation Wizard for the Update Installer 7.0.0.11: Installation Summary screen
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___ 6. When the installation completes, click Finish.

il ‘¥ Installation Wizard for the Update Installer 7.0.0.11 =]

Installation Complete

Success: The following product was successiully installed:
& |BEM Update Installer for WehSphere Software
Path CUaM e nSpharslUindateinstaier
¥ Launch 1Bk Update Installer for WebSphere Software on exit.

You can also launch the pdate Installer by running the update command in the
installation directory.

Click Finish to exit the wizard.

lirstalliss:

= Eapk [ =

Figure 61. Installation Wizard for the Update Installer 7.0.0.11: Installation Complete screen
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Apply 21 fix pack to both WebSphere Application Server and IBM HTTP
Server and needed interim fixes to WebSphere Application Server

Follow these steps to apply 21 fix pack to both WebSphere Application Server and IBM HTTP
Server and needed interim fixes to WebSphere Application Server:

__ 1. Open the IBM Update Installer for WebSphere Software wizard and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.5 T =l

s

| welcome to the 1BM Update Installer for WehSphere Software wizard.

This wizard Installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supporied:

& |[BM WehSphere Application Server Warsion 6.0.2 31 or above
a |[BM WehSphere Application Server Metwork Deployment Yersion

6.0.2.21 or above
a |BM WehSphere Application Server - Exprass Yersion 50.2. 21 or

& Wieh server plug-ins for WebSphere Application Server Version 6 ar
above

& |Bi WebSphere Application Server 6.1 Feature Pack for Web

, Serwices version B or above
| & B WebSphere lication Server 6.1 Feature Pack for EJE 3.0
yersion 6 or above

InetallEhield

= Hack

Cancel |

Figure 62. 1BM Update Installer for WebSphere Software 7.0.0.5 wizard: Welcome screen
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___ 2. Enterthe installation location of the product you want to update and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.11 =] EH |

Product Selection

Enter the installation location of the product that yau want to update.

Yau can select a different directory from the drop-down list, specify a different
directary, or click Browse to select a directary.

Directony path:
CABMebSphereppSenver L!

Browse...

= Back Cancel

Figure 63. IBM Update Installer for WebSphere Software 7.0.0.5 wizard: Product selection screen

__ 3. Ensure that 7. 0. 0- Wb- WAS- W nX64- FP0000021. pak and
7. 0. 0- W& WASSDK- W nX64- FPO000021. pak are selected and click Next.

i IBM Uipdate Installer for WebSphere Software 7.0.0.11 =]
Available Maintenance Package to Install L
Selact maintenance packagas ta install:

Select Recommended Updates Deselact All Updates

W 7.00-WS-WAS-WIinXBE4-FPO000N21 pak

v 7.0 0-WS-WASSDR-WinXG4-FPOO00021 pak

e S e R R cable

= e B M ZS Y i e A FE OGS it Applicable

B iR - - hatApplioakle

Each package selection might restrict remaining packageas available for further

selaction. Sl

Mulliple seleclions can be made for different praducts, _j
= Back Cancel 1

Figure 64. IBM Update Installer for WebSphere Software 7.0.0.5 wizard: Available Maintenance Package to Install screen
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___ 4. Review the Installation Summary and click Next.

ii IBM Update Installer for WebSphere Software 7.0.0.11 | _ (O] x|

Installation Summary

The following maintenance packages will be installed:

a 700 WS AWAS WinkK64-FPO000021 - WehSphere Application Server
7.0.0.21 FixPack
@ 7.0.0-WS WASSDK - WinX64-FP0000021 - Software Developer Kit 7.0.0 21

to the following location:

a ClIBMiWehSphereWippServer

Click Hext to hegin the installation.

= Back

Cancel

Figure 65. IBM Update Installer for WebSphere Software 7.0.0.5 wizard: Installation Summary screen

__5. Inthe screen IBM HTTP Server Plug-in for IBM WebSphere Application Server, click Next to
install the plug-in that uses the remote installation scenario.

i IBM HTTP Server 7.0 HEi=]

IBM HTTP Server Plug-in for IBM WehSphere Application Server

| || Bllently install the plug-In using the remote installation scenarlo. The host name
and web server definition are usad when creating the default plug-in
configuration file. This file Is used to route requests to the Application Server. If
there are multiple Application Servers, then select one of the servers and speciy
the machine’s host name.

[¥] Install the IBM HTTP Setvar Plug-in for IBM WebSphete Application Server
Wab server definition:
wehservert |
Host name or IP addrass for the Aoolication Server:
i«:Hnst name or IP address for the Application Servers |

= Back MNext = [ Cancel

Figure 66. IBM Update Installer for WebSphere Software 7.0.0.5 wizard: IBM HTTP Server Plug-in for IBM WebSphere Application
Server screen
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___ 6. Inthe Installation Complete screen, click Finish.

i IBM Update Installer for WebSphere Software 7.0.0.11

| |instaliation Compiete

| |success:The following maintenance packages were installed:

# 7.0.0-WS-WAS-WinX64-FP0000021
® 7.0.0-WS-WASSDK-WinX64-FP0000021

E to the following location;
& CBMWvebhSphereAppServer

Click Relaunch to add or remowve additional maintenance packages, or click Finish
ta exit the wizard.

= Back Relaunch :  Finish

Figure 67. IBM Update Installer for WebSphere Software 7.0.0.5 wizard: Installation Complete screen

Apply WebSphere Application Server interim fixes

The WebSphere Application Server Required Fixes for 7.0.0.21 are as follows:

« PM53930:
htt p: // v 304. | bm cond suppor t/ docvi ew. wss?ui d=swg215775328&myns=swgws &tynp=0CSS

CKBL &Ny np=0CSS7 K4U&y np=CCSSEQTP&tync=E
« PM56596: ht t p: / / ww 304. i bm comi suppor t / docvi ew wss?ui d=swg24032675

« PM60895:
htt p: // w01, i bm cond suppor t/ docvi ew. wss?ui d=swg24032589&nyns=swgws &nynp=CCSSE
QrP&nync=R

 PM51981:
htt p: / /v 933. i bm conmd support/fixcentral / swg/ sel ect F x?pr oduct =i br¥2FV¢bSpher e

%2FV¢bSpher e+Appl i cat i on+Ser ver & i xi ds=7. 0. 0. 21- W& WAS- | FP\M61981&sour ce=dbl uese
ar ch&f unct i on=f i xI d&par ent =Ti vol i %20Ser vi ce%20Managenent

» PM65486: http: //www 01. i bm com suppor t/ docvi ew. wss?ui d=swg24033330
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r '\w;, Note

~

Visit this link for detailed information about the WebSphere Application Server Required Fixes for

7.0.0.21:

http://publib. boul der.ibm conii nfocenter/prodgui d/vlirO/clarity-reports/report/h
t m/ prereqgsFor Product ?del i ver abl el d=1284667107599

G

J

__ 1. Open the IBM Update Installer for WebSphere Software wizard and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.11 _ O] x|

¥Welcome to the IBM Update Installer for WehSphere Software wizard. -

This wizard installs or uninstalls maintenance packages, including interim
fes, fix packs, and refrech packs. The following products are supported:

a BN ns Dn'.s ersio 221uaav

Sanﬂcas varslnn 8 ar abaove :
& |Bl WebSphere Application Server 6.1 Feature Packfor EJB 3.0

wersion § or above

& [Bll WebSphere Extended Deployment Version 5.1 or above
& |[BM HTTF Server Version B or above LI

InstallBhield

= Eank Cancel |

Figure 68. IBM Update Installer for WebSphere Software: Welcome screen
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___ 2. Search for the installation location of the product that you want to update and click Next.

itil IBM Update Installer for WebSphere Software 7.0.0.11 ==l B3

Product Selection

Enter the installation location of the product that you want to update.

ou can select a different directan from the drop-down list, specify a different
directary, or click Browse to select a directory.

Cirectory path:
I CABMMWebSpherelbppSemer L;

Browse...

= Back

Cancel

Figure 69. IBM Update Installer for WebSphere Software: Product Selection screen

___3. Inthe Maintenance Operation Selection screen, ensure that Install maintenance package is

selected and click Next.

i IBM Update Installer for WebSphere Software 7.000.11

=] 3

Maintenance Operation Selection

& |nstall maintenance package.

" Uninstall maintenance package.

In=talle

= Back

Cancel

Figure 70. IBM Update Installer for WebSphere Software: Maintenance Operation Selection screen
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___4. Select the directory where you want to install the maintenance packages available for
installation and click Next.

itil IBM Update Installer for WebSphere Software 7.0.0.11 H=] E3

Maintenance Package Directory Selection

Enter directory to list maintenance packages availahle for installation. You can
specify a directory or click Browse to select a path to maintenance package.

Cirectory path:
|Z:1WAS Patches\7?.0.0.21FixPack

Browse...

The latest maintenance packages are available online. Obtain maintenance
packages forWebSphere Application Server and all WebESphere Application
Serer Feature Packs either by visiting the Recommended fixes for WiebSphere
Application Sererwebpade for 3 complete list or by using the WiebhSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WebSphere Application Server
library or ¥iebSphere Application Senver information center webpages.

= Back i Memt= Cancel

Figure 71. IBM Update Installer for WebSphere Software: Maintenance Package Directory Selection screen

__ 5. Select the maintenance packages to install and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.11 M=l B3

| v

Availahle Maintenance Package to Install

Select maintenance packages to install: |

Select Recommended Updates Deselect All Updates

W 7.0.0.1-ws-was-ifomB0E95 pak

¥ 7.0.0.19-Wa-WAS-IFPME3930 pak
¥ 7.0.0.21-WS-WAS-IFPM51 981 pak
| ¥ 7.0.0.21-45-WAS-IFPM5B596.pak
| = 7.0.0.21-WE-WAS-IFPMBS48E pak

[F 700N S AASSD-NINXE4-FRONO002T pak- Installad
7 70,005 HS-WinxB4-FPO00002] pak - Mot Applicable E
[T 7 0.0-50ME-PLG-WinXE4-FROOD0002] pak - Mot Applicable LI:

In=tallshield

= Back

Cancel |

Figure 72. IBM Update Installer for WebSphere Software: Available Maintenance Package to Install screen
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___ 6. Review the Installation Summary screen and click Next.

il IBM Update Installer for WebSphere Software 7.0.0.11

Installation Summary

The following maintenance packages will he installed:

# Z.0.0.21 WS WAS_IFPM56596 - MESSAGES BUILD UP O
PLIBLICATICH POINT ANC DO BOT FLOWY TO SUBSCRIBER
MESSAGING EMNGINE

& 7.0.0.21 WS- WAS-IFPM51981 - Vil GET () APl DOES NOT R
UID PROFERTY OF THE USER

& F.0.0.1 WS WAS IFPMG60E9S - Messages not being processe
wrould lead to piling Up in case of consumer being non local to
destination (Repackaged Pha] 3100

WEBSPHERE APPLICATION SERVER

& 7.0.0.19- WS WAS.IFPM53930 - Hash Table implementation
wulnerability

to the following location:

a CIIBMYvebhSphereAppServer

InstallShield| -

= Back

# 7.0.0.21- WS- WAS-IFPM65486 - ADD CAUTH20 SUPPORT TO

ETURMN

d in order

Cancel

Figure 73. IBM Update Installer for WebSphere Software: Installation Summary screen

___7. Inthe Installation Complete screen, click Finish.

i¥il IBM Update Installer for WebSphere Software 7.0.0.11

ISi[=] B3

Installation Complete

Success:The following maintenance packages were installed:

& 7.0.0.21-WS-WAS.-IFPM56596
@ 7.0.0.21- WS- WAS-IFPM51981
& 7.0.0.1-' WS- WAS IFPMG0895

& 7.0.0.21-\WS\WAS IFPME5486
& 7.0.0.19- WS WAS.IFPM53930

to the following location:
& CBMWebhSphere\AppServer

to exit the wizard.

Click Relaunch to add ar remove additional maintenance packages, or click Finish

= Back Relaunch

. Finish__

Figure 74. IBM Update Installer for WebSphere Software: Installation Complete screen

52 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013




Deployment Scenarios

Federating nodes into Deployment Manager to make cluster
environment

Adding a node to a cluster

9‘"“‘/'“/ Note

-

To add a node to an existing cluster, you must already have a cluster with at least one member.

~N

Ensure that you installed IBM® WebSphere® Application Server Network Deployment (Application
Server option) on the new node.

Although the same Deployment Manager manages both the IBM Cognos® Business Intelligence
server and IBM Connections, you cannot add that node to the Connections cluster.

(G J

To add a node to a cluster, complete the following steps:
__ 1. Add a node to the Deployment Manager cell:
a. Log on to the new node.

b. Open a command prompt and change to the bin directory of the local WebSphere
Application Server profile: app_server_root/ profil es/ profil e_narme/ bi n

c. Run the addNode command to add this node to the Deployment Manager cell:

addnode [dmgr_host] [dngr_port] [-username uid] [-password pwd]
[-1ocal usernane | ocal uid] [-1ocal password | ocal pwd]

where
- dngr_host is the host name of the Deployment Manager
- dmgr_port is the SOAP port of the deployment manager (the default is 8879)
- ui d and pwd are the Deployment Manager administrator user name and password

- local uidand| ocal pwd are the user name and password for the WebSphere
Application Server administrator of the node

d. Open the addNode. | og file and confirm that the node was successfully added to the
Deployment Manager cell. The file is stored in the following location:

app_server_root/profiles/profile_nane/l og/ addNode. | og
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2. Copy the relevant JDBC files from the Deployment Manager node to this node, placing them

in the same location as the JDBC files on the Deployment Manager. If, for example, you
copied the db2j cc. j ar file from the C \ | BM SQLLI Bdirectory on the Deployment Manager,
you must copy the same file to the C.\ | BM SQLLI Bdirectory on this node. See the following
table to determine which files to copy. See the following table to determine which files to
copy:

Table 1: JDBC files

Database type JDBC files
db2jcc.jar
DB2®
db2j cc_license cu.jar sql
Oracle 0j dbcé. j ar
SQL Server sql j dbc4. j ar

__ 3. Ensure that the shared folders that are used for the application content stores in the cluster
are accessible from the new node: from the new node, try to access the shared directories.

__ 4. Add extra members to an existing IBM Connections cluster:

__a. Logon tothe Deployment Manager Integration Solutions Console.
__b. Click Servers > Clusters > cluster_name > Cluster members > New. Specify the
following information about the new cluster member:
- Member name: The name of the server instance that is created for the cluster. The
Deployment Manager creates a server instance with this name.
e d
Note
~\C N
Each member name in the same cluster must be unique. The Integration Solutions Console
prevents you from reusing the same member name in a cluster.
A\ J

- Select node: The node where the server instance is located.
Click Add Member to add this member to the cluster member list.

Click Next to go to the summary page where you can examine detailed information
about this cluster member. Click Finish to complete this step or click Previous to modify
the settings.

Click Save to save the configuration.

Click Server > Servers > Clusters > cluster_name > Cluster members. In the
member list, click the new member that you added in the previous step.

On the detailed configuration page, click Ports to expand the port information of the
member. Make a note of the WC _def aul t host and WC _def aul t host _secur e port
numbers. For example, the WC _def aul t host port number is typically 9084, while the
W _def aul t host _secur e port number is typically 9447.

Click Environment > Virtual Hosts > default_host > Host Aliases > New. Enter the
following information for the host alias for the WC_defaulthost port:
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- Host name: The IP address or DNS host name of the node where the new member
is located.

- Port: The port number for WC _def aul t host . For example, 9084.
Click OK to complete the virtual host configuration.
h. Click Save to save the configuration.

__i.  Repeat the previous two substeps to add the host alias for the WC def aul t host _secur e
port.

__j. Click System administration > Nodes.

___k. Inthe node list page, select all the nodes where the target cluster members are located
and then click Synchronize.

Vs P;“, Note ~N
What to do next:

Configure IBM HTTP Server to connect to this node.

Repeat this task for each new node that you want to add to a cluster.

& J

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SSO configuration 55



Deployment Scenarios

Setting up federated repositories

Follow these steps to set up federated repositories:

__ 1. Log on to Deployment Manager WebSphere Application Server console by
https://connecti ons. exanpl e. com 9043/ i bri consol e as wasadmin/wasadmin.

__2. Go to Security > Global security page, click Configure... beside federated repositories.

Clobal securiby

Uze this panel to configure administration and the default application security policy. This securty configuration applies to the securit
administrative functions and iz used as a default securty policy for user applications. Security domaing can be defined to overrida am
policias for user applications.

[ Security Configuration Wizard | Security Configuration Report
Administrative spourity Auothentcaton
¥ Enable administrativa sacurity Administrative user roles Authentication mechanisms and axpiration
Administrative group relas & Ltoa

Administrative awthentication
" karberos and LTRA

Application seourity (This function is currenty disabled. See the
g I_. o ) IBM Support site for possible future
i ”:Enablc application security updates,)
Eerberos configuration
Jawa 2 securiby Authentication cache setkings

I Use Javs 2 sacurity bo restrict application accass ko local resources E Web and SIP sacurity

B wam if applications ara grantad custom parmmissians B RMIIGP security
[T Reskrict seesss bo rezource authentication dats
H Java Authenticetion and Autharization Service

User accoint repositery
Currant realm definition
Federated repositories

[ Use realm-qualified uzer names

f SRCUHTY darmaing
Avallable realm definitions urlt dnrna.r? - .
Enternal authorization providers
IFe-derated repositories 3 Configure. ., Set a5 current

E ETOM [FopSrties

Apply | [Reset |

Figure 75. Global security page

__ 3. Click Add Base entry to Realm...

Repositories in the realmi

| Add Baze entry o Realm,. | Use built-in repository Remave
Salect| Base Entry Repositery Idantifier Fepasitory Typa
ou can administer the falloving resaunces:

[ | @=defaultwIMFileBasadRealm InternalFileRepasitary File

Figure 76. Repositories in the realm section
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__ 4. Click Add Repository...

Global security > Federated repositories > Repository reference

Specdfies a set of identity antries in a repositary that are referanced by a base entry into the directory information tree, If multipl
the same realm, it might be necessary to define an additional distinguished name that uniquely identifies thiz zet of entries with
General Properbies

# Repository
|nune defined | ~| [ Add Repository... |

# Distinguished name of a base antry that uniquely idantifies this set of antries in the realm

Distinguished name of a base entry in this repository

Apply ] ﬂ | Reset ] Cancel

Figure 77. Global security > Federated repositories > Repository reference

__5. Input LDAP information that was gathered in the previous section.

Global security

Ghobial securty = Federated Fepositores = Repository refersnce = Sew

Gpmihas the configuration for secuis accans Lo o Lightvsight Directery Socans Brolocol (LDAR) repository with optional Tailover sarars.
Fowinral Brogmetio

+ Rapogitory Idantflar
|=Repeel kory Ideniier

LOAM server Security
* Diractory type Bind distinguishad name
[184 Latus Demine | fharedLDAP, OlU=Labus a=ibrm

* primary host narme

— Bind passvord
EPimay Fres Trame=

Faillevar servar used vher prmary o= red avsilabler

LBAE attribube for Marbaros principal namas

Sulact Failoyer Host Same Fort
T ———— 2 Befhride Carificats manpin

are EXACT DN -]
[aad] [

Certificate fler

Buppert vaferrale te athar LDAP eaivars
ignare =

r Baguira BBL sornmunication:

& cantrally managed

Manags endzeint secuams conflauradans

T Use spacific 390 alinz

Figure 78. LDAP information

6. Click OK and then Save.
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___7. Input base entry under this repository.

Global security
Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the directory informatic
the same realm, it might be necessary to define an additional distinguished name that uniquely identifies this =

General Properties

* Repository
[<Repasitory > =] [ Add Repository... |

# Distinguished name of a base entry that uniquely identifies this set of entries in the realm
tharedLDAP,0U=Lotus,o=ibm|

Distinguished name of a base antry in this repository

|JQ|:||:\|1.I l [ok] [Reset Cancel

Figure 79. Input base entry under the repository
__ 8. Click OK and then Save.

__9. Change the primary administrator user to be a real user in LDAP, for example, User1.
___10. Click OK and then Save.

___11. On the global security page, check Enable application security.
Global security
Usa this panel to configure administration and the default application security policy. This security configuration applies to the security |

administrative functions and is used as a default sacurity palicy for user applications, Security domaing can be defined to override and
palicies for uzer applications,

[ Security Configuration Wizard | Security Configuration Report |
Administrative security Authentication
¥ Enable administrative sacurity Administrative user roles Ffusthentication mechanisms and expiration

Administrative group roles

& L7PA
Administrative suthenticstion —

T Rerharos and LTRA

[Thiz function is currently disabled. See the
IBM Support site for possible future
updates.)
Kerberos configuration

Authentication cache seltings

Application security

nable application 2ecurity

Java 2 security
I Use Java 2 security to restrict spplication access to local resources @ "eb and SIP security

¥ warn If applications are granted custom permissions
PP 9 P RMISTIOR security

I7 Restrict sccess to resource authentication dats

M Java Authentication and Authorization Sarvice

User account repasitory r
Usa realm-gqualifisd user names

Current realm definition 9

Federated repositories

- 5 ity d i
Available realm definitions —';E"”r I ":‘;"“'r_" " y
P I - wtarnal authorization providers
|F=d=1’ﬂbld repositories -I Configura.,. Sat as current

Custom proparties

| Apply Resat

Figure 80. Global security page > Enable application security

___12. Click Apply and then Save.
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___13. Restart Deployment Manager and Node agent.

ommand Prompt

C:xIBM\UWehS
Because dmgr
to stop thi

ADMUZ7821 :

ADMUBLIGT =

Server stop
Server dngr

ADMU?7811 =

ADMUB116]1 :

Windows Serwvice.
i smation is be

opManager . hat sname wasadmin —pass

on is bheing logged in file

“AppServers dngrsstopServer.log
registered PUR vice, the m

ver will be completed by stopping the associa

g logged
wprof il

est issued.
completed.

iz being 1

:F.prSeruer\l
th the Dmgr8
i for server:
ADMU3BEAI =
G :~I1BHs\UehSphere-A

dmgr open fo

Serversbin’

Figure 81. Restarting Deployment Manager and Node agent

___14. Verify you can login Deployment Manager was console as the administrator user you set.

Information

-

~N

If you want to enable Domino SSO with other IBM products in the future, you should follow the

following step to modify Domino LDAP repository:

1. Stop Deployment Manager and Node agent.

2. Goto C\1BM VWebSpher e\ AppSer ver\ profi | es\ Dngr 01\ confi g\ cel | s\ Connect i onsCel | 01\ wi m confi g

and backup the wi ntonfi g. xm with a new name like wi ntonfi g. xm . bak.

3. Use atext edit tool to open w ntonfi g. xm .

4. Find below two lines:

<confi g: baseEntri es name="OJkShar edLDAP, OU=Lot us, o=i bnt

nanel nReposi t ory=""/>

<confi g: parti ci pati ngBaseEntri es nane="0JShar edLDAP, kLot us, o=i bnt/ >

5. Change them to:

<confi g: baseEntri es nane="" nanel nReposi tory=""/>
<confi g: parti ci pati ngBaseEntri es nane=""/>

6. Save your changes to w ntonfi g. xnt .

7. Start Deployment Manager and Node agent.
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__8. Go to the WebSphere Application Server console. The base entry name for Domino LDAP
changed:

FRepositories in the realm:

Add B mtry te Reslmu. || Use built-in repasitary | Remove
EBalert | Base Entry Repository [dentifier Repasitory Type
You can administer the fallowing rezcurces:

] o=defaultWiMFileBasedRaalm IntarnalFilef epostony Fila

[ |enst “Feposiory dndentifers LDAP: DOM NG
Tatasl 2

Figure 82. Repositories in the realm

You can verify that the LDAP is configured successfully by searching user and group in
WebSphere Application Server console:

Swarch for Usars

Search by _ *5carch for ® Madmum results
Usar 10 e (=~ 190

[t

100 wsers matchaed the search criteria.
[ crasta.. | [ Dalete | Zalect an oction... &3 @E| #1] |

Unigue Name

Select | User 1D First name Last name E=mail
D Sigmic 000 J00 Azmir Aamnir_000_000 Aamdés Aamir_D00_000 Aamir_000_000@us.iom.com CH=Aamir Aamir_000_000,0U=Person, OU=5hared LOAR OU=Lotus.O=ibm

LJ Aamir 001 000 Asmir Asmmir_001_000 Anme Asemic_002_800 Asmir_001_000@ue.ibm.cam Ch=aAnmir Anmmic_001_000,OU=Perscn, OU=Shared LDAR OU=Latus, O=ibm

Sgmir 002 Q00 Asmir Aamir_002_000 Aamer Aamir_002_000 Aamir_00Z_000@us.ibm.com CH=AZmir Aamir_002_000,0U=Parson, OUs=Shared LDAR OU=Lotus. O=ibm

Aamir 003 400 Asmir Anmir_0C3_000 Ammic Asmic_G03_090 Aamir_003_000Bux.ibm.com CH=Axmir Ammic_003_500,0U=Person, OU=SharedLEAR OU=Lotus, O=ibm

i 004 Q00 Aamir Aaemir_004_000 Aamdr Aarmir_004_000 Aamir_00d_000@us.ibm.com CH=Aamir Aamir_004_000,0U=Persen, OU=Shared LDAR OU=Lotus.O=ibm

m]
O
o

a0 Asmir Aamir_068_000 Anrmés Asmir_005_0600 Aamir_C03_000Rus.ibm.com CH=Aamir Anmmir_008_000,0U=Perscn, Qu=SharedLBAR QU =Latus.O=ibm

Aamir

Figure 83. Manage users

&
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Creating databases by using the Database wizard

To create databases by using the Database wizard, follow these steps:

__ 1. Open the Database wizard for IBM Connections 4.0 and click Next.

@ Database wizard for 1IEM Connections 4.0

Database wizard for IBM Connections 4.0
[l (I Connections

[his wizard can create, delete o updabe the IBM Connections datbabases.

To aceess information sbout this product, dick the Launch Information Center.

Launch Information Center

To cortinue, click Next,

Licensed Materals - Properly of [BM, License L-CMAS808P0

@Copyrht (B Corporation and fs fieensars 2007, 20170, AN Rights Reserved, [GA the (BT fogo, Mrecom and Lotis are
fraderparis of IBM Cowporaiion in the United Sistes, obher covntres, or bobh, Obber company, product or senice pames may be
frademarks or sendce marks of others. A current list of 1AM trademariis is availabie on the Web at

W B comdiega Feapitrade shimml LS, Goverpment UWsers Reslricted Rigits. Use, duplicalion or disciosure restiicied by
G5 ADP Schedufe Controct wilh (B Corp, Please see the About page for further information.

Figure 84. Database wizard for IBM Connections 4.0
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___2. Inthe Database task selection screen, ensure that the option “Create” is selected and click
Next.

& Database wizard for IBM Connections 4.0

Database task selection

Connections

Select the databace back:

¥ Create
" Delete
" Updake oparation onty for 181 Connections dakabase 3.0,1.x bo 4.0

Back

Figure 85. Database wizard for IBM Connections 4.0: Database task selection screen

62 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

___3. Inthe Database selection screen, select Oracle Enterprise Edition as database type, select
the installation location, type the database instance and click Next.

&l Database wizard for IBM Connections 4.0

Database selection

KiT-N Connections

Select the datahase bype, installabion locabion, and dakabase instance.

| © DBz Universal Database (TH)
(% Oracle Enterpriss Ediion
" 50L Server Enterprise Edibon

Dakabase instalation location:

| Etloracleiproduct|10.2 0db_1 Browse...

Diakabase instance:
[ara]

Figure 86. Database wizard for IBM Connections 4.0: Database selection screen
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__4. Inthe Applications selection screen, select the applications for which you want to create
databases. In this example, all available options are selected. Click Next.

& Database wizard for I8BM Connections 4.0

Applicotions selection |
NITER Connections

Zelact the applications for which you wank to areats databases, You cannot select applications that akeady have databasss,
Mobe: The Sesnch and Mews repository spplications are contained in the Home page database,

Cognos database is For Congos BI Server. You wil need Cognos bo use Metrics.

I Activities
¥ Blogs

I Communities
¥ Bookmarks
I Profiles

¥ Herne page
e tikis

¥ Fies

¥ Forums
¥ Mokile

¥ metrics

¥ Cognos

I Select Al

Cancel

Figure 87. Database wizard for IBM Connections 4.0: Applications selection screen
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___ 5. Introduce the password for all applications and click Next.

& patabase wizard for 16M Connections 4.0

Database authentication for applications

(KB Connections

Activities

Blogs

Bookmarks
Home page
Wikis

Files
Forums
Mabile
Metrics
Cognos

Specify the passwords for the datahase users,
% lse the same password for all applications

Password

Confirm password

" Create dfferent passwoeds For each application

Dakabase username

Password

Confirm pagsword

[ oaLsER

| BLossUsER

Communities | SNCOMMUSER

| DOGEARIISER

| HOMEPAGELISER

[wikisuser

| FILEsUzER

| oPUSER:

| MOBILELISER:

| METRICSLISER:

| coGNos

Figure 88. Database wizard for IBM Connections 4.0: Database authentication for applications screen
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__6.

Review the pre-configuration task summary and click Create.

& Database wizard for IBM Connections 4.0

Pre-configuration task summany

16 Connections i ready to create databaces for the follewing apphcations,

=] E3

Connections

Action: Create [BM Connections database

Diakabase type: Cracke Enterpriss Ediion

Datsbase iraetal location: Exorackproduct1o.2.0db_1

Datzbase imstance: ORCL

The selected applications are: Activiies, Blogs, Communities, Bookmarks, Home pags, Wikis, Flas, Forums, Mabils, Metrics,
Cognos

Activities

Drakzbase name: ORCL

Diakabass user: CAUSER

Sal scripts ko run: crestebb,sql, sppiarants,sql

Blogs

Dratabase nanme: ORCL

Diakabase user: BLOGSUSER

S0l soripts to run; createlb, sal, spparants.sal

Communities

Drakabase name: ORCL

Datzbase user: SNCOMMUSER

Sql sorlpts bo run: createlbb.sql, appGrants.sql, calendar-createbb.sgl, calendar-appiarants oql

Bookmarks

Datzbase nafe: ORCL

Database user: DOGEARLSER

Sal soripts o rune crestelb, sql, createHistogramStatslob.sqgl, appGrants. sql

¥ Shows the detaied database commands,

Cancel

Figure 89. Database wizard for IBM Connections 4.0: Pre-configuration task summary screen
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___7. The commands screen is displayed. Click Execute to run them.

& patabase wizard for IBM Connections 4.0

Database creation detailed command

TEA Connections

The Foliowing commands will be executed, clidk "Execdte” ko nm them.

Activitics
1, Edoradeipraducti10.2,04db_t binfsqlphes -L § a5 sysdba @connections, sol|actiities\oradeioreataDb.sgf
2, Erloradeiproduct|10.2. 0db_t fbinfsqlplus -L | a5 sysdba @connections solactiitiesioradelappGrants. sql e

Blogs
1. Eforsdeiproductiln.2, 0ldb_1jbinsalphes -L | a5 sysdba @connections, saliblogsioradeloreateDh, | o
z. Eoracdeiproducty 10,2, Oldb_tjbinfsalphs -L | &5 sysdba @connections saliblogs\oradel sppGrants. sql HH

Communities
1. E:xloradetproducti1.2,0idb_t jbinfsqlplss -L | as syscba @connections. sq\communitiesioraclel creabeDh, gl #ettbr
2. Elorsdeipraductil0.2, Oldb_tjbinsalphss -L | a5 sysdba @connections salcommunitieshoracle) appGrant s s HHeer
3. Eoracdeiproduct10.2. 0ldb_t jbinfsalphus -L | &5 sysdba @connections salicommunitiesior acks\calendsr-createOb.sql
Attt

4. Erjoradeiproduct10.2,0idb_t jbinfsqlphss -L [ as sysdba @connections. salicommunitiestoracke calendar-appiGrants sl
Ackobokoiok

Bookmarks
1. Erforadeiproduct) 10,2, 00db_t jbinfsglphes -L | a5 sysdba @connections. sgljdogearioraclel createDb, sgl #reees
2, Erjoradeiproduct10.2.0idb_t jbinfsqlphss -L [ as sysdba @connections. salidogearioracle| createtistogramStatsJob, sal

bbbk

3. Edloracielproducti1 0.2, 0ldb_fbinfsqlphs -L | a5 sysdba @connections salldogearioraclelappGrants sql ##++++
Home page

1. Eloradeiproducti10.2, 04db_1binsqlphes -L | a5 sysdba @connections. sallhomepageloraclelcrestelb, sl #onkas

2, Eoradeiproduct|10,2, 0ldb_t [binfsqlphss -L | a5 svedba @connections sahomepageloraclelapparants, sq| # s
3, Exloradeiproducti1 0.2, 04db_1 fbinfsqipes -L | a5 sysdba @connections solhomepageloraclelinkData, sgl #**=*

Save As,..

.2

Cancel

Figure 90. Database wizard for IBM Connections 4.0: Database creation detailed command screen
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The database creation screen is displayed.

#i Database wizard for T8 Connections 4.0 H=] E3

Database crealion task

Connections

Creating databases...
Looging ko C:iDecuments and Settings|AdministrabortichizardiogldbWizard|dbConfig_20120528_134050_activibes_createDb.log.

Open log

Bacl ek Gance!

Figure 91. Database wizard for IBM Connections 4.0: Database creation task screen
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___8. When the database creation task completes, click Finish.

& Database wizard for IBM Connections 4.0

Post configuration task summary

Connections

The database creation task complebed, The Fallawing configuration was used:

Action: Creabe [BM Connections datsbase =
Diakzbase bype: Cracle Entarprise Edition

Databaze install locstion: Eoraclelproductii0.2.0idb_1

Datebase instance: ORCL

The selected applications are: Activities, Blogs, Communiies, Bookmarks, Home page, Wik, Files, Forums, Mobde, Metrics,

Cagnos

Activities

[rakabase name: ORCL

Diakabase user: OAUSER

3 scripts ran: createDb.sol, apperants, s
Result: The database creabion was successful,

Blogs

Datzbase name: ORCL

Datzbase user: BLOGSUSER

Sal scripts ran: createDb.sgl, appiErants sq
Result: The database crestion was successful,

Commumities

Drakabase name: ORCL

Dakabase user: SHNCOMMUSER

Sql scripts ran: createbb.sgl, appErants =g, calendar-createlbb, sql, calendar-sppGrants ol
Result: The database crestion was succassful,

Bookmarks
Datzbass nams: ORCL ﬂ

Pk —dimimims v i s T AN KEET

Biach | Enish

Figure 92. Database wizard for IBM Connections 4.0: Post configuration task summary screen

Information
-8 \

Visit the following web page for further information:

http: // v 10. | ot us. comt | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_title=Creati ng dat abases w th_the databa
se_wi zar d_i c40&cont ent =pdcont ent

G J
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Populating the Profiles database by using population wizard

Follow these steps to populate the Profiles database by using the population wizard:

__ 1.  Open the Profiles population wizard for IBM Connections 4.0 and click Next.

& Profiles population wizard for IBM Connections 4.0

Welcome to Profiles population wizard for IBM Connections 4.0

[This wizard populates the Profiles daksbase For IEM Connections with users from your LDGP direckory,

T zccess information about this prodict, cick the Launch Infarmation Center.

Launch Information Cenker |

click Mext ko continue,

Licensed Materisls - Propedty of 1AM License -CMAS-E09PLG

BCopyrnht B Comporation and s Meensors 2007, 2001, A7 Rights Rescrved. 80, the 1BM foge, Jbr.cor and Lofes are
frademarks of M Corporation ip the Umled Stales, ather coundries, or bobh, Olber company, product ar semice names may be
WFRESINGFR S OF SENVICE ISVRE OF ORers. A cavrent st of IBM trademarks 15 auaifabie an the Web &t

W ibur comilegatcapytrade sidml. ULE Government Uzers Restricted Rights: Use, duplicaiion av disclosure restricted by
E54 ADF Schedule Contract with 1BV Corp. Please see the About page for further Information,

Hack I [zt i Cancel

Figure 93. Profiles population wizard for IBM Connections 4.0
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___2. Select the location of the Tivoli Integrator installation directory and click Next.

& Profiles population wizard for IBM Connections 4.0

Tivali Directory Integrator install location
3 The wizard was unable to locabe the Tivali Directory Integrator in the dafault kcation,

Irkeqrator progran files, Theoll Directory Integrator must be version 7.1, FixPackz,

Salect the lacation of e Tivali Directary Inbegrator installation direchory:

TEM Connections uses Tivol Directory Integrator bo populate the Profiles database, Specify the location of the Tivoli Directory

| cptemTonNT. 1

Browise, ..

fack I blek I Cancel

Figure 94. Profiles population wizard for IBM Connections 4.0: Tivoli Directory Integrator installation location screen
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__ 3. Select Oracle Enterprise Edition as the profiles database type and click Next.
P[] B3

£ Profiles population wizard for IBM Connections 4.0

Profiles database type

Salect the Profies database type.

| 7 S0L Server Enterpriss Ediion

Back

| Mecdt | Cancel

Figure 95. Profiles population wizard for IBM Connections 4.0: Profiles database type screen
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___ 4. Enter the profiles database properties and click Next.

& Profiles population wizard for IBM Connections 4.0 H=1E3

Profiles database properties

Enber the Profiles database properties, The wizerd uses this information to scoess the Profiles database,
Hosk: name:

]<hbst e =

Port:

| 1521

Dakabass nams:

|orc

IDBC driver library path:

]E:xsortetae Browse. . |
Uset 10 {Account wsed bo write bo datsbase):

| FROFUSER

Passyeord:

[sosssnnsns

Eack I Tzt I Cancel

Figure 96. Profiles population wizard for IBM Connections 4.0: Profiles database properties screen
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___ 5. Specify the LDAP host name and port to enable the Profiles population wizard to connect to
the LDAP server and click Next.

& profiles population wizard for IBM Connections 4.0

LDAF server connechion

Specify the LDAP host name and port to enable the Profiles population wizard bo connect to the LDAP server,

LOBP server name:

|<|'_D!]P Server ame =

LOBE server port:

[ 309

Salect to use S5L communication for secured access
I Use S50 comemunication

Badk I ek | Cancel

Figure 97. Profiles population wizard for IBM Connections 4.0: LDAP server connection screen
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___6. Enter the bind distinguished name and password to allow the wizard to access the LDAP

directory and click Next.

& profiles population wizard for IBM Connections 4.0

LDAFP authentication properties

=] 3

Enker the bind distinguished name and password bo bo allow Hee wizard to access the LDAR dirachory.
Bind distinguished name (D).

||:|'|=at:ll1'rnJ o=ibm

Bind passwoard:

Back

I Dlexck | Cancal

Figure 98. Profiles population wizard for IBM Connections 4.0: LDAP authentication properties screen
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___7. Enter the base distinguished name and filter for this wizard to begin searching for users in
the LDAP directory tree and click Next.

& Profiles population wizard for IBM Connections 4.0

Base distinguished name and filter for searches

Enker the base dstinguished name and filker For this wizard to begin s2arching For users in the LDAP directory tree,

WP user search bass:
| L=Shared DiP, OL=Lokus, o=bm|

LDWP wser s=aech filter:
| (euid="){ckjeckclass=inetOrgPersan))

Back I Tt I Cancel

Figure 99. Profiles population wizard for IBM Connections 4.0: Base distinguished name and filter for searches screen
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___8. Select an LDAP attribute or a JavaScript function for each field in the Profiles database and

click Next.
& Profiles population wizard for 18M Connections 4.0
Frofiles database mapping
Select an LDAP attribute or & Javasoript function For each Fisld in the Profiles database.
“fou can sork Bhe columns by selacting the column header, or sslack each rowe to 2dd, remove, or edit the LEWMP attribube o davascript
Funiction,
Dstabase Fields | LDAP Attributes er 15 Functions | Description [ -
akernatelastnanme Akernate l=st name
bidard Building
blogliv Blog link
calendarlil Calendar link.
countryCode 4 Country code
courkesyTiHe Courtesy title
deptiumber Departrient rumber
description dezoription About me
displayhlame on Tlame
distinguishediarnrs $dn LOAP distinguished name
email rmail Office email
enrployeehumber enployesrumber Employes rumber T
erployeeTypeCode  emplovestype Emiployiee Eype
erperience Background
FaxMuriber Facsimiletelephonenumber Fax murnber
floor Floor
fresBusyld Fres/susy time lnk
giveniame givanhlams dafault given nama
givenMlames gvenhlame Supparted mutiple given names
groupwasreEmsil Alernate email
quid {function_map_from_dominclUNID}  LDAP object GUID
IpTelephonetumber 1P telephony numzsr
istanage ‘Whather wser is manager
inbResp Jab title =l
Back

[ecet

Figure 100. Profiles population wizard for IBM Connections 4.0: Profiles database mapping
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__ 9. Select each type of optional information that you want to add and click Next.

& Profiles population wizard for IBM Connections 4.0

Optional database lasks

Select the dredk box For each bype of optional information Bhat you weant bo add, Youw must supply 2 S5 File with data For each
infarmation bype.

[~ Countries

IE VBl L CI4.0. 201 2061 4-2Z2000 zards) TDIFopulation|wan DT sooc, csy Browse |
[ Departments

II' \Bulldi L4000 201 206 1 4- 22000 Wizardsh TOIPopulation|win TO 1 deptinfo. cs. Browse
I Organizations

IE \EaldiLCI4.00 201 2061 4- 22004 izards TDIPopulationwdn| TDlorginfo. cav Browse |
[ Employes bypes

| Ex\BidiLE 140, 2012061 4-2200) Wiz ards TDIR G pulationwin TO T Bmpbype, coy Brawse
I wark locations

II-..\_.-,_ (L1400 201 2061 4- 22000 Wzardsi TDIPopulationiwan | TD warkdoc o5y Browse

Dioyau want to run the task that marks the profiles of each manager?
% Yeg

Mo

Back Dt Cancel

Figure 101. Profiles population wizard for IBM Connections 4.0: Optional database tasks
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The population task starts populating.

& Profiles population wizard for IBM Connections 4.0 [_ (O] x|
Executing population task

This Eask may take ssveral minutes or hows, dependng on the sze of your LDAP drectory,
Populating...
Logaing into C:\Documents and Settings\Administratorcwizardilogitditdi_20120618_172552 log

Qpen Log

Sach I b e I Cancel

Figure 102. Profiles population wizard for IBM Connections 4.0: Population task execution screen
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__10. Review the population completion summary. Click Finish.

& Profiles population wizard for I6M Connections 4.0

Fopulation completion summnny

The profiles wizard execution & finished.

The mescubon resuk & a5 Foliowng:
£l

pepulate ap daty to CMPUOYEE table

The Tival Directory Integrator population output:

20120615 03:01: 14,948 INFO [com.ibem,dileg. Fies die rAppender . dacif41 $-abbb-4d22-bdee-077 1 Z74d1338) -
CLFRNDOZZT: After operation, sucoess records & 100002, dupbcats reconds 0, Falure records is 0, andlast successiul entry &
M=Fuzana Zuzana_[95_#99, OU=Person, OU=5hared L[ P, QU= 0lus, oe=ibm,

Mark mansger profies
Successfult

Fee sdditionl inFerenation, reber telog fils C\Documents snd Satbnge| Sdmrste shor| eWdzardog| b djbd_2012706 1B_1 72552 ng
arad E/BMILCT4.0_200 2081 4-2200\ w2 2rde) TOIPapulstianyain TRIagePopul sheDBFr aorDMFke g

v log

Thee follawing corfigur ation has been ran:

Corfquranon detls:

Distabase host rame: <Catabase host mame =
Dislabisee namme: ORC

Database port: 1521

JOBC drever lbrary pathe Esoftware
[istabase user [0: PROFUSER

Distabase bype: Oracke Enterprise Edbion
LD host nzme:, <L OAP host mame s

LEW? server port: 389

Bind distinguished name: oy=admin, c=ibm

B PP PR s s e

Figure 103. Profiles population wizard for IBM Connections 4.0: Population completion summary screen

Information

~ i

Visit the following web page for further information:

~

htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=Popul ating the Profil es_dat abase i

c40&cont ent =pdcont ent
A\

J
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Preparing a shared folder and local folder on Deployment
Manager/Node computers

To prepare a shared folder and local folders on Deployment Manager/Node computers, follow these
steps:

1. Select one folder location as Connections shared folder and make it accessible to all
Deployment Manager/Node computers by using the same format.

Example ~

\\ connect i ons. exanpl e. com LCShar e.

A\ J
___2. On each node computer, create a local folder in the same location to work as Connections
local folder.
Example
r I || p \
C\IBM LQ.ocal .
& J
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2. Installing IBM Connections 4.0 using LC wizard

Follow these steps to install IBM Connections 4.0 using LC wizard:
__1. Open the IBM Connections 4.0.0 wizard.

IBM® Connections 4.0.0 Select a language: [Engish =] .0K]
B Welcome . . . o o -
Documentation Welcome

ErenstalEtonitas).s 18M Connections is social networking software designed for the

Install IBM Connections workplace. Its applications help you to astablish dynamic networks that
4.0.0 connect you to the people and information you need to achieve your
) . business goals.,
Post-installation tasks
Exit To begin, choose the options at the left to perform the pre-installation
tasks,installation tasks,and post-installation tasks.

ucensed Materials -« Property of IBM Corp. © 1BM Corporation and other(s)
Z007,2011.,

The Gracle Outsideln Technology included hersin is subject to & restricted use
license and can only be used in conjunction with this application.

Figure 104. IBM Connections 4.0.0 wizard: Welcome Screen
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__ 2. C(Click Install IBM Connections 4.0.0.

& 18M Connections 4.0.0

IBM® Connections 4.0.0 Select a language: [English =] okl

=] B3

Welcome
Documentation Install IBM Connections 4.0.0

Pre-installation tasks What is IBM Installation Manager?

4.0.0 download and install many [BM software products,

Post-installation tasks

@2 Launch the 1BM Connections 4.0.0 install wizard

bafore procesding with the wizard,

2 view the 1BM Connections 4,0.0 install wizard tasks

Install IBM Connections Installation Manager is an application that makes it easier for you to

If you have not previously installed Installation Manager, you will ba
Exit prompted to install it upon starting the IBM Connections install wizard.

Hote: Start the WebSphere Application Server Deployment Manager

Figure 105. IBM Connections 4.0.0: Install IBM Connections 4.0.0

__ 3. Select the packages to install and click Next.

& 180 Installation Manages [_1O]>]
Install Packages : -{1_“*_ |
Seduct packages to it gl =

Istalation Fackages Sabus | ¥endar | Licermse ke Type |
=B [ 189 Insealistion Mansger
| 1 version 144 il be ireskalbedd 1EM
= [ [ 18 Cornecbons
1 verson 4.0.0.0 will b restabed
[ 5w all versions Check for Other Versions, Fiaes, and Extensions
Details
[E Installation Manager 1.4.4
4@ InsLallation Manager More inla,
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Figure 106. IBM Connections 4.0.0: Install Packages screen
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__ 4. Accept the license agreements carefully and click Next.

Install Packages
Bead the Fallowirng beense agreements carebully,

Instal .-:orfe'__:‘ Location Peatures Summary
= TEME Connechions ntemsticnal Progras Licsrss fgreement ﬂ
[EME Conneckons
Pt 1 - Ganeral Tanms

[EME Connecbons Licsrss Agreemenk .
TEFAE Connnchons Licerrse Information ey owyHLOADIG, SNSTALLING, COPYING, ACCESSING, CLICKING Of AN “ACCEPT® EUTTON, OF OTHERWISE LISTHG THE PROGRAN,
=-1EM Instalistion Manager LICENSEE AGREES T(J THE TERI'\SDF THIS AGREEMENT. :F""OL WRE ACCEPTING THESE TER""S Ol EEHALF OF LICENSEE, Yol |

Linerse Agreement ;\E::gssm ANDHWARAANT THAT YO HAVE FLILL AUTHORITY TO BIMD LECENSEE TO THESE TEAMS, [F YOU D0 NOT WSREE TO THESE |
3 |

Ca HOT DCWHLOAD, TNSTALL, COPY, ACCESS, CLICK ON AN "GCCERT™ BUTTON, OR LEE THE FROGRAM; AND

PROMPTLY RETURN THE LRSED MEDIA, DOCUMENTATION, AND PRCOOE OF ENTITLEMENT T THE PARTY FROM W00 1T WAS
IETATMED FOR A REFLSD OF THE AMOUNT RAID. TF THE PROGRAM WaAS DOWRLOADED, DESTROY ALL COPTES OF THE PROGRAM.

L. Defintions

Bustor e Use™ - e spacifisd bewval st which Lizenses is suthonzed to aveouts or rom B Progeam. That level mey be messured by I
pisrehier of s, mlbons of serdon units (TASUET), Processos Wabie Uinits (PWUS"), o other keved of use specified by 150,

IERT - International Eusiness Mathines Corporation or one of ks subddaries,
Liceres Information” (L7 - & document thet provdes nhaemeton s sny sddtionel terms specfic to 8 Program, The Program's L is

fa aidabbe b v _ibim comisafteane sla. The LT can ako be found in the Frogram's directory, by the use of 3 systen command, of a5 a |
Locklet inchaded with the Program, |

Progran” = the ftlnxh;, inchading the: original and all whals or partial copis: 1) machine-reacably instructions and data, Z) compenents,
be=, and modilss, 3) mvmlmrt(surk a5 imeges, texk, recordings, nrp.cu.rrs:l and 4 related bosnissd metena's (such as keys
anddo-c\mh'\tau:'\,-
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Wamranty Feriod” - one year, sharting on the date the orginal Licenses is granked the boeres.
. Augreemerk Srochre

[This Ageaniant inchades Pt | - Gereral Temms, Pait 2« Country o Teeme (F anyly, this L1, and thi: PoE and is the corplite |
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Figure 107. IBM Connections 4.0.0: Install Packages screen: License agreements
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__ 5. Select a location for the shared resources directory and a location for Installation Manager
and click Next.

& 181 Installation Manages -] =]

Install Packages = E
ig
Selact 5 loestion For the shared resources dinsctory and & leestion for [rstalstion Menager, o=

Instal Licerces | Location Features

‘Wiver you inskall packages, (s are storsd in bwe bostions:

L) Th shased Fesources deetory « iesturoes that can be shansd by sl packages.
i ! , 2] The instalation drectory - any resources that ere unigue bo the packags that you are irstalng,

Trepockants You can enly select tha shared rescurces diractory the hirst bme you install & package with the [6M Tnstallation Manager, For et nesulls sefect the driva with Lha most
ansilable sres e st haee sdequate space for the shered resouncss of fusurs =
Browst. ..

Shared Resources Drsctorys | CVBHI55FShared

0 nce inghallad, 1M Dretalation Manddger wil b used toinstal, update, modiy, manage snd urinstall your packags.

Instaliation Manager DFechory: [=husiinstalzton Hanageriedpss

Disk: Space infarmation

Webaie  Avalable Soss
< .l GE

Figure 108. IBM Connections 4.0.0: Install Packages screen: Location selection
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___6. If wanted, create a package group by selecting Create a new package group and click
Next.

& TEM Tnstallalion Manager

Install Packages

—H
=
A parkage eip S8 lasaten el antaing one ar moee packaqes. Some compebble packaces con e mataled nte A coreeon packace groop and will shaee 8 commen e inteface foo o
Sl an wsling paceage o, or wrmaba g rewang,

-,
sl Locskien 5 Fentuics SNy
7
Lo T e

@ Craste s e pedage OED

Pactaps Group Rans | Insteeon Dustory

[oeckimctre |
% IBNE Cormscboe:

AL st orrectiore:

Packane Group Name: EMDCeins

Instabation Tirectony: [ 9= Tonredtions

Letails Disk Space Informakion
Sharer Resaurnes Dirachoryz T EMEIPShaeed

febomes sl atle Soecs
o dlLlEg

< Bazk I Hext I I5£al H Cancel

Figure 109. IBM Connections 4.0.0: Install Packages screen: Create package group
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___ 7. Select the features that you want to install and click Next.

& M Installation Manager

Install Packages

Select the festures tn install.

Tnstal Licenses

tions 4,0,0,0
Core Fealures
Sasrch
Haved repositony
Horme pags
A Fesbures
fakivities
Hog:
Communities
Bockmarks
Files
Farume
Hetrics
Holule
roderstion

=8

IEEO0REEEER " BEET E

[ sheas dependsrces

Details

1E6WE) Inctalation Hanager

[Disk Space Informeation
ek

Shared Regunces frea O
Inskallzbion Cireckory =]

Lecation | Festwes > Summaey

alion Maneder 1,44

i Sehected by Instalation Manager becaise of deperdencios

B Installation Manager 1,44

|

[Expar ][ Colapse 1| [Eestore Defauk |
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Figure 110. IBM Connections 4.0.0:

Install Packages screen: Features to install
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___8. Complete the configurations for the packages.

A 1BM Instollation Manager

Install Packages
Fil In e condigurations For the packages.

Irekad Licangns Locaton

Progress Information

= Common Cenfigursbons. Canmnnan Configsations:

& WishGobere WiebSphere

£ Topokey

£ Databse WebSpher: Application Server Selection

3 Contert Stors

3 Rotification tratelatin catien:
2 ]|
Deploymerk manager profis:

Adrinitrator pesseond:

| eserrsnanene
SEAP port rmler;
|

Validabe

Vabdate credeniials bafoee procesding,

= Back

Hext = || [restall || Cancel

Figure 111. IBM Connections 4.0.0: Install Packages screen: WebSphere configurations
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__ 9. Enter the host name and the deployment manager credentials.

Install Packages
il in the configrunaiinns for the packages

[ L T
‘et Sphere
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Figure 112. IBM Connections 4.0.0: Install Packages screen: Host name and credentials

© Copyright IBM Corp. 2013

IBM Connections 4: PDS SSO configuration 89



Deployment Scenarios

___10. In the Topology screen, select Small: All applications are grouped in the same cluster
as deployment type.

) T6M Inskallation Manager [-[O] =]
Install Packages = :
Fllin tha configurations for th packages f-%
st Licaress Location  Frawes iy | Sunmary
=- 11 Cemmon Corfigurations Cormman Confiqurations
Bl websphise Topsogy
& Topology
e
O patahase Deployrient topolagy
) Corkert: Store X
O Natfication Seleck the deplopment byps:
& 5mall - ol asplcabons are grouped n bhe same dusker.
7 Medum - Appications grouped in severd chsbers,
™ Large - Each apphoation s grouped in ks own cster,
Cluster
Enkée & chshar nais Or Sk o sisling dusler nama,
Choster Name! LCOuster =
Modes
Sebet novdes For the neshy ereated chister. Existing chisters sl beep thew arigingl node settings.
e Ser
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] ] x
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Figure 113. IBM Connections 4.0.0: Install Packages screen: Topology configurations
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___11. Inthe Database screen, select Yes, the applications are on the same database instance
for the database location.

& 10m mnst.sllation Mamsper

Irwstall Packages

Fill n ehe confupurations for the packages
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Figure 114. IBM Connections 4.0.0: Install Packages screen: Database configurations
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The ORCL database starts validating.

B 1% st ailabion Manager

Install Packages
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Figure 115. IBM Connections 4.0.0: Install Packages screen: Database validation
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__12. In the Content Store screen, select a network shared location and a local content store.

& 161 Lot all abresn Muysoger

[ = 10] %]

Install Packages
I Mo chok BN g™ bthon hos Contines?
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Figure 116. IBM Connections 4.0.0: Install Packages screen: Content Store configurations
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__13. Configure the notification settings as shown in the following two figures and click Next.

& 1531 Laned ol ainems P smeger
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Figure 117. IBM Connections 4.0.0:

Install Packages screen: Notification settings (1 of 2)
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Install Packages {
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Figure 118. IBM Connections 4.0.0: Install Packages screen: Notification settings (2 of 2)
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___14. Review the summary information and click Install.

& 1B Installation Manager

Install Packages
R the suavnaey infoemiation,

e
Tretal Licensas Lecation Frahres Summary o0
Target Lacation
Package Group Marme: TBHIE Convections
Instaliation Divectory: CHEEMILous Connechions
Shared Besources Drsctory: CAUEMISSPShered
Packages
Fackages |
1 =M@ rstalation Menages 144
=T =M Connections +.0.0.0

1, Core Features
B0 AlFeabores

Enwiranenent:

ik Space Infarmation
Engizh

Tokal Avadatle Spece
< AL GE
Tobal Dowrdosd St 121 GA

Tkl Irstalation See: 17863
* Repository Information

< ok ||

Figure 119. IBM Connections 4.0.0: Install Packages screen: Summary information
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The installation starts.

Installation *Manager

Install Packages

R e samimany mnformation,

Irekal Licensas

Locsl
Target Location

P ke Group Marme: JBMIE Conredtions
Instaliation Directory:

Shared Besources Drsctory:  CAEMIESP Sered
Packages

Fackages
[} E=ME rrstalation Manager 1.4.4

CHIEMILotus Corneckions

|} BEM Connections 4.0.0.0

B[ Core Features
= {1 AlFeabores

Enwiranrent:
Engizh
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Figure 120. IBM Connections 4.0.0: Installation starts
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The packages installation finishes.

& 1B Installation Manager
el
Jemstid |

Install Packages

ﬁ The packages ame rctaled. View Log Rl

nstal resuks |
Poseess innstiadend suceassfuly,
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Figure 121. IBM Connections 4.0.0: Installation completion
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()2 Hint
o
Synchronize all Connections nodes in WebSphere Application Server console and wait some time

J

before moving on.

G
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3. Post-installation tasks

Configuring IBM HTTP Server with SSL

Defining IBM HTTP Server

Follow these steps to define an IBM HTTP Server:

1. Log in to the WebSphere Application Server Integrated Solutions Console on the
Deployment Manager and select System administration > Nodes > Add Node.

Ao hada R Pt i Firim Dalata | Seoctronizs || Full Resynchoonizs || Sta

= rra e

SR n
Swimct | Mama 2 Hest Harme o Wars e I Digceremry Protecel 3 Shatus @3
Yeus cam mderintar the follomang res surcms

AR FLTE S bt mane s ND T.0.0.22 TR o

] [<Resowmes bt mane = ND 75031 TED G

| | <Fesnuwmes | ahhst mame s ND T.0.0-21 o= o

Figure 122. Deployment Manager: System administration > Nodes > Add Node

___2. Choose Unmanaged node.

Use this page to add either 3 managed or an unmanaged nade,

T Managed nade
Specifias tha creation of a managad node. A managed node cantains an application server process thak runs within the deplayment managar call, Th
noda agent pracass that maintaing the configuration far tha noda and centrals its aperatian. Choasing this aption results in running the add nade util
application servar.

& Unmanaged node

Epecifies the creation of an unmanaged node, An unmanaged node represents 3 node in the topology that does not have an application server proce
Unmanaged nodes are for other server processes, such a5 ‘Web servers that exist on their own node in the topology.

Mext | Cancel

Figure 123. Add Node: Unmanaged node
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__ 3. Input node name and host name.

e

Hades > Mew

Use this page to view ar changs the configurstion For an unmanaged rode, &n unmanaged nede is a node defined in the cell tlopalogy
node agent running to manage the process. Unmanaged nodes are typically used 4o manage Web servers,

Configuration

General Pfroperties The addibenszl properties »ill not be available unkl the genaral properaes for this ibem are
b
# Hams Addisonal Preporbe s
ths

* Host Marma
=Hbst Mame =

+ Platform Typa
i'l\‘rndn-.ls "i‘

Apply | EI Rasak Cancel

Figure 124. Nodes: Providing a node name and a host name

__ 4. Click OK and then Save.
__ 5. Select Servers > Server Types > Web servers and click New.

___6. Select the node that you created and input server name as webserver1.

Use this page to create a new Web server,

=3 Step 1: Selecta Select a node for the Web server and select the Web server type
node for the Web
server and select Salact a noda that corasponds to tha Wab servar you want to add.
the Web server
Select node
liks =l
+ Samer nama
|w¢b:nw¢z1|
* Type
[18M HTTR Sarvar =]

Figure 125. Create a web server definition: Server name
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__ 7. Click Next and then Next again.

Create new Web server definition

Use thiz page to create a naw Web samern

Select a Web server template

Seled the template that coresponds to the server that you want to reate,

Gelect| Template Hame Type | Dascription
ol HE System The IHE Web Server Template

| o )
i . Previous | | Next iCan_uI I

Figure 126. Create a web server definition: Select a web server template

___ 8. Modify the HTTP server installation path and input username/password for IBM HTTP
Server administration.

Use this page to create a new Web server.

Enter the properties for the new Web server

Enter the Web sarver propertias.

* Port
80
Wab = :
tarnpl ate * Wab server installation location

|CAIBMAHTTPServer
Step 3: Enter the
properties for the #* Service name

new Web server |IE,MH1‘I'PSer\|er?.D

* Plug-in installation location
|c:\IBM\,I-|'I_I'PSer\|er\PEugins

fpplication mapping to the Web server
IAII v!

Enter the IBM Administration Server properties.

#* Administration Server Port

*# Username
ihsadmin |

* Password

LR Ll

#* Confirm password
nnucul |

[T use ssL

| Previous | mext| cancel |

Figure 127. Enter the properties for the new web server
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_ 9.

Click Next and then Finish.

Create new Web server definition

Use this page to create a new Web server

Confirm new Web server

The following is a surnmary of your seledions. Click the Finish buttan to complate the Web server creatior
there are settings you wish to change, dick on Frevious butken to review the server settings,

Summary of actions:

Haw Wab servar antry "websamerl”™ |a
will be crested on node "ihe® I
Platfarm Type "Windaws"

Webh sarver installation

root "COIBMYHT TPServer”

lug-in installation
Stap 4t Confirm Flug f
;e:r\'lebu:m:f root "e A IBMHTTPS erver Plugins”, :ZI

| Provious | Finish | Cancel |

Figure 128. Confirm new web server

___10. Click Save.

Web servers
Use this page to view 2 list of the Installed 'Web servers,

B Preferences
Generate Plag-ir | Prupagete Plug-in |@ Delece Templates ., ] '.l.:-'.] ;'.\.-.-i; Terminate
e |
)
Salect| Mama 2 | Wab sarver Type 2 _ Node Host Mama ;

Tou can administer the following resources;
|— webzerverl IBM HTTP Semner Ihe

Total 1

Figure 129. Web servers: List of the installed web servers

_ N

. Start IBM HTTP Server and IBM HTTP Server administration in Windows service.

Iﬂ:IBMHTTP Adrrinistration 7.0 1BM_HTTP... Started Manual Local System
'{J,IBMH'ITP Server 7.0 IBM_HTTF... Sharted Manual Local System

Figure 130. IBM HTTP Server and IBM HTTP Server administration in Windows service
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Configuring IBM HTTP Server for SSL

Follow these steps to configure IBM HTTP Server for SSL:
__ 1. StartiKeyman on IBM HTTP Server computer.

(& Tnternst Explorer

& Trternet Explorer (64-bit)
[5=] Windows Contacts

) Windows Update

L 7-Zip |
_ | Administrator
. Accessories |
. Administrative Tools |
| | Documents
| Extras and Upgrades
. IBMHTTP Server ¥7.0 |
§ ‘ | Computer
\ Stark Admin Server
\ Skark HTTP Server | mebwork

{ar] st nagement Uity
Y, Stop Admin Server
W, Stop HTTP Server

. IBM Installation Manager
- 1M Treali Monitoring

. IBM ‘WehSphere | Help and Support
. Mainkenance I

[i8M Global Security Toolkit fttol Parel

Administrative Tools b

Figure 131. Key Management Utility

___2. Open pl ugi n-key. kdb under C \ | BM HTTPSer ver \ A ugi ns\ conf i g\ webser ver 1, which
the default plug-in webserver1 uses that you defined in WebSphere Application Server
console.

IEM Eey Management =0l x]
KeyDatabase Fle  Create  View  Help

D]« %

Key databvase information

DE-Type:
File Hame:
Token Labak:
K ikatabvase content

[ —————— =

Heydatabasetype  CMS -

=
Eile: Mares pluin- ey ke | -E.'I:I-i-l-"l-‘-?-é:_g
Location: |CUBMHTTPServenPluginsiconfighweservery | |

ncel )
iII La Recreate Request...

Renarme

MNew Self-Signed...

Exfract Certificate...

[To starl, please select the Key Database File menu o work with a key databiase...

Figure 132. IBM Key Management
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___ 3. The default password is WebAS.

L{uIEM Eey Management =10 =]
KeyDatabase Flle  Create iew  Help

Kew database information
DB-Type:
File Hame:

Token Labelk

Kew database content

Personal Cenificales |v| RECEAE..,

Password Frompt Delete

Password: [sssss

WikwEdil...

E“ Resel _mm:al Impoit.

Shjhe

Extract Cermcate..,

[To start, please select the Key Datairase Flle menu to work with a key database._

Figure 133. IBM Key Management: Password Prompt

__4. Click New Self_signed..., input a label name and set the validity period to be as long as you
want, and no longer than 9999 days.

[g 10 Eey Management - L 3ESTUET TP Server ) Fiu gns' config ' webseryer 1 plogin-loey Sodb]
KeyDatabase File  Create View Help
-l
D R
L'-'_ Lreate ~ew Self-Signed Certificate
DB Ty CNS
| ot o~ Plesase: poanichs the: Tl ing:
File Harms: CABMHTTP Beven-lug
ey L alsed <fey Label
Tikcitsi Labaisl:
Verslon RV -
| Ney Sl [1n24 [« .
Persanal Certificales b [ .
| Sipnalurs Mgorithm SHATAINHSEA
* WolxSphase g Key . Dedete
i Flarmie ingrtional) < Co s MBme foptaralls i
e g - avbwniny Engrinnal) W EO...
O ganer stwanal Lingt {ogriwnal)
Faportdmpant...
Locality (gt nal e
StatnProance {ngrhonal) Recreate Redquest...
LIpCoe ngriwnal] HeEname
Cojieiry or regon  (ogtionall - -
Vaiid ity Period [1820 Davs
Pl gt Cancel
. Hevs: Self Signesd..
Fxdract Coridicate...
{18 roy 158 St ACHION 1125 SUCEES ST Com phstaat

Figure 134. IBM Key Management: Create New Self-Signed Certificate
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__5. Click OK and you can set this key to be default key.

H Do you want to set the key as the default key in the database?

]
Yes || No |

Figure 135. Setting the key as the default key in the database

6. Close iKeyman.

7. Find the file htt pd. conf under C \ | BM HTTPSer ver\ conf , open with your favorite text
editor. At the end of the file, add the following lines for example:

LoadMbdul e rewite nodul e nodul es/ mod_rewite. so

LoadMbdul e i bm ssl _nodul e nodul es/ mod_i bm ssl . so

<l f Modul e mod i bmssl . c>

Listen 0.0.0.0: 443

<Mirtual Host *: 443>

Server Nane connecti ons. exanpl e. com

#Docunent Root C \ | BM HTTPSer ver \ ht docs

SSLEnabl e

</ M rtual Host >

</1 f Modul e>

SSLD sabl e

Keyfile C\IBMHTITPServer\ Pl ugi ns\ confi g\ webser ver 1\ pl ugi n- key. kdb
SSLStashFile C\IBMHITPServer\ P ugi ns\ conf i g\ webser ver 1\ pl ugi n- key. sth

8. Restart HTTP server in Windows service.

-&"-_[BMHITP Administration 7.0 1BM_HTTP...  Started Manual Local System
LELIBM HTTP Server 7.0 IBM_HTTP...  Sharted Manual Local Syskem

Figure 136. Restarting HTTP server in Windows service
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__ 9. Verify you can access https://<your |HS host>and get IBM HTTP Server page
successfully.

.3 IR E e R rer S R 0S ey died B s for T wel L [E0F e e i d ‘111
G v e 1BV HTTF Servers CoGael &~ (= B -
Fig OEl Ve Favoiles Tooli Hep

- F: " b . »
g Fevodtes | [REIBM HITF Server - 8 = v Page = Safety - Took = g

WebSphere. software

IBM HTTP Server version 7.0

B panvinistration | 8 yutormation conter | @ support | B) fpkoase notes

Figure 137. IBM HTTP Server Version 7.0

Adding certificates to the WebSphere truststore

Follow these steps to add certificates to the WebSphere truststore:

__ 1. Go to Security > SSL certificate and key management > Key stores and certificates >
CellDefaultTrustStore > Signer certificates.

B5L cortificate and key management TE

551 certificate and kew manggement > Koy stores god certificates > CellDefayltTrystStors > Signer certificates
Manages signer cerbficates in I'O!'\" stores.
E Preferences

Aod Deﬂenel Extract | Resrieve from port

B D

Select Aliax o Issued to | Fingarprint (SHA Digeat) Expiration [
You can administer the following rescurces: i |
[] | datepgwes CU=Raot CA. O="DataPovwer AR BAIAGIBS:BC: 261 2F: 50: 2A:80:93: CAs BAIP4: 31109 F2:54:14:17 | Valid from Jun 12, 2003
Technology, Inc.”, C=US to Jun 7, 2023,
D fu-1-11 CN=lcens3.on.dbm.com;, 9A1301311241CEIBBICFICT 11 D167 1951 A3 1641 6B1D91 TS 1E4: 3030106 | Valid fram Apr 23, 2012
OUsRaat Cartificubs, e Age 20, 2027
CU=lnEECallal,
SU=lecnEECallManagarty,
| @=TBM, C=US

Total 2

Figure 138. SSL certificate and key management

106 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 2. Click Retrieve signer information from port, input host name, and port number.

General Properties

# Host
|<H35t>

& Port
[TE

EEL configuration for outbound connechion

| celbefaultssisettings i

# Alias
[htzps

Fatriave signer information

Retrieved signer inf ormation

Serial number

S ——

lasued to

CN#=lccnbB.cn.ibm.com

[ssued by

Fingerprint (3HA digest)

F 21:ELF1:BA:7S5:75:A5,31 AL . QF:3F:FS:BE:52:BR:14:05:BC:ES

val -dll.-l.' pe'lnd

_Apply |  OK FReasst Cancel

Figure 139. General properties: Retrieve signer information

3. Click OK and then Save.

Import WebSphere Application Server root certificate to HTTP server

Follow these steps to import WebSphere Application Server root certificate to HTTP server:

___ 1. Stay on Security > SSL certificate and key management > Key stores and certificates
> CellDefaultTrustStore > Signer certificates, check the box before root certificate and
click Extract.

551 certificate and key management > Koy stores and certificates > ColiDefayltTrustStore > Signer certificates
Manages signer cartificates in key stores.

M Frafarancas
iE
_dd || Delete ||
BB

Salact| alias & Tssuad ta 2 Fingerprint [SHA Digast] & Ewpiration =

You can administer the fallowing resourcast

|—: datapouar OU=Root CA, O="DataPowar AF:EAA4:ESBCI26! ZF 50 2880193 CABAIF 311 05:F2: 5481 14:17 | valid fram Jun 12, 2003
3 Technaolagy, Inc.” C=UE te Jun T, 2023,
[ | bttes CH=kcn&E .cn.lbm.com FCIZLIEGIFLIBAITSITE1AS 131144 | SE13FIE5188:621B8114 1 06:8C1B5 | Valid from Apr 25, 2012
te Apr 23, Z0ZZ.
E oot Ch=keenGB.on.ibm.com, B4 BD: 315 24 CB BB CFCT s 10:67 095 1 AB: BA: B8:09: T6:E84:80:90:0A| Valid from Apr 23, 2012
OCU=Raat Cartificata, to Ape 20, 2027

CU=lecne2Cell01,
OU=leznsaCellManagendi,
G=IBM, CoUS

Tatal 3

Figure 140. SSL certificate and key management > Key stores and certificates > CellDefaultTrustStore > Signer certificates
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2. Save to disk as a certificate file.

Ewtracts = signer certfuate from & personal certificase to 2 Ale

e nmrm| Broper e

55 rertificate and key mansgement > Key stores and certificates = ColllefantTrustStore > Signer certifiontes > Fxtract signer certificate

# Fila name
1< manme =
Data lyps

Omnmit- encoded ASCH data B

Apply On Reset Cance

Figure 141. Saving the certificate file

___ 3. StartiKeyman and open

C\IBM HITPSer ver\ A ugi ns\ conf i g\ webser ver 1\ pl ugi n- key. kdb again. Select the

signer certificates tab.

@IEH Key Management - [CIBMYHTTPServer Plugins' conligiwebserver ] plugin-key. kdb]
Key Database File  Create  Wiew Help

B~ IE S

Key database information
DB-Type: CMS
File Name: CABMHTTR ServenPluginsiconfiquaebs erver! iplugin-key kdb
Token Labek
Hey database content
;Siurlm Certificales

R‘ul Secure Server Cerlification Buthority

|Thawte Personal Basic CA

|Thaviie Personal Freemall €4

|Thawe Persanal Premium CA

|Thawte Premium Server CA

|Thawie Server CA

[VeriSign Class 1 CA Individual Subscriber-Persona Not Validated
iverislgn Class 1 Public Primany Cenification Buthority

;\'L‘fisijﬂ Class 2 CA lmitvidual Subscriber-Persona Nol Walidated
;Verislgn Class 2 Public Prifany Cenlification Authority

;\'L‘fisiﬂﬂ Class 3 CA lmlividual Subscriber-Persona Nol Walidated
MErisigh Class 3 Public Pritary Cerification Autharity

[Verisign Test CA Root Cerlificate

|Wetisphers 5.0 D Cert

|Websphere Dumimy CA

|WebSphere Dumim Serer CA

v Add...

= ViegtEdit...

Ddete

Extract...

Populate...

Rename

Figure 142. IBM Key Management

__ 4. Click Add and browser to the certificate file you just extracted.

File Name: =File Nawme=
Loc ation: A

| OK | Cancel

Browse...

Figure 143. Browsing to the certificate extracted
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__5.

Input a label name and click OK.

Enter a Label

L] Enter a label for the certificate:
"""" roat |

\ OK | Cancel

Figure 144. Entering a label

_ 6

. Exit iKeyman.

Updating web addresses in IBM HTTP Server

Follow these steps to update web addresses in IBM HTTP Server:

1.

Open Lot usGonnect i ons-confi g. xm under
c: \ I BM V¢bSpher e\ AppSer ver\ prof i | es\ Dngr 01\ confi g\ cel | s\ Connect i onsCel | 01\ Lo
t usConnect i ons- conf i g with your favorite text editor.

Find each URL with a postfixed port number, and replace such URL with any port, for
example:

<sl oc: servi ceRef erence acf_config_file="acf-config-nf.xm" boot strapHost =""

boot st rapPort ="" cl ust er Nanme="LCd ust er" enabl ed="t rue"

person_card_service nane_js_eval ="general rs. | abel personcard_activitieslink"
person_card_service url _pattern="/service/ ht i/ nai npage#dashboar d%2Cyacti vi ti es¥%2C
useri d¥3D{ useri d} Y2haned8D{ di spl ayNane}" servi ceName="activities"

ssl _enabl ed="t rue" >

<s| oc: href >
<s| oc: href Pat hPrefi x>/ acti vi ti es</ sl oc: hr ef Pat hPr ef i x>

<sloc:static href="http://connections. exanpl e. cont
ssl _href ="https://connecti ons. exanpl e. com/ >

<sloc:interService href="https://connections. exanpl e. coni/>
</ sl oc: href >
</ sl oc: servi ceRef er ence>

-

Important
R \

After the modification, make sure you cannot find any URL with port number for any Connections
application in the Lot usGonnect i ons- confi g. xm file. The exception is for other third-party URLs
which is covered later.

(G

J

Creating initial server index

From Connections 4.0, the administrator does not need to perform more actions to create initial
server index. After you make sure that the search directory in the shared folder is equally
accessible to each server, and you have enough space in local folder, the search index building
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task kicks off automatically each 15 minutes. The initial index is completed on one node and is
copied automatically to any other node to finish the whole initial index building task.

To verify initial index, go to each local folder and find | NDEX READY file under
c:\I BMLQLocal \ sear ch\ i ndex.
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Configuring ReplyTo feature

Configure Forums so that users can reply to forum topics by email.

When a reply is added to a forum topic, an email is sent to followers of that forum and that topic.
After you enable and configure notification replies, users who receive that email can respond by
email. The content of that response is added as a new reply in the forum after the original.

When users reply to notifications, a mail server uses a rule or trigger to direct the reply emails to a
mailbox dedicated for this purpose. The IBM® Connections server uses a WebSphere® Application
Server mail session to process this mailbox periodically, adding content to the forums.

For it to work, an administrator must configure the mail server and mail session, and then enable
the feature. Users must specify their email settings in IBM Connections. For a user to receive
notifications that they can reply to, the Notifications feature must be enabled on the server. The
email notification reply feature must also be enabled on the server in the news- confi g. xn file.
Each user who wants to receive email reply notifications must then have the feature enabled on
their Settings screen.

Configuring the mail session requires some simple steps in the WebSphere Application Server
administrative console. Configuring the mail server requires creating the dedicated mailbox, and
creating a rule or trigger to direct replies to it. Steps for creating the rule or trigger vary depending
on the mail server. For example, in Microsoft Exchange you create a transport rule; in Domino® you
create a trigger.

IBM Connections supports the Simple Mail Transfer Protocol (SMTP) for sending natifications, and
the Internet message access protocol (IMAP) and secure Internet message access protocol
(IMAPS) for notification replies. Any mail server that uses these protocols can direct notifications
and notification replies.

'm;l’ Note

'a N

In deployments with multiple IBM Connections servers, the different servers cannot use the same
mailbox. However, they can use different mailboxes on the same mail server, in which case each
would require its own direction rules.

G J

Create a ReplyTo user on Domino mail server

Follow these steps to create a ReplyTo user on Domino mail server:
__ 1. Open Domino admin and connect to Domino mail server you plan to use.
__2. On People & Group view, click the People tab on the right panel.

___3. Click Register, input the certifier's password for Domino server.
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__4. Check the Advanced box and input information as in the following image:

Register Person — ReplyTo !
™, Basics Prowide name, passwaord and other basic information for the new person. To wew/edit addiional
s QIS ation settngs, check the Advanced’ checkbox belove,
Ly Mal LS L T
e | Registiabon Sesver. ., ! =Reqistration Senvers
1) Addiess
i Ewst name: Middie name: Last name: Short name:
s | [FeplyTo [FreyTo
i @ Groups  pagyont Mad systems Expici policy
[ 3 Roaming JPESSWDCC' IL:lus Motes ﬂ 1[Nune Available) ﬂ
| €3 Dther | Password Optiones... | Mo ceganization policy 3¢ signed to thiz
| I~ Enable roarmng for this person T
: [V Craate a Notes |D For this parsen | Policy Synopis |
|
|
F Advanced | NewPerson | | Migiate People... | | import TeFie... |
FAegeiabon Queue (locall
~ UserName ~ ' ~|Registration Status ~ Date ~
2 _BenlIo Eeadyior reqiztration 0772012
4 | |
| Register Al J | Begister l | Delele I | Dptiorss . I | Viegys. . j i Do j

Figure 145. Register Person: ReplyTo
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__ 5. The mail domain value might be set to the real domain you use:

Register Person — ReplyTo E
_{I s I ail Intemet Address [nformation |
) Mail Intemnet address Internet Domain

IReplyT o@us.ibrm,. com ug.ibrn.com
 Address [Resly |
‘= ... Address name format Separator
[[:_| 1D Info
; [FusstNams Lasth ame _:_j |Nr.|ns _:_!
ivh Groups
a R Supply intermet address format settings for the selected people or perzon, The Intemet address iz
9 created using the person's name, the intemet domain and internet address format components, |1t
= must be unigue in the address book.
['-:j Other
¥ Advanced | New Person | | Migrate People... | | Impart Tet Fils...
Registration Queue [locall
~ :Ussr Mamea ~ | ~ iHsgislralion Status ~ _Daie -~
8 ReplTo Ready for reqistration oFndzmz2
4| | |
| Reaister &l l Beaqizter I | Delete ' DOptions... I | WiBws. Daone I

Figure 146. Register Person: ReplyTo: Setting the real domain

___6. Click Register to complete the registration.
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Configuring WebSphere Application Server for email notification replies

Follow these steps to configure WebSphere Application Server for email notification replies:

1.

Open WebSphere Application Server console and go to Resources > Mail > Mail
Sessions.

If you enabled mail-in during Connections installation, you see a mail session that is named
as | crepl yt o. If not, select the cell scope and create a mail session as in the following
figure:

General Properties

Scope

=Srapes

Prowider

+ Name
lcraphyto

# JHNDI name

mail/replyto

Description

Category

|-| Enable dabug mode

l‘.’J Enabla strict [ntarnat address parsing

Figure 147. Creating a mail session (1 of 2)

3. Click OK and Save.

Incoming Mai Properties

Server
=Seners

+ Protocel

imapg

User

RaplyTa

Bassword

'-'I'I'I:'r' Passvord

SEEE e

| Apply | | OK | | Reset | | Cancel |

Figure 148. Creating a mail session (2 of 2)
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Configuring Domino for email notification replies

Follow these steps to configure Domino for email notification replies:
__ 1

__ 2. Expand Messaging in the navigator, and then click Configuration.

Open Domino Admin and click the Configuration tab.

J IBM Dromain =/8M Domain= i_ 1 ReplyTa - Inbox X

L Senver
2] Cunent Serves Document
1 Al S erver Documents
| Configuestions
T Conmechions
1 Programs
T Extemal Domain Metwark Inf
¢+ B Messaging
2] Messaging Setlings
1 Diomaire
] Conrections
T Configustions
1 Internet Sites

Pl | Ablim abirss

People & Growps | Fies | Server.. | Messagng.. | Replication | Corfigurabon |

Server =Seners
Release 8.5.2 onWindows /2003 5.2 Intel Pentium

(@)add configuration () Edit Configuration  (8)Delete Cont

Server Mame

=Sener Names

Figure 149. Domino Admin

__ 3. Select the messaging server and click Edit Configuration.

4. Click the Router/SMTP tab. Then, click the Restrictions and Controls tab, and then click the

Rules tab.

Basics | Socuriy | Client Upgrade | RautedSMTE | MIME | MOTES INISetings | Lots iNates | 11442 | Snkr | sctivity Logging | Diagnostics | Administration |

Bagics | Restigions and Condrols, | Mezzage Dizclaimers | Mezzage Tracking | Mezzage Recall | Advanced, |

Restriction: I SMTF Inbaurnd Cantrals I: ShATP Quthownd Condrols ] Dielivery Cantrals [ Transier Conirols I Fules

(EMewrule. (EIEdtRus., FB)Dekte Rule (FIMave Up (E)Move Down (FE)Enatie Rule  (F)Disable Rule

Figure 150. Router/SMTP tab
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__5. Click New Rule and create a rule that moves emails that contain | crepl yt o_ in the To field
to the mailbox, for example:

Specify Conditions

Create: ™ Condition ¢ Exception

|.-’-‘«ND jlsender j |cnmains j |

When mail messages arrive that mest these conditions:
‘When: Add
To cantaing lcrephto_

Remove

I

Remove &ll

Specify Actions

journal thiz meszage :_'__I

Perform the following actions:
move to Databaze mailreplto nsf Add Action

Rermove

Remaovs All

I

QK. Canceal

Figure 151. Creating a rule

__6. Go back to People & Groups tab, expand PeoplebyOrganization.

___7. Edit the account of the user that is used to direct reply mail.

’ u&j"}'&:f;?:l:: Add Perzan Edit Person @ Delete Person @%py to Personal Address Book  _
# ih People Organization i MName ~
&% by Diganization #ibrm
Z3 Groups ;
- £ Mailin Databases and R Aamir_000_000
] Polcies Aamir_001_000
(‘2] Dynamic Policies Aarmir_002_000
&1 by Parsan/Grour, Aarir_003_000
- ] by Catenory famir_004_000
""" ettings .
=] Cestilicates .-‘-‘oamft_IJDE_DIJD
&9 Al Language Info Aarmir_006_000
m Deny dccess Groups Aamir_007_000
Aarmir_008_000
Aarnir_009_000
Abalo_000_001
admin
I ReplyTo

Figure 152. Editing user’s account

___8. Click Open Mail File.
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__9. Select the View > Agents menu item.

Ele Edit | yism Creste Actions Help

[ & 5 - feesh » [ BaxE |

y pPWTo - Inbox X

| O|v Who ~

New Message sl Reply &ilReplyto All »

|subject ~

Text Size 3

v Advanced Menus
Trash
& Chat History
= & Views
[E] Mail Threads
@ ) Folders
Bl Archive

7@ Tools

Figure 153. Selecting Agents

__10. Click New Agent.

T T T O PO T T T T T T

Y P

| I 9 Newhgent | ¥ Enable | ® Disable

Qlyj < Alias &

FEAs
WEEE Lotus iNot_es\Edit Offline [ Lotus iMotes\Edit C
Lotus iNot_eshOpen Mail F - Lotus iNotes\Open
Lotus iNot_es\Synchionize iwa_Synalournal

® LotusinboxCleanup
30 DutOf0ffice Out0fffice
® Update Tasks Jpdate Tasks

[Add Recipients to new Gre Add Recipientzito r
[4dd Recipents to new G HewGnoup
[AddSenderTodddressBoo

.,ﬁ Sign !

Last Modified &
0941472011 D5:43:17

0911472011 05:43:28
09/14/2011 05:43:28
09/14/2011 05:43:31
0941472011 05:43:17
0911472011 05:43:19
0941472011 05:43:21
0941472011 05:43:13
0941472011 05:43:13
0941472011 05c43:22

Last Modifie
Lotus Notes

Lotus Nates Te
Lotus Nates Te
Lotus Mates Ty
Lotus Notes Te
Lotus Nates Ty
Lotus Nates Te
Lotus Notes Ty
Lotug Motes Te

Lotus Motes T

Figure 154. New Agent

___11. Add the following LotusScript to the agent:

Sub Initialize

D msessi on As New Not esSessi on
D mdb As Not esDat abase
D mview As Not esM ew
D mdoc As Not esDocurrent
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Set db = sessi on. Qurr ent Dat abase

Set view = db. get Vi ew("$Sent")

Set doc = view Get F rstDocurrent ()
Wi | e Not (doc |'s Not hi ng)
Cal | doc. Put I nFol der (" $i nbox")
Set doc = vi ew Get Next Docurent ( doc)

Vénd
End Sub
Agent wn : 5 7
"ﬂm = L Rl | Untitied (Agent) - (Options)
| | LotusSeiipt =
Name |r3p|_l,id &
Comment
1 Shared 1 Private
| Etore search in ssarch bar menu
Onti
0 T e
| Run in backgiound clent thiead
Trigger * Onevent ) Onschedule
Action menu selection -
Runtime Edil sethngs...
Taiget  All selecled documents =
Searches may be set via Document S election
1l

Figure 155. Adding LotusScript to the agent (1 of 2)

Objects IRelemn:e

replyto (Agent) : Initialize

= O replpto [Agent)
<» Document Selection
4 (Dptionz]
4 [Declarations)
4 Inkiales
& Temmale

Run |-|rl1|

Wend

Ernd Sub|

Sub Initialize

Dim session Az New NolesSession
Dim db &z MotezDatabase

Dhirn wizawr 4z N otesWiew

Dim doc As MotesDocument

Setdb = zezzion. CurrentDatabasze
Setview = db.getView"$Sent”)

Set doc = view GetFirstDocument()
While Mot{doc |= Mothing)

Call doc. PutlnFolder("finbos")

Setdos = view GethlesDocument{dac)

Figure 156. Adding LotusScript to the agent (2 of 2)
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___12. Save your changes.

IBM Domino Administrator

Do you wank ko save your changes?

Mo | Cancel 1

Figure 157. Save changes

___18. Open the agent again to set properties:
___14. In the Options section, select Shared.

___15. In the Runtime section, select On schedule, and then select More than once a day.

PAEnbE e R Ry mn P X
¥ | =3
Name replyto J
Comment |

+ Shared . Private
| Store search in search bar menu
Oipti
ki _ | Staore highlights in document

_ [ Bun in background client thread

OF

Trigger ) Onewvent
More than once a day -|
Runiime Schedue... |

Taget Al new & modified documents | - |

Searches may be zet via Document Selection

Figure 158. Selecting run time
___16. In the Target field, select All new & modified documents.
___17. Set a schedule, for example have it run every 5 minutes, all day.

___18. If you encounter the warning below, ensure that you have adequate permissions to run the
agent:

IBM Domino Administrator

“‘ll‘) You do not have execution access privileges for agent ‘replyto’ on =:coococs ¢k will not Fun,

Figure 159. IBM Domino Administrator warning message
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___19. To fix it, open the server configuration from Configuration > Server > All server

documents and edit it.

] |BM Domain =80 Domain= L _I-‘: RepivTo - Inbox x|

People 3 Groups | Files | Sewver.. | Messaging... | Replcation | Configuration |

1%

ﬂ Server

Server. =Senvers

Felease 6.5.2 on Windows/2003 5.2 Intel Penti

@nsasower Dectsensr Dasato custer @

2] Cumrent Sarver Document

7 All Serves Documents Domain Server Name -~

Titte

Comfigurations
Connaction:

= Progams

Zibm
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[ Extemal Domain Network ini
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Connections

= Comhgurations
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Figure 160. Editing All server documents

__20. On the Security tab, add administrator authorization for admin and domino/ibm as shown in

the following figure:

1 Sowry I | ' Ao irton 0] . erecs I
Hsentcme lomonvii.  (JEeamiv Moses Cenmarel 1) Caneed
—gw—'—"-,..-
iy
Secver I B § '
|
Banes | Brrarde | Pt | Sarm Taiks | idarmat Posteole. | M8 - | idacalannenss | Tramsmsbona!Lagmng | Bhaned bad | D120
e abviiemes I ’ et watsedsantosemiens:
it adrurdiben s aganh Y S R I
an 3w a3 -l -
L
3140 de wat reibaed Ledu i Nl e ]
T Ll Fran Samaxm aral Frarulln sgart _
Sige ootk Breres Tnan on behall ol wam ome ]
ool Jove el vCone I
PRI S ]
i

Figure 161. Adding administrator authorization for admin and domino/ibm

___21. Save and Close.

Enabling notification replies

Follow these steps to enable notification replies:

__ 1. Open news-confi g. xm under

c:\ I BM VébSpher e\ AppSer ver\ prof i | es\ Dngr 01\ confi g\ cel | s\ Connecti onsCel | 01\ Lo

t usConnect i ons- conf i g with you favorite text editor.
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2. Set mail-in section as follows:

<mai | i n enabl ed="true">
<repl yto enabl ed="true">

<I-- A special ReplyTo address is added to notifications where
the user can reply to the notification to respond/ coment.
The dormai n nay be a dedi cated donai n for connections bound
mails. O it could be existing domain, in which case a prefix
of suffix should be provided al so. -->
<repl yt oAddr essFor mat >
<donai n>us. i bm conx/ donai n>
<l-- Aprefix (R suffix (not both) may al so be provi ded.
This is necessary if an existing domain (wth other
enai | addresses) is being used.
There is a 28 character linit for the affix. -->
<l--
<affix type="suffix"> lcreplyto</affix>
<affix type="prefix">lcreplyto </affix>
-->
<affix type="prefix">l creplyto </affix>
</ repl yt oAddr essFor nat >

</repl yt o>
</ rmailin>
__ 3. Saveit.

___ 4. Syncto nodes and restart servers.

sy
Note
~\ ~
After you finish all post-installation steps, you can use Connections 4.0 freely with HTTPS enabled.
& J
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4. Configuring Tivoli Access Manager security for Connections
with Domino SSO

o 4
Note
e N
Visit this webpage to get further information about how to configure Tivoli Access Manager security
for Connections with Domino SSO:

http: //wwa 10. | ot us. comd | dd/ | cwi ki . nsf/ xpDocMi ewer . xsp?l ookupName=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=Enabl i ng_si ngl e _signon _for_Tivoli _
Access_Manager _i c40&cont ent =pdcont ent

A\ J

Installing Tivoli Access Manager 6.1.1

First, decide the Tivoli Access Manager server installation topology; for example, install WebSEAL
server and policy server in the same computer or in different computers. In this case, Tivoli Access
Manager policy server and WebSEAL server are both installed in the same computer where the
LDAP server is located.

Installing IBM Global Security Kit (GSKit)

Follow these steps to install IBM Global Security Kit (GSKit):
__ 1. Run SETUWP. EXE under C \ sof t war e\ TAMb. 1. 1\ CZGBMWL\ wi ndows\ GSKi t as follows:

Cissoftware~TAMG .1 L 1NCEGEMML N windows \GEKit >SETUP.EXE SETUP.IES

Figure 162. Setup command
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___2. Theinstallation wizard opens.

"wielcome ko the GSE7 Setup programe This proaran
will nstall GSET on vour computer.

It iz strongly recommended that you exit all Windows programs
before running this Setup program,

Click Cancel to quit Setup and then cloze any programs you
have running, Chok Nest to continue with the Setup program,

WARNING: This program is protected by copyrght law and
international kreaties.

LInauthanzed reproduction or distribution of this program, or any
portion of it, may result in gevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

Heut > Cancel

Figure 163. GSK7 Setup program: Welcome screen

__ 3. Choose the destination location for the installation.

Choose Destination Location

Setup will install GSET in the following folder.
Ta inztall to thas folder, click Mext.
To install to a different folder, click Browse and select another

falder.
Yol can choose not to install GSKT by clicking Cancel to exit
Setup.
Dastination Folder
(E:'\F'mgram Files\ibmhask7 Browse. . |

Figure 164. GSK7 Setup program: Choose Destination Location screen
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__ 4. Click Finish when GSK7 is installed.

Setup Complete

Setup has firshed nstalling GSEY on your computer.

Setup can launch the Read Me file and GSKEF. Choose the:
optionz wou want below,

Click Fimsh to complete Setup.

< Bacls

Figure 165. GSK7 Setup program: Setup complete screen
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Installing IBM Tivoli Directory Server client (as needed)

Follow these steps to install IBM Tivoli Directory Server client:

__ 1. Runtheinstall _tds. exe file under
C \sof tware\ TAMB. 1. 1\ ZGBLM.\ wi ndows\ t ds_cl i ent 64.

___2. Select the language for the wizard.

i Installshield = B
Select a language to be used for this wizard.

[ - |
g |

Figure 166. Selecting the wizard language

3. On the wizard Welcome screen, click Next.

ﬁ IBM Tivoli Directory Server b.1

“% % Directory Server 6.1

Ta cantinue, choose Mext.
N

IBM Tivoli Directory Server 6.1

Tivoli. software

InstallShield

N Welcome to the InstallShield Wizard for IBM Tivoli

* The InstaliShield Wizard will install IEM Tivoli Directory Server 6.1 on your computer,

=] E3

Cancel

Figure 167. IBM Tivoli Directory Server 6.1: Welcome screen
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__ 4. Accept the license agreement and click Next.

Please read the following license agreement carefully.

International License Agreement for Mon-Yearranted Programs 3
Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOL ARE
ACCEPTING THESE TERMS OMN BEHALF OF ANOTHER PERSOMN OR A
COMPANY OR OTHER LEGAL EMTITY, YO REPRESENT AMD WARRAMNT
THAT YO HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR

LEGAL ENTITY TQ THESE TERMS. IF YOU DO NOT AGREE TO THESE
TERMS j |

Read non-1BM terms |

* { accept both the [BM and the nan-IBM terms

" | do not accept the terms in the license agreement

Frint |

= Back || Mext = Cancel

Figure 168. IBM Tivoli Directory Server 6.1: License agreement screen

__ 5. Select the location where you want to install IBM Tivoli Directory Server 6.1.

| Click Meyt to install "IEM Tivoli Cirectory Server 6.1" to this directory, or click Browse to
% install to a different directory,

Directory:
ECf’thgram FilesiBMILDAPYE, 1

Browse I

InstallShield

= Back Cancel

Figure 169. IBM Tivoli Directory Server 6.1: Installation location screen
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___ 6. Select the features to install and click Next.

i 1BM Tivaoli Directory Server b.1 [_ (O] x|

Selectthe features to install:

¥ C Client6.1
¥ Tivoli Global Security Kit

Space required for G116 ME  Available: 6453 MB

InstallShield

= Back P Mest= Cancel

Figure 170. IBM Tivoli Directory Server 6.1: Features to install screen

___7. Review the installation settings and click Install.

Installation has enough information to start copying files. Please review the seftings
helow and ifyou wantto change any sefting, click Back,

IBM Tivali Directary Server 6.1 will be installed ta the following directony:
CAProgram FilesUBMLDAPYWE 1

The fallowing features will be installed:

C Client

Tivali Glohal Security Kitwill be installed in path
CAPragram FilesUBMIGSKT_64

= Back | | Install I Cancel

Figure 171. IBM Tivoli Directory Server 6.1: Installation settings summary screen
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___ 8. When the installation completes, click Finish.

iti IBM Tivoli Directory Server 6.1 [_ (O] x|
[ s
| ,;__-r! The InstallShield Wizard has successfully installed IBM Tivali Directary Server 6.1,
o Choose Finish to exit the wizard.
/’ -

InstallZhield

m
=
a1}
=
w

Figure 172. IBM Tivoli Directory Server 6.1: Installation completion screen
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Installing Tivoli Security Utilities

Follow these steps to install Tivoli Security Utilities:

_ 1. Runthe set up. exe file under C \ sof t war e\ TAM6. 1. 1\ CZ&BLM.\ wi ndows\ Ti vSeclt | \ O sk
| mages\ D sk1.

___ 2. Choose the language for the installation wizard.

Choosze Setup Language
Select the languange for the installation from the choices below.

Chinese [Simplified)
Chinese [Traditional]
Czech

French (Standaid)
German

Hurgarian

[talian

Japanese

Karean

Palizh

Portuguese [Braziian)
Ruzsian

Spanizh

|metallShield

< Back: Mext > Cancel

Figure 173. Choosing the language for the installation wizard

__ 3. Onthe wizard welcome page, click Next.

Tivoli Security Utilities - InstallShield Wizard

Welcome to Tivoli Security Utilities.

The InstaliShield Wizard will install Tivoli S ecuity Utilities
on your computer. To continue, click Nest,

< Hack | Mext » I Cancel

Figure 174. Tivoli Security Utilities installation wizard: Welcome screen
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__ 4. Read the license agreement and click Yes.

Tivoli Security Utilities - Installshield Wizard

License Agreement
Flease iead the following license agreement carefully.

Press the PAGE DOWN kay to see the rest of the agresment.

Fart 1 - General Temms

B DOWHLOADING. INSTALLING, COPYING, ACCESSING, CLICKING ON AN
“ACCEPT"BUTTON, OR OTHERWISE USING THE PROGRAM, LICENSEE AGREES
TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTIMG THESE TERMS
OW BEHALF OF LICENSEE, YO REPRESENT AND WARRANT THAT YOU HAVE
FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF ¥OU DO NOT AGREE

TO THESE TERMS,

Do you accept all the terms of the preceding License Agresment? |f pou

select No, the setup will close, To install Tivoll Security Litilitiss, you must w

accept this agreement,

|ntemational Program License Agreement 3

=

|metallShield

< Back Tes Mo

Figure 175. Tivoli Security Utilities installation wizard: License agreement screen

__ 5. Choose the destination location and click Next.

Tivoli Security Utilities - InstallShield Wizard

Choose Destination Location .

Select foldar where zetup will install files.

Setup will install Tivali S ecurnty Utibes in the following folder.
Toonetall to this folder, click Mext Toinstall to & different folder, click Browse and select

another folder.
Destination Folder
’7!::\nglam Files [#26]) 5 TivolsTreSecltl Browse...

|mstallShneld

< Back et = I Cancel |

Figure 176. Tivoli Security Utilities installation wizard: Choose Destination Location screen

130

IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

___6. Select the option "Yes, | want to restart my computer now" and click Finish.

Tivoli Security Utilities - Installshield Wizard

InstallShield Wizard Complete

The IngtallShield Wizard has successiully nstalled Tivoli
Security Utilities. Before you can use the program, you mst
restart your computer.

% “eg, | warl bo restart my computer novs.
" Mo, | will restart my computer later.

Remowe any dizks from their drives. and then click Finish to
complete setup.

< Back | Finish I Cancel

Figure 177. Tivoli Security Utilities installation wizard: InstallShield Wizard Complete

Vs 'x:w;’ Note ~

You should restart computer when the installation requires it. Otherwise, you cannot proceed with
subsequent steps.

G J
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Installing Access Manager Runtime/License/Policy Server

Follow these steps to install Access Manager Runtime/License/Policy server:

__ 1. Runthe set up. exe file under
C \'sof tware\ TAMB. 1. 1\ ZGBLM.\ wi ndows\ Pol i cyDi rector\ D sk | nages\ O sk1.

___ 2. Choose the language for the installation wizard.

Choosze Setup Language
Select the language for the installation from the choices below.

Chinese [Simplified)
Chinese (Traditional]
Czech

English

French [Standard)
Geman
Hungaran

Italian

Japanese

Korean

Polizh

Poituguese (Brazilian)
Russian

Spanish

|mstallEtneld

Figure 178. Choosing setup language

3. On the wizard welcome screen, click Next.

IBEM Tivoli Access Manager for e-business - Installshield Wizard E

Welcome to IBM Tivoli Access Manager for
e-buziness.

The Install5hield Wizard will install IBM Tivol Sccess
td anager for e-busingss on your computer. To continue,
click Next.

4 Black Mext > Cancel

Figure 179. IBM Tivoli Access Manager for e-business: Welcome screen
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___ 4. Read the license agreement and click Yes.

IBM Tivoli Access Manager for e-business - Installshield Wizard

License Agreement

Flease read the following license agreement carefully, &% £l

Prezz the PAGE DOWM key to see the rest of the agreement.

| nternational Prooram License Agreement i!
Part 1 - General Temns

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN

"4CCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM. LICENSEE AGREES

T0O THE TERMS OF THIS AGREEMENT. IF O 4RE ACCEPTING THESE TERMS

O BEHALF OF LICEMSEE. Y0l REPRESENT AMD WARRANT THAT YOU HAVE

FULL SUTHORITY TO BIMD LICEMSEE TO THESE TERMS. IF ¥OU DO NDT AGREE

TO THESE TERMS. L!

Lo you accept all the terms of the preceding License dgreement? [F pou Brint
zelect Mo, the setup will close. Toinstall B Tivaol Access bManager for
e-buzinesz, pou must accept thiz agreement,

ItetallShield

< Back | Yes I i [a] |

Figure 180. IBM Tivoli Access Manager for e-business: License agreement screen

___ 5. Select the access packages to install.

IBM Tivoli Access Manager for e-business - Installshield Wizard

Select Packages %

Choose IBM Tivoli Access Manager Packages

| Access Manager License
v &ccess Manager Policy Server

] Access Manager Autharization Server

] &ccess Manager Application Developer Kit
] Access Manager Buntime far Java

] &ccess Manager Web Portal Manager

] Access Manager Policy Prosy Server

Selectal | Clearsl |

|stallShield

< Back | Mext > | Cancel |

Figure 181. IBM Tivoli Access Manager for e-business: Select Packages screen
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___6. On the welcome screen of the installation wizard for Access Manager License, click Next.

Access Manager License - InstallShield Wizard

Manager License

Welcome to the InstallShield Wizard for Access

The IngtallSkield \Wizard will install docess Manager
Lizense on your computer. To continue, chick Mext,

< Back

Mext » Cancel

Figure 182. Access Manager License: Welcome screen

___ 7. Choose the destination location and click Next.

Access Manager License - InstallShield Wizard
Chooze Destination Location
Select folder where setup will install files,

I j Install Aiccess Manager License to;
C:\Program Files (x36)5Tivoli\Palicy Director

|mstall5hield

Change. .. |

¢ Back

Mext > Cancel

Figure 183. Access Manager License: Choose Destination Location screen
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8. Click Install to start the installation.

Access Manager License - InstallShield Wizard

Ready to Install the Program
The wizard iz ready to begin installation.

Click Install to begin the installation.

ILyou wagt to review of change any of wour installation settings, click Back. Chck Cancel to exit
the wizard,

|mstallEhield

< Back | Irestall I Cancel

Figure 184. Access Manager License: Ready to Install the Program screen

__ 9. Select the option "Yes, | want to restart my computer now" and click OK.

Access Manager Installation Complete I

All Access Manager components have been installed.
Installation completed successhully.

The zystem must be rebooted

% ‘Yes. | want to restart mp computer now.

€ No, | will restart my computer later.

Figure 185. Access Manager Installation Complete
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Installing Access Manager Web Security Runtime/WebSEAL

Follow these steps to install Access Manager Web Security Runtime/WebSEAL.:

__ 1. Runthe set up. exe file under

C \'sof tware\ TAMB. 1. 1\ ZG&BMWL\ wi ndows\ Pol i cyDi rector\ D sk | nages\ O sk1.

___ 2. Choose the language for the installation wizard.

Choosze Setup Language
Select the language for the installation from the choices below.

1IBEM Tivoli Access Manager for e-business - Installshield Wizard

Chinese [Simplified)
Chinese (Traditional]
Czech

French [Standard)
Geman

Hunganan

Italian

Japanese

Korean

Polizh

Poituguese (Brazilian)
Russian

Spanish

|mstallStneld

Cancel

Figure 186. Choosing setup language

3. On the wizard welcome screen, click Next.

e-buziness.

click Nest,

IBEM Tivoli Access Manager for e-business - Installshield Wizard

Welcome to IBM Tivoli Access Manager for

The InstallShield Wizard will ingtall IBM Tivoli Access
t anager for e-bugingss on vour computer. To continue,

< Back

Cancel

Figure 187. IBM Tivoli Access Manager for e-business: Welcome screen

136 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

___ 4. Read the license agreement and click Yes.

IBM Tivoli Access Manager for e-business - Installshield Wizard
License Agreement

Fleaze read the followng heense agreement carafully, I‘v% ; ;

Press the PAGE DOWM key ta see the rest of the agreement,

Intemnational Frogram License Agreement il
Part 1 - General Tems

By DOWNLOADING., INSTALLING. COPYING, ACCESSING. CLICKING OMN AN

"GCCEPT” BUTTON, OR OTHERWISE USING THE PROGRAM, LICENSEE AGREES

TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTIMG THESE TERMS

O BEHALF OF LICENSEE, ¥OU REPRESENT AMD WARRANT THAT YOU HAVE

FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IFY'OU DO NOT AGREE

TO THESE TERMS. LI

Do you accept all the teims of the preceding License Agreement? |f you -
select Mo, the setup will close. To install IBM Tivali Access Manager for ....P.TL..I

e-buginess, you must accept this agreement,
IrztallS hield

< Back | Yes I [ [a] |

Figure 188. IBM Tivoli Access Manager for e-business: License agreement screen

___ 5. Select the access manager packages to install.

IBM Tivoli Access Manager for e-business - InstallShield Wizard

Select Packages

Choose |BM Trvob Access Manager Packages

| Access Manager Authorization Server
| docess Manager Application Develaper Kit
| becess Manager Runtime for Java
v| Access Manager Web Security Runtime
[ Access Mana SEAL

|

| dooess Manager Web Security Application Developrment Kit
| dccess Manager Altbute Retrieval Service

| Access Manager Plugin for Edge Server

] Access Manager Plug-in for Web Servers _‘_'__l

Select Al Clearal |

[tietal S hield

< Back Mext > [ Cancel |

Figure 189. IBM Tivoli Access Manager for e-business: Select Packages screen
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___ 6. Onthe welcome screen of the installation wizard for Access Manager WebSEAL, click Next.

Access Manager WebSEAL - InstallShield Wizard [ x| I

Welcome to Access Manager WebSEAL.

The InstallShield Wizard will install Aocess Manager
WwiebSEAL on your computer. To continue, click Next,

< Back Mext » Cancel

Figure 190. Access Manager WebSEAL: Welcome screen

___ 7. Readthe license agreement and click Yes.

Access Manager WebSEAL - InstallShield Wizard

License Agreement

Fleaze read the following license agreement carsfully,

Press the PAGE DOWHM key to see the rest of the agreement.

|nternational Program License Agreement ii
Pait 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN
“ACCEPT"BUTTON, OR OTHERWISE USING THE PROGRAM, LICENSEE AGREES
TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS
ON BEHALF OF LICENSEE, YOU REPRESENT AND WARRANT THAT YOU HAVE
%L%F%TEH'EEHFLHSTD BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE

-

Do vou accept all the terms of the preceding License Agreement? |If you Prink I
select Mo, the setup will cloze. Tonstall Access Manaoer WebSEAL, pou
must accept thiz agreement,

ItstallShaeld

< Back Yes No |

Figure 191. Access Manager WebSEAL: License agreement screen
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__ 8. Choose the destination location and click Next.

Access Manager WebSEAL - InstallShield Wizard E3

Choose Destination Location

Select folder where zetup will inztall files.

Setup will inztall focess Manager WebSEAL in the following folder.

Toinstall to this folder, click Mext. To install ko a different folder, click Browse and select
anather folder.

Destination Folder
’7E:'aﬁog'an Files [#26])%T ivoli\PLWwWehb Browse. .

|nstall=hield

< Back I tewt » I Cancel I

Figure 192. Access Manager WebSEAL: Choose Destination Location screen

__9. Click OK to exit the installation completion message.

IEM Tivoli Access Manager for e-business - InstallShield Wizard I

A All Access Manager components have been installed,
'@ Instalation completed successfully.

Click O bo exdit.

Figure 193. IBM Tivoli Access Manager for e-business: Installation completion message

___10. Restart your computer.
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Configuring Tivoli Access Manager server

Follow these steps to configure Tivoli Access Manager server:

__ 1. Make sure that Domino Admin is installed on Tivoli Access Manager server and can connect
to the Domino server which hosts LDAP successfully.

160 Tivali Access Manager

Figure 194. IBM Tivoli Access Manager -Configuration

__ 2. Configure Access Manager Runtime.

__a. Select Access Manager Runtime in the Access Manager Configuration wizard and click

Configure.
. Access Manager Configuration I
Select a package in the list and then click Configure or Unconfiguee,
| Close |
Refiesh [
| Configured
! = Manager Runtime Mo >
Access Manager Policy Server Mo e |
Access Manager WebSEAL Mo
Configure... [

U heonfigure,.. [

Figure 195. Access Manager Configuration: Access Manager Runtime
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__b. Make sure that Domino is selected and click Next.

™ Access Manager Configuration ]

Select a package in tha list and then click Canfigure of Unconfigue, |
Close

M Registry [ x| |

Refresh

Installed Packages b
Access Manager Auntime egistry

Access Manager Policy Sen View log |
Access Manager WebSEAL

T LDAP
Configure... |

" Active Directory

Uneenfigune |

# Domino

Mext > Cancel

Figure 196. Access Manager Runtime: Registry

___c¢. Inthe Domino server information, enter the domino server name and click Next.

T Access Manager Configuration E3

Selecd 4 package in the gl and then click Configure or U neonhoue.

#* Domino seryer information

Installed P
E:g :; Domino server information iog
Ascess Ma D I

Domino serser name

I “Darming serer hameas 4I

<Back | Next > Cancel |

Figure 197. Access Manager Runtime: Domino server information
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__d. Enter the Notes client password and click Next.

™ Access Manager Configuration i
Select a package in the list and then click Configure or Unconfigure,
Cloze |
P |
Accass Manager Auntime 3
Arcess Manager Policy Ser View log |
A M WwebSEAL &
coess Hanager e Notes client password
Configure... |

[

Uneanfigure |

< Back | Next > I Cancel

Figure 198. Access Manager Runtime: Notes client password

___e. Ensure that the notes address book and the Access Manager database names are
correct and click Next.

#* Access Manager Configuration
Select a package in the list and then click Configure or Unconfigue.

Iﬂ?'- Access Manager Configuration

Installed
Access b
Access | Notes address book database name
Accesz b

Inamcs.nsf

Access Manager database name

PDMdata.nsf]

< Back ‘ MNext > Cancel

AR

Figure 199. Access Manager Runtime: Notes address and database names
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__f.. Awindow for configuring Tivoli Common Directory logging is displayed. If wanted, select
Enable Tivoli Common Directory for logging and click Next.

Acce [ livali Common Directory Information

Log directory

’Iﬂ‘ Loaging Information
-‘:"‘ Acc
iwvoli Common Directory logging is not configured. If you want to use Tivoli Common
Selec IDirectory logging, you must enable logging and specify a directory for log files. The
directory will be created if it does not exist.
Insta
Acce
Acce

[~ Enable Tivoli Common Directory for logging.

T e

I(I:'l,l ‘rogram Files [xB86\ibmitivoliicommon

< Back |

Cancel |

Figure 200. Access Manager Runtime: Logging information

__g. Check the Access Manager Configuration review and click Finish.

™ Access Manager Configuration Review x|

ﬂ Access Manager Policy Server Host:
=Access Manager Policy Server Host=
51| Registry:
domino
Domino server name:
— | <Domino server names
Notes address book database name:

‘:-": names.nsf
s,| Access Manager database name;
PDMdata.nst
Enable Tivoli Common Directory for logging.:
No

Finish

|l cBack |

-

B B = el

Cancel l

Figure 201. Access Manager Runtime: Configuration review
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___ 3. Configure Access Manager Policy Server.

__a. Select Access Manager Policy Server in the Access Manager Configuration wizard and
click Configure.

£ Access Manager Configuration

Select a package in the list and then click Configure or Linconfigure.

Close |
Refresh |
Installed Packages | Configured i
Access Manager Runtime Tes ;
Access Manager Policy Server No Lzl |
Access Manager WehSEAL Mo
Configure... I
L neonfigure... |

Figure 202. Access Manager Configuration: Access Manager Policy Server

__b. Enter the ID and password for the Access Manager administrator and click OK.

#* Access Manage

A Tivoli Access Manager administrator ID

Select a package ir

: Cl
Specify the user name and password for the Access i I
Manager administrator. Refresh I
Installed Packages
Arncess Manager AL :
Access Manager Pe 1D View log |
Access Manager W
Jse c_master
Configure... |
Password
Unconfigure... I
[

Confirm password

[

ok Cancel |
T i

Figure 203. Access Manager Policy Server: Administrator ID
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___c. Specify the SSL connection parameters as shown in the figure and click OK.

[
m i Access Manager Policy Server SSL parameters [ x| ﬁ-

Select a Specify the SSL connection parameters for the Access Manager
Policy Server.

S5L port 7135

Ii
SSL certificate lifecycle |145[I
Ii

Access v

LR T

SSL connection timeout 7200

" Enable Federal Information Processing Standards [FIPS)

cancel |

Figure 204. Access Manager Policy Server: SSL parameters

Access Manager Policy Server starts configuring.

‘u‘ Access Manager Configuration E3

Select a package in the st and then click Configure or Unconfigure.
Clase |
Refrezh |
Installed Packanes | Configured
Access Manager Funtime “os ;
Arcess Manager Policy Server Mo —IVIEW log

Access Manager WebSEAL MNa

Configuring Access Manager Policy Server....

Figure 205. Access Manager Policy Server: Starting configuration
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__d. A configuration completion message is displayed. Click OK to close it.

Access Manager Rurtim
Access Manager Policy &

#% Access Manager Configuration

Access Manager WebSE o,

Select 4 package in the list and then click Configure or Linconfiguee,

SR Refresh
| Installed Packages ———v—~——-j

Access Manager Policy Server configuration completed
succassfully,

The Manager's CA certificate is basetd4-encoded and saved in bext
file

CAPROGR A~ Tivol|POLICY ~ 1 keytablpdeacert bed

You must distribute this File ko each machine in your secure
domain.

1t is needed For successful configur ation,

=]

Close E

View log E

Configure... E

Uneonfigue. . E

Figure 206. Access Manager Policy Server: Configuration completed

__ 4. Configure Access Manager WebSEAL.

click Configure...

a. Select Access Manager WebSEAL in the Access Manager Configuration wizard and

#

™ Access Manager Configuration

Select a package in the list and then click Configure or Unconfigure.

Close I
, Refresh |
Installed Packages | Canfigured
Access Manager Buntime ez
Access Manager Policy Server Yes pliinr |
& "WebSEAL Mo
Configure... |
nconfigure... |

Figure 207. Access Manager Configuration: Access Manager WebSEAL
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___b. Inthe Access Manager WebSEAL Configuration screen, click Configure...

I'h" Access Manager Configuration
Select a package in the list and then click Configure or Unconfigure,

Do - I

4 Access Manager WebhSEAL Configuration

Configuration tasks and status infoemation for 'WebSEAL instances.

. ‘wiebSEAL Instance | Status Configure. .. I
Uneonfigee.. I
Clase | Refresh Shaw log... Help |

Figure 208. Access Manager WebSEAL: Configuring WebSEAL instances

___¢. Enter a name for the WebSEAL instance and click Next.

4 Instance Identification

Provide a name for the new WebSEAL instance.
Specify whether thiz \WebSEAL instance uses a logical network interface.

WebSEAL instance name®

||:|5faql

— Logical Netwark Interface |nformation

[ Use alogical network interface

|E Eddress?

< Back Nest > Cancel Help |

Figure 209. Access Manager WebSEAL: WebSEAL instance name
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___d. Enter the host name and the Listening port and click Next.

44 WebSEAL Server Information [ x|

Trvoli Access Manager Policy Server uzes the hostiname and listening port to contact the WebSEAL

server
WebSEAL Server Information

Hostname"

| <Hostname*s

Listening post*

T2

< Back I MNesxt > Cancel I

Help

Figure 210. Access Manager WebSEAL: WebSEAL instance host name and listening port

__€e.

Enter valid Administrator ID and password and click Next.

with the Paolicy Serves.

Adminigtrator 1ID=

seC_master

Administrator password®
Innnnnnm1

¢ Back | Mext » | Cancel

Help

4 Administrator Identification E l

Tivoli Access Manager administratar ID and password are used to establish the secunty contest

Figure 211. Access Manager WebSEAL: Administrator Identification
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_f

Specify whether you want to allow HTTP and HTTP access and click Finish.

= HTTP/HTTPS/Document Root Properties

Specily whether to allow HTTP and HTTF access.
Prowvide the ‘Web document root diechony.

~HTTP Access

For each protocol, zpecify the port on which 'webSEAL communicates.

W Allow HT TP access

Poit*

[ &

HTTPS Access
¥ Allow secure HTTPS access
Post®
443

Wb document root directong®

IE:lPrugiam Filez (#BE]/T ivoli/PDWebwiny-default /docs

B

< Back

Bowse.. |
|

Cancel Help

Figure 212. Access Manager WebSEAL: HTTP/HTTPS/DOcument Root Properties

__g. Asyoucan see in the figure, the WebSEAL i

nstance status is started. Click Close.

Conhguration tasks and status information for WebSEAL instances,

-8 Access Manager WebSEAL Configuration | x|

WebSEAL Instance ["Status Configuse... |
default Started -
Uneonfioure.. I
Close | Refresh | Show log. Help

Figure 213. Access Manager WebSEAL: WebSEAL instance configured
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Access Manager Runtime, Access Manager Policy Server, and Access Manager
WebSEAL are successfully configured.

#* Access Manager Configuration

Select a package in the list and then click Canfigure or Unconfigure,

Cloze |
Refresh |
|ngtalled Packages | Configured
Access Manager Runtime Yes
Access Manaoer Policy Server Yes View log |
Access Manager WebSEAL Yes
Configure... I
Unconfigure. .. |

Figure 214. Access Manager Runtime, Policy Server, and WebSEAL successfully configured
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Configuring Connections with Tivoli Access Manager SSO

P;“, Note

-

For more information about how to configure Connections with Tivoli Access Manager SSO, see
htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BMrConnect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=Enabl i ng_si ngl e signon_for_Tivoli _
Access_Manager _i c40&cont ent =pdcont ent .

(G J

~

Import LDAP users to the WebSEAL that you configured

Follow these steps to import LDAP users to the WebSEAL.:

1. Createainport.txt file and the content should include the import commands for all the
users you want with full DN name in LDAP, for example:

user inport Aamr_000_000 "CON=Aamr
Aam r_000_000, QPer son, QkShar edLDAP, O kLot us, O=i bt
user inport Aamir_001_000 "CON=Aamr
Aam r_001 000, QPer son, QkShar edLDAP, O kLot us, O=i bt
user inport Aamr_002_000 "CON=Aamr
Aam r _002_000, QPer son, QShar edLDAP, O kLot us, O=i bt
user inport Aamr_003 000 "CON=Aamr
Aam r_003_000, QPer son, QkShar edLDAP, O kLot us, O=i bt
user inport Aamir_004_000 "CON=Aamr
Aam r_004_000, QPer son, QkShar edLDAP, O kLot us, O=i bt
user inport Aamr_005 000 "CON=Aamr
Aam r_005_000, Q=Per son, QShar edLDAP, O kLot us, O=i bt
user inport Aamr_006_000 "CON=Aamr
Aam r_006_000, QPer son, QShar edLDAP, O kLot us, O=i bt
user inport Aamr_007_000 "CON=Aamr
Aam r _007_000, QPer son, QShar edLDAP, O kLot us, O=i bt
user inport Aamr_008 000 "CON=Aamr
Aam r_008_000, QPer son, QkShar edLDAP, O kLot us, O=i bt
user inport Aamir_009 000 "CON=Aamr
Aam r_009_000, QPer son, QkShar edLDAP, O kLot us, O=i bt

2. From a command window, start to import users by using the command such as follows:

Figure 215. Command window: Importing users command
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3. Create another val i d. t xt with the content such as follows:

user
user
user
user
user
user
user
user
user
user

nodi fy
nodi fy
nodi fy
nodi fy
nodi fy
nodi fy
nodi fy
nodi fy
nodi fy
nodi fy

Aamir_000_000
Aamir_001_000
Aamir_002_000
Aamir_003_000
Aamir_004_000
Aamir_005_000
Aamir_006_000
Aamir_007_000
Aamir_008_000
Aamir_009_000

account-valid
account-valid
account-valid
account-valid
account-valid
account-valid
account-valid
account-valid
account-valid
account-valid

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

From a command window, start to validate users by using the command such as follows:

p PassuBrd valid.txt I

H ;"'-:.'_]'l'll"i conf ig>pdadmnin

a sec_master

Figure 216. Command window: Validating users command

___ 4. \Verify that you can access htt ps: //tam exanpl e. comby entering the username and

password that you imported into WebSEAL.

Exporting WebSphere Application Server LTPA key from WebSphere
Application Server console

__ 1. Go to Global security > LTPA.

___ 2. Input and confirm a password.

__3. Input alocation to save output key and then click Export keys.

* Password

Cross-cell single sign-on

# Confirm password

|l.l.l.¢l

Fully quzlifiesd key filz name

|c:"_Canneuione Jemy

Single sign-on across cells can be provided by sharing keys and passwards, To share the keys and password, log on to one call,
and elick Export kays. Then, leg on to the ather cell, apecify the key file, and dick Impart keys,

Import kays

Export kays

Figure 217. Cross-cell single sign-on
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Use available authentication data when an unprotected URI is accessed

settings.

data when an unprotected URI is accessed, if it is not already selected.
3. Click Apply and then click OK.

1. On the Global security page, expand Web and SIP security, and then click General

2. Click Authenticate only when the URI is protected and select Use available authentication

Global security > Web security - General settings
Specifies the settings for Web authentication.

General Properties

Web authentication behaviors
E\-'Authe—lti:ate only when the URL is protected
M Use available authentication data when an unprotected URI is accessead
C Authenticate when any URI is accessed

[ pefault to basic authentication when certificate suthentication for the HTTRS client fails

_#oply | [ Ok | [ Reset | [ Cancel |

Figure 218. Global Security > Web security: General settings
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Import your IBM HTTP Server certificate into the Tivoli Access Manager

keystore

__ 1. Copy the WebSEAL certificate key file to the system where IBM HTTP Server is installed.
For example: Copy C \ Program Fi | es\ Ti vol i \ PDVéb/ waw def aul t\ cert s\ pdsrv. kdb on
the Tivoli Access Manager server to C \ pdsr v. kdb on the system where IBM HTTP Server

is installed.

___2. StartiKeyman on IBM HTTP Server server and open pl ugi n-key. kdb that is used by the

web server. The default password is WebAS.

| e TRM Ky Managernent - [ O TRIMCHT TP st Phagine', o onflg wedhaes e 1 plo gin-key dedb]
Key DatabaseFile  Creste \iew Help

e (1215 IO on
D Typa; cH3
| File Nase: BN HTT PR AP gir s licimel s e iglagin-key kb

Tolkcizrs L abick

Hry database: coran

Personal Cenlificaies

b, 2 P Bpe..

| =Personal Certificate=
| [mhSphere Piogn Ky

(LU
WiewLoi...
Fxporidmpont....
MecTeate Remiest_

AEnams

Hews Safl Signa..

Exdiact Cetificale_

(Tha: resepesstard action bas successiully compbeted!

Figure 219. IBM Key Management

__ 3. Select the certificate that you are using, click Extract Certificate and specify a file name

and location for storing the certificates.

New
Data type |Baseﬁd-encuded ASCH data
Certificate file name: |cert.arm
Location: |C:ﬂ
i OK Cancel ‘

| Browse.. |

Figure 220. Name and location for the certificate
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___ 4. Using the iKeyman to open c: \ pdsrv. kdb you copied, the default password is pdsrv. Click

OK.
Key database type it’lf&S ‘ 'v'|
File Hame: pdsrv kdb | Browse...
Location: Lo}
0K | ‘ Cancel

Figure 221. Opening the certificate

The IBM Key Management is displayed.
[orkey tangement [Cpikay ——————————————————————————————————— @mO|

Key Database File  Create View  Help

IS JE1=

DiE-Type: GG
Flbe: Natie: Clodgn kb
Token Latsel:

Key database information

Hey database content

lcensp Fill: Natie: et arm | Brawse.. |
RSA Secure Server Cectific,. =~ 0900 —

Thawete Personal Basic ¢4 LOGation: -

Thawte Personal Freemail « [ 1

Thawte Personal Premium i_g“_d__|

Thavete Premimm Sener CF
Thaswte Sender CA

Werisign Class 1 Public Primary Certification furthority [ Renane

Figure 222. IBM Key Management

5. Under Key database content, select Signer Certificates.

6. Click Add and then locate the extracted IBM HTTP Server certificate file.
7. Enter a label for this certificate.
8

Close the iKeyman and copy the c: \ pdsrv. kdb back to the WebSEAL computer where it
originally locates, for example: C / Progr am
Fi | es/ Ti vol i / PDVeéb/ ww\« def aul t/ cert s/ pdsrv. kdb.
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9. Restart WebSEAL instance from windows service.

Application Experience

Started

Marne - [Dea:mhm | Status 1 Skartup Type i Log On As |
'-E.‘L fccess Manager Auto-Start Service Automatic Local Syskem
Access Manager Policy Server Starked Manual Local Syskem

Automatic
Marual

Application Identity Determines Manual Local Service
Application Infarmation acilitates Marual Local Systern
ovides 5. Manual Local Service

Ok spplication Managernent Processes i Started Marwal Local System
'_'t:::hrnul:nTrace Runtime l’aslw i Starked  Automatic Local System
EhBackground Inteligent Transfer Servic _ [rransfersf... Manual Local Syskem
'{:,;?';Base Filtering Engine Refresh The Base F... Starked Butomatic Local Service
-.‘:j' Certificate Propagation T Copies use... Started Manual Local Syskem
{EECNG Key Tsolation The CHG k... Marual Local Syskem
'-._E'_EEL?‘;COM+ Ewvent Svstem Help bupports 5...  Starbed Aukomatic Local Service
I W ale X AN barn Ooclicabion anzoac b Ilaryial 1 | Farn

Local Swskem

Local Syskem

Figure 223. Restarting the WebSEAL instance
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Creating junctions for Connections on WebSEAL

1. Copy the LTPA key that you exported in step 4.3.2, from IBM HTTP Server computer to
Tivoli Access Manager computer, for example, copy at c: \ Connect i ons. key.

2. Create ajunctions. txt with content such as follows:

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -b ignore -f -A-2 -k -F c:\Qonnections. key -Z
password /activities

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
passwOrd /bl ogs

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
passwOrd /conmmuni ties

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnecti ons. key -Z
passwOr d / connecti ons

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnecti ons. key -Z
passwOr d / cognos

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Qonnecti ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
passwor d / dogear

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -b ignore -f -A-2 -k -F c:\Qonnections. key -Z
password /files

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
password /f oruns

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
password / hel p

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnecti ons. key -Z
passwOr d / horrepage

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnecti ons. key -Z
passwOrd /netrics

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Qonnecti ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
password /nobi | e

server task default-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -b ignore -f -A-2 -k -F c:\Qonnections. key -Z
passwOrd / moder ati on

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -b ignore -f -A-2 -k -F c:\Qonnections. key -Z
password / news
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server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -b ignore -f -A-2 -k -F c:\Qonnections. key -Z
password /profiles

server task default-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnect i ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\ CGonnecti ons. key -Z
passwOrd / sear ch

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
password /wi ki s

server task defaul t-webseal d-tam exanpl e.comcreate -t ssl -h
Gonnecti ons. exanpl e.com-x -p 443 -i -bignore -f -A-2 -k -F c:\Qonnections. key -Z
passwOr d / oaut h2

3. From a command window, start to create junctions by using the command such as follows:

G:wTAM configXpdamin —a sec_master —p Passwlrd Junctions . txt,

Figure 224. Command window: Creating junctions
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Creating default ACL and attaching default ACL

1. Create a def aul t acl . t xt with content such as follows:

acl create connections-acl -def aul t

acl nodify connections-acl-default set user sec_naster TcndbsvaBR rx

acl nodify connections-acl-default set any-other Tndrx

acl nodify connections-acl-default set unauthenticated T

acl nodify connections-acl-default set group iv-admn TcndbsvaBR x|

acl nodify connections-acl-default set group webseal -servers Tgndbsr x|

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e.
connecti ons-acl - def aul t

acl attach /VebSEAL/tam exanpl e.
connecti ons-acl - def aul t

acl attach /VebSEAL/t am exanpl e.
connecti ons-acl - def aul t

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - def aul t

acl attach /VebSEAL/t am exanpl e.
connecti ons- acl - def aul t

acl attach /VebSEAL/t am exanpl e.
connecti ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e.
connecti ons-acl - def aul t

acl attach /VebSEAL/tam exanpl e.
connecti ons-acl - def aul t

comdefaul t/activities connections-acl - def aul t
comdef aul t/ bl ogs connecti ons-acl - def aul t
comdef aul t/comuni ti es connecti ons-acl - def aul t
com def aul t/ dogear connecti ons- acl - def aul t
comdefaul t/files connections-acl -def aul t
comdef aul t/foruns connecti ons-acl - def aul t
com def aul t/ honepage connecti ons-acl - def aul t
com def aul t/ mobi | e connecti ons-acl - def aul t
com def aul t/ moder ati on connect i ons-acl - def aul t
com def aul t/ news connecti ons-acl - def aul t
comdefaul t/profiles connections-acl -defaul t
com def aul t/ sear ch connect i ons- acl - def aul t
com def aul t/wi ki s connecti ons-acl - def aul t

comdefaul t/activities/seedlist/nyserver

comdefaul t/activities/servicel at on?/ communi t yEvent

comdefaul t/activities/servicelaton?/forns

comdefaul t/activities/servicel downl oad/ f or ns

comdefaul t/activities/servicel get nonce/f orns

com def aul t/ bl ogs/ seedl i st/ nyser ver

com def aul t/ dogear / seedl i st/ nyserver

com def aul t/ connect i ons/ opensoci al / r est

com def aul t/ communi ti es/ cal endar/ seedl i st/ nyserver
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acl attach /VebSEAL/tam exanpl e. com def aul t/ communi ti es/ f oruni servi ce/ at o f or ns
connect i ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e. com def aul t/ communi ti es/ servi ce/ at oni f or ns
connect i ons- acl - def aul t

acl attach /VebSEAL/t am exanpl e. com def aul t/f oruns/ at ord f or ns
connect i ons- acl - def aul t

acl attach /VebSEAL/t am exanpl e. com def aul t/f oruns/ seedl i st/ nyserver
connect i ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e. comdefaul t/ netrics connecti ons-acl - def aul t
acl attach /VebSEAL/tam exanpl e. com def aul t/ cognos connect i ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e. comdefaul t/ profil es/atonforns
connect i ons- acl - def aul t

acl attach /VebSEAL/tam exanpl e. com defaul t/ profil es/aton2/ forns
connect i ons- acl - def aul t

2. From a command window, start to attach default acl by using the command such as follows:

C:sTAM config>pdadmin a sec_master p Pazzswlrd defanltacl.txt

Figure 225. Command window: Attaching command
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Creating bypass ACL and attaching bypass ACL

1. Create a bypassacl . t xt with content such as follows:

acl create connections-acl - bypass

acl nodify connections-acl -bypass set user sec naster TcndbsvaBR rx

acl nodify connections-acl -bypass set any-other Tmdrx

acl nodify connections-acl - bypass set unaut henti cated Trdrx

acl nodify connecti ons-acl -bypass set group iv-admn TcndbsvaBRr x|

acl nodi fy connections-acl - bypass set group webseal - servers Tgmdbsr x|

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
acl attach /VbSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.

comdefaul t/activities/auth connecti ons-acl - bypass
comdefaul t/activities/authverify

comdefaul t/activities/images connecti ons-acl - bypass

comdefaul t/activities/servicel ht M/ mai npage

comdefaul t/activities/oauth connecti ons-acl - bypass
comdefaul t/activities/servicel/ htm/inages

comdefaul t/activities/service/ htm/servernetrics

comdefaul t/activities/service/ htm/serverstats

comdefaul t/activities/static connections-acl - bypass

comdefaul t/activities/service/ htm/styles

comdefaul t/activities/servicel htm/thenmes

comdefaul t/activities/serviceconfigs

comdefaul t/ bl ogs/ static connecti ons-acl - bypass
com def aul t/ bl ogs/ oaut h connect i ons- acl - bypass
com def aul t/ bl ogs/ servi ceconfi gs

com def aul t / dogear / booknar kl et / t agsl i ke/ pr oxy

com def aul t/ dogear/ oaut h connecti ons- acl - bypass
com def aul t / dogear / peopl el i ke connecti ons- acl - bypass
com def aul t / dogear/ servi ceconfi gs

comdef aul t/dogear/static connecti ons-acl - bypass
comdef aul t/ dogear/t agsl i ke connecti ons-acl - bypass

com def aul t/ dogear/t agrecs connecti ons- acl - bypass
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acl attach /VebSEAL/tam exanpl e. com def aul t/ communi ti es/ cal endar/ Cal endar . xni
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ communi ti es/ cal endar/ oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ communi ti es/ i mages
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ communi ti es/ recomn oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ communi ti es/ servi ce/ at oni oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ communi ti es/ servi ce/ opensoci al / oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ communi ti es/ servi ceconfi gs
connect i ons- acl - bypass

acl attach
/ V¢bSEAL/ t am exanpl e. com def aul t / communi ti es/ servi ce/ ht m / communi t y/ aut oConpl et eMem
bers. do connecti ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/comunities/static
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ communi ti es/ styl esheet
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connecti ons/ cor e/ oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connect i ons/ oaut h connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connect i ons/ r esour ces/ web
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ connecti ons/resources/ic
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ nav/ common connect i ons- acl - bypass
acl attach /VebSEAL/tam exanpl e. comdefaul t/files/app connecti ons-acl - bypass

acl attach /VebSEAL/t am exanpl e. comdefaul t/fil es/basi c/ anonynous/ api
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. comdefaul t/fil es/basi c/ anonynous/ cn s
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/fil es/basi c/ anonynous/ opensoci al
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/fil es/form anonynous/ api
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/fil es/form anonynous/cm s
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/fil es/forni anonynous/ opensoci al
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/files/oauth connections-acl - bypass
acl attach /VebSEAL/tam exanpl e.comdefault/files/static connections-acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/f oruns/ oaut h connecti ons- acl - bypass
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acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VbSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

com def aul t/ f or uns/ servi ceconfi gs

comdefaul t/foruns/static connections-acl - bypass
com def aul t / honepage/ sear ch connecti ons- acl - bypass
com def aul t/ honmepage/ oaut h connect i ons- acl - bypass
com def aul t / homepage/ ser vi ceconfi gs

com def aul t / homepage/ st ati ¢ connecti ons- acl - bypass

com def aul t / horepage/ web/ updat es/

comdefaul t/netrics/ servicel oaut h

comdefaul t/netrics/ servi cel event Tr acker

com def aul t/ cognos/ servl et connecti ons- acl - bypass
com def aul t/ noder at i on/ oaut h connect i ons- acl - bypass
comdef aul t/hel p connecti ons-acl - bypass

com def aul t/ news/ m crobl oggi ng/i sPermtted. action

com def aul t/ news/ f ol | ow oaut h connect i ons- acl - bypass
com def aul t/ news/ oaut h connect i ons- acl - bypass
com def aul t/ news/ ser vi ceconfi gs

com def aul t/ news/ shar ebox/ confi g. acti on

comdef aul t/news/stati c connecti ons-acl - bypass
com def aul t/ oaut h2 connecti ons- acl - bypass
comdefaul t/profiles/images connecti ons-acl - bypass
comdefaul t/profiles/oauth connections-acl - bypass
comdefaul t/profil es/serviceconfigs

comdefaul t/profiles/static connections-acl - bypass
com def aul t / sear ch/ at oni sear ch/ *

comdef aul t/search/static connecti ons-acl - bypass
com def aul t/ sear ch/ oaut h connect i ons- acl - bypass
com def aul t/ connect i ons/ opensoci al / anonynous/ r est

com def aul t/ connect i ons/ opensoci al / conmon

com def aul t/ connect i ons/ opensoci al / gadget s
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acl attach /VebSEAL/tam exanpl e. com def aul t/ connecti ons/ opensoci al /i c
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ connect i ons/ opensoci al / oaut h
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/ connecti ons/ opensoci al / rpc
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connecti ons/ opensoci al / soci al
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connecti ons/ opensoci al / xr ds
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connect i ons/ opensoci al / xpc
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t / wi ki s/ basi ¢/ anonynous/ api
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/wi ki s/ f or mi anonynous/ api
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. com def aul t/wi ki s/ oaut h connecti ons- acl - bypass
acl attach /VebSEAL/tam exanpl e. comdef aul t/wi ki s/ static connecti ons-acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/activities/follow atom
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/activities/servicel atom
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/activities/ servicel at on?
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/activities/ servicel/ downl oad
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e. comdefaul t/activities/servicel get nonce
connect i ons- acl - bypass

acl attach
/ VébSEAL/ t am exanpl e. com def aul t/ acti vi ti es/ servi ce/ ht m /aut oconpl et eact i vi t ynane
connect i ons- acl - bypass

acl attach
/ VébSEAL/ t am exanpl e. com def aul t/ acti vi ti es/ servi ce/ ht mi / aut oconpl et eent r ynane
connect i ons- acl - bypass

acl attach
/ VebSEAL/ t am exanpl e. com def aul t/ acti vi ti es/ servi ce/ ht mi / aut oconpl et enenber s
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ bl ogs/ api connecti ons- acl - bypass
acl attach /VebSEAL/tam exanpl e. com def aul t/ bl ogs/ at om connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ bl ogs/ i ssuecat egori es
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ bl ogs/ f ol | ow at om connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ bl ogs/rol | er-ui/bl og
connect i ons- acl - bypass

164 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach

comdefaul t/blogs/roller-ui/feed

/ V¢bSEAL/ t am exanpl e. com def aul t/ bl ogs/ rol | er-ui / Bl ogsWdget Event Handl er. do

connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VWbSEAL/tam exanpl e.
acl attach /VebSEAL/t am exanpl e.
acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.

comdefaul t/ bl ogs/roll er-ui/rendering/ api

comdefaul t/bl ogs/roller-ui/rendering/feed

com def aul t/ bl ogs/ servi ces/ at om

com def aul t / dogear/ api / app connect i ons- acl - bypass

com def aul t / dogear / api / del et ed

com def aul t/ dogear/ api / noti fy connecti ons-acl - bypass
com def aul t/ dogear / at om connect i ons- acl - bypass

com def aul t/ dogear/ peopl e. do connect i ons- acl - bypass
com def aul t/ connect i ons/ opensoci al / basi ¢/ r est

comdef aul t/ communi ti es/ cal endar/ at om

com def aul t/ communi ti es/ cal endar/ handl eEvent

comdef aul t/ communi ti es/ cal endar/i cal

comdefaul t/commnities/foll ow atom

comdef aul t/ communi ti es/ f or und servi ce/ at om

comdef aul t/ communi ti es/ servi ce/ at om

com def aul t/ communi ti es/ servi ce/ at omi communi ti es/ ny

com def aul t/ comuni ti es/ servi ce/j son

com def aul t / communi ti es/ servi ce/ opensoci al

comdefaul t/fil es/basic/api connections-acl - bypass
comdefaul t/files/basic/api/nyuserlibrary/feed

comdefaul t/files/basic/cms connections-acl - bypass
comdefaul t/files/basic/opensoci al

comdefaul t/files/foll ow at om connecti ons- acl - bypass

com def aul t/ f or uns/ at om connect i ons- acl - bypass
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acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VeébSEAL/tam exanpl e.
acl attach /VbSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
acl attach /VebSEAL/tam exanpl e.

acl attach /VebSEAL/tam exanpl e.
connect i ons- acl - bypass

comdefaul t/foruns/fol | ow at om

com def aul t / honepage/ at oni nysear ch

com def aul t / honepage/ at ond sear ch

com def aul t/ news/ at ond servi ce connect i ons- acl - bypass
com def aul t/ news/ at oni st ori es/ conmuni ty

com def aul t/ news/ at ond st or i es/ newsf eed

com def aul t/ news/ at oni st ori es/ publ i c

com def aul t/ news/ at ond st ori es/ save

com def aul t/ news/ at ond st ori es/ saved

com def aul t/ news/ at ond st ori es/ st at usupdat es

com def aul t/ news/ at oni st ori es/t op

com def aul t/ news/ at ond wat chl i st

com def aul t/ news/ at onf ba/ st ori es/ publ i c

comdefaul t/ profiles/atomconnections-acl - bypass
comdefaul t/profiles/atomforns/tagd oud. do

comdefaul t/profiles/foll ow atom

comdefaul t/profiles/json connections-acl - bypass
comdefaul t/profiles/vcard connecti ons-acl - bypass
comdefaul t/profil es/photo.do connecti ons-acl - bypass
comdefaul t/profiles/audi o.do connections-acl - bypass
comdefaul t/profiles/aton? connections-acl - bypass
com def aul t/ wi ki s/ basi ¢/ api connecti ons- acl - bypass
comdef aul t/wi ki s/ fol | ow at om connect i ons- acl - bypass

com def aul t/ bl ogs/ bl ogsf eed connecti ons- acl - bypass

com def aul t/ bl ogs/ bl ogsapi connect i ons- acl - bypass

com def aul t/ connect i ons/ booknarkl et/tool s/blet.|s
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acl attach
/ VbSEAL/ t am exanpl e. com def aul t/ connect i ons/ booknar ki et/ t ool s/ di scussThis. s
connect i ons- acl - bypass

acl attach /VebSEAL/t am exanpl e. com def aul t/ connect i ons/ booknarkl et/tools/rlet.js
connect i ons- acl - bypass

2. From a command window, start to attach bypass acl by using the command such as
follows:

Figure 226. Command window: Attaching bypass command
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Specifying a dynamic URL pattern to support the blogs

1. Create a dynur| configuration file named dynur | . conf with content such as follows:

/ bl ogs/ bl ogsf eed /bl ogs/ */ f eed/ *
/ bl ogs/ bl ogsapi /bl ogs/ */ api / *

2. Save the file in the webseal - i nst ance- docr oot/ | i b directory. For example: C \ Program
Fi | es\ Ti vol i \ PDaeb\ ww\ def aul t\ i b.

P;“, Note

'a N

The related bypass ACL for the previous URLs is included in Creating bypass ACL and attaching
bypass ACL.

A J

Modifying webseald-default.conf configuration

1. Find webseal d-def aul t. conf under C\ Program Fi | es (x86)\Ti vol i \ PD/¢b\ et c.
2. Editit with your favorite editor and change the following values. Note some comments in <>:

web- host - nane = t am exanpl e. com <your TAM host >
dynurl-all ow | arge-posts = yes

type = application/atomxm <add this |ine>
script-filter = yes

rewite-absol ute-wth-absol ute = yes

ba-aut h = none

forns-auth = both

| tpa-auth = both <For dom no SSO speci al >

keyfil e =c:\ Qonnecti ons. key <For dom no SSO speci al >

keyfi |l e- password =passwOrd <For doni no SSO speci al >

cooki e- nane = Lt paToken2 <For donino SSO special, notice the CAP>
cooki e-domai n = exanpl e. com <For domi no SSO speci al >

use- same- sessi on = yes
donain = exanpl e.com
3. Save the file and restart WebSEAL default instance.
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Updating LotusConnections-config.xml configuration file

1. Update dynamicHost setting as follows:

<dynam cHosts enabl ed="t rue" >
<host href="http://tamexanpl e.com' ssl _href="https://tam exanpl e. coni/ >
</ dynan cHost s>

2. Replace all interService URL in | cc. xm to use Tivoli Access Manager host, that is, set all
interService URL like:

<sloc:interService href="https://tam exanpl e. con/ >
3. Change | cc. xm to use Tivoli Access Manager Authenticator as follows:
<cust omAut hent i cat or nane="TAVAut henti cat or"/>

4. Save your changes and sync to nodes.
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Modifying HTTP server

1.

Find ht t pd. conf under C \ | BM HTTPSer ver \ conf , open it with your favorite editor and add
the following rewrite rules into it as follows:

LoadMbdul e was_ap22_rnodul e
"C\IBMHITPSer ver\ Pl ugi ns\ bi n\ 32bi t s\ mod_was_ap22 http.d "

VebSpher eP ugi nConfig "C \ I BM HITPSer ver\ A ugi ns\ confi g\ webser ver 1\ pl ugi n-cf g. xm "
LoadMbdul e rewrite nodul e nodul es/ nod_rewite. so

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so

<l fModul e nod_i bmssl.c>

Listen 0.0.0.0: 443

<M rtual Host *: 443>

Server Narre Connect i ons. exanpl e. com

#Docunent Root C \ | BM HTTPSer ver \ ht docs

SSLEnabl e

Rewrit eEngi ne

RewriteCond BREQUEST UR'} /(.*)/ibmsecurity | ogout(.*)

RewriteRule  (.*) /pknsl ogout [noescape,L, R

</ Vi rtual Host >

</ | f Modul e>

SSLD sabl e

Keyfile C\IBMHITPServer\ Pl ugi ns\ confi g\ webser ver 1\ pl ugi n- key. kdb
SSLStashFil e C\IBMHITPServer\ A ugi ns\ conf i g\ webser ver 1\ pl ugi n- key. st h

Restart HTTP server.

170

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

Importing the Tivoli Access Manager certificate into WebSphere
Application Server

__ 1. Goto Security > SSL certificate and key management > Key stores and certificates >
CellDefaultTrustStore > Signer certificates.

___ 2. Click Retrieve from port, and input the Tivoli Access Manager host name and port number:

551 certificate and key management > Key stores and certificatas > CellDefaultTrustStore > Signer certificates > Retrieve from port
Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer frem the zerver during the handshake.

General Properties

#* Heost
tam.example.com

+_Dor:

SEL configuration for outbound connection
CallDefaultsSLSattings 15

# alias

kam

[ Retriave signer infarmation ]

rpply | (o] [ Reset ] [ cancel |

Figure 227. SSL certificate and key management

3. Click OK and then Save.

___ 4. Restart your cluster. Stop all application servers and all nodes, and then restart the
deployment manager, all the nodes, and all the application servers.
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5. Configuring integration with Connections

Configuring Sametime integration

Information
-8 \

For more information about how to configure integration with Connections, see

http: // w10 | ot us. com | dd/ | cwi ki . nsf/ xpDocMi ewer . xsp?l ookupName=I BM-Connect i ons+
4. O+docurnent at i on#act i on=openDocunent & es_ti t| e=Addi ng_Sanet i ne_awar eness_t hrough_
t he_Saneti ne_server _i c40&ont ent =pdcont ent .

& J
e d
Note
~\C N
Suppose that you have Sametime 8.5.2 installed, with IFR1 and latest test fix.
- J

Configuring SSO between Sametime web proxy server and Connections

__ 1. Copy the LTPA key from Connections server to Sametime web proxy server, for example,
c:\ Gonnecti ons. key.

___2. Create a Web SSO document on the Sametime Community Server:

a. Startthe Domino Administration Client. Select File > Application > Open, and enter the
name of the Sametime Server.

b. Open the Nanes. nsf database.

c. Select Configuration, expand Web, and click Web Configurations. In there, you find
the Web SSO token that Sametime automatically creates.

d. Choose to edit the document. Click Keys > Import WebSphere LTPA Keys.
e. Type the path and the name of the LTPA key file.

f.  Type the password. The key should be imported. Make sure that the Configuration
Name field is LtpaToken.

__g. Enterthe DNS domain to your domain name and then set the Map names in LTPA
tokens field to Disabled.

h. Add the Sametime server to the Domino Server Names list.
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i. Allthe data in the WebSphere Information section will populate automatically after the

WebSphere token is imported. You must change the Token format to “LtpaToken and
LtpaToken2 (compatible with all releases of Domino)” so that all the community server

features are available for user in the st cent er . nsf.

JIBM Domain =/5M Dom-?-"!?b}.'_jWeb 550 Configuration for ;... X

(7} Edit S50 Configuration () Cancel

Require 5L protected  Digabled
commmunication (HTTPS):

Restrictuge of the S50 Disabled
token to HTTRHTTRS

Domino Server Names, =Doming Serer Namess

windows single sign-on Dizabled
integration {if available):

Token Format LtpaToken and LtpaToken2 (compatiblea with
all releazes of Domino)

LDAP Realm: defaultw/IbFileBazedRealm

LTPA Version: 10

T e —

Web SSO Configuration for : LtpaToken - )
Eiﬁ_a.§|_gs.§| Comments ] Administration I

Configuration Name LtpaTaken Expiration (minutes): 30
Organization
CNS Domain crabm.com
Map names in LTPA Dizabled
fokens:

Figure 228. Web SSO Configuration for: LtpaToken

__j. Save the document.

server name and click Edit server.

SSO configuration field is set to LtpaToken.

n. Save the document and restart the server.

k. Under Configuration > Servers > All Server Documents, select your Sametime

I.  Click the Internet Protocol tab and then the Domino Web Engine tab.

m. Change the Session authentication to Multiple Servers (SSO), and ensure that the Web

~ 5 2 Hint

~

With SSO configuration, verify by logging in to Connections first and then switch to Sametime URL,

and you are automatically logged in.

(G

J
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Enabling ST awareness in IC

1. Open Lot usConnect i ons- confi g. xm with your favorite editor. Change the Sametime
integration section as follows:

<s| oc: servi ceRef erence enabl ed="true" isConnectdient="fal se"
servi ceNane="sanet i mreProxy" ssl _enabl ed="f al se">

<sl oc: href >
<sl oc: hr ef Pat hPref i x/ >

<sloc:static href="http://sanetine. exanpl e. com 9081"
ssl _href ="htt ps://saneti me. exanpl e. com 9444" i sExternal ="true"/>

<sloc:interService href="https://sametine. exanpl e. com 9444"/ >
</ sl oc: href >

</ sl oc: ser vi ceRef er ence>

sy
Note
~\ ~
You must make sure that the URL for Sametime web client is correct and that the isExternal
parameter that is marked as bold is added and set as true.
g J

___2. Sync all nodes and restart servers.
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Configuring QuickrD integration

Information
-0 <

For more information about how to configure QuickrD integration, see

htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BMrConnect i ons+
4. O+docunent at i on#act i on=openDocunent & es_titl e=I BM Connecti ons_Connector for Lotu
s_Qui ckr _i c40&cont ent =pdcont ent .

(G J

Suppose that you have Quickr Domino 8.5.1 installed.

Configuring SSO between Quickr Domino server and Connections

__ 1. Copy the LTPA key from Connections server to Quickr Domino server, for example,
c:\ Gonnect i ons. key.

2. Create a Web SSO document on the Quickr Domino Server:

___a. Startthe Domino Administration Client. Select File > Application > Open, and enter the
name of the Sametime Server.

b. Open the Nanes. nsf database.

c. Select Configuration, expand Web, and click Web Configurations. In there is the Web
SSO token that Sametime automatically creates.

d. Choose to edit the document. Click Keys > Import WebSphere LTPA Keys.
e. Type the path and the name of the LTPA key file.

f.  Type the password. The key should be imported. Make sure that the Configuration
Name field is LtpaToken.

__ 0. Enterthe DNS domain to your domain name and then set the Map names in LTPA
tokens field to Disabled.

h. Add the Sametime server to the Domino Server Names list.
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i.  All the data in the WebSphere Information section will populate automatically after the
WebSphere token is imported. You must change the Token format to "LtpaToken and
LtpaToken2 (compatible with all releases of Domino)” so that all the community server
features are available for user in the st cent er. nsf .

JIBM Domain =/5M Dom-?-"!?b}.'_jWeh 550 Configuration for-_.. X

(7 Edit 80 Configuration () Cancel

' o i = =
Web SSO Configuration for : LtpaToM ]
i1 1.5

Basic | Comments ] Administration I

Configuration Name LtpaTaken Expiration (minutes): 30
Organization

CNS Domain crabm.com

Map names in LTPA Dizabled

fokens:

Require 5L protected  Digabled
commmunication (HTTPS):

Restrictuge of the S50 Dizabled
token to HTTRHTTRS

Domino Server Names, =Doming Sener Namess=

windows single sign-on Dizabled
integration {if available):

Token Format LtpaToken and LtpaToken2 (compatible with
all releazes of Doming)

LDAP Realm: defaultwIbFileBazedRealm

LTPA Version: 10

Figure 229. Web SOO Configuration for: LtpaToken

__j. Save the document.

kK. Under Configuration > Servers > All Server Documents, select your Sametime
server name and click Edit server.

I.  Click the Internet Protocol tab and then the Domino Web Engine tab.

m. Change the Session authentication to Multiple Servers (SSO), and ensure that the Web
SSO configuration field is set to LtpaToken.

n. Save the document and restart the server.

s Pﬂ;’ Note ~

With SSO configured, verify by first logging in to Connections and then switching to Lotus Quickr
URL, and you are automatically logged in.

A\ J
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Installing Quickr Connector

__1. Clickinstall.bat under\LC Gonnectors_Qui ckr_Install_I MIMw ndows.

__2. Onthe Install Packages screen, click Next.

Install Packages

Seleck packeges to instel;

Installation Packages

| status

[erwicr [ Uicense Foy Ty 1

BB [ 1EMB Connectors For Quithr
B 1 ersion 4.0.0.0

[0 st a warsione

Details

IBME Cannectars for Quicke £.000.0
1BHE Connsctors Irstalation blocs info,

il b instaded

# Repostoey: EEUILCT4.0_2012081 1-2201ILC_Corneckors Cuechr_Iretal 1M Connectorsuich

‘Check For Dkher Wersions, Fies, ard Extensions

[ o] |

Figure 230. IBM Installation Manager: Install Packages
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__ 3. Accept the license agreement and click Next.

ﬁ 16 Installation Manager HI‘EI!E
Install Packages I £
Foeead ths Prlbossing Boare: agraemnents carefily, [~
Iretal | leeress T Locaton Festures Suanmary
= IEME Corractons For Quickr LICEMSE [MFORMATEOH =]
1BME Conections Licsrss Agreement For Quicks N A N .
Mhae Prisgrams. listerd bk ara brensed under the Following barms 2o corcitions in scdition o those of tha 1M [nterrational
IBRID Cannectors Licenss Infarmatian For Quickr Frogram Lizense Agrssmart (180 foem romber Z125-3301- 140
Frogram Hame; 260 Lobus Connections Quickr Cornector 4.0
Frogeam Humber: Flugein
Lit: L-CRARS-SWaghEs
Dife: L-CHAS-BUOmEY
FlH: L-CMAS-SAONEY
(2} [ accest: the b inthe ksense agreenents
O [ o not accesk the kerms in the boense agresments
7 = Dack | [ || Irskal || Cancel |

Figure 231. IBM Installation Manager: License agreement screen
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__4. Select the option "Create a new package group" and click Next.

& 1M Installation Manager

Install Packages

|

S

& padiags group b a location that containg cne or more packages. Some compabble packages can be instalied inbo 2 common package group and wil share a common user interfacs, é |

Selerh an existing package group, or create & nes ona, il
Iretal Lkenses Locabion =3 Feabures Summary

O Use the esssting package groun
@ Create arew package grovp

Puackags Greup Hame | Instabastion Crractery

[echitedrs |
Fee 1BHIE Conrrectons for Cuidks BRI onnCtor s Cuides

Package Group Hame:  38M® Conrechons for Quicke
Ingtallation Dirackary= | C:\EMCornatorsQuic k| B

Details
Frarnd Pesourtes Diosory: CHTEMS3RShansd

Disk: Space Inforniation

Wobane FAvallable Space
Cr 237868

<pack [ mer> || roal || concel

Figure 232. IBM Installation Manager: Creating a package group
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__5.

If applicable, select the features to install and click Next.

& 1M Installation Manager

Install Packages
Select thee Features bo install,

Iratal

Features
= [ T 1B Conmectors for Guids 40,000
El 1w Cennectors For Cuichr

[ stomw dependencins
- Selecked by Inshabation Manager becass of dapendencies

Ditails
1M Connectars for Quickr £.000.0
EME Cornectoes Installation

Dizk Space Inforrmatian

Fegquired
Z2TOKE

“iohans
Shared Rescurces e
Instalation Directory c:

Temporary Total Awvalsble
00KE 227088 23.05 6B
Z1BS B

[ Expand a1 |[cotagen at | [Rastors Dofauk

@ <gack [ metz [ |[ cancal
Figure 233. IBM Installation Manager: Features to install screen
___6. Complete the configurations for the packages and click Next.
[E[=

(B DB Tt il o Manager

Install Packages

Fii in the: confiqurabions bor e padages.

Corenon Corfiguretions
o Gy Server Selttings
L} Irgtel Locstions

Common Configurations

Qhamche 5wy Selling

St o UpckE Lype

iy Doreno

Furlad

(ks Irkegration Selection
Gl Dhovmrms Wik
[ e uabe Dormre [narupace
Lord i aticn ettings
Qe garvar hodt Rang

ERHCKF REv Ve (NS LT
Wk e pait
[ 0

DF et 33 pat

B ST LSS NN

=20 qw ke dca don wser fEme s

S BUTEDCAOCN PSSR

wassassssauad

Figure 234. IBM Installation Manager: Configurations for the packages screen
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___ 7. Select the installation locations for the packages and click Next.

Install Packages
Fill in b configurations For the padkages.

[rekzal Ligkngss Location Fagturad

Comman Conlegurations
Tretal Logations

[ Comman Cenhigurations
B Quickr Server Settings
i Install Locations

[ Connesction: nskal bome dractory
[CEM Connections H

Corrector bhraries irstal location
[ Z:nEMebspherefappSeraer fprafles Dmord Ticond ..'.'_'J

Corrector corfigurstion iretal lozation
[CHEmwebspheve ngpsermfraiesiCmriteed o |

Sabtte |

Figure 235. IBM Installation Manager: Install locations screen
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__8.

Review the installation summary information and click Install.

(& ™M Installation Manager

Install Packagas

Review the sunmary infomation.

Target Location
Padkage Group Name! EEME Cannectnes For Quicks
Iretaslstion Direckory: CHYEMCorreckoruck
Sharnd Rescurces Dischory: CYIEMISSPShared
PFackages
Pakages
=10 1BME Connectors For Cuicer 4.0.0.0

[ [EME Cornechores For CQuickr

Environment bisk Space Infarmation

Ermhsh Tonal Anvestable Space
E: IEEE0GE
L5} ZRESGE

Tokal Dovandoad Size) 1949 KE
Tokal Instalation Size: Z2T0KE
b Repositery Information

:.‘.'J

|[ st ][ ceneel

IBM Installation Manager: Install summary information screen
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Configuring Quickr integration

Configuring oa-config.xml for Activities

1. Open

C\ I BM Ve¢bSpher e\ AppSer ver\ prof i | es\ Dngr 01\ confi g\ cel | s\ Gonnect i onsCel | 01\ Lo
t usConnect i ons- confi g\ oa- confi g. xm with your favorite editor.

2. Change the Quickr integration section such as follows:

<Publ i shFil e enabl ed="true" al | owQust onBer vers="fal se" requi reSSC="t rue">

<server >htt p: // qui ckr. exanpl e. com 80</ ser ver >

</ Publ i shFi | e>

Adding Quickr server into white list

1. Log in to Connections WebSphere Application Server console.

2. Go to Resources > Resource Environment > Resource Environment Providers and
click QuickrWhitelistProvider. Then, click Custom properties and click New.

3. Input name as al | owqui ckr. exanpl e. comand the value is qui ckr. exanpl e. com

Configuration

General Properties

Resource envirgnment providers > QuickrWhitelistProvider > Custom properties > New

Use this page to spacify custom properties that your enterprise information system (EIS) requires for
cenfigure. For axample, mest detabaze vendors require additicnel custem properties for date zourses

* Scope

bladeD1Call01 rclustars :Clustari

¥ Nama

| <Marme=

Valug

| <lipfe=-

Description
[

Typa
java.lang.String

| Apply | ‘ox] " Reset | Cancel

Figure 237. Resource environment providers > QuickWhitelistProvider > Custom properties

4. Click OK and then Save.
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Configuring proxy-config.tpl for Quickr integration

1.

Open
C \'I BM Ve¢bSpher e\ AppSer ver\ prof i | es\ Dgr 01\ confi g\ cel | s\ Connecti onsCel | 01\ Lo
t usGonnect i ons- confi g\ proxy-config.tpl with your favorite editor.

Add a section for Quickr integration as follows:

<proxy: policy url="http://quickr.exanpl e.com80/*" acf="none">
<pr oxy: act i ons>
<pr oxy: net hod>CET</ pr oxy: net hod>
</ proxy: acti ons>
<pr oxy: header s>
<pr oxy: header >User - Agent </ pr oxy: header >
<pr oxy: header >Accept *</ pr oxy: header >
<pr oxy: header >Cont ent * </ pr oxy: header >
<pr oxy: header >Aut hori zat i on* </ pr oxy: header >
</ pr oxy: header s>
<pr oxy: cooki es>
<pr oxy: cooki e>JSESS| ON D</ pr oxy: cooki e>
<pr oxy: cooki e>Lt paToken</ pr oxy: cooki e>
<pr oxy: cooki e>Lt paToken2</ pr oxy: cooki e>
</ pr oxy: cooki es>
</ proxy: pol i cy>

Sync all nodes and restart servers.
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Domino SSO integration with Connections

Suppose that you have a Domino 8.5.2 server installed.

Configure SSO between Domino server and Connections

__ 4. Copy the LTPA key from Connections server to Quickr Domino server, for example,
c: \ Gonnect i ons. key.

__ 5. Create a Web SSO document on the Domino Server:

__a.

Start the Domino Administration Client. Select File > Application > Open, and enter the
name of the Sametime Server.

Open the Nanes. nsf database.

Select Configuration, expand Web, and click Web Configurations. In there is the Web
SSO token that Sametime automatically creates.

Choose to edit the document. Click Keys > Import WebSphere LTPA Keys.
Type the path and the name of the LTPA key file.

Type the password. The key should be imported. Make sure that the Configuration
Name field is LtpaToken.

Enter the DNS domain to your domain name and then set the Map names in LTPA
tokens field to Disabled.

Add the Sametime server to the Domino Server Names list.
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i.  All the data in the WebSphere Information section will populate automatically after the
WebSphere token is imported. You must change the Token format to "LtpaToken and
LtpaToken2 (compatible with all releases of Domino)” so that all the community server
features are available for user in the st cent er. nsf .

[1BM Daman =i81 Damain= L% ReplyTa - Inbox x[x O'web 550 Configuation for ;... 3|

() Edit 550 Configuration (%) Cancel

Web SSO Configuration for : L’rpa'rnken"""""

I Cornments I Adrninistration ]

Configuration Name: LtpaToken Expiration {(minutes): 30

Qrganization:

DMS Damain en b, com
ap names in LTFA Enabled
tokens:

Require S5L protacted  Disabled
communication (HTTFS):

Restrictuse ofthe 350 Disabled
token o HTTRHTTFS:

Dormine Server Mames: =Joming Sener Names=

“Windows single sign-an  Dizabled
integration (if available):

Token Farmat LtpaToken (incompatible with Domine ¥ and

priof releases, bul provides S50 zecurity
improvements)

LD&F Realm: defaultViMFileBasedRealm

LTRA Yersion: 1.0

Figure 238. Web SOO Configuration for: LtpaToken

__j. Save the document.

k. Under Configuration > Servers > All Server Documents, select your Sametime
server name and click Edit server.

I.  Click the Internet Protocol tab and then the Domino Web Engine tab.

m. Change the Session authentication to Multiple Servers (SSO), and ensure that the Web
SSO configuration field is set to LtpaToken.

n. Save the document and restart the server.

s 'M;/ Note

With SSO configured, verify by first logging in to Connections and then switching to Domino web
server URL, and you are automatically logged in.

- J

N
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Configuring Domino SSO on Notes client

Manager.

1. Open a Notes client and connect it to the Domino server with SSO for Connections.

2. In Activities sidebar preference, input the Connections URL protected by Tivoli Access

3. In advanced dialog, select Domino SSO as authentication type and input Domino mail

server host as Domino SSO server:

(5# Preferences = @]
type filter test Connections X i
Accounts
Basic Motes Client Configurz 7 Enable IBM Connections Features
Calendm_ and T Do Connections Server Settings
Connections
Server URL: =Sener URL=
Contacts
Feeds wi Adbvanced Server Settings e
Fonts and Colors :
Huorme Portal Account Advanced Settings For: | IEEG_G_———
Install/Update Authentication protocaol:
Locatians \
Log Settings | Dernino single sign-on i
Mail =
MNates Parts Domino single sign=on serser: Suto-fill
Regional Settings =0oming single sign-on seners
Replication and Sync
Search Enforce S5 Enforce trusted sites
Spell Check
Toolbar
Web Browser i
Widgets Cancel
WWindows and Themes
= . | Restore Defaultsj  Ppply
| OK ] [ Cancel |
L

Figure 239. Connections: Advanced Server Settings

___4. Save your changes and verify that you are automatically logged in to Connections from
sidebar without input password.
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