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Overview

This scenario explains how to deploy IBM® Connections 4.0 in a network deployment that involves
multiple computers with one IBM WebSphere cell that contains two nodes, both of which host IBM®
Connections 4.0. This scenario is typical of an enterprise-level production deployment. This article
is an end-to-end guide to deploy this type of configuration with all prerequisites. You can also follow
this guide in situations in which more than two nodes are being deployed.

« The proxy server use IBM edge server.

« The dn& hs. conpany. comcomputer shares Deployment Manager and IBM HTTP Server.

The database server hosts all application databases in a single instance.

The Topology type is Medium Deployment.

Cognos/Metrics is installed but not deployed.

Systems and naming conventions that are used in this document

Computer name Applications Version# oS RAM VM or
HW
dmé&ihs.company.com Deployment 7.0.0.21 AlX6.1 64 Bit 4G HW
Manager / HTTP
node1.company.com Node1 7.0.0.21 AIX6.1 64 Bit 16G HW
node2.company.com Node2 7.0.0.21 AlX6.1 64 Bit 16G HW
db2.company.com RDBMS DB2v9.7 .4 AIX6.1 64 Bit 16G HW
Tivoli Directory  |Tivoli Directory
Integrator Integrator V7.0
fp5
Idap_edir.company.com |eDir 8.8.5 2G VM
proxy.company.com edge cp Win2003 1G VM
Contents
1. Topology

2. Pre-installation

3. Post-installation
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1. Topology

£ g
Proxy Integration in Connections ‘
DM&HIS - DM
Proxy DM&EIHS -
nrTe
Connections
\ J

Figure 1. Topology: Proxy Integration in Connections
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2. Pre-installation

Install base software and apply fix packs and interim fixes

Install WebSphere Application Server

Install WebSphere Application Server 7.0 as Deployment Manager and Nodes, follow the normal
steps for WebSphere Application Server installation.

Install Fixpack for WebSphere Application Server

Install WebSphere Update installer in the normal way, and use the update installer to apply the
WebSphere Application Server 70021 fix pack. (See snapshot of installation in Install fix pack for
IBM HTTP Server.)

Then, apply the needed interim fixes for Connections 4.0 to both Deployment Manager and Node
WebSphere Application Server:

WebSphere Application Server Required Fixes for 7.0.0.21:
1. PM53930
PM56596
PM60895
PM51981
PM65486

Information
-8 N

For further information, see:
htt p: // publ i b. boul der. i bm coni i nf ocent er/ prodgui d/ virO/cl arity-reports/report/htm
/ pr er eqsFor Product ?del i ver abl el d=1284667107599

& J

A A
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http://www-304.ibm.com/support/docview.wss?uid=swg21577532&myns=swgws&mynp=OCSSCKBL&mynp=OCSS7K4U&mynp=OCSSEQTP&mync=E

http://www-304.ibm.com/support/docview.wss?uid=swg24032675 

http://www-01.ibm.com/support/docview.wss?uid=swg24032589&myns=swgws&mynp=OCSSEQTP&mync=R

http://www-933.ibm.com/support/fixcentral/swg/selectFix?product=ibm%2FWebSphere%2FWebSphere+Application+Server&fixids=7.0.0.21-WS-WAS-IFPM51981&source=dbluesearch&function=fixId&parent=Tivoli%20Service%20Management

http://www-01.ibm.com/support/docview.wss?uid=swg24033330
http://publib.boulder.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/prereqsForProduct?deliverableId=1284667107599

Deployment Scenarios

Welcome to the IEM Update Installer for WebSphere Software wizard. [

This wizard installs ar uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are
supported:

# [BM WebSphere Application Server Version 6.0.2.21 or above

# |[BEM WebSphere Application Server Metwork Deployment Version
B.0.2.21 or above

# [BEM WebhSphere Application Server — Express Wersion 6.0.2.21
or abowve

# BM Application Client for WebSphere Application Server Yersion
65.0.2.21 or above —

# Web server plug-ins for WebSphere Application Server Version &
or above

# |[BEM WebSphere Application Server 6.1 Feature Pack for Web
Services version & or abowve

# |[EM WebSphere Application Server §.1 Feature Pack for E[E 3.0
version & or above

# |BEM WebSphere Extended Deplowment Version 5.1 or abowve

# |[EM HTTP Server Wersion & or above

& |[BM WahSnhera Prorecs Servar Warcinn /0 e abiowe B
InstallShizld
l ........ N Em}l | — |

Figure 2. IBM Update Installer for WebSphere Software wizard: Welcome screen
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___ 2. Enter the installation location for the product you want to install and click Next.

_1BM Update I

Product Selection
Enter the installation location of the product that you want to update.

“ou can select a different directory fram the drop-down list, specify a different directang, or
click Browse to select a directory.

Directory path:

foptfIBMAVebSpherefAppSenver

Browse...

I‘

InstallZhizld

] | LCancel

Figure 3. IBM Update Installer for WebSphere Software wizard: Installation location screen
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__ 3. Onthe Maintenance Operation Selection screen, select the option "Install maintenance
package" and click Next.

_IBM Update Installe

Maintenance Operation Selection

@ Install maintenance package.

Uninstall maintenance package.

InstallShizld

Figure 4. 1BM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen
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___ 4. Select the package directory and click Next.

_1BM Update I

Maintenance Package Directory Selection |

Enter directary to list maintenance packages available for installation. You can specify a
directory or click Browse to select a path to maintenance pachage. |

Directory path:
fopt/IEM /Web5phere/Updatelnstaller/maintenance l

Browse...

The latest maintenance packages are available online. Obtain maintenance
packages for WebSphere Application Server and all WebSphere Application
Senver Feature Facks either by wisiting the Eecommended fixes for
WebSphere Application Server webpage for a complete list or by using the
WebSphere Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Senver library or WebSphere Application Server information center
webpages.

InstallZhizld

] | LCancel

Figure 5. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory Selection screen
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__ 5. Select the packages to install and click Next.

IBM | Lipdate Installar for:WebSy

Available Maintenance Package to Install

Select maintenance packages to install:

| Select Recommended Upl:l‘atesl | Deselect All Updates

7.0.021-WS-WAS-IFPMESA86 . pak
E 7.0.0.271-WE-WAS-IFPMSE526 . p ak
70019 WS- WAS-IFPME3230.pak

[+] 7001 wewas ifpmE0EIE. pak

Each package selection might restrict remaining packages available for further selection.
Multiple selections can be made for different praducts.

Click Mext to continue

InstallShizld

| LCancel

Figure 6. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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The installation wizard checks for prerequisites.

IEM | Lipdate InsiallerforWebSphers Software 700.0.0

Fearforming prerequisite checking ...

InstallZhizld

Figure 7. 1BM Update Installer for WebSphere Software wizard: Prerequisite checking
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__ 6. \Verify the installation summary and click Next.

Installation Summary [

| Review the surnmary for comectness. Click Back to change values on previous panels. Click
Mext to perform the installation.

| “Werify my permissions to perform the installation.

The following maintenance packages will be installed:

& 7.0.0.21-WS-WAS-IFPM56596 - MESSAGES BUILD UFP QM
FUBLICATIOMN POINT AMD DO MOT FLOW TO SUBSCRIBER
MESSAGIMG EMGIME

@ 7.0.0.1-WS-WAS-IFPMG0895 - Messages not being processed
in arder would lead to piling up in case of cansumer being non
local to destination (Repackaged PM51210)

@ 7.0.0.21-WS-WAS-IFPM65486 - ADD OAUTHZO0 SUPPORT TO
WEBSFHERE APPLICATION SERVER

# 7.0.0.19-WS5-WAS-IFPM53930 - Hash Table implementation
vulnerability

| tothe following location:

-]

InstallShizld

i ” ....... - ‘-‘x'"‘] e |

Figure 8. IBM Update Installer for WebSphere Software wizard: Installation summary screen
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The installation starts.

IBM Update Installer for WebSphere Software 7.0.0.0

Installing component sib.outputbase

InstallZhizld

Figure 9. IBM Update Installer for WebSphere Software wizard: Installation in progress
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___7. The installation completes. Click Finish.

IBM Update Installer for WebSphere Software 7.0.0.0

Installation Complete

Success:The following maintenance packages were installed:

Ly software @ 7.0.0.21-WS-WAS-IFPM56596
o o ® 7.0.0.1-WS-WAS-IFPM60895
; # 7.0.0.21-WS-WAS- IFPM65486
# 7.0.0.19-WS-WAS- IFPM53930

to the following location:

& [fopt/IBM/WebSphere/AppServer

Click Relaunch to add or remove additional maintenance packages, or click
Finish to exit the wizard.

InstallZhizld

[Eelaunch

Figure 10. IBM Update Installer for WebSphere Software wizard: Installation completion screen
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Install IBM HTTP Server

__ 1. Under WebSphere Application Server Network Deployment > IBM HTTP Server Installation,
click Launch the installation wizard for IBM HTTP Server.

file Ui - WilSphere Application Serer Rehkork Depioyment - Maiila Firslor

_ﬁ| WehSphete Application Sened Meteodk Dep =p

WebSphere Application Server Instaliation

IBM HTTP Server installation IBM HTTP Server Installation

Web Server plug-ins Installaton

IBM HTTP Server is a Web server that is based on the Apache Web senver

WebSphers DMZ Secure Prosy Server developed by the Apache Software Foundation. IBM HTTP Server 7.0 adds
Insiallation A several flunctional enhancemenis to the Apache base
IBM Update Installer for WebSphere 5 b the Inndall for IBM HTTE "
Software Installation Install 186 H Servar using the installation wizard
IBM WebS phere Installation Factory
) = View ihe insallation guide fior IBM HTTP Server
IBM Edge Componenis. Stepby-step instructions for installing 1BM HTTP Sarver
A The(l COmpanie SapICHIn MADRIN * Yiew ine eadme lie for [BM HTTP Server
for WebSphere Application Server Prowvides links to the latest information about IBM HTTP Server

Exit

Figure 11. WebSphere Application Server Network Deployment

© Copyright IBM Corp. 2013 IBM Connections 4: PDS documentation with snapshot: AlIX and proxy 13



Deployment Scenarios

___ 2. The installation wizard for IBM HTTP Server 7.0 opens. Click Next.

|BM HTTP Se

Welcome to IEM HTTP Server 7.0

WUELENE s software | | This wizard installs IBM HTTP Server 7.0 on your computar.
gLt See the [BM HTTP Server 7.0 Installation Guide to learn more about this
' installation.

Click Next to continue.

Installzhield

|2
1
=
i
e
o

Cancel

Figure 12. IBM HTTP Server 7.0 installation wizard: Welcome screen
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___ 3. Accept both the IBM and the non-IBM terms and click Next.

Goftware License Agreement
Flease read the following license agreement carefully.
International Program License Agreement

ME

Fart 1 - Ceneral Terms

EY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
FROGEAM YOU AGREE TO THE TEREMS OF THIS ACEEEMENT. IF YOU ARE
ACCEFTIMNG THESE TEEMS OM BEHALF OF ANOTHER PERSON OR A COMPANY
OF OTHER LEGAL ENMTITY, YOU REFEESEMT AMD WARFAMT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO
THESE TERMS. IF YOU DO MOT AGREE TO THESE TEEMS,

- DO NOT DOWMNLOAD, IMNSTALL, COPY, ACCESS, OF USE THE PROGEAM,; AND

Fead non-1EM terms

@ | accept both the IBM and the non-1EM terms

)1 do not accept the terms in the license agreement

Print

Installzhield

< Baclk | Mex}.\} | Cancel
InF

Figure 13. IBM HTTP Server 7.0 installation wizard: Software License Agreement screen
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__4. The prerequisites are checked. Click Next if passed.

IBM HTTR

System Prerequisites Check

Passed: Your operating system completed the prerequisites checlk
successfully.

Your operating system meets or exceeds the requirements for this product.
See the WebSphere Application Server detailed system requirements Weh
pages for more information about supported operating systems. Co to the
product suppaort Welb pages to obtain the latest maintenance packages 1o
apphy after installation.

Click Mext to continue the installation.

Installzhield

< Back | | Mext > | Cancel

Figure 14. IBM HTTP Server 7.0 installation wizard: System Prerequisites Check screen
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___ 5. Select the product installation location and click Next.

IBM HTTF Server 7.0

Enter the installation location
Product installation location:
\Jopt/IBM/HTTPServer
Erowse. ..
Installzhield
<Back | | Next»> | || cance
; ; kS

Figure 15. IBM HTTP Server 7.0 installation wizard: Installation location screen

© Copyright IBM Corp. 2013 IBM Connections 4: PDS documentation with snapshot: AlIX and proxy 17



Deployment Scenarios

___6. Assign the values for the HTTP Port and the HTTP Administration Port and click Next.

|BM HTTP Se

Port Values Assignment

IBM HTTF Server communicates using the port numbers listed below. If these
parts are already in use by IBM HTTFP Senver or another application, then
change the port numbers from their default values.

HTTF Fort: |20 |

HTTFP Administration Port: |8008 |

Installzhield

<Back || [ Next> | | Cancel
L3

Figure 16. IBM HTTP Server 7.0 installation wizard: Port Values Assignment screen
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___7. Create a user/password to authenticate to the IBM HTTP Server administration and click
Next.

HTTP Administration Server Authentication

Create a user ID and password to authenticate to the [EM HTTFP Server
administration server using the WebSphere Application Server administrative
console. The newly-created user ID and password is encrypted and stored
in the conf/admin.passwd file. You can create additional user IDs after the
installation by using the htpasswd utility.

Create a user |D for [EM HTTFP Server administration server authenticati. ..
User ID:
lihsadmin |
Password:

Confirm Fassword:
|llllllll| |

Installzhield

< Back Bext = Cancel
b

Figure 17. IBM HTTP Server 7.0 installation wizard: HTTP Administration server Authentication screen
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___8. Setup IBM HTTP Server administration server and click Next.

|G

IBMIHTTE Server 7.0 B X

Installshisld

Setup HTTP Server Administration Server

Perform steps to administer IEM HTTF Server using the IBM HTTFP Server
administration server on Linux and UNEK operating systems. When selected,
the installation grants a user |[D write access to the necessary IBM HTTF
Server and plug-in configuration files. Optionally, wou can complete this step
after installation by running the setupadm script.

Setup [BM HTTFP Server administration server 1o administer IBM HTTF
Servar.

'Crgate a unigue user |ID and group for IBM HTTP Server administration
files.

User ID:

|ihsadmin

The user ID for the administration server cannot
e a root User.

Croup:
ihsadmin

< Back | MEI{E = | Cancel
i3

Figure 18. IBM HTTP Server 7.0 installation wizard: Setup HTTP Server Administration server screen
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__ 9. Install the IBM HTTP Server plug-in and click Next.

IBMIHTTP Server 7.0

| WebSphere, software

e

IEM HTTP Server Plug-in for IEM WebSphere Application Server

Silenthy install the plug-in wusing the remote installation scenario. The host
name and weh server definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application
Server. If there are multiple Application Servers, then select ane of the

semvers and specify the machine's host name.

Install the |IEM HTTF Server Plug-in for IEM WebSphere Application Sernver

Web server definition:

|wet:nseru1er1

Host name or IP address for the Application Server:

|<H|:ust name ar P addrezs for the Apphcation Server:

Installshield

< Back

Cancel

L Lo Newt> ]
55

Figure 19. IBM HTTP Server 7.0 installation wizard: IBM HTTP Server plug-in for IBM WebSphere Application Server screen

© Copyright IBM Corp. 2013
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The installation begins.

| WebSphere, software

IBM/HTTF Server 7.0

Creating the uninstaller...

-

(=1
Ea-

Installshisld

< Back

cancel

Figure 20. IBM HTTP Server 7.0 installation wizard: Installation in progress screen
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___10. When the product is successfully installed click Finish.

i IBM|HTTE Server 7.0 =

Success: The following product was successfully installed:

# IEM HTTP Server - fopt/IEM/HTTF5erer

[EM HTTF Server Flug-in for IEM Websphere Application 5erver was
successfully installed to;

Jopt/IBM /HTTPServer/Flugins

For information on canfiguring and using the IBM HTTFP Server, refer to the
on-line |BM HTTF Server Information Center.

Click Finish to exit.

Installshield

i
ot

< Back

| [ Einsh | |
13

Figure 21. IBM HTTP Server 7.0 installation wizard: Installation completion screen
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Install fix pack for IBM HTTP Server

Install Update Installer

__ 1. Runthe command in the following figure to open the Installation Wizard for the Update
Installer.

Figure 22. Command to open the Installation Wizard for the Update Installer

__ 2. Onthe welcome screen of the Installation Wizard for the Update Installer, click Next.

Installation Wizard for the Update Installer

Welcome to the Installation Wizard for the IBM Update Installer for
Websphere Software. Additional information can be found at the |Information
Centers and Support sites for WebSphere and related products home page.

Click Mext to continue.

Installshield

Cancel

,,.:.
I=
(5]
e

W

Figure 23. Installation Wizard for the Update Installer: Welcome screen
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___ 3. Accept both the IBM and non-IBM terms and click Next.

Installation Wizard for the Update Installer 7.0.0.23

Software License Agreement

Please read the following license agreement carefully.
International Program License Agreement

L] »

Fart 1 - Ceneral Terms

BY DOWMLOADING, INSTALLING, COPYIMNG, ACCESSING, OF USING THE
FEOGEAM YOU AGREE TO THE TEREMS OF THIS ACEEEMENT. IF YOU ARE
ACCEPTING THESE TEREMS OM BEHALF OF ANOTHER PERSON OF A COMPANY
OF OTHER LEGAL ENTITY, YOU REPREESENT AND WARFAMT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSOMN, COMPANY, OR LEGAL ENTITY TO
THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGEAM; -

Fead non-1EM terms

@ | accept both the IBM and the non-1EM terms

)| do not accept the terms in the license agreement

Print

Installzhield

< Bacl | ﬂext[\g | iCancel

Figure 24. Installation Wizard for the Update Installer: Software License Agreement screen
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__4. The prerequisites are checked. Click Next if passed.

Installation Wizard for the Update Installer 7.0.0.23

System Prerequisites Check

Passed: Your operating system completed the prerequisites checle
| WebSphere, ElELG successtully.

e

Your operating system meets or exceeds the requirements for this product.
See the WebSphere Application Server detailed system requirements Wehb
pages for maore information about supported operating systems. Co to the
product support Web pages to obtain the latest maintenance packages 1o
apply after installation.

Click Mext to continue the installation.

Installshield

< Back | Nextofy | | Lance|

Figure 25. Installation Wizard for the Update Installer: System Prerequisites Check screen
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___ 5. Select the directory to install the product and click Next.

Installation Wizard for the Llp&ate Installer’7.0.0.23

Installshisld

Installation Directory
IEM Update Installer for Websphere Software, Version 7.0.0.23 will be
installed to the specified directorny.
You can specify a different directory or click Browse to select a directony.
Directory path:
|,."npt,."IBI'u'I,."WebSphere,ﬂ'Updatelnstaller |
Browse. ..
< Back | Next|, | ||  Cancel

Figure 26. Installation Wizard for the Update Installer: Installation Directory screen

© Copyright IBM Corp. 2013
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___ 6. Review the installation summary and click Next.

Installation Wizard for the Llp&ate Installer’7.0.0.23

Installation Summary

Feview the summary for correctness. Click Back to change the wvalues on
previous panels. Click Next to begin the installation.

The following product will be installed:

# IEM Update Installer for WebSphere Software
Fath: fopt/IBM /Websphere/Updatelnstaller

for a total size;

& 336 ME

Installshiald

<Back | [ Nea»> | | Cancel
In§

Figure 27. Installation Wizard for the Update Installer: Installation Summary screen
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The installation begins.

Installatien Wizard for the Upﬂate Installer’7.0.0.23

Creating the uninstaller...

28%

Installshisld

< Back Mexts, ) Cancel

Figure 28. Installation Wizard for the Update Installer: Installation in progress screen
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___ 7. When the product is successfully installed click Finish.

Installation Wizard for the Llp&ate Installer’7.0.0.23

Installation Complete

Success: The following product was successfully installed:
# IEM Update Installer for WebSphere Software
Parh: fopt/IBM /Websphere/Updatelnstaller

Launch IBM Update Installer for WebSphere Software on exit.

You can also launch the Update Installer by running the update command in
the installation directony.

Click Finish to exit the wizard.

Installshiald

T

< Back

. | Finisp_| |
Im§

Figure 29. Installation Wizard for the Update Installer: Installation Complete screen
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You must also install the IBM Update Installer for WebSphere Software, by following these steps:

__ 1. On the welcome page of the IBM Update Installer for WebSphere Software wizard, click
Next.

Welcome to the IEM Update Installer for WebSphere Software wizard. b=l
This wizard installs ar uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supported:
# [BM WebSphere Application Server Version 6.1.0.0 or higher
# |EM WebSphere Application Server Metwork Deplovment Version | _
£.1.0.0 ar higher I
# |[EM WebSphere Application Server - Express Version 6.1.0.0 or
higher
# BM Application Client for WebkSphere Application Server Yersion
5.1.0.0 or higher
& Web Server Flug-ins for WebSphere Application Server Version
£.1.0.0 or higher 7
# |BEM WebSphere Application Server W&, 1 Feature Pack for Web
Senvices
# |[EM WebSphere Application Server W&.1 Feature Pack for E[B 2.0
# |[BEM WebSphere e¥treme Scale Version 7.0 or higher
# WebSphere Virtual Enterprise 5.1 or higher
# |BM HTTP Server Version & ar higher
# |EM WebSphere Process Server Wersion 6.0 or higher Lil
# Bl WehSnhere Fnternrise Service Bus Versinn & 0 1 ar hinher =
Installzhield
Bach Mexth} Cancel
¥

Figure 30. IBM Update Installer for WebSphere Software wizard: Welcome screen
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___2. Enter the installation location of the product that you want to update and click Next.

IBM, Update-Installer for WebSphere Software 7.0.0.23

Product Selection
Enter the installation location of the product that wou want to update.
You can select a different directorny from the drop-down list, specify a
different directory, or click Browse to select a directory.
Diractory path:
Jopt/IEM /HTTPServer -
Browse. .
Installzhield
< Back g'___ﬂ_egqh:-:_; Cancel
by

Figure 31. IBM Update Installer for WebSphere Software wizard: Product Selection screen
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__ 3. Select Install maintenance package and click Next.

IBM Update Installer for WebSphere Sofware 7.0.0.23

Maintenance Operation Selection

i® |nstall maintenance package.

i Uninstall maintenance package.

Installshisld

< Back | Mext = Cancel

Figure 32. IBM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen
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___4. Select the directory to install the maintenance package and click Next.

IBM UpdateInstaller _fdf‘_ya;‘ﬁ'ﬁﬁp@'f’;n;" Software 7.0.0.23

1'.".|'el:|5phere software
L
L

Installshiald

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You

can specify a directory or click Browse to select a path to maintenance
package.

Directory path:
|,."suftwarefwas_f 8]

Browse. .,

The latest maintenance packages are available online. Qbtain maintenance
packages for WebSphere Application Server and all Websphere Application
Server Feature Facks either by wvisiting the Eecommended fixes for

WebSphere Application Server webpage for a complete list or by using the

WebSphere Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Senver library or WebSphere Application Server information center webpages.

< Back | = Cancel

Figure 33. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory screen
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___ 5. Select the maintenance packages that you want to install and click Next.

IBM Update Installer for WebSphere Software 7.0.0.23

Available Maintenance Package to Install

Select maintenance packages to install:

3elect Recommended Updates Clear All 5elactions

7.0.0-W5-IH5-Linuxx&4-FPOO0O002 1. pak
[]7.0.0-Ws-PLC-Linux¥&4-FPO0O0O002 1 pak - This product is not applic...
[ 7.0 0-Ws-WaS-LinuxX&64-FPOO0002 1. pak - This product is not applic...

[ 7.0.0-Ws-WASSDE-Linu<S4-FPO00002 1. pak - Mismatched architect. ..

Each package selection might restrict remaining packages available for
further selection.

Multiple selections can be made for different products.

Click Next to continue

Installshisld

< Back - Mext > Cancel

Figure 34. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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6. Review the installation summary and click Next.
IBM Update Installer for WebSphere Software 7.0.0.0

Installation Summary

Feview the summary for correctness. Click Back to change values on previous
panels. Click Mext to wverify that | hawve sufficient privileges to perfom the

installatian.

Werify my permissions to perform the installation.
The following maintenance package will be installed:
@ 7.0.0-W5-IH5-LinuxX64-FP0O000021 - IEM HTTF Server
7.0.0.21 FixPack

an the following product:

@ IBEM HTTP Server - V7.0.0.0
Jopt/IBM /HTTPServer

Click Mext to begin the installation.

Installzhield

Mexth:.v Cancel

&3

< Back

Figure 35. IBM Update Installer for WebSphere Software wizard: Installation Summary screen (1 of 2)

© Copyright IBM Corp. 2013
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___7. Onthe Installation Summary screen, you are informed that you have enough permissions

for the installation. Click Next.

ﬁ IBM' Update Installer for WebSphere Software 7.0.0.0

- 0O X

Installation Summary

panels. Click Next to perform the installation.

7.0.0.21 FixPack
on the following product:

# IBM HTTP Server - ¥V7.0.0.0
fopt/IBM /HTTPSerser

Click Mext to begin the installation.

Success: You have sufficient permissions to perform the installation.

Feview the summanry for correctness. Click Back to change values on previous

The following maintenance package will be installed:

# 7.0.0-WS-IHS-LinuxX64-FP0000021 - IEM HTTP Server

Installzhisld

< Back

Hext »,

Cancel

2

Figure 36. IBM Update Installer for WebSphere Software wizard: Installation Summary screen (2 of 2)
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The installation components initialize.

ﬁ IBM Update Installer for' WebSphere Software 7.0.0.0 — 0O x

Initializing component: prereq.gskitiocal

| WebSphere, EipUEl:

[ sge:

Installzhield

< Back Kt = Cancel

=
T

Figure 37. IBM Update Installer for WebSphere Software wizard: Installation in progress screen
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___8. Theinstallation completes. Click Relaunch to add or remove extra maintenance packages.
— O x

IBM' Update Installer for WebSphere Software 7.0.0.0

Installation Complete
Success: The following maintenance package was installed:
# 7.0.0-WS-IHS-LinuxX64-FP0000021 - [EM HTTF Server 7.0.0.21

FixPack

ah the following product:

# IBM HTTP Server
Jopt/IBM fHTTPSenser

Click Relaunch to add or remove additional maintenance packages, or click

Finish to exit the wizard.

Einish

| ﬂelzﬁnch |

=2

Installzhield

Figure 38. IBM Update Installer for WebSphere Software wizard: Installation Complete screen
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__9. Apply 70021 fix pack. On the Product Selection screen, click Next.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Product Selection
Enter the installation location of the product that wou want 1o update.
You can select a different directory from the drop-down list, specify a
differant directary, or click Browse to select a directony
Directory path:
,."npt,.fIBI'u'I,.l'HTTF‘Ser‘uer,."PIugin5| -
Browse..,
Installzhield
Back Mexth::v Cancel
IE

Figure 39. IBM Update Installer for WebSphere Software wizard: Product Selection screen

40 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__10. Select Install maintenance package and click Next.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Maintenance Operation Selection

i® [nstall maintenance package.

) Uninstall maintenance package.

Installzhield

<Back | | Nexp> | Cancel
Bac by

Figure 40. 1BM Update Installer for WebSphere Software wizard: Maintenance Operation Selection screen
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___11. Select the directory to install the maintenance package and click Next.

IBM Update Installer for-WebSphere Software 7.0.0.0

] RN software
} -'-l O

LA

Installzhield

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You

can specify a directory or click Browse to select a path to maintenance
package.

Directory path:
|,"suftware,"was_f 8]

Browse. ..

The latest maintenance packages are available online. Qbtain maintenance
packages for WebSphere Application Server and all Websphere Application
Server Feature Packs either by wisiting the Eecommended fixes for
WebSphere Application Server webpage for a complete list or by using the
WebSphers Maintenance Download wizard to find specific maintenance
packages.

Additional information can be found online at the WebSphere Application
Sernver library or WebSphere Application Server information center webpages.

< Back | Mex, » | Cancel
Lt}

Figure 41. IBM Update Installer for WebSphere Software wizard: Maintenance Package Directory screen
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___12. Select the maintenance packages that you want to install and click Next.
IBM Update Installer for-We bS EFﬁfg"-sa;ﬁd_afé 7.0.0.0

Available Maintenance Package to Install

Select maintenance packages to install:

] VR software
N Select Eecommended Updates Deselact Al Updates

LA

7.0.0-W5-PLG-Linuxx&4-FPO00002 1. pak
7.0 0-WS-WASSDE-LinuxX&4-FPO00002 1. pak

[]7.0.0-Ws-IH5-Linuxx&4-FPO0O0002 1. pak - Mot Applicakble

[]7.0.0-Ws-WasS-Linux¥E4-FFO00002 1. pak - Mot Applicable

Each package selection might restrict remaining packages available for
further selection.

Multiple selections can be made for different products.

Cliclk Mext to continue

Installzhield

< Back | Nex, > | Cancel
Lt

Figure 42. IBM Update Installer for WebSphere Software wizard: Available Maintenance Package to Install screen
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___13. Review the installation summary and click Next.
IBM Update Installer for We bS En_ﬁ_.gr'g' ‘Software 7.0.0.0

Installation Summary

Feview the summanry for correctness, Click Back to change values on previous
panels. Click Mext to perform the installation.

[ |Werify my permissions to perform the installation.
The following maintenance packages will be installed:
@ 7.0.0-W5-PLG-LinuxX64-FP0D0O00021 - WebSphere Plugin

7.0.0.21 FixPack
& 7.0.0-WS-WASSDE-LinuxX64-FP0000021 - Software Developer

kit 7.0.0.21

to the following lacatian:
& fopt/IBM/HTTPServer/Plugins

Click Mext to begin the installation.

Installzhield
< Back [[ext, = Cancel
o I\‘_-. o=

Figure 43. IBM Update Installer for WebSphere Software wizard: Installation Summary screen

© Copyright IBM Corp. 2013
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The installation begins.

IBM Update Installerfor-WebSphere Software 7.0.0.0

Installzhield

Initializing ......

< Back

Cancel

Figure 44. IBM Update Installer for WebSphere Software wizard: Installation in progress screen

© Copyright IBM Corp. 2013
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___14. The installation completes. Click Finish.
IBM Update Installer for WebSphere Software 7.0.0.0

Installation Complete
Success:The following maintenance packages were installed:
# 7.0.0-WS-PLG-LinuxX64-FP0000021

& 7.0.0-W5-WASSDE-LinuxXé4-FP0000021

to the following location:
# [opt/IEM/HTTPServer/Plugins

Click Relaunch to add or remove additional maintenance packages, or click

Finish to exit the wizard.

Eelaunch | | ish |
L k]

||=]

Installshield

Figure 45. IBM Update Installer for WebSphere Software wizard: Installation Complete screen
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Configure WebSphere Application Server security

Configure the federated repository
__ 1. Go to Security > Global security.
[E Security

Global security

Figure 46. Global security

___2. Select Enable application security.

Global security

Usze this panel to configure administration
all adriinistrative functions and iz used a:
custornize the security policies for user ap

Security Configuration Wizard |

Administrative security

W Enable administrative security

Application security

¥ Enable application security

Elal=1
Figure 47. Application security enablement
__ 3. Click Configure...
User account repository

Current realmn definition

Federated repositories I

Available realm definitions

| Federated repositories d| Configure... | Set as current

Apply | Reset

Figure 48. User account repository

© Copyright IBM Corp. 2013 IBM Connections 4: PDS documentation with snapshot: AlIX and proxy 47



Deployment Scenarios

__4. Inthe Related ltems section, click Manage repositories.

v Ignore case for authorization

Repositaries in the realm:

Add Baze antry to Raalm.., | Usze built-in repositary Rernouve |
Selact | Base Entry Repositary Idantifiar Repos
You can administer the following resources:
o o=defaultWIMFileBasedRealm InternalFileRepository File
Additional Properties Related Items
Property extension repository Ma = repositories

Entry riapping repository Trusctd authentication realms - int

Supported entity tepes

Figure 49. Related items > Manage repositories

__ 5. Click Add.

Global security > Federated repositories = Manage repositories
Repositaries that are configured in the systerm are listed in the follawing i

Prefarences

éd Delate
e

Select | Repository Identifier &

“ou can adrninister the following resources:

InternalFileRepaoszitary

Total 1

Figure 50. Global security > Federated repositories > Manage repositories
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___ 6. Inthe General Properties window, enter a repository identifier, the directory type, a primary
host name, and port, and click Add.

Global security > Federated repositories = Manage repositories = New

Epecifies the configuration for secure access to a Lightweight Directory Access Protocol [LDAP) repository with optional failover

eneral Properties

Repository identifier

leDirses |
LDAP server Security
# Directory type Bind distinguished name

| Mowvell Directory Services |:r‘=a::|r'1ir',..=ibr'1

# Primary host name Part Bind password
[<Primany host namne> 389 [ssssnns

Login properties

Failower server used when primary is not available: |ui::|
Delete LDAP attribute for Kerberos principal name
Select| Failover Host Mame Port
Certificate mapping
MNone -
| ExacT_DN -
add | Certificate filter
Support referrals to ather LDAP servers
ignore = I Reguire S5L communications
-

Centrally managed

Manzge endpoint security configurations

' Use specific S5L alias

[ =] SSL configurations

Figure 51. General properties window
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___ 7. Next, click Add Base entry to Realm...

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of
identities in the file-based repository that is built inte the system, in one or more external repositories, or in both the built-in repositoery and
one or more external repositories.

General Properties

# Realm name
|::Ief5u|t'.'.']l-‘ FileBasedRealm

* Primary administrative user name
|wssa:|r"|ir'

Server user identity
= Automatically generated server identity

" Server identity that is stored in the repository

v Ignore case for authorization

Repositories in the realm:

Add Base entry to Realm... Use built-in repository Remowve

Select| Base Entry Repository Identifisr Repository Type

You can administer the following resources:
r |=eDir88,cu=Lotus ,ou=Softvare eDirB85 LDAP:NDS
Group,o=ibm

o=defaultWIMFileBasedRealm InternalFileRepository File

Total 2

Figure 52. Adding base entry to the realm (1 of 2)

Global security > Federated repositories > I=eDir88,ou=Lotus, ou=Software Group,o=ibm

Specifies a3 set of identity entriezs in a repository that are referenced by a base entry inte the directory infarmation tree. If multiple repositoris
are included in the same realm, it might be necessary to define an additional distinguizhed name that uniquely identifizs this set of entries
within the realm.

General Properties

* Repositony

# Distinguished name of 3 base entry that uniguely identifies this s=t of entries in the realm
||=eDirES,:u=L:tu5,:u=S:ftwa

Distinguizhed name of a base entry in this repositary
||=eDirES,:u=L:tu5,:u=S:ftwa

F-\::h','| M Reszat Cancel

Figure 53. Adding base entry to the realm (2 of 2)

___ 8. Restart all Deployment Manager and Nodes
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DBWizard

Assume that DB2 and Tivoli Directory Integrator are already installed.

Preparing Icuser and Wizard

__ 1. Loginto the DB2 server as the root user and type the following command to create a user.

1 —u 1004 —-g cdml —-m —d

Figure 54. Command to create a user in DB2 server

__ 2. Extract the Wizard package and change Wizards directory permission to DB2
administration.
142200

Figure 55. Extracting wizard package and changing wizard directory permission

__ 3. Check DISPLAY value.

Figure 56. Checking display value

___ 4. Switch to DB2 administration user, db2inst1, and export DISPLAY.

whoamil

wort DISPLAY=lckhlade0d:1.0

Figure 57. Switching to DB2 administration user and exporting display
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Create LC database

Information
-8 \

For this step, the DB2 user is an administrative user.

A J

_ 1. Run./dbWzard. shin the extracted Wizard folder.

Figure 58. Running .dbWizard.sh

___ 2. The database wizard for IBM Connections 4.0 opens. Click Next.

- |1
Database wizard for IBM Connections 4.0

[This wizard can cmate, deleta or updais the IBM Connections databases
To access nlomaton about the poduct, ses the IBM Suppod Wab aie:

hitp v« 10, I bus oo myidd liches tovav ik nst sp Ve wC misgones vap " bokupMama=lBM Connectiora 4 0 beta documanmtion

To contnue . chck Nexi

Lwrsed Maw ok - Propedy of BAL Lowose L-ELMSS000L 8

B apyrp s B Copaaaion &' o eesian PO0T, 207 1. AFAghs Ressnnd. M e B lyra Beviooss aod Lok 8 fad o=l i of B Comombes & Be Lsieg
S, 0PeTCoEIEEE 0 Dalfe DI COMIET DRO0DT OF BEACDE TRFES Ty De I ETas s B SeADE TR alefre . A ourenl i o BV Eaevind 8 4 svadable o
Fre Wb at s ber com lega [copyimde sam. LS, Goverment Users Besircied Aphn: Use duplonson ordsclsane resinomed by (254 A0S Sohed ule Eonsmcy wir
BM Cop. Pisave sre frp About page lor kefer inkamaton

Bac} i 2E Cance|

Figure 59. Database wizard for IBM Connections 4.0: Welcome screen

52 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 3. Inthe database task selection screen, select Create and click Next.

Database task salaction

Select the datmbase ok

@ Cmate
D Deleie

C} Update cpemion only kor IBM Conneclons database 30 1xi0 4.0

l‘__h:ﬂ

Binck

Cancel

Figure 60. Database wizard for Lotus Connections 4.0: Database task selection screen
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__ 4. Inthe database selection screen, select DB2 Universal Database (TM) and click Next.

= ]

Database selection

Select the datsbase type. nsialion beaton. and daisbass instance.

@ DE2 Unsemal Database (T

l:j Cmcle Entemme Editon

Daisbass instaltion bealon

!me BMdbzNG 7 Browns...

Database nstance

1&:2n-:11|

Bock Hext Cmncal

Figure 61. Database wizard for Lotus Connections 4.0: Database selection screen
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__ 5. Inthe Applications selection screen, select all options available and click Next.

= |« f i
Applications selection

Cognes database & lor Congoa Bl Serer. You will nesd Cogros to use Meirca

Activtins
Blogs
Communies
Bookmarke
Pralies
Home page
Wik

Filea
Fanma
Mobie
Metrics
Cogros

Selbect Al =

Bock

Cancal

Figure 62. Database wizard for Lotus Connections 4.0: Applications selection screen
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___ 6. Check the pre-configuration task summary and click Create.

=

]

Pre-configuration task summary

1BM Connections B mady o ceeate datshases lor the following sppleatons.

Action: Ceate IEM Connectons dainbases

Dambose type: DB2 Uniemal Dambase (TH)

Datobase instnll bention: jop2 1B db2 VR T

Dntabase nstance: dbZinat)

The selected apphalons am: Acadies. Blooy. Communities. Bookmarks, Profies, Home page, Wik, Flei. Forums
lobie, Mainca, Cognos

Ackvides

Dimbmboicss g OPMACT

Databose veer LCUSER

Sqlmmpis o mun: ceate Db agl. appGmntag|

Blogs

Dnisbase rome BLOGS

Dmbabose wesr: LCUSER

Sqlempis o nen: coente Db agl. appGimnm |

Commamities

Dbk i SHOOMM

Database weer LCUSER

Sqlecmpis o nn: ceeate Db g, appGmnie o)

Show the detaded databose commands.

fack Cmate | Gancel

Figure 63. Database wizard for Lotus Connections 4.0: Pre-configuration task summary screen
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Creation of the database starts.

=] |1
Database creation task

C mating datnbases .

Legging to /homa/dbZinet | EWzard bg'db\W card/'dbConfg_20120912_181812_mobis_cmateDb by

Figure 64. Database wizard for Lotus Connections 4.0: Database creation in progress

___ 7. After completed, review the result. Then, click Finish.
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Populating the Profiles database by using Population Wizard

__ 1. Inthe welcome screen of the population wizard, click Next.

B Profiles population wizard for 18M Connections 4.0

Welcome to Profiles population wizard for IBM Connections 4.0

[Thig wizard populstes the Profiles database for 1BM Connections with users from your LDAE directory

To access imFormation about this product, click the Launch Information Cenber

Launch Information Center

click Next to continue

Licensed Materials - Propery of IBM. License L-CMAS-B00PLG

DCapyripht BV Comporalion and s censors 2007, 2011, Al Rights Reserved 10, the 1OM 000, [bm.com and Loflus are
frademarks of B Cosporation in the United States, other countries, or bolh. Obber company, prodlict or S&NICe names may be
frademairis oF senase marks of olhers A current Hal of 1B lrademarks 13 svgigbie on the Web ot

www b comlisgalFcopyirade shimi U5 Government Users Reslricled Rights. Use, duplicabion or disciosie restricled by
=54 A0P Schedule Coslrach with IBM Corp, Pledse se¢ he Abowt pape for furtier Information

Iumd‘.l;u'mdll

Figure 65. Profiles population wizard for IBM Connections 4.0: Welcome screen
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___2. Select the location to install the Tivoli Integrator and click Next.

& Profiles population wizard for IB™ Connections 4.0

Tivali Directory Integrator install location
€3 The wizard was unable to locabe the Trali Directory Integrator in the default location,

IBM Connections uses Tivol Directory [ntegrator ko populate the Profiles datsbase. Specify the location of the Tivol Direckory
Integrabor program files. Tholi Directory Inkegrator must be version 7.1, FicPack?,

Select the location of the Tvol Directory Inbegrator installabion drectory:

| :AIBMITDIY?. 1 Browse... |

Back Hext canced

Figure 66. Profiles population wizard for IBM Connections 4.0: Tivoli Directory Integrator installation location screen
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___3. Select DB2 Universal Database(TM) as the database type and click Next.

& Profiles population wizard for 18M Connections 4.0

Profiles database type

Select the Profiles datsbase type.

I+ DBZ Universal Databace] TH)

Back e Cancel

Figure 67. Profiles population wizard for IBM Connections 4.0: Profiles database type screen
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___ 4. Enter the database properties and click Next.

Frofiles database properties

Host name:

Enter the Profiles database properties, The wizard uses this information to access the Profiles database,

& Profiles population wizard for 16M Connections 4.0

| <Host narnes
Port:

| soo00
Database name:

| PECPLEDE
JOEBC driver bbrary path:

| a2t

Liser 1D {Account used to write to database):

| kuser
Password:

Back: I i I Cancel

Figure 68. Profiles population wizard for IBM Connections 4.0: Profiles database properties screen
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__ 5. Specify the LDAP host name and server port and click Next.

& Profiles population wizard for I8 Connections 4.0

LDAP server connection

Specify the LDAP host name and port to enable the Profies populstion wizand to connect o the LDAP server.

LDAF slrves nime:

[ <LD&P server name:
LOKP sarver port:

| 205
Salect bo wse S50 communcaton for secured accass
I Use 550 communication

Back [ Cancel |i

Figure 69. Profiles population wizard for IBM Connections 4.0: LDAP server connections screen
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___6. Enter the bind distinguished name and password and click Next.

B Profiles population wizard for 16M Connections 4.0 =] E3

LDAP authentication properties

Enter the bind distinguished name and password to to allow the wizard to access the LDAP directory.

| crmpsbind wpsbind, ouslUisers beeDird3s, ousL obus, cusSoftware Group,o=ibm

Bind password;

[ II'I'I-I-'I-‘-II

Back, Mext Cancel

Figure 70. Profiles population wizard for IBM Connections 4.0: LDAP authentication properties screen
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___7. Enter the distinguished name and filter for LDAP user search and click Next.

Base distinguished name and filter for searches

Enter the base distinguished name and filter For this wizard to begin searching For users in the LDVAP directory tree.
LOAP user search basa:

| ousLlsers, l=eDirdd, cusLotus, ousSoftware Group, osibim]
LDAP user search Filter:
| (aduid="(objectclass=inetOrgPerson))

Back. | Rect I Cancel

Figure 71. Profiles population wizard for IBM Connections 4.0: Base distinguished name and filter for searches screen
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8. Select and LDAP attribute and click Next.

n Profiles population wizard for I68M Connections 4.0

Profiles database mapping

Select an LDAP attribute or a JavaScript function for each field in the Profiles database,
You can sark the cobumns by selecting the column header, or select each row bo add, remove, or edit the LDvP attribube or Javascript

Function,
Database Fields | LDWP Attribukes or 35 Functions | Description | -
albernatel astname Albernabe last name
bédgld Bulding
bloghr! Blog link
calendarlr Calendar link.
countryCode 4 Country code
courtesyTitle Courtesy title
depthiumber Departrient rumber
description description Aot e -
desplaniiame e Marme
distinguishadhame +dn LDAP destinguished name

Office emal

ExDErence

FaxMumber Facsmilet elephorenumber

Floor

FreeBusylrl FreejBusy time link

givenilame givenilame defaudt given name

ghvenhlames grveniblame Supported mulkiple ghven names

groupwareEmal Albernabe ermail ll

Figure 72. Profiles population wizard for IBM Connections 4.0: Profiles database mapping screen
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__ 9. Select the check box for each type of optional information that you want to add and click

Next.

& Profiles population wizard for IBM Connections 4.0

Optional database tasks

Select the check box for each byps= of optional information thak youw want to add. You must supphy a C5V file with data for each

information type.

[~ Countries

| oy
[" Departments

51

[ Organizations

[ Emplovee bypes

™ Work locations

Do you warnit bo run the bask that marks the profiles of sach manager?
1 Yas

" Mo

IIII
@

LEEERE

Batklldsxtl(an-cell

Figure 73. Profiles population wizard for IBM Connections 4.0: Optional database tasks screen
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___10. Check the population configuration summary and click Configure.

h Profiles population wizard for 188 Connections 4.0

Profiles population configuration summany

Praifile popadation wizard is ready ko run the population with the following configuration.

Configuration details,

Dakabase host name: < Databasze host namer

Database nama: PECPLEDE

Database port: S0000

JOBC driver library path: C:iydb2jdbc

Database user 10 louser

Database type: DE2 Universal Database(TH)

LDWP host name: < L0AF host names

LDWP server port: 369

Bind distinguished name: cr=wpsbind wpsbind, ou=Users l=eDirgS, ou=Lobus, ou=S5cftware Group, o=ibm
LOAP user search base: ou=Users, l=eliwE8, ou=Lotus, ou=5cftware Group, o=ibm
LDWP user search Filter: (Gdusd=")objectdass=inet OrgPerson))

Tiwol Directory Integrator installation location: C:YEMITOIV?.1

Lise 551 communicateon: Mo

Ophional task lisk: Mark managess

To change any settings, dick Back. To begin the configuration, dick Configure:

Back Configura

Figure 74. Profiles population wizard for IBM Connections 4.0: Profiles population configuration summary screen
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___11. The population task begins.

& profiles population wizard for 18M Connections 4.0

Executing population task

This task may take several mrutes or hours, depending on the size of your LDAP drectory.

Populating...
Logging into C:\Doouments and Settings| AdministraborlcWizardogipdijbdi_200 20618 _1 72552, log
(]
Open Log

Figure 75. Profiles population wizard for IBM Connections 4.0: Population task in progress

68 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

Install Connections

Assume that WebSphere Network deployment is already installed.

__ 1. Extract the Installation files.

Figure 76. Install Connections

___ 2. Start WebSphere Application Server Network Deployment Manager.

|

Window Edit  Options

r0l/bin

Figure 77. Starting WebSphere Application Server Network Deployment Manager
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__ 3. Start IBM Installation Manager.

= - | |
3 i
od Shome/ICBuild/LCId. 0 _20120524=2200/Lc mections Install/IMfaiz
28 ./install.sh |
¥

Figure 78. Starting IBM Installation Manager
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___4. Inthe Select packages to install window, select the packages that you want to install and
click Next to continue.

= : =

| Install Packages
i
| Select packages 10 inslak

: for Other Versions, F

Conneclions_

Figure 79. Extracting the installation files
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__ 5. Review and accept the license agreement by clicking | accept the terms in the license
agreements. Click Next.

=l =15

Install Packages
Read the foBowing license agreements carefuly,

@ | accept the term

@ | donot &

Figure 80. Accepting the terms in the license agreements

___ 6. Specify the location of shared directories for IBM Installation Manager.
__a. Specify the location of the Shared Resources Directory.

___b. Specify the location of the Installation Manager Directory. This option appears only if
IBM Installation Manager is not previously installed.
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___c. Click Next.

Install Packages
Select a location for the shared resources directory and a location for Installation Manager.

s stored in wo

ed, [BM Installation b2 er will be use A ] uni ur packages

Instaliation Manager Directony.

Figure 81. Specifying the location of shared directories for IBM Installation Manager
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___ 7. Specify the location of the installation directory for IBM Connections.

A package group is a bocation thet contains one or more packages. Some compatible packages can be Instafed inlo a common package

| Install Packages .'“ |
| : ;
| group and will shase a common wser inerdace. Select an exising package group, OF CIEALE & NEW One.

N (BN Connections fopt/IEMVLolusCaonnectians

Figure 82. Specifying the location of the installation directory for IBM Connections
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___8. Confirm the applications that you want to install:
= - |.-]

Install Packages i
Seledt the features 1o install, -

Shared Resm

Cancel

Figure 83. Selecting the features to install
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__a. Clear Metrics.

___b. Click Next.
= ] | -l,_FJ

Install Packages
Select the features to install.

Bestore Default

Metrics

Il

Yalume

| Besmrres Aren fnol

Cance

Figure 84. Selecting the features to install: clearing Metrics

__9. Enter the details of your WebSphere Application Server environment:

__a. Select the WebSphere Application Server installation location that contains the
Deployment Manager.
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___b. Enter the properties of the WebSphere Application Server Deployment Manager.

[

Install Packages
Fill ins the canfigurations for the packages.

=

Commeon Configurations

Figure 85. Entering the details of the WebSphere Application Server environment
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__c. Click Validate to verify the Deployment Manager information that you entered and that
application security is enabled on WebSphere Application Server.

Install Packages
Fill in the configurations for the packages.

Figure 86. Verifying the Deployment Manager information

f"“‘“‘
Note
s \/ N
If the verification fails, IBM Installation Manager displays an error message.
G J
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__d. When the verification test is successful, click Next.

Install Packages
F#l in the configuralions for the packages,

Figure 87. Validation successful message
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___10. Configure your topology and click Next.

=

Install Packages
Fill ins the cﬂrﬂign{axluna for the packages

| Common Configurations

Cluster2

M Ichlade0ZNedell
B |chadel3Moded]

B lcnadelzModel]
B Icbladed3MNodell

Sarver

Cluster?_server]
Cluster?_serer?

Cluster2_server]
Cluster?_server?

Figure 88. Configuring topology
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___11. Enter the database information.

Install Packages
Fill In the cunfigliaLiun'i for the packages,

Figure 89. Entering the database information
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___a. Click Validate.

Install Packages
F#l in the configuralions for ihe packages.

igurations Common Configurations

[Dalabase

Validation successfu.

Figure 90. Validation successful message
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__12. Specify the locations of the content stores.

Inzstall Packages -
| B3 Flease cick the "Validate™ button to contine.

Cancel

Figure 91. Specifying the locations of the content stores
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___a. Click Validate.

__b. Click OK to close the validation message.

Install Packages
3 Please click the “Validale™ buiton 1o continue.

Figure 92. Validation successful message
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__13. Select a Notification solution and click Next.

-

Install Packages

F#l in the configuralions for the packages. E

Commoan Configurations

MNotification

<Hozt name of ST messaging servers:

Figure 93. Selecting a notification solution (1 of 2)

© Copyright IBM Corp. 2013

IBM Connections 4: PDS documentation with snapshot: AlIX and proxy 85



Deployment Scenarios

Install Packages ﬂ!
Fill iy the configurations for the packages -

Configurations

'

cancel

Figure 94. Selecting a notification solution (2 of 2)
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___14. Review the information that you entered. To revise your selections, click Back. To finalize
the installation, click Next.

= Em

Install Packeges
Review the summary infarmation

Cance

Figure 95. Summary information
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___15. To start the installation, click Install.
= [

Install Packages
Rewiew the summary information.

Figure 96. Installation in progress
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___16. Review the result of the installation. Click Finish to exit the installation wizard.
=

Install Packages

Instaliation Manager w

Figure 97. Installation completion
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___17. Restart the Deployment Manager.

—| | -1

fprofiles/Dmgril /bin/

in file

sh-3.2
ADMUO11

Figure 98. Restarting the Deployment Manager

___18. Start all the federated nodes and enter the startNode command.

T

=l [«

Al

Figure 99. Starting all the federated nodes

___19. Log in to the Integrated Solutions Console on the Deployment Manager for a full
synchronization of all nodes.
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3. Post-installation

Configuring IBM HTTP Server with SSL

Defining IBM HTTP Server

1. Log in to the WebSphere Application Server Integrated Solutions Console on the
Deployment Manager and select System administration > Nodes. Click Add Node.

Add Node | Remove Node | Force Dalete [ Synchronize I Full Resynchronize | Stop
B
+ *
Salect Mame 2 _ Host Mama 2 _ Varsion Discovery Protocol 2 _ Status (9
You can administer the following rescurces:
leblade0iCellManagerdl I b . o ND 7.0.0.21 TCP til
r lcblada2Rodedy I ib . com ND 7.0.0.21 TCP e

W lebl 1 I ibm . com KD 7.0.0.21 TCP L

Figure 100. Adding a node from the system administration

___2. Choose Unmanaged node.

l‘ Chasa page

Ups thiy pegs tc add sither 3 mansged or an yunmanaged nods.

Hansged aods

Spacifies the caaton of & managed mode. A managed nede CONtRin an appication Sarer precass that rund within the deployment masager call The managed node
4 apdociated wih 8 rods agent process that maintaing the configuration for the nede and nirels O3 cpsration, Choosing this optiom results in rusnisg the add nods
wtdiy to faderats an sxisting standalons applcation server,

Unmanaged node

Specilies the cmation of an usmanaged nada. An unmanaged Aode epresents & node in the fapalagy that daed nat Bave &n Bpalicatian Tefver Sroceis &f & Aode
Egent process. Uamansged nodes ass for sthar danves processsd. duch 53 Wab senim that axit o8 hald i nods = the bapsligy.

Mext Cangel

Figure 101. Selecting node type
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__ 3. Input node name and host name.

" Nodes > New

Use this page to view or change the configuration for ai
does not have a node agent running to manage the pr

Configuration

General Properties

The additio

* Mame

|i|15

# Host Mame

| <Host name=

* Platform Type
I.H.IX vi

applied or:
Additional

| H‘.esetl | Cancel

Figure 102. Inputting node name and host name

4. Click OK and then Save.

__ 5. Select Servers > Server Types > Web servers and click New.

___6. Select the node that you just created and input server name as webserver1.

\l=lchlade01Cell0L, Profile

Use this page to create & naw Web server.

Step 1: Select 5

e for the Web
server and salect
the Web server
type

Step 2: Balect a
Wab servar
tem plate

Step 3: Enter the
propartias for the
new Web server

Step 4: Confirm
new Web sarver

Select a node for the Web server and select the Web server type
Select 2 node thlkmm!pond! to the Web server you vant to add.
Seleck nods
ihs -

* Sarvarnams
|'r_-l-b||n-|r:.

* Type
[1B0M HTTE Server =~

Figure 103. Inputting server name
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7. Click Next and then Next.

S

Use this page bo create & new Wab server.

Skep 11 Salect &
node for the Web
server and select
the Wab server type

Step 21 Select a

Wab server

template

Select Template Name Type Description

Stap 3: Enter the - iIHS
properties for the -
new Wab server

System

Stap 4: Confirm
new Web server

revious ] Next | Cancel I

| The IHS Wab Server Tamplate

Figure 104. Selecting a web server template

___ 8. Modify the HTTP server installation path and input username/password for IBM HTTP

Server administration.

Use this pags to creats a new Wab server.

Stap 1: Salect o

node forthe Web
server and select

tha Wab sarvar type

Stap 2: Salect a
Web serer
tamplate

+ Wab server installation location
[/opt/IBM/HTTP Sarvar

Step 31 Enter the
properties for the
new Web sarver

# Plug-in installation location
[opt/1BM/HTTPServar/Plugina

Application mapping to the Wabk servar
All -I

Entar the 1BM &dministration Server propartiss.

Stap 41 Conflrm
new Web sermar

+ administration Server Fort
2008

* Usemame

ihsadmin

* Passwerd
CRA LR LY

+ Confirm passwerd
srassnans ]

™ use 251

_previous | next] | Cnce |

Figure 105. Entering the properties for the new web server
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9. Click Next and then Finish.

Use this page to create a new Wab server
Step 11 Select a Confirm new Web server |
node for the Web :

sanver and salect
the Web server type

Tha following is @ summary of your selactions. Click tha Finish button to complate the Wab sanver
creation. If there are settings you wish to change, dick on Previous button ko review the serer
settings.

Step 21 Select a
Wbk server
tam plate

Summary of actions:
Step 31 Enter the Few Wab server entry “webaerer?” &
properties for the vill be created on node “ihs”

new Waeb server Platform Type “AIN"
Wab server inskallation

Step 4: Confirm root “fusrfIBM/HTTPSarvar =

Plag-in instsllatisn
new Web server } . j
root “fusr/ IBM/HTTPSsver/Plugins™. |

Pr!viousl Pim'shl Cancel.l

Figure 106. Confirming new web server

___10. Click Save.

I Propagate F | N.wi Dalet | Templates .. | =L I (2T I ErmiAat I
BB P
Salect| Name 2 _ Wab server Typs 2 _ | ponda 2 Host Mame 2 _ Version o _ | Statuz ()
| You can administer the folloving resources:
| umbserer] IBM HTTP Server iks I 5 .com et
. . . . . |iappcat e S
Total 1

Figure 107. Saving the new web server

___11. Synchronize all the nodes.
__12. Start IBM HTTP Server and IBM HTTP Server administration.

Figure 108. Starting IBM HTTP Server and IBM HTTP Server administration

___13. Select Servers > Server Types > Web servers.
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___14. Select the check box for webserver1. Click Generate Plug-in.

r Ganerate Plug-in I Propagate Plug-in ] Maw| Delete | Tamplates... | 5:m| 5mp| ; |
= A m e
Salect Hama O _ Wab sarvar Type O _ Nede O _ | Host Name 3 _ Varsion O | Status £
You can administer the Fnlluhdng reEsouCes]
(= vmbssrveri 18M HTTE Sarver i3 E_ﬂ"ﬂ ok
applicable
Total 1

Figure 109. Generating a plug-in for the new web server

___15. Select the check box for your webserveri. Click Propagate Plug-in.

Ganerate Plug-in |I Propagate Flug-in Ilel Dulate | Tamplates ... | Stin:l S'mpl |
E E k! Lo
= - -
Salect) Hame 5 _ Wab sarver Type Hods 3 Host Mama 2 _ Vemion 5 _ | Stakus g
You can administer the following rescurces:
|y vmbgervar] IBM HTTP Server ks | N . ib T .0 T Hat o
applicabla
Total 1

Figure 110. Propagating the plug-in for the new web server

___16. Restart IBM HTTP Server.

Figure 111. Restarting IBM HTTP Server
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Configuring IBM HTTP Server for SSL

__ 1. StartiKeyman on IBM HTTP Server computer.

M/ HTTPEerver/bin

2% . /ikeyman]

Figure 112. Starting the iKeyman on IBM HTTP Server computer

___2. Create a key file. Click New. Select CMS for the Key database type. Enter a name and
location for the new key file. Click OK.

IBM Key Management

Key Database File Create Yiew Help

D« ®

i

DE-Type:
Flle Mame:
Token Labek

Key database information

Ky database content

!FtrSnnﬂ Certificates

Recejva,.,
|

=l
Key database type | CMS -
Eile Name: [plupin-key kst
Location: | fopnJIEM JPluging_keyel

[ ok || cance

Delete

View | Edit..

Impoai.

Recregie Request.

Rename

Mt Self-Signed._

Exiract Certificale

Iﬁu start, please select the Key Database File menu Lo work with a key database.

Figure 113. Creating a key file
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___ 3. Enter your password in the Password Prompt dialog box, and confirm the password. The
password is VebAS. Select Stash the password to a file and then click OK.

| |

Passwaord: |-""

Confirm Password: |sesss

[ | Expiration time Days
Stash password to a file

Ok Reset

Cancel

Figure 114. Password Prompt

__ 4. The new key database should display in the iKeyman utility with default signer certificates.
Click New Self-Signed...

~| - Ykt =]
Eey Database File Create Yiew Help

Key database information
DE-Type: CHE

File Mame: Sfopt fIEM fFlugins_ keyvdb fplugin-key kd
Token Labek

Key database content
|Personal Certificates

=l L
Jut \ﬁuipheu ﬁuuln ey Delete
ML
Export/import..
BeTAMe REAN LS

Rename

New Self-5Signed... |

[ Extran Cenificate...
1h’he requested action has successfully completed!

Figure 115. Key database
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__ 5. Input a label name and set the validity period to be as long as you want but no longer than
9999 days. Click OK.

Ke'r Database File Create Yiew Help

D %R L

DE-Type: CM5
File Mame: fopt/IaM fPRging k

Token Label:

!F'etsun:l Certificates

[ WebSphere Plugin Key

=

Flease provide the following:

Eey Label ithladeni
Yersion [x500 va '!-'
Key Size [1024 [»

Signature Algorithm
Common Mame
Qrganization (optionah

Organizational Unit (optionah

Locality (optional

State ) Province fpptional
fipcode foptional |
Country or region  (aptional '
valjdity Period 3650

ok ] [ e

|-

. Lancel |

SHAIWIthRSA |~ |

ptional < Common Name [optional)>

Days

[+ | Recejve.
= oLE
Viewyy Edit.
| Eworyimpon. |
R.el:reit!_nequesl...

Rename

Y

[ Mew Self-Signed.. |

l Extract Certificave...

[rﬁl! requested action has successfully completed!

Figure 116. Creating New Self-Signed Certificate

___ 6. You can set this key to be default key by clicking Yes.

?

Do you vweant to set the Key as the default Key in the database?

Yos || to

Figure 117. Setting the key as the default key

7. Close iKeyman.

___ 8. Findthe file httpd.conf under /opt/IBM/HTTPServer/conf, open it with your favorite text editor

and at the end of the file, add the following lines:

LoadMbdul e rewrite nodul e nodul es/ nod_rewite. so

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so

<l f Modul e nod i bmssl.c>
Listen 0.0.0.0: 443
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<Mirtual Host *: 443>

Server Narre | cbl adeO1. cn. i bm com

#Docunent Root / opt/ | BM HTTPSer ver / ht docs

SSLEnabl e

</ Vi rtual Host >

</ 1 f Modul e>

SSLD sabl e

Keyfile /opt/|BM P ugi ns_keydb/ pl ugi n-key. kdb

SSLS ashFil e /opt/ | BM Pl ugi ns_keydb/ pl ugi n-key. sth
9. Restart HTTP server.

Figure 118. Restarting HTTP server

___10. Verify you can access https://<your | HS host>and get IBM HTTP Server page
successfully.

Figure 119. https://<your IHS host>
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Adding certificates to the WebSphere truststore

__ 1. Goto Security > SSL certificate and key management > Key stores and certificates >
CellDefaultTrustStore > Signer certificates. Click Retrieve from port.

E5Lcertificate and key management > Kay stores and cartificates > CeliDafaultTrustStors > Signer certificates
Manages signer certificates in key stores.

Freferences

Add Dtli:ﬂ] Extract | Rarieve from por
ey
(N NERIE
Select Aliss O Issued ta Fingerprint (SHA Digest) O Expiration
You can administer the following rescurces:
- |datapowsr OU=Root CA, O="DataPower | AS:BAIA4:B3:BC:26:2F 50 2A:80:93:CAIBAIFA:31:05:F2: 34:14:17 | Valid from
Technology, Inc.”, C=US Jun 12, 2003
bt Jun 7.
2023.
| met C N = . ibm oo, S5 BBIECIBEST BT CH 0B AT 961 BLICFI A2 TC139:24:54: D314 | Valid From
OUs=Reot Certificate, Apr 12, 2012
OuU=lcblade01CaliDl, te Apra,
OUsichladediCellManagerdl, 2027,

Q=1aM, C=US
Total 3

Figure 120. Signer certificates
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___ 2. Input host name and port number.

General Properties

# Host
[<Hast>

#* Port
(443

S5L configuration for ocutbound connection
| CellDefault55LSettings lﬁl|

* Alias
e R

Retrieve signer information

Retrieved signer information

Serial number

[1235323361 |

Issued to

| 1= m— cn.ibm.com |

Issued by
| CH=m—cn.ibm.com |

Fingerprint {SHA digest)
|FC:EL:EE:Fl:EA:?S:?6:A5:31:A4:SE:BF:EE:SE:EE:EB:LA:DE:EC:EG |

Validity period
Apr 23, 2022 |

Apply | OK Reset | | Cancel |

Figure 121. Inputting host name and port number

3. Click OK and then Save.
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Import WebSphere Application Server root certificate to HTTP server
__ 1. StartiKeyman on IBM HTTP Server computer.

Figure 122. Starting iKeyman on IBM HTTP Server comouter

___2. Export Deployment Manager root certificate. Open r oot - key. p12 under
/ opt/ 1 BM Viébspher e/ Appser ver / profi | es/ Dgr 01/ confi g/ cel | s/ cel |

_nare/ nodes/ DM
nanager narre/ . Key database type is PKCS12. Click OK.
Ky Database [Ili! gleun !Itw l:[elp
— K!'.' database inTormation
DE-Type: PRCS1Z
File Marmie: fapt/IEM / WebSphere fAppServer/ profiles /Dmgri L config fcelisficblade0 1 elld ] fnodesflcbladed2 Noded ] fkey pl2
Token Label:
Key database content

.Pﬂinnaj EE-I:L;;I-I:-E!.ES I =l |I Rerejve..
default g : Delete

key database type :_Pu:su =

File Marmie: [raot-keyp12 Crowse] View/ Edit..

Location: ffcellsficoladed1Cel0 L fnodes ficbladed 1CelM anagerdl ' Ea.?l.‘l_rl.llmwn...

[ Lancel Recregte Request...
Rename
ke
Mew Self-Signed..
Exiract Eertmmn_. |
IThe requested action has successtully completed!
Figure 123. Export Deployment Manager root certificate
Introduce the password when prompted.
/ Note
; I
The password is VEbAS.

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

.

Password: |*****

Figure 124. Password prompt

__ 4. Click Extract Certificate. Enter a name and location for the new certification file. Click OK.

— /B Fey Management - [foptIEMIWebSphereAppsenenprojiesiDmgr lconfincelisichiadel | Celil 1 inodesichiadel | Cellvianager| « ||
key Database File Create View Help

De @ ¥RL

DE-Type: PECS12

File Mame: ot |BM | WebSpheres AppGerver profiles /Omgro L fconfig foeltslcblade0 1Ce 1 nodes fichiade 0 1 eliM anagert I from-key pl2
Token Label

kKey database information

Key database content

Personal Cenificarzs

Data type |£:seﬁ4-tnmnld ASCI data E“']

Certificate file names icbladen Lerm, arm

Locatio [fopfibm jeent

Lok || gancel |

| NewSel-Signed.. |

r Extract Certificate.. |

lﬁhr requested action has successfully completed!

Figure 125. Extracting certificate
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__ 5. Export Node1 certificate. Open key. p12 under

/ opt /| BM Vébspher e/ Appser ver / profi | es/ Dmgr 01/ confi g/ cel | s/ cel | _nane/ nodes/ no
del_nane/ . Key database type is PKCS12. Click OK.

Key Database File Create Yiew Help

=

Key database information
DE-Type:
File Name:

Token Label:

Key database content

!Persanal Certificates | | ]I Recejve
key database type F_'KCS‘.LE [:. Delete
File Mame: Ryt 12 [ Erowse.. |
Location:

i | - 45 | Viewyy EdiL
L fconfig/cells ficblade 1 Cell0 L fnodesfIcbladedZNoded])

Impor.
Lok || ganeet

Rereile Bequesi

Rename

k
v Self-Signed
Extract Cermificate..,
[To start, please select the Key Database File menu 1o work with a key dalabase...
Figure 126. Exporting Node1 certificate
___6. Introduce the password when prompted.
/ Note
- \ Z N
The password is VEbAS.
A\ J

Password: [

Ok Clear Cancel

Figure 127. Password Prompt
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__ 7. Click Extract Certificate. Enter a name and location for the new certification file. Click OK.

~ [/ Key Management - [fopVIEMAWebSphere/AppServeriprofilesDmgrll configiceliichladeli Celif] nodes/cbiade02Nodel ey p] - [T
Key Database File Create View Help

EIEIEIE 3=

Key database information
DE-Type: PRC512
File Mame: Jopu/IBM fwebSphere fAppSerar profiles (Oomgrolfconfig foelsflcblaced LOel0 1 fnodes fchlade0? Node 0L /Ky pl2
Token Labek

Key database content

Data type

Cenificate Tile name:

Location:

|t:sn&4— enooded ASCI data i.'] L]

Icbladenzcer am | Clirowse. | Jies/Eai
{{op/1EM fcert | B0 B 0T
[Cox ] [ Ganeer | feae Reaues. |

i Rename ]

| New Self-Signed.. |

| Exdran cemiticate.. |

|[The requested action has successfully completed)

Figure 128. Extracting certificate
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___ 8. Export Node2 certificate. Open key. p12 under

/opt /1 BM \Wbspher e/ Appser ver/ profi | es/ Dmgr 01/ confi g/ cel | s/ cel | _nane/ nodes/ no
de2_nare/ . Key database type is PKCS12.

i— [[BM Key Management - [fopt/IBMANebSphereddppServerprofilesDmgr oonfigicelisAchiaden 1 Caill fnodesAchiade03Node 0 keyp | - [
Key Database File Create View Help

DR

DE-Type: PrRLS12
File Mame:

Key database information

FoptIioM feebSphere LappServer fprofiles fDmgrol fconfigfoalis ficbladad 1Celld 1 fnodes fichlade0 3 Moded 1 fkey p 12
Token Lalel:

Key database content

Iﬂuunal Cerificates I

= — = “ RECE[VE. _
default - E— -
Key database type  PRESIZ v . .
File Name: keypl? | [Ciowas ] JoMemyEdi.,
Location: WFeonfig/cells icblade0 1Cel0 L fnodes ficiaded3Mode0l /| Exporty import.,
| OK | Cancel  Recreate Request.
Rename
k

New Self- Slgneu..

Extract Certificate—

[The requested action has successfully completed!

Figure 129. Exporting Node2 certificate

Introduce the password when prompted.

Y‘;/ Note ~N

The password is VEbAS.
g

Password: [

Ok Clear Cancel

Figure 130. Password Prompt
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___10. Click Extract Certificate. Enter a name and location for the new certification file. Click OK.

— IBM Fey Management - [fopl/IBMAWEDSpheredAppServerprofies/Dmgr0 1/confi/celisActiade0 1 Celld i/nodesAciade0anode0 1 key.n [ - |1 |
Key Database File Create Yiew Help

DzsEERL

kKey database information
DE-Type: PRCS12

File Narmies
Token Label:

Jfopt/IBM fWebSpherefappServerfprofiles fOmgrol foonfigdcelisficblade0 1 Celld ] fnodes fichladed 3 Noded L fkey p12

Key database content

Personal Cemilica” = el | Rece

Delete
Data ype |EI‘“‘H-IHW“H ASCI dana ['] — |
Certificate file name: Icolade0icen. arm | Lﬂmh- ] wl
Locatione lfopt/Bn jcent | |

or/ import..
[ OK ':_ Llht? ' |n=i.ltnewm... |

| Rename |

| NewSen-signed.

| Extract Centificate. |

Imu requested action has successfully completed!

Figure 131. Extracting certificate
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___11. Add WebSphere Application Server certificates to IBM HTTP Server Plug-in kdb. Open
pl ugi n- key. kdb under /opt/IBM/Plugins_keydb/. Click OK.

IBM Koy Mananement

Key Database File Create View Help

NE e E

Koy database information

DE-Type

File Mame;

Token Labek

Key database content

IFerinnal l:_mri'iuus =) . L= ﬂ Recejyve..
Key database type  |CMS - i
File Mame: plugin-Key, koD | s View/ EdiL...
Locatione e JEBM fPIGgEnG _keyvdb | Exppoit limport

ITI . Candel | [ Hecreate Requesi.
Rename

mew Self-Signed

Extract Certificale

[The requested action has successfully completed!

Figure 132. Adding WebSphere Application Server certificates to IBM HTTP Server Plug-in kdb

__12. Introduce the password when prompted.

Vs ?‘/‘f Note ~

The password is V@bAS.
G J

Password: [

(0],9 Clear Cancel

Figure 133. Password Prompt
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___13. Select Signer Certificates. Click Add. Open the Deployment Manager certificate. Click OK.

IBh Ky Management ~ [foptfEMPlugins_ keydplugin-keykdbl (I}
Key Database File Create Yiew Help

SIEACHE Y

Key database information
DE-Type: CM3
File Mame: Sfopt/iEM [Piugins, keydiy plugin-key kdb
Token Label
Key database content
Ismnercrmrltmi |'i | Add..
- . | Delete .
ey MAb e - B [ vewean |
Location: \fopefIaM feen |
ok || caner |
[ Populate.. ]
l Rename |

Imu requested action has successfully completed!

Figure 134. Signer certificates
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___14. Enter a label and click OK.

=l [BM K.y Management — [fopt/iEM/Piugins_keydi/pligin-key k]
Key Database File Create View Help

B =)

Key database information

DE-Type M5
File Mame: Jopt fIBM fPlugins kevab fplugin-key kdb
Token Label:
key database content
;'EIII'IH Cerificates |"'] | Add.. |
[ | Delete |
Enter  label for the certificate: | View/ EdiL. |
[icbtagtenicen]
[ [ —
. | populate_. |
| Rename |

[iTIn requested action has successfully completed!

Figure 135. Entering a label for the certificate
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___15. Add two nodes certificate by the same step. Then, the Signer Certificates list is as shown in
the following figure.

= 7 WAaiveg - i
kKey Database File Create Yiew Help

D d ¥ RO

DE-Type: M5
File Mame: Japt JIEM [Plugins_kesdb fplugin-key: kdb
Taken Label

Key database information

Ky database content

Signer Centificates [=] | Add_

Ichladedlcen Delete

Ichiaded2oert =

lchladel3cert Vi ey EdiL..
Extract.

Populate..
Rename
k

]Tll! requested action has successfully completed]

Figure 136. Adding two nodes certificate

___16. Restart IBM HTTP Server.

Figure 137. Restarting IBM HTTP Server
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Updating web addresses in IBM HTTP Server

1.

Open Lot usConnect i ons- confi g. xnm under
/ opt /1 BM VébSpher e/ AppSer ver / profi | es/ Dgr 01/ confi g/ cel | s/ | cbl ade01Cel | 01/ Lo
t usConnect i ons- confi g with your favorite text editor.

___2. Find each URL with a port number postfixed. Replace such URL with any port, for example:
<sl oc: servi ceRef erence acf_config_file="acf-config-nf.xm" boot strapHost=""
boot strapPort="" cl ust er Name="LCOd ust er" enabl ed="t r ue"
person_card_service nane_js_eval ="general rs. | abel personcard_activitieslink"
person_card_service url_pattern="/service/ ht i/ nai npage#dashboar d%2yacti vi ti es¥2C
useri d¥3D{ user i d} Y2Chaned8D{ di spl ayNarre}" servi ceName="activiti es"
ssl _enabl ed="true" >
<sl oc: href >
<sl oc: href Pat hPrefi x>/ acti vi ti es</sl oc: href Pat hPrefi x>
<sloc:static href="http://serverhost.ibm con{
ssl _href="https://serverhost.ibmcon/>
<sl oc:interService href="https://serverhost.ibmcom/>
</sl oc: href>
</ sl oc: servi ceRef er ence>
___3. Aifter the modification, make sure you cannot find any URL with port number for any
Connections application in Lot usGonnect i ons- confi g. xm file. The exception is for Other
third-party URLs which are covered in a later section.
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Creating initial server index

Configure Search variable

1. Add "/ opt 2/ shar ed/ LCShar eDat a/ sear ch/ st el | ent/ dcs/ oi export" to your PATH
variable in . profi | e for the root user.

2. Either add export
LI BPATH=$LI BPATH / opt 2/ shar ed/ LCShar eDat a/ sear ch/ st el | ent/ dcs/ oi export to
/ opt / | BM VébSpher e/ AppSer ver / bi n/ set upQrdLi ne. sh and run . . / set upQmiLi ne. sh
before you start the nodes or add export
LI BPATH=/ opt 2/ shar ed/ LCShar eDat a/ sear ch/ st el | ent/ dcs/ oi export and add t he
line to the PATHIn . profile.

Creating initial server index

r";'“/ Note

r N

From Connections 4.0, administrator does not need additional actions to create initial server index.
After you make sure that the search directory in shared folder is equally accessible to each server
computer, and you have enough space in local folder, the search index building task starts
automatically each 15 minutes. The initial index is completed on one node and is copied
automatically to any other node to finish the whole initial index building task.

. J

___ 1. To verify initial index, go to each local folder and find | NDEX. READY file under
/ opt 2/ LQLocal Dat a/ sear ch/ i ndex.

Configuring ReplyTo feature

py
Note
~\C N
Assume that Domino mail server is installed successfully.
g J

Create a ReplyTo user on Domino mail server

__ 1. Open Domino administration, connect to Domino mail server you plan to use.

__ 2. On People & Group view, click the People tab on the right panel.

___3. Click Register, input the certifier password for Domino server.
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__ 4. Check advanced box and input information as in the following figure:

Register Person — ReplyTo H B

Provide nama. password and other basic mfarmation for the new perzon. To viewfedit additional
regizhiation seltings, check the 'Advanced' checkbox below.

Y Mail
=i Registration Server., | lccn22bm

_'*1. Basics

1 Addiess
= — | FEirskname: Middle name: Last name: Short mame:
Wil | | | [RephTo [ReplyTo
A Groups  pagoword Mal system: Explicit poicy:
2D Hoaming |P~333WDTE| | Lotus Motes || None Avaiable) |
é’) Other | Pazsword Options. . I Mo organization policy azzigned fo this
=55 - [~ Enable roaming for thes person gt
fv Create a Notes 1D for this person | Policy Syropsis |

b Advanced | Migrate Pecple.. | | Import Text Fie . |

Registration Queue [localf
s EU:ar Mame - - ;Hegistraticn Status - Date ~
5 BenlTa Beadyfar reqistration Ofngog2
a| | ]
Reogister Al I | Regster | | Delss | | Options. 1 . Views. | | Dore |

Figure 138. Register Person: ReplyTo
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___ 5. The mail domain value can be set to the real domain you use.

Reqgister Person -- ReplyTo EH B
M Basics Mail Internat Address Information
3 Mail B Irterret addiezs Internet Domain
FeeplyT o@us.ibm.com ug.bm.com

% Addiess JRent |

Lfill | Address name fomat Separator
—— IFiretName LastMame ll IH-:wa j
o4 Groups

é Roaming Supply nternet address format settings for the selected people or person. The Intemet addiess iz
el et - cregted using the person's name. the intemet domain and intemet address format components, It

@ Other st be unique in the addiess book.
¥ Adyanced | New Person | | Migrste Pecple.. | | Import TaxtFie., |
Registration Queue (locall

. AQUaarHama Ca | gﬂagistratim Statug -~ .I}atu Ch
& ReplyTo Ready for reqizstration 077752012
a | i3

| Regterat | | Regiter | | Delete | | Dotons. | | Views. | | Done |

Figure 139. Register Person: ReplyTo: Mail domain value

___6. Click Register to complete the registration.
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Configuring WebSphere Application Server for email notification replies

__ 1. Open WebSphere Application Server console and go to Resources > Mail > Mail
Sessions.

If you enabled mail-in during Connections installation, you see a mail session that is named
Icreplyto. If not, select the cell scope and create a mail session as in the following figure:

a4

General Properties

Scope
|:E|I5:I:I:~Is|::|EDICEIIL‘.l1 |

Frovider
|EIui|t-ir' Mail Provider |

* Mame
|I1:rep|y‘tu

* INMDI name

|rnai|.-"rep|1ftu
Description
Category

[ Enable debug mode

[¥ Enable strict Internat address parsing

Figure 140. Resources > Mail > Mail Sessions: General Properties

Incoming Mail Properties

Server

| cn.ibm.com

% Protocol

User
|Rep|',rTn

Password

Verify Password

Apply | Ok Reset Cancel

Figure 141. Incoming Mail Properties
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2. Click OK and Save.

Configuring Domino for email notification replies

__ 1. Open Domino administration and click the Configuration tab.

___ 2. Expand Messaging in the navigator, and then click Configuration.

J [BM Domair - <IBM Domain: ||__|_‘>1 ReplTa - Inbox ){|
People & Gn:uupsl Filesl Server. . | Meszaging. . | Heplicatinnl Configuration |

PR Cepver <SErver:
H Feleaze 8.5.2 on Windows 2003 5.2 [ntel Pentium

v [ Server ,.'E.,.j.j Configuration EditCaniguratinn .Delete Confi

—r

:I =] Curent Server Document
T Al Server Docurents S e Parameters
T Configurations
j = EDnﬂiCtiDﬂS <Semer Mamer

T Programs

T Extemal Domain Metwark [nf
v B4 Messaging

& Mezzaging Setings

T Damainz

T Connections

T Configurations

T Intemet Sites

™1 File Identificatinns

Figure 142. Domino administration: Configuration: Messaging navigator

3. Select the messaging server and click Edit Configuration.
4. Click the Router/SMTP tab, and then the Restrictions and Controls tab, and then the

Rules tab.
..... - = = ——
Bazc: | Secury, | Cliert Upgreds | RouterSMTR | MME | NCTZ5 04 Senings | Low: #4om: | 1wl | SMMP | aowdin Logging | Diagnesties | adminivation
Rag ez | Reevistnas snd Tanbeals belm e o T2 ~dmivemas: | hazzagm Trarcing i Mazeags Raral ! AT |

Realsad uis | SMTP Inbawisd Canleuly i STF Oulliomany Curibds :l Ce |u:|_rI:uI 1 sl | Teansler Corguly | Fudez

.ﬁ)ﬂ.ﬁ-ﬁ.dl.. @Ed'ﬁmin.. @Dlll‘hnd- @HMUJ @mm QE}Em‘:hM- @ﬂiublﬁah

Figure 143. Editing configuration
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__5. Click New Rule and create a rule that moves emails that contain | crepl yt o_in the To field
to the mailbox, for example:

This rule iz © [Oon © Off
Specify Conditons

Craate: & Condiion T Esception

thD :J |scndn=r ﬂ Ir.l:srﬂmna ﬂ 1
J when mail messages amive that meet the e conditions
1 ehen: Add

Ta containg lerephta

Specity Achions

[,u:lurnal thiz rmeszage j

Perorn the following schion::

move to Databaze mailre phyto ned Add sction |

Figure 144. Creating a rule
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___ 6. Go back to People & Groups tab, expand PeoplebyOrganization. Edit the account of the
user that is used to direct reply mail.

| @[DLIT;? ;::::; P“““ Eﬁ Persen @Dﬂlﬂﬂ Person @mwh.ﬁrmnnlﬁ.dﬁmu'ﬂuh 4
' F;mpk: | Qrganization I Mamea -~
L, 9% by Oirganizaton m——
43 Grougs
b 3 Malin Databaves ard R Adarnir_000_000
v |2l Pokcies Asmir_D01_000
" 4] Dynamic Pokcies Aamir_002_D00
L] by PersonGroug Aamir_003_000
'.ﬂ by Categoy Asmnir_004_0o0
E]I g:::;ﬁ famir_005_000
@ 2k Language | nfo Aarnir_006_000
#§A Deny Aiccess Groups Aarmir_007_000
Aarnir_008_000
Aamir_008_000
Abala_000_o07
admin
| ReplTo

Figure 145. Editing the account of the user
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___ 7. Click Open Mail File. Select the View > Agents menu item.

Fie Edt | yiew Create Actions Help

[ & 5 - Refresh Pl @O s

alF

&

|l

¥, Search This Wiew

Show L
Breview Pane » fovTa - Inbow x|

@
=

ExpandiCollapca L]
Custamize This View... New Message =l Reph

-j G0 To... B | G_l_V ”‘ﬂ'_’ =
M Starts With,.,,

B

Agents
Design
£ Image Resources...

Text Siga ]
v Advanced Menus '
il Trash '
S ChatHistory '
2 & Views
E] wail Threads
® 5 Folders
B Archive
@ 4@ Tools

S Rephvlo All

|Bubject ~

Figure 146. Selecting the View > Agents
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__ 8. Click New Agent.

] TRIT] LU | ™ PSS I I L ]Hﬂlﬂl—iw__l.!w LR ELLET () L= | LS AI L "‘_' HEIHIWI_I.H.!.I TR,

)| 2 Newdgent || ¢ Enable  ® Disable ¥ sign

Last Modified

u-l Name & Alias &
LocalSchedulsddrchive
Jif) Lotus iMot_es\Edt Ofine [ Lobus iNotes\Edit

¥ LotuslnboxClearup
0 Out0f0hce OutDidffice
() Update Tasks Update Tasks

[&dd Recipients o new Gro NewGmoup
[addSenderT cbddiessBao

09/74,/2011 054317

0974/2011 05:43.28
0914/2011 05:43:28
0914/2011 05:43: 1
09/14/2011 05:43:17
0914/2017 054319
09414/2017 05:43:21
03/14/2017 05:4313
0314/2017 05:4313
09/14/2017 05:43. 22

Lotus iMot_estOpen Mal F - Lotus iMotes'Open

Lotuz iNot_ez\Spnchionize iwa_Syncd ournal

[Add Recipients to new Gri Add Becipentsito r

Last Modifie

Lotie Notes T

Lotus Motes T¢
Lotus Motes Ty
Lotus Notes Te
Lotuz Motez T:
Lotus Motes Te
Lotus Notes Te
Lotus Motes Te
Lotus Notes Te
Latus Mates Te

Figure 147. Select the View > Agents: New Agent

__ 9. Add the following LotusScript to the agent:

Sub Initialize
D m sessi on As New Not esSessi on
D mdb As Not esDat abase
D mvi ew As Not esM ew
D mdoc As NotesDocunent

Set db = sessi on. Qurrent Dat abase
Set view = db. get Vi ew("$Sent")

Set doc = view Get First Docunent ()
Wil e Not (doc |'s Not hi ng)
Cal | doc. Put | nFol der (" $i nbox")
Set doc = vi ew Get Next Docunent ( doc)
Vénd
End Sub
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Untitisd {agemy) - (Optiont)
Fun I Lend _j |Lolu:5-|:rq:-l ‘j
N 2
oanc repitd o Dption Public
Commert
» Shaed ) Private
| Shore zaanch i seaich bee menu
: _| Stare highlights in document
_| Rur in background client thread
Trigge: = On everl On scheduls
Action menu selecton hd|
Runtirne E it sating:
Tagel  Allselecteddocuments v|
Leanthat ey be mal wa Dosimard Salschon
L]
Figure 148. Adding the LotusScript
[ Obrects [ Refesence replyto (Agent) : Initialize
Bo 'ﬁﬂwﬂ?ﬁﬂs Run | Cherd v | [Lonassenst =]
% [Optiorns] Suy Initialize
¥ [Declarabors]
* IIﬁI:H Jim sazsion &z New NolesSaszion
4 Teaminate

Jirm db As NoesDstabage
Diirn v s hoobesWeew
Jirm doe &g NotetDocumen

Sal b = pmpeian CumasiDaiskass
Setview = db geiew($Sent)

Sef doc = vipw. GetFirstiDocurment()
‘While Motidoc Iz Nathing)

Call doc PutinFalder$inbos

Set doc = view GetNexDocument{doc)
‘wend

End Subl

Figure 149. Ending Subinitialize
__10. Click Yes to save your changes.

IEM Domino Administrator

Do you want to save your changes?

No

Figure 150. Saving changes to the agent
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___11. Open the agent again to set properties:
__a. Inthe Options section, select Shared.
___b. Inthe Runtime section, select On schedule, and then select More than once a day.
__c. Inthe Target field, select All new & modified documents.

___d. Seta schedule, for example have it run every 5 minutes, all day.

Agent - mm 7Y

¥ | =2 |
Mame| replvio
Cormmrent
#l Shared . 1 Private

| Store zearch in zearch bar menu

O
et __| Steee highhghts in docunent
:'-ll' !.'-.!:I‘-.I. I""'ll".—.I
Trgger | Onewent (e IIDﬁﬂ‘.:hﬂdl- " """"" fla "
More than ance & day s
Funtime Schedule. . |

Target Al mew & modifisd documents - |

o B :r.'-'l_'. b= el via Documant Se 10

Figure 151. Setting the properties of the agent

___12. If you encounter the warning below, you must ensure that you have adequate permissions
to run the agent:

IBM Domino Administrator E3

.__l r’J You do not have execution access privileges For agent ‘rephyto’ on: xmmses | It will nat nun,

Figure 152. Warning message
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___13. To fix it, open the server configuration from Configuration > Server > All server
documents and edit it.

JIBM Damain - <IBM Damain: ]|__'_3| ReplTa - Inbox X]

People & Groups | Filesl Semver. . | Meszaging. . | Heplicatianl Configuration |

A Server <Server:
H Feleaze 8.5.2 on wWindows/ 2003 5.2 Intel Pentium

s ﬂ Server .-’-'-.u:h:IServer EditSer‘-.-'er @Addtn Cluster

o Curent Server Document

T Al Server Documents Darmain Server Mame ~ Title

T Configurations

T Connections

T Programs

T External Domain Metwork Inf
v B4 Messzaging

] Messaging 5ettings

T Domains

T Connections

T Configurations

T Internet Sites

T File Identifications

#ibm

<Semer Mame: ibrm

Figure 153. Fixing the privileges and permissiones.
___14. On security tab, add administrator authorization for administration and mailserver/ibm as in
the following figure:

£ Corviey D | il btan ) 5o
e ione (Honamith.  (ofEeamin M Gonnassin X G

T - )
=%
L e e P .
i
Banis | Boeurky | Pote | Sovr Taths | limat Poscste | T | ibsenlunnoms | TramumsbosniiLagaeng | Bvasnd 8dad | D068 | Lokas Toimesler | dicerisisteitun
P00 | Tige o vt s ried e av saemwizeg
i o stmirabr = Suge agwrh ® wm w0 babal o roreserss sl
ate v rraiiei - i vt s e bl abe
v
Fid Py ovibt Dvenimle - Zege i e viribmibed (bl Tir G @ e
Edwerivad an

RSP U . Flan Sengle nd Frerule sgart

1L = g joripl b Riar i i o behall o sam cone

Figure 154. Adding administrator authorization for administration and mailserver/ibm

__15. Save and Close.
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Enabling notification replies

__ 3.

1.

Open news- confi g. xm under
/ opt/ 1 BM V¢bSpher e/ AppSer ver/ profil es/ profile_nane/ config/cells/cell _nane/ Lo
t usConnect i ons- confi g/ with you favorite text editor.

Set mail-in section as follows:

<mai | i n enabl ed="true">

<repl yt o enabl ed="t rue">

<l-- A special ReplyTo address is added to notifications where
the user can reply to the notification to respond/ coment.
The domain nay be a dedi cat ed donmai n for connecti ons bound
mails. O it could be existing donmain, in which case a prefix
of suffix should be provided al so. -->

<r epl yt oAddr essFor mat >

<donai n>us. i bm conx/ domai n>

<I-- Aprefix (Rsuffix (not both) may al so be provided.

This is necessary if an existing domain (wth other

enmai | addresses) is being used.

There is a 28 character lint for the affix. -->

<l--

<affix type="suffix"> |creplyto</affix>

<affix type="prefix">l creplyto </ affix>

-->

<affix type="prefix">l creplyto </ affix>

</ repl yt oAddr essFor nat >

</repl yt o>

</mailin>

Save it.

__ 4. Syncto nodes and restart servers.
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Configuring a reverse caching proxy

o 4
Note
~\C ~
Assume that WebSphere edge proxy is installed successfully.
A\ J

__ 1. Open the i bnpr oxy. conf configuration file on Proxy server from C \ Program
Fi I es\| BM edge\ cp\ et c\ en_US\ in a text editor. Make the following edits to the file:

__a. Inthe SendRevProxyName Directive section, add or enable the following rule:
SendRevPr oxyNane yes
___b. Inthe PureProxy Directive section, add or enable the following rule:
Pur eProxy of f
c. Inthe SSL Directives section, add or enable the following rules:
SSLEnabl e On
SSL.Cachi ng O
d. Inthe Keyring Directive section, add or enable the following rules:
KeyR ng C \ ProxyKey\ pr oxykey. kdb
KeyR ngStash C \ ProxyKey\ proxykey. sth
e. Inthe URL Rewriting rules section, add the following reverse pass rules:
ReversePass http://httpserver/* http://proxyserver/*
Rever sePass https://httpserver/* https://proxyserver/*
f.  Also, in the Mapping Rules section, add the following proxy rules:
Proxy /* http://<httpserver>/* :80
Proxy /* https://<httpserver>* :443
__g. Setthe CacheTimeMargin rule to zero seconds.
CacheTi neMargi n 0 seconds

h. Prevent the validation of a cache object from sending multiple requests for the same
resource to the back-end server by setting the KeepExpired rule to on.

KeepExpi red O
i. Inthe Method Directives section, add the following methods:
Enabl e GONNECT
Enabl e PUT
Enabl e DELETE

___j.Add the following rule to the CacheQueries Directives section:
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CacheQueri es PUBLIC

k. Configure the proxy to allow large file uploads by editing and uncommenting the
LimitRequestBody directive:

Li mt Request Body 10 M
I.  Save and close the i bnpr oxy. conf file.

2. Update the dynamicHosts attribute in the Lot usConnect i ons- confi g. xn file on
Deployment Manager server
/ opt /| BM VébSpher e/ AppSer ver/ profil es/ profil e_nane/ confi g/ cells/cell_nane/ Lo
t usConnecti ons- confi g. xnt .

<dynam cHost s enabl ed="true">
<host href="http://proxy. exanpl e. cont
ssl _href="https:// proxy. exanpl e. com/ >
</ dynam cHost s>

3. Using iKeyman, extract certificates from IBM Connections and add them to the proxy server
key database.

___a. StartiKeyman on the IBM HTTP Server computer:

Figure 155. Starting iKeyman
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__b. Open pl ugi n-key. kdb under /opt/| BM P ugi ns_keydb/ .

B Key Management

Key Database File Create Wiew Help

e e E

Key database information
DE- Type:
File Mame;
Token Labek
Key database content
!Flriﬂ nal Ceniticates ] — ] iI Rereive..
| r— : [Detete
Eey database type CMS -
File Name: plugin-key kd L[ Bowse. || Vet
Liovcatiomn: fopt/IEM fPIuQing_kevdb ] Expor/ lmport.
oK ' Cancel | Recreate Requesi.

Rename

NEw Sell-Signedl.

Extiact Cermificate

rl'h! requiesied action has successfully completed!

Figure 156. IBM Key Management

Introduce the password when prompted.

Y‘;/ Note ~N

The password is VEbAS.
g J

Password: [

Ok Clear Cancel

Figure 157. Password Prompt
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5. Click Extract Certificate. Enter a name and location for the new certification file. Click OK.

= I8 Key Management - FopllBMPugins. keydb/plugin-keykdt]
key Database File Create Yiew Help

D DR

DE-Type: CMS

by database information

File Mame: fopt/ IBM Plugins _kevdb) plugin-key kdb
Token Label:

key database content

Personal Certifica’-= I

=T, — bl 1 Recefve..
* WebSphere Plugl p—
Data type [Base64- encoded ASCH data ¥ ]
Centificate file name finscert.am | C e esiEana ]
Location: [faptiiEmjcan ] por/import.. |
| ok || cance ]npm!
. Rename |
k
| New Seir-signed. |
| | Baac cenificate..

|{The requested action has successfully completed!

Figure 158. Extracting certificate

___6. Add the certificate i hscert . ar mthat you extracted from IBM Connections.

___ 7. Copy the Proxy kdb file from Proxy computer C \ ProxyKey\ pr oxykey. kdb to IBM HTTP
Server server.
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___8. Open the Proxy kdb file pr oxykey. kdb by using the iKeyman.

= ‘BMFeyMenmagememt |-
Key Database File Create View Help
- B
Key database information
DE-Type:

File PMame:

Token Labek

Ky database conient

Sigmer Certificates

] | l A
ey database type iEH‘E J'- Erelete
File hiame: |Rromykiny kdb . m_"!"}_': ] View | Edit
Location: [apt /1M cert o

; __(_;_i.rlul | Papulate..

Henapne

Figure 159. Opening kdb file with IBM Key Management

9. Introduce the password when prompted.
Note
~ (2 N
The password is VbAS.
g J

Password: [

(0],9 Clear Cancel

Figure 160. Password Prompt

___10. Select Signer Certificates.
___11. Click Add.

___12. Open the IBM HTTP Server certificate.
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__13. Click OK.

EEM ey Management = [fopUiEMWY cert/provyk ey kdb]
Key Database flle Create View Help

BEEE IEE

DE-Type CH5

key database information

File Mame: JaptfIEM jcen fproevkoey kdb
Token Label

key database content

;Fluntr Centificates ]v | I Add...
lcbladedl = B Delete
File Name: |ihscert. arm | L_E'm“‘— ]
Location: [fogn/iEM jcen

ok ] [ cnen | i

Figure 161. Opening the certificate with the IBM Key Management

___14. Enter a label.

M Key Management — FopUiEWeert/prosaybey db]

K.!'yDiHhi.!! Ellr ;niu I!ew Help

NECEE =

DE-Type: CHE

File Mame: Jopn/IBM fcen fproeskiy kdls
Token Label:

Key database information

Koy database content

Elqn!r Certificates .Jll | Add... ]
Icbladent | Delete |
Enter a label I'I:It 'UII‘ ﬂmﬂiﬂ'l!:
icpiaden] ] | wm_,rzun. |
[k [ coneei ] | ewaa |
| Populate.. |
| Remame |
k

Figure 162. Entering a label for the certificate

___15. Copy the Proxy kdb file from IBM HTTP Server server back to the Proxy computer
C \ Pr oxyKey\ pr oxykey. kdb.
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Restart the Proxy Edge server in Windows service

"'mrll.lllldl I LHILET dliE LEyILE JLLE LS ClHiauEs Y., Lsduiey LUl 2L
& PXIEM Caching Procy IBM Cachin,.. Started Automatic
%IBM Cisco Controller Maral Local Syskem
B

Local System

Figure 163. Restarting the Proxy Edge server

After finishing all post installation steps, you will be able to use Connections 4.0 freely with HTTPS
enabled.
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