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1. Deployment topology

Install IBM® Connections 4.0 in a network deployment to achieve optimum scaling, load balancing,
and failover.

A network deployment can consist of a single server with all applications installed, or two or more
sets of servers that are grouped to share the workload. You must also configure an additional
system with WebSphere® Application Server Network Deployment Manager, which you can use to
build, manage, and tune the clustered servers.

A network deployment provides the administrator with a central management facility, and it ensures
that users have constant access to data. It balances the workload between servers, improves
server performance, and facilitates the maintenance of performance when the number of users
increases. The added reliability also requires a larger number of systems and the experienced
administrative personnel who can manage them.

Standard Enterprise Network Deployment Architecture

Figure 1, "Standard enterprise network deployment architecture," on page 3 shows the
enterprise-level network deployment of IBM Connections 4.0 without any additional complexity.
This topology shows a two-node cluster of IBM Connections, in which the LDAP and database
servers communicate with the cell controlled by the Deployment Manager. The Tivoli Directory
Integrator server sits between the database and LDAP, maintaining synchronization between both.

IBM Connections is installed on the Deployment Manager server and from there is pushed out to
the nodes in the cell: node01Node and node02Node. The shared data store is a shared space
accessible from all nodes in the configuration and the Deployment Manager. In this case, the
shared space is mounted on the Deployment Manager server and shared with both nodes, at the
same location on those servers.

Sitting in front of the entire configuration is the web server, from which the user accesses IBM
Connections 4.0.

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 3
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IBM Connections w4 [ amains.

Spnego 2-node Cluster [ r_—; :.!_» o
I 0 vl - -

EpN&go.company.com [

Cell-WAS ND vF.00.21

Figure 1. Standard enterprise network deployment architecture

s V/*, Note N

Notes for this topology diagram:

« Cognos/Metric is not installed.

« The WebSphere Application Server Deployment Manager and the IBM HTTP Server both
coexist on the same physical server, but they are depicted (in the diagram) as existing on
different servers. This depiction is to help simplify understanding of this deployment; the host
name is the same for both.

« The Domino Mail-In server is not integrated with the MS-AD2008 LDAP so that users are not
automatically created as needed on the Domino mail server. Instead, Domino Mail-In users
were created manually (as needed) and the mapping between |IC4 and Domino users was
based on the user’s email address. This is not typically how customers would configure
Notifications and Domino mail integration.

& J

When you install IBM Connections 4.0, there are three deployment options to choose from: small,
medium, and large. This deployment uses the Medium topology.

4 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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Topology: Medium deployment

Install a subset of applications in separate clusters. IBM Connections provides three predefined
cluster names that are shared among all 12 applications. Use this option to distribute
applications according to your usage expectations. For instance, you might anticipate higher
loads for the Profiles application and install it in its own cluster, while other applications might be
installed in a different cluster. With this option, you can maximize the use of available hardware
and system resources to suit your needs.

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 5
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2. IBM Connections 4 system requirements

See product documentation: htt p: // ww« O1. i bm cond suppor t / docvi ew. wss?ui d=swg27035893,
which covers supported operating systems, databases, software integration, browsers, and so on..

Table 1: Systems specification that is used in this deployment

Server host name Application Version number |OS/version HW /RAM / CPU/
HDD
«  WebSphere
WebSphere égf\l‘:ra“on
Application Server
7.0.0.21
dn&i hs. spnego. conpany. com Deployment \(/64-bit) )/EI;Q/SE?B/Z CPUs
Manager . IBMHTTP
IBM HTTP Server Server
v7.0.0.21
«  WebSphere
del Node1 (WebSphere Application RedHat 6 (64 bit) |VM/8GB/2CPUs
node.l. spnego. conpany. com Application Server) Server Enterprise /80 GB
v7.0.0.21
+  WebSphere
de2 Node2 (WebSphere Application VM/8GB/2CPUs
nodez. Spnego. conpany. com Application Server) Server /80 GB
v7.0.0.21
DB2 « DB2v9.7+FP6
A « Tivoli Direct
db2. spnego. conpany. com Tivoli Directory |r:\t/§€;ratlcl;?c o ygg/gBG B/2CPUs
Integrator v7.1+FP5
MS Active Direct i
nsad2008. spnego. conpany. com 2008 clive DITecionyl . 2008 22:\/2308 R2 EE
) Domino Mail-In . Win2008 R2 EE VM/4GB/2CPUs
dom no. conpany. com server Domino 8.5.3 Server /40 GB

The following examples for installing IBM Connections 4 use a fictitious user called
AdminFromLDAP. This user must meet the following criteria:

« Is avalid user from the LDAP used in this Connections deployment

« Is populated to the Profiles database when the population tool is run

« Is granted Admin access to the Deployment Manager so that this user can log in to the
WebSphere Application Server console and can administer all aspects of Connections

» |s selected as the Connections administrator when the user runs the Connections installation

wizard.

6 IBM Connections 4 Public Deployment Scenarios
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Critical patches for WebSphere and RedHat 6 required before
IBM Connections 4 is installed

a.

Linux RedHat 6 (64-bit) OS essential patches: See the IBM Connections information
center for details:

http:// v 10. | ot us. cond | dd/ | cwi ki . nsf/xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+4. O+docurnen
tati on#act i on=openDocurrent & es_ti tl e=Li nux_| i brari es_i c40&cont ent =pdcont ent

WebSphere 7.0 with FixPack 21 is the minimum requirement.

Required WebSphere interim fixes to install on top of WebSphere Application Server
7-FixPack 21:

« PM53930: WebSphere Application Server Java HashTable security fix

- PM56596: WebSphere Application Server JMS/SIB fix for messages that build up

« PM60895: WebSphere Application Server JMS/SIB fix for pending messages not
cleaning up at end points

« PM51981: Fixes issues if you upgrade WebSphere from FixPack 19: 21

« PM65486: OAuth Provider interim fix that is published for WebSphere Application
Server FP 7.0.0.21

Synchronize the time on all systems in the deployment by running: ntpdate
clock.redhat.com on each system.

Configure the Open File Descriptor limit to at least 8192 on all systems (Deployment
Manager, Node1, Node2, and DB2)

vi /etc/profile

Addulimt -n 8192

Verify by running: ulimt -a

On non-Windows platforms, ensure that the Open File Descriptor limit is set to at least 8192:
ulimt -n 8192

Set up an NSF4 Shared Area for the Deployment Manager, Node1, and Node2

« In a multinode clustered environment, it is necessary to set up a shared area which all
nodes access.

« All nodes in the cluster must have read and write access to this area.
« This access is used to store indexes which Connections needs.

« This area must be set up before the Connections installation because the installation
asks for this location during the setup process.

pr

-

/" Note

~

Use a 'fast reliable networked file system' for both this shared file area and the server were you
locate your databases.

-
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When you use NFS, use NFS v4, because NFS v3 lacks advanced locking capability.

On Linux, an easy way is to set up an NFS share on a server (such as your Deployment Manager)
and then map to this share (folder) from each node.

Follow these steps to do it:

On the Deployment Manager system, create a Share folder (by using NFS4 Server):

Create a folder on the system you want to share the folder on. For example, on the Deployment
Manager system, create a folder / opt /| C_Shar e such as: nkdir /opt/IC Share

Give full read/write access to this folder: chnod -R 755 /opt/ 1 C Share

With NFS v4 you can export just one file system, so all the folders you need to mount on the
clients must be under this one.

Edit the / et c/ export s file (#vi /et c/ exports) and add the following lines:

/opt/1C Share nodel. conpany. comirw)
[opt/1C Share node2. conpany. confrw)

Write and quit : wg!
Verify that the nsf service is running. If it is not, then enable it with services:

service nfs restart | stop | start
nount -al |

You now shared this folder to systems node1 and node2.

Configure Node1 and Node2 to access the shared folder on the Deployment Manager
system as follows:

Enable the nfs service on node1 and node2.
Create the folder to mount to, such as: nkdir /opt/1C Share
Add the following line to:

vi /etc/fstab
dn& hs. spnego. conpany. com/opt/I C Share /opt/IC Share nfs

- Mount the remote file system: nount -al |

8
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3.

Middleware installation and configuration steps
(WebSphere Application Server v7.0.0.21 / IBM HTTP Server
v7.0.0.21 / DB2 v9.7+FP6 / Tivoli Directory Integrator
v7.1+FP5)

Summary steps:

-

Install WebSphere Application Server V7.0 Deployment Manager on syst em
dn& hs. spnego. conpany. com

Install WebSphere Application Server V7.0 Application Server on nodel. spnego. conpany. com
Install WebSphere Application Server V7.0 Application Server on node2. spnego. conpany. com
Install IBM HTTP Server V7.0 web server on dn&i hs. spnego. conpany. com

Update Deployment Manager, Node1, Node2 IBM HTTP Server, IBM HTTP Server Plugin, and
SKD to WebSphere Application Server V7 Fixpack 21

Federate Application Servers (node1 and node2) into the Deployment Manager
Enable Security on the Deployment Manager

Install DB2 server V9.7-Fixpack 6 on db2. spnego. conpany. com

Apply the DB2 License to the DB2 server

Install and Configure Tivoli Directory Integrator V7.1 (Tivoli Directory Integrator) on
db2.spnego.company.com

Upgrade Tivoli Directory Integrator V7.1 to Fixpack 5

Pn;“, Note

N

All systems must be part of the SPNEGO domain that is defined in the MS Active Directory 2008;
this document referred to the SPNEGO domain as spnego.company.com.

In this scenario, you install the WebSphere Application Server Deployment Manager (Deployment
Manager) and the IBM HTTP Server (IBM HTTP Server) on the same system called
dm&ihs.spnego.company.com.

(G
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Install IBM WebSphere Deployment Manager: 7.0.0.0

1. Copy the WebSphere Application Server 7.0 setup image CL&G5M.. t ar . gz to your Deployment
Manager server; extract and go to the VbSphere Appl i cati on Server folder.

2. Start the Deployment Manager installer by running install from within the VébSpher e
Appl i cation Server folder. You see the following panel. Click Next to continue.

&

IBM WebSphere Application Server 7.0 = O] (X

Welcome 1o the IEM WebSphere Application Server Metwork
Deployment installation wizard.

This wizard installs IEM WebSphere Application Server Network Deployment.

Additional information can be found at the Information Centers and Support
sies for WebSphere and relaied products homepage

Click Mext 1o continue

InstalGhield

Pt > Cancel [

Figure 2. IBM WebSphere Application Server 7.0 installation welcome screen
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___ 3. Accept the license agreement. Click Next.

& 18M WebSphere Application Server 7.0

Please read the following license agreement carefulhy.

lInternational Pragram License Agreement -

IPart 1 = General Terms

[

BT DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROCEAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSOM OR A COMPANY
{OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAYE
o (FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO
|THE$E TERMS, IF YOU DO NOT AGREE TO THESE TERMS,

= D NOT DOWSILOAD INSTALL COPY ACCESS OR IBE THFE PROGEAM o

i i ———

| R | Gaadnan doad i |

' W = 1 accept both the 1BM and the non-1BM terms

: H . 'l do not accept the terms in the license agreement
el [ Print |

InstallFhieid

= Back Mext > | I Cancel

Figure 3. IBM WebSphere Application Server 7.0: Software license agreement

__4. Inthe System Prerequisites Check panel, click Next.

IBM WebSphere Application Server 7.0

System Prerequisites Check
Warning: A supported operating system was not detected,

Suppen for your operating system might have been added after tha
release of the product. See the WebSphere Application Server detaited
syslam requiramants Web pages for more information abow supported
operating systems. You can continue with the installation, but the
instaliation or product operatien might not succead without apphang
maintenance. Go to the product suppon Web pages 1o obtain the latest
malntenance packages 10 apphy after installation

The installation wizard also checks for existing installations of WebSphere
Applicatien Server. To have more than ane installation of WebSphere
Application Server running on the same machine, unigue pon valuss must
be assigned 10 each installation. Otherwise, only one installation of
WebSphere Application Server can run.

& Installations of WebSphere Applicatlon Server prior 1o Version 6.1
may not be found reliabhy:

InstallShinkd

| <Back | MNext> | cancel |

Figure 4. IBM WebSphere Application Server 7.0: System Prerequisites Check

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 11
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___5. Do not select any options from the Optional Features Installation. Click Next to continue.

&' 1IBM WebSphere Application Server 7.0 = O X

| Optional Features Installation

Selact |BM WebSpherse Application Server Metwark Deplotyment features 1o
Install, See the InstallGuide_en, himl file Inthe docs directory for detalled
descriplions of the optional featuras,

[ ] Ing1ali the Sample applications.

The Sampies include both source code files and imegrated enterprise
applications that dermonstrale some of the latest [ava (TM) Flatform,
Enterprise Edition (Java EE} and WebSphere technologies. The samples
are recommended for installation to leaming and demonstration
emdronments, such as development environments. Howaver, they are
not recommended Tor installation o production application server
BTADRFTEnTS.

|l nsiall non-English language packages for the administrative console.

In addition 1o installing the English language files, vou can also install
all 1he non=-English language files needed for using the administrative
consale from machines with non-English locales.

Ll Ins1gll non-English language packages for the application server rurr..,

InstalGhield

i < Back et > | Cancel

Figure 5. IBM WebSphere Application Server 7.0: Optional Features Installation

___6. Change the default installation path if necessary. Otherwise, use the default location
/ opt/ | BM VébSpher e/ AppSer ver.

& IBM WebSphera Application Server 7.0

!"Insm:lnlun Directory
| IBM WebSphere Application Server Metwork Deployment, Yersion 7.0 will be
| installed 1o the specified directory.

|
| Specify a different directory or click Browse 1o selecl a different install

lecation.
roduct installation location:
Jopt/IBM fWebSphere fAppServer
Browse... |
InstalShiald
< Back Mexi = | | Lancel

Figure 6. IBM WebSphere Application Server 7.0: Installation Directory

12 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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___7. Select Management (to install the deployment manager).

& IBM WebSphere Application Server 7.0 O X

| WebSphere Application Server Environments =]

Select the type of WebSphera Application Server environmment to craate:
during installation, Although onhy one emdronment type can be chosen,
adaitional profiles can be created after installation using the Profile
Management Toal,

Endraniments

Cell (deployment manager and a managed node)

Management

Application server

Custom

Secune prowy (Configuration-onhk

Mone
Diescription

A management profile provdes the server and services for managing
multiple apphication server emdronments. The administrative agent
manages application servers on the same maching. The Network
Deployment adition also includes a deployment manager for tightky 1
coupled managemem and a job manager for loosely coupled

managemeant of topologies distributed over multiple machines,

4]

InstalEhiekd -

| <k | pen>. || gancel

Figure 7. 1BM WebSphere Application Server 7.0: WebSphere Application Server environments
___8. Select Deployment Manager.

& IBM WebSphere Application Server 7.0 =1 Hal] 2

| | server Type Seleion el
Select the type of server 1o be created in this management. profile.

L Administrative agent

Apy administrative agent provides managemen capability for multiphe
stand-alone application servers. An administrative agent can manage

only the application servers that exist within the same Installation on one
machine.

' Deployment manager

A deployment manager provides managermeant capability for multiple
federated nodes. A deployment manager can manage nodes thal span
multiple systems and platforms. The nodes that are managed by a
deplmyment manager can onhy be managed by & singie deployment
manager and must be federated to the cell of that deployment manager,

) |ob manager

Instalihiekd -

| < Back 1 Hext > I | cancel

Figure 8. IBM WebSphere Application Server 7.0: Server Type Selection

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 13
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__9. Enter the user name and password.

& 1BM WebSphere Application Server 7.0 - 3 %
- Enable Administrative Security

Choose whether 1o enable adminkstrative security. To enable security,
specily a user name and password 10 [og in 1o the adminisirative tools. The
administrative user is created in 2 repositony within the Application Server.
After fnstallation finishes, you can add more users, groups, or extermal
repositories.

[s] Enatble A nISIraEtive SRCET.

| [User name:

| wrasadmin

vy

|

lassansan

| Confirm passworc:

1 I addEdEEE

See the [nformation Center fior more information abowt admdnistrative
SeCUrity.

instalEhieid
'l <Back. | Mextx | Lancel
Figure 9. IBM WebSphere Application Server 7.0: Enable Administrative Security
___10. Do not select the Create a repository option.
i IBM WebSphere Application Server 7.0 — O X

Instalishisid

R i

! H.tbn:ll_;nrr for Centralized Installation Managers

Choose whether o creale a repository for centralized installation
management. Deployment managers can access and install coments from
this repository to other tm_ln-callﬁm. If created now, a copry of this
installation package can be put inthe repositony, Use the WebSphere
Instalkation Factoryto create and populate a repository later

| Create a repositony for Centralized Installation Managers,

< Back J Mext > | l Lancel I

Figure 10. IBM WebSphere Application Server 7.0: Repository for Centralized Installation Managers

14
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11. Select the "Verify my permissions" option. Click Next.

& IBM WebSphere Application Server 7.0

Instalshield

Figure 11. IBM WebSphere Application Server 7.0: Installation Summary

Installation Summary

| Review the summary for corredtness. Click Back 1o change values on

| previous panels. Clck Next to begin the instaliation,

L] Warify ry permissions 1o, perform the instaliation;

Werhing vour permissions can help ensure that the installation can finish
succassfulby If vou are sure you have proper permissions, then you can
Ervpass this check and save time.

The following product will be instalked:

® [BM WebSphere Application Server Network Deployment

Product lnstalizion location: fopt/IEM fWebSpherefAppSener
The following Teatures will be installed:

® Core product files
| Total size:

B <. Back l Mext x> | Il Lancel

__12. Click Next.

Insalshiald

Figure 12. IBM WebSphere Application Server 7.0: Installation Summary

Installation Summary

Success: You have sufficient permissions to perform the nstallation,

Reniew the summary for correciness. Click Back to change values on
previous panels. Click Nexa 1o begin the installation.

The following product will be installed:

& |IEM WebSphere Application Senver Netwark Deployment

Product instaliation lecation: [optfIBM /WebSphere/ Appserver
The fallowing Teatures will be installed:

& Core product files
Toatal size:

@ 1000 ME

i < Back

hlext > | ' Lancel

& 1BM Rﬁ:hﬁph:re Application Server 7.0 = O x

© Copyright IBM Corp. 2013
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The installation starts to copy files.

i IBM WebSphere Application Server 7.0 = o x

Installing component prereg.fython

e
-

fnstaliShield

Figure 13. IBM WebSphere Application Server 7.0: Installation in progress

__13. After some time the installation finishes. Click Finish to exit the installer.

vl

Installation Results

Success: The following product was Installed successiubly
& |[EM WebSphere Application Server Network Deployment -
JopijIBM fwebsSphere /DeplovmentM anager
Application seneer erdronment:
& Deployment manager

Important configuration information is in the AbounThisProfile 1x1 log.
SoptfIEM fwebSphere [DeploymentManager fprofites fDmgrd 1 floas fabouwtThi

The next step in creating a Network Deployment emironment ks 1o stan =
the deployment manager 5o that nodes can be federated imo its cell

After the deplovment manager s staned, you can administer the nodes
ma'kbmnnn o the cell

You can stan and stop he deployment manager from the command line EI

_ me alm Fiwss sexma samsmbe Thn Pl arapms mnmsals slms kas Halis s s

InstaliShield

e

Figure 14. IBM WebSphere Application Server 7.0: Installation results: Success
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___14. You return to this screen. Click Installation Verification.

4 WebSphere Application Server - First steps - Dmgrol

WebSphere | Application Server

First steps
|1||1|rdllal|u:| \'F!rIrILﬂ.!Itl-lll
Confirm that vour server 15 mstalled and that it can start properly

Start the deployment manager
Srart the deployment manager and its applications.

Ldnmunistrative console

Insmall and administer applications,

Information center for W nl:‘:|sl|i~||=- Application Server

Learn more about WebSphere Applicanon Server,

Migration wizard

Migrate WebZphere Application Server 5.1, 6.0 or 6.1 © version 7.0,

Migrate WebSphere Application Sarver Feature Pack For Web Services to version 7.0,

Exit

Figure 15. WebSphere Application Server: First steps screen

The Deployment Manager is now set up. Here is the output.

First steps output - Installation verification

Eervar name I dmgr o |
Frofila nami is Dmar 1 |
Frofile home 15 /ot /IBM fWeb®phere fappSenaerfprofiles Dmgri :
Fraofile D 15 MEnagemen!
Call e o omim—1 Call0 1 |
Fioce mare |4 O M anagard 1 1
[Curren encoding is UTF-8 ]
Etart running 1he foliowing command. fopt fIEH MWebSphere fAppServer/profiles /Dmgre L ibin/startServer. sh dmgr =profieiame Dmgrol

= ADMUNL LA Tool infarmation (s being lopged in M

= Fop FIEM WebSphers fAppServerprofilas /Dumgrd | fogs fdmgr /siarienar log

= ADHULIEL Sraning ool wah the Dmgrdl prodile |
=ADHUZ 1001 Reading configuraion for server dmgr

=ADHUZZ00N Sarver launchad. Wasing for mgiahz atken D1atud

> AN U001 Server dmgl apen lor e-bulinesd procesd od B 7393

[Server port number 5. 3080

TLIO 100 Connecting to the dm&ahs spengo, company, com WebSphare Application Server on port, S50

WTLO0151 WebSphers Appication Server dm¥&ihs. spengo. company, com Is nanning on port. 080 for profile Dmgra 1

NTLOOZSE The Inftalazion Verdicaion Tool i scanning the fopt/IBM /WabSphera/ Appsarsar/profites \Dmgro 1 eas dmgrSystenOut lag Tile for err.:.rd
[4/13712 1420056576 6T] Q0000000 WikenStore W DWFEIOD4 LW One or more key stores are using the defaull password

[4713712 14200 E3 7 6T] Q0000000 ThreadPosMgr W WEYROEZSW. The ThreadPool saming on 1he COleRaquesiBroker seneie i5 Gepralme
ITLOOSO 2 efrers/warmangs are detected inthe fopl fIBM WebSphers fdppSenerpoatiles /Dmarel flogs fdmge /Synemou log file

YTLEOTOL The Instafation Yerficmion Toal wrll‘ﬂ.all.‘m sutceedad

MTLOGBOL Th
i) . ] B *

Figure 16. First steps output: Installation verification
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Install IBM WebSphere Application Server: 7.0.0.0

Vs ﬁ:ﬂ;’ Note

Do this step on each node of your deployment configuration.
G

In this document, we install and configure two nodes called:
« nodel. spnego. conpany. com

+ node2. spnego. conpany. com

___15. Copy the WebSphere Application Server 7.0 setup image CL&G5M.. t ar . gz to your Node 1
and Node 2 computers and start the Application Server installer by running i nstal | from

within the VbSpher e Appl i cation Server folder. You should see the screen like in the
following figure. Click Next to continue.

Welcome 10 the IEM WebSphere Application Server MNetwork
Deployment installation wizard,

This wizard installs IBM WebSphere Application Server Network Deployment.

Additional information can be found ar the Information Centers and SUpporn
sies for webSphere and relsied products homepage

Click: Mext 1o continue

ins1alGhield

Hext = Cancel

Figure 17. IBM WebSphere Application Server 7.0: Welcome
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___16. Accept the license agreement and click Next to continue.

& 18M WebSphere Application Server 7.0 - 0 X

Please read the following license agreement carefulhy.

ilmerna&ﬁ:na.l Pruéaﬁ License Agreement -
iPaﬂ 1 - General Terms

BT DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGEAM YOU ACGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSOM OR A COMPANY
{OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAYE
FULL AUTHORITY TO BIND THAT PERSOMN, COMPANY, OR LEGAL ENTITY TO
|‘THI§E TERMS, IF YOU DO NOT AGREE TO THESE TERMS,

= D NOT DOWsLGAD INSTALL COPY ACCESS OR IBE THFE PROGEAM | o]
I l |r Fead non-1BM 1ems ]|
W * 1 accept both the 1BM and the non-1BM terms

i_ .'_I._- |
[_ Print |
InstallShietd

= Back Mext > | I Cancel

Figure 18. IBM WebSphere Application Server 7.0: Software License Agreement

__17. Click Next to continue.

IEM WebSphere Application Server 7.0

System Prerequisites Check '4
Waining: A supported aperating system was not detected.

SUppen for your opearating system might have been added afer the
release of the product. See the WebSphare Application Server detailed
system reguirements Web pages for more information about supported
operating systems. You can cominue with the insiallation, but the ﬂ
installation or product operation might not succesd without apphdng
maimenance. Go 16 the Dradyct sunpen Web pages 1o obrain the (aes
mainlenance packages 10 apply after installation

The insialiation wizard alse checks for existing installations of WebSphere
Application Server. To have more than one installation of WebSphere

Applicathen Server running on the same machine, unique por values must
be assigned to each insiallation. Otherwise, onby one installation of 1
WebSphere Application Server can run

& Instaliations of WebSphere Application Server prior 10 Varsion 6.1
may not be found reliabby =

nstallshisld

—

| < Back [ Next = | cancel

Figure 19. IBM WebSphere Application Server 7.0: System Prerequisites Check
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___18. Do not select any options in the following panel and click Next to continue.

IBM WebSphere Application Server 7.0

31

Optional Features Installation

Selact [BM WebSphare Application Server Metwork Deploymeant features to
install, See the InstallGuide_en him file In the docs directory for detalled
descriptions of the oplional features.

[ mnstall the Sample applications.

The Samples include both sowrce code files and integrated enterprise =
applicatiens that demonsirate some of the latest Java (TM) Platform,
Enterprise Edition (Java EE} and WebSphere technologies. The samples
are recommended for Installation 1o learming and demonstration
amdronments, such as dewelopment emdronments. However, they are
not recommended for installation to production application server
enmdronments.

1 install non-English language packages for the administrative c...

in addition 1o instailing the English language files, you can also install all |
the non=English language files needed for using the administrative
consale from machines with nen-English locales.

[ install non-English language packages for the application serve... |~

InstallShisld

< Back || MNext = |! Cancel

Figure 20. IBM WebSphere Application Server 7.0: Optional Features Installation
___19. Use the default path (if possible) and click Next to continue.

& IBM WebSphere Application Server 7.0 = Ox

Installation Directory
| 1BM WebSphere Application Server Metwork Deployment, Yersion 7.0 will be
| Installed 1o the specified directony.

| Specify a different directory or click Browse 1o select a different install
| lecation

| Browse... |'

Instamshiaid

< Back Mext > | | Cancel

Figure 21. IBM WebSphere Application Server 7.0: Installation Directory
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__20. Select Application Server and click Next to continue.

& IBM WebSphere Application Server 7.0 =1 [ i

Ins1alishield -

|| pplication server

I
| WebSphere Application Server Environments
Select the type of WebSphere Application Server emansnment 10 create
during installztion. Although onby one ervironment type can be chosen,
additlonal profiles can be created after installation using the Profile
Management Tool
Emvironments
; Cell (deplovimert manager and a managed node)
| Managernent

Custom
| Secure proxy (configuration=-onhg
Mone

Description

A stand-alone application server emdronment FUNs Your enterprise
applications. The application server is managed from its own
administrative console and functions independent of all other application
server and deployiment managers.

i < Back l Mext > J l Cancel !

Figure 22. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments

___21. Use the same user name and password that you used when you installed the Deployment

Manager.

InstalBhield

& 1EM WebSphere Application Server 7.0 = O %

| | User name:

| wasadmin

’ iﬁasm
|

- 1 I ERITRTL L}

Enable Administrative Security

Choose whether 1o enable administrative security. To enable security
specily a user name and password 10 (09 in 10 the adminisirative 1ools. The
administrative user is created In a repositony within the Application Server.
After installation finishes, you can add more Wsers, groups, or extemal
repositories.

I | Enabile adminisirative secumty:

[ansamsEn

c_nrg,‘irm password:

See the [nformation Center for more infarmation abouwt adminkstrative
SECUriTy:

l <Back | Mext> —

Figure 23. IBM WebSphere Application Server 7.0: Enable Administrative Security

© Copyright IBM Corp. 2013

IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 21



Deployment Scenarios

___22. Click Next and verify the permissions.

Installation Summary

| Review the summary for carreciness. Click Back 1o change values on
| previous panels. Click Next 1o begin the instaliation.

L] Warify oy permissions 1o, perform The insialiation

Yeriwing vour permilssions can help ensure that the installation can finish
sutcassfulby. If vou are sure vou have proper permissions, then you can
brvpass this check and save lime.

The following product will be insalied:

® IEM WebSphere Application Server Network Deployment

Product lnstzaliation location: fopt/IEM f¥ebSphere/ AppSener
The following Teatures will be installed:

& Core product fites
| Total size:

Instalishield

4]

| % Back l Hext > | Il Gancel |
Figure 24. IBM WebSphere Application Server 7.0: Installation Summary: Verification
__23. When the verification finishes click Next to continue.
& IBM WebSphere Application Server 7.0 - B X

Installation Summary

Surcess: You have sufficient permissions to perform the instaliation,

| Review the summany for correctness. Click Badk 1o change values on
prevous panets. CHck Next 1o begin the installation.

| The Tollowing product will be insalled:

& IEM WebSphere Application Server MNetwork Deployment
Product installation location: fopt/IBM fWebSpherefAppServer

The following Teatures will be instailed:

& Core ﬂﬂ.'!ﬂ!.lﬁ files

Total size;

@ 1170 MEB
InstalShield -

," < Back ] Hext > ][ Cancel ,

Figure 25. IBM WebSphere Application Server 7.0: Installation Summary
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The installation starts to copy files.

iy I1BM WebSphere Application Server 7.0 = g

Installing component prered.jython

Iristalishield

Figure 26. IBM WebSphere Application Server 7.0: Installation in progress

__24. After some time the installation finishes. Click Finish to exit the installer.

& IBM WebSphere Application Server 7.0 = 0

Installation Results =

Success; The fellowing product was installed successiulhy.
& |[EM WebSphere Application Server Nevwork Deployment -
J0p1/IEM fWebSphere fAppSener
Applcation server envronment:
& Application server

Important configuration information is In the ADgutThisProfile 1xt log.
Jopt/IBM fWebSphere/AppServerjprofiles fAppSr«0 1 logs Ao ThisProfile,
The next step is to decide whether to faderate the applcation server ino i
a deployment ranager cell,

To federate the application server, use either the addMode command or
the administrative console of the deployment manager. Using the
administrative concole requires the applicarion server 1o be running.

|4

IrestaliZhield

i Einish

Figure 27. IBM WebSphere Application Server 7.0: Installation results
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__25. Click Installation verification.

WebSphera Application

First steps

IIn-‘.T.iII.':In'.-n 1.-N'|1|r.\tmn|
Confirm that vour server i5 installed and that it can start properly,

Start the servey
Start the server and its applications,

Adrmunistrative console
Insall and administer applecations.

Information center for WebSphere Application Server
Learn more about WebSphere Applicaton Server,

Migration wizard
Migrate Webiphere Apphcation Server 5.1, 8.0 or 6.1 w wersion 7.0,
Migrate WebSphere Appheation Server Feature Pack for Web Serviees to version 7.0,

Ewit

Figure 28. WebSphere Application Server: First steps: Installation verification

Here is the output.

First steps output - Installation verification

el nadme i5 sererl
IProfie name s Appbndil
Profiée home s fopd EH fiWebSphers fappheryerfprofiles  AppSrel]
Profie ype is defaus

2l namne | S 0 e
Hlade e |5 o e

urrend sncodng i UTF-B

GEart rurding the foliowing comenand. fopt BN MWebSphers [ AppSereer ) protiles fapatred | fEin fetanServer ik ferwr] -profilebiame Appiradl

I:-l.'JMLIl:l:I L& Tool information is Being fopged in fite

> Ffopt TEM [ Wabiphere fappServer fprafile s FAppSred 1 Mops fsarwr ] fstartServar log
* SOMUD128T S1aming 190l with the SppSrel I profie

> SDMUZ 100 Reading configuration for server senver]

*SDMUZTOM Server launched. Waitnp for imgializaion siaus

> SDMUTO00E Sener senerl open for e-Dutiness; process pd @ 7192

Cerver port number i G080

NTLOGLOE Connecting 16162 nodel SPRego.company com Webfphese Apphiation Server on porl 30805

WTLOGLESE Webdphere Appacation Server nodel spnego. company, com 15 munning on port, 080 for profile 2pptredl
Tsting servar using the folewing URL hitp (fnode | sprego. company.com” -~ 9030/ ma/hseneriparm? = nsardat
TLOOSOE Servied engine verilicalion siatus: Passed

Tesming server using the felewing URL TR/ node | SpRego. company.com S80I SRIVEITRAIT 2 = WMAddiion  j5p
WTLODSSE favadenver Pages (Hes venfication staus: Fassed

Tearing Server uding e fabswing URLWpc ) modi ] 4phege cCORpAnY. comn e fiaserverTparm? = g

T Ll'.l.':"ﬂl Erferpride Dehd varifsaion Stalud FJ!ied ~

Figure 29. First steps output: Installation verification

Nodel. spnego. conpany. comis installed with WebSphere Application Server 7.0 AppServer.
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___26. Now repeat these steps for Node2. spnego. conpany. comand the final screen should look

like the following figure:

First steps output - Installation verification

[arver nams s sererl
rofile name |5 AppSnal

Pridile home |5 fopt IEH fWebGphere/ Appderver/proflles/Anpsrd 1

[Prdile nype is defaul

ell marme 14 T e 1 Cen
fiode narme |5 S0 20 L
Currem ancoding isUTF-8

Enan runceng 1he follovwing command fopt/1BM fWebSphere [ Sppseryer) profiles fagpsr0 1 fbon st artSerer, i semverl - profdetiame Appsrdl

»ADMUGL 16 Tool information is being logged in file

|* [0 IEM / WeipherefappSener/profiles fappSovd 1 flogsfserser L ISt anSener o)

> ADMUD L2 EL Searming 1ol with the Appted0 ]l prafile
» A0 U 1001 Reading configuration far server. ferwrl

*ADHUI 00 Server Baunched. Waiting Tor ingialization staius
> ADMUI0D00E Server serverl open Tor e-Dusiness; process id s 7132

Server port number 5. 2080

WTLO010E Connacting 10 the noded Spne g coRpany. com ‘Webiphere Applicatan Server on port: S0ED

NWTLOOLISE WebSphere AppHoaien Serer nﬂdel.tpmgu.cﬂpm?.t-nl if FURRInG oA pom: 9080 far pradile AppSradl ||
Testing server using the following URL hpc/f noded. ipnEgn company. com SHE0rd  PASe AT parm 2 « A Serdet |
ITLOOEQL Serdet angine wverdfication stalus; Passed

Testing sarver using the Tollowing URL rog. £f “ﬂﬂz-lF“'E“-W-P'“I-CU- S0E0ra /M senerTparm = MLASOITION 5P

WTLOOSSE prSerder Pages files verficalion jlatus. Passed ?

Tesling server using the following URL heip/ f ﬁ'mﬂ'ahpna ;Dﬁl:pinﬁ'mi; fratirAsarmeTparm? = pteji

ﬁ"l:'l.{lﬂﬁm EM&rprise bean werifiiasion 51i'll.-'!_: Fassed

Figure 30. First steps output: Installation verification
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Install/setup IBM HTTP Server (IBM HTTP Server) v7.0 and
plug-ins

s ?ﬂ;’ Note ~

Notes for the install/setup of IBM HTTP Server (IBM HTTP Server) v7.0 and plug-ins:
« The IBM HTTP Server is installed on dn& hs. spnego. conpany. com

« Check that all required OS libraries/packages are installed.

A J

To complete this install, follow these steps:
__1. Asroot,gotothe../IBMHITP Server folder and startinstall.
___2. You see a screen like the following one. Click Next.

& IBM HTTP Sarver 7.0 = B

Welcome to IEM HTTP Server 7.0

| This wizard installs |[BM HTTP Server 7.0 on your computer.

[52e the [BM HTTP Jerver 7.9 Instaliation Cuide 1o learm more about this
'installation,

Click Mext to continue:

ImsralEheld

Pext > [ | Cancel

Figure 31. IBM HTTP Server 7.0: Welcome screen
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___ 3. Accept the license agreement and click Next.

' IBM HTTP Server 7.0 =<

Flease mad thie fulluwhn license agreement :amfulh..r

lntemannn'aj Program License Agraement [=]

lParI 1 - General Terms I

:s"r DOWRLOADING, INGTALLING, COPYING, ACCESSING, OF USING THE
PROGRAM YOU ACREE TO THE TERMS OF THIS ACREEMENT. IF YO ARE
ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANTY|
| ‘OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAVE |
4 FULL AUTHORITY T BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TG
[THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- nn HOT I!‘Jl‘]'l'mli GI.M'I INTrNt COFY_ACCESS QR LUSE THE PROCGREAM L=

l l Read - IBN lerms. |
l ‘#/'] accept both the 18M and the non-1BM terms

| do not accept the 1erms in the license agraement

' Print_|
InstalGhield -
-c'ﬂ'a:'k Eie:: > : I :-_ancel |
Figure 32. IBM HTTP Server 7.0: Software License Agreement
__ 4. Inthe System Prerequisites Check panel, click Next.
& IBM HTTP Server 7.0 o x

| system Prerequisites Check
Wi Asupponed operating system wWas not detecied.

Support for your operating system might have been added afier the relzase
| of the product. See the WebSohers Spolication Server detailad Svsiam
raquirements Web pages for more information about supporied operating
systems. Tou can continue with the instalation, but the installation or product
aperation might not succeed without apphdng maintenance, Go to the
product suppon Web pages 1o obiain the [atest maintenance packages (0
| apply after installation,

Click Cancel to stop the installation and install a supported operating system,
| Chck Next 1o continue the installation

Instalfhiekd -

| <pak | Nea> ||  cancel

Figure 33. IBM HTTP Server 7.0: System Prerequisites Check
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B, Use the default installation location and then click Next.

| IBM HTTP Server 7.0

Figure 34. IBM HTTP Server 7.0: Enter the installation location

___ 6. Use default port and then click Next.

& "IBM HTTP Server 7.0

Nt
‘.:Enl.ﬂ:'-::i[t:j,f.;

Figure 35. IBM HTTP Server 7.0: Port Values Assignment
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___ 7. Specify the Admin ID (i hsadm n) and password and click Next.

| WebSghere. EaibEll

InstaliShield —

& IBM HTTP Server 7.0 = o 5

HTTP Administration Server Authentication

Create a user ID and password 1o authenticate 1o the 1BM HTTP Server
administration server using the WebSphere Application Server administrative
console. The newhy-created user 1D and password s encrypted and stored
in the conf/admin passwd file. You can create additional user IDs after the
instaflation by using the htpasswd utility

»| Create & user ID for IBM HTTF Server administration server authenticat...
iu_sgcm:.. ) .
ihsadmin
.fgs_mrd:
jevesnese

ifirm Password,

'." LL L] '*

\oosdack. | pexs | cancel |

Figure 36. IBM HTTP Server 7.0: HTTP Administration Server Authentication

___ 8. Forthe administration server use i hsadm n for the user ID and i hsadm ns for the group.

Instalshiekd -

Setup HTTP Server Administration Server

Perform steps 10 administer IBM HTTP Server using the [BM HTTP Server
administration server on Linux and UNIX operating systems. When selected,
the insiallation grants a user |D write access to the necessary IBM HTTP Server
and plug-in configuration files. Optionalky, vou can complete this step after
installation oy running the setupadm script,

&l Create a unigue user ID and group for IEM HTTP Server administration
files.

insadmin__ 3
The user ID for the administration senver cannot
be a root user.

Group: k
ihsadmins

cpak | | Nem> ||  cance

Figure 37. IBM HTTP Server 7.0: Setup HTTP Server Administration Server
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__ 9. Enter webserver 1 for the web server definition and dn&i hs. spnego. conpany. comfor the
host name for the application server.

& IBM HTTP Server 7.0 o

IEM HTTP Server Plug-in for IBM Web5phere Application Server

Silenthy install the plug-in using the remote installation scenario, The hast
name and web server definition are used when creating the default plug-in
configuration file. This file is used 1o route regquests 1o the Application

rver, If there are multiple Application 5ervers, then salect one of the
servers and specify the machine's host name.
w Install the IBM HTTP Server Plug-in for IEM WebSphere Application Server

Web server definition:

[webserverl

Host name or 1P address for the Application Senver

| dmdihs spEnEo. cOmpany. com

InstaltShield

[ < Back [ hext » . Cancel

Figure 38. IBM HTTP Server 7.0: IBM HTTP Server plug-in for IBM WebSphere Application Server

___10. Review the summary information and click Next to start the installation.
@] IEMHTTP Server 7.0 B E

.

[Installation summary

Fewew the summary for cormecingss. Click Back 1o change values on
pravious panels. Click Mext to begin the installation,

IBM HT TP Server will ba installed 1o 1he following lecation:
foptjIBM JHT TPSener
with the following configuration:
HTTP Port: 80
HTTP Administration Port 2002
User ID Tor HTTP Administration Server Authentication: ihsadmin

IBM HTTF Server Plug-in for IBM WebSphere Application Server will be

installed 10;
Jop/IBM HT TRServer jPlugins
Tmal size:
InstalShisid
e
< Back | Mexi > | Lancel

Figure 39. IBM HTTP Server 7.0: Installation summary
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___11. After some time the installation completes. Then, click Finish to exit the wizard.
& IBEM HTTP Server 7.0 o x|

.'S-I.l-‘.(-tiil The fellowing product was successiully imstalled:
@ |BM HTTP Server = [opt/IEM (HT TPSarer

IEM HTTP Server Plug-in for IEM WebSphere Application Server was
successfully installed fo:

JoptfIBM fHTTFSarver/Plugins
For information on configuring and using the IBM HTTP Senver, refer 1o the
on-ling |BM HTTF Sa i

Click. Finish to exit,

k

InstalGniehd

Einish

Figure 40. IBM HTTP Server 7.0: Installation successful

__12. Next, do the following steps:

a. Run the following command to create and set the IBM HTTP Server admin user and
password:

{opt/ 1 BM HTTPSer ver/ bi n/ ht passwd -chb
/opt/ 1 BM HTTPSer ver / conf / adm n. passwd i hsadm n password

b. Verify that User and Group are set correctly in the htt pd. conf file vi htt pd. conf and
verify that User and Group are set correctly as follows:

User i hsadm n
Group i hsadm ns
c. Start apache server and the admin as follows:

/opt/1 BM HTTPSer ver/ bi n/ apachect| start
[opt/ | BMHITPSer ver/ bi n/fadm nct| start

d. Checkthelogs:vi /opt/IBMHITPServer/logs/install/log.txt.
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__13. Verify that the IBM HTTP Server Webserver is running by entering the following address into
your browser: htt p: // dn& hs. spnego. conpany. comand you should see the following
screen:

— =-h|‘1.
— —:_i'

WobSghers. -offwar

Figure 41. WebSphere Software: IBM HTTP Server Version 7.0
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Install WebSphere Application Server 7.0 Update Installer

1. Download the WAS 7 Update Installer from Fix Central:
http: // v 933. 1 bm comd support/fixcentral /.

2. Copy the 7.0.0.21 Update Installer to your computer and uncompress the installation. Go to
the folder Updat el nst al | er and run i nst al | . You should see the panel below. Click Next

to continue.

& | Installation Wizard for the Update Installer 7.0.0.21 - X

Installation Wizard for the Update Installer

Welcome 10 the Installation Wizard for the IBM Update Installer for
we’asnher'e snmre Mdltrbnal mrmma:l:on can he fnu'n:l at the. [nfarmation

Click: Next to continue.

ns1zlEhield

T - |
| Mext | Cancel |

Figure 42. Installation Wizard for the Update Installer 7.0.0.9
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___ 3. Accept the license agreement and click Next to continue.

i | Installation Wizard for the Update Installer 7.0.0.9

iCEnse Agresrment

Please read the following Noense agreement carefulby.

ﬁ@rﬁﬁﬁﬁa‘l—Pﬁh}Eﬂ License Agreemem

art 1 - Ceneral Terms

CEPTING THESE TERMS OMN BEHALF OF AMNOTHER PERSON OR

HESE TERMS. IF YOU DO NOT AGREE TO THEE TERMS,

| B | | Read non-IBM terms
. (® | accept both the IBM and the non=IBM 1erms

| do not accept the terms in the license agreement

= Prim _J
InstaltShield -

| < Back -

DOWHLOADING, INSTALLIMG, COPYENG, ACCESSING, QR USING THE
ROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT, IF YOU ARE

| OF OTHER LEGAL ENTITY, ¥OU REFRESENT AND WARFANT THAT YOU HAYE |
y FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OF LECAL ENTITY TO

= D0 NOT DOWHLOAD, INSTALL COPY _ACCFSS ORIBSE THE PROGRAM 1>}

A COMPANY |

;;anxel

Figure 43. Installation Wizard for the Update Installer 7.0.0.9: Software license agreement

__4. Inthe System Prerequisites Check panel, click Next.

Installation Wizard for the Update Installer 7.0.0.9

System Prerequisites Check
Warning A supponed operating system was nol detecied

Support for your operating system might have been added afte
of thia product. See the r L &

SYSTEms. You can continue with the installation, but the instaliati
aperation might not succeed withowt apphing mainenance. Go

appty after installation

Click Mext to continue the installation

requirements Web pages for more information abowt supported eperating

product suppor Web pages to obtain the latest mainienance packages to

Click. Cancel 10 $1op the installation and install a supporied operating system.

r the release

on or product
1o the

InstaliShielkd

< Back i- Mext = |

Cancel k

Figure 44. Installation Wizard for the Update Installer 7.0.0.9: System Prerequisites Check
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__ 5. Use the default path if possible.

Installation Wizard for the Update Installer 7.0.0.9

fopt/IBM/ WekSphere/Update nctaller

i gl
to b, e B! s

Figure 45. Installation Wizard for the Update Installer 7.0.0.9: Installation Directory

___6. Inthe summary screen, click Next.

& Installation Wizard for the Update Installer 7.0.0.9

Figure 46. Installation Wizard for the Update Installer 7.0.0.9: Installation Summary
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The installation of the files starts.

& Installation Wizard for the Update Installer 7.0.0.9

Ins1aiGhield

Creating the uninstaller...

l

Figure 47. Installation Wizard for the Update Installer 7.0.0.9: Installation in progress

___7. After some time, it completes and you see the panel below. Click Finish to exit.

Instalizhield

& Installation Wizard for the Update installer 7.0.0.9 - O X

Installation Complete

Success The following product was succassiulby installed:

& |EM Update Installer for WebSphere Softwane
Path: foplfIBM fWebsphere Updatelnstalier

{vl Launch IEM Update Installer for WebiSphers Softwane on exil,
fou can also launch the Update Installer by running the update command in

the installation directiony

Click Finlsh to exit the wizard.

Figure 48. Installation Wizard for the Update Installer 7.0.0.9: Installation Complete

Now the WebSphere Application Server Update Installer is installed.
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Update Deployment Manager, AppServer, IBM HTTP Server,
IBM HTTP Server plug-ins, and SDKs to WebSphere
Application Server 7.0 FixPack 21

__ 1. Download the WbSphere Application Server 7.0 FP21 to the shared folder (on
Deployment Manager and is accessible from node1 and node2). To install the WebSphere
Application Server 7.0 FP21, do the following steps:

a. Stop your Deployment Manager, NodeAgents, AppServers, and IBM HTTP Server
Server.

b. Start the WebSphere Application Server Update Installer by running . / updat e. sh from
under / opt / | BM V¢bSpher e/ Updat el nst al | er/ . You should see the following screen.

c. Click Next.

i IBM Update installer for WebSphere Software - 0 X

Welcome 1o the IBEM Update Installer for WebSphere Software wizard,

This wizard installs or uninstalls maintenance packages, including Interim
fixes, fix packs, and refresh packs. The following products ane
supported;

Instalishiakd

Figure 49. IBM Update Installer for WebSphere Software: Welcome
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___ 2. Browse to the path of your Deployment Manager and click Next.

i IBM Update Installer for Web5Sphere Software

Figure 50. 1BM Update Installer for WebSphere Software: Product Selection

__ 3. Select Install maintenance package and click Next.

(] -::'EiH Update Installer for Web5phere Software 7.0.0.9

Figure 51. IBM Update Installer for WebSphere Software: Maintenance Operation Selection
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___ 4. Browse to the path of your FP21 pak files. Click Next.

ﬁ 18M Update Installer for WebSphere Software 7.000.11

Maintenance Package Directory Selection

Enter directory 1o st maintenance packages avallable for installation. You can
spacity a directory o click Browse 1o salecl a path to mainlenance package.

Directory path:
|Z:0AS Patchesi?.0.0.21F o ack

Broversa...

The latest maintenance packages are available onling. Obtain maintenance
packages for WebSphere Application Server and all WebSphare Application
Server Feature Packs either by visiting the Recommended fixes for WebSphera
Application Serder wabpage for a completa list or by using the YebSohens
Maintenance Downlgad wizard 1o find speciic maintanance packages.

Additional information can be found online at the WabSphare Application Saner
library or ¥ebSphere Application Server information center webpages

= Back I et = I Cancel

Figure 52. IBM Update Installer for WebSphere Software: Maintenance Package Directory Selection

___ 5. Theinstallation picks up the two updates that need to be installed. Click Next.

e " " ol A e et e

ﬁ IBM Upadate Installer for WebSphere Soltware 7.000.11

Available Maintenance Package to install =

Select maintenance packages o installk

Select Recommended Updates I Deselect All Updates

¥ 7.0.0-WWE-WAS-WInMG4-FPO0000 21 pak
M 7.0.0-WE-WASEDK-Wink§4-FFO000021 pak

Each package selection might restrict remaining packages available for further
selection, —

Multiple selections can be made Tor diferent products.

< Back Ned= | Cancel |

Figure 53. IBM Update Installer for WebSphere Software: Available Maintenance Package to Install
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The installation begins.

4 16M Update Installer for WebSphere Software 7.0.0.11 Hi=] E3 |

Ivstallation Suminary
The following maintenance packages will be installed:

& 70.0-W5-WAS-WinXod-FPI0000L1 - YWebSphere Apphcation Sener
T.0.0.21 FuPack
& 7.0.0-AWS-WASSDEAMINKGS-FPO000021 - Sofware Developer kil 700021

1o the following location:
[R= e s i

Chck Next to beqgin the installation,

= Back [ Ned> | Cancel

Figure 54. IBM Update Installer for WebSphere Software: Installation Summary

___ 6. After some time you see the following screen. Click Relaunch.

& IBM Update Installer for WebSphere Software 7.0.0.7

Installation Complete

Success:The following malmenance packages were installed:

# T00-WS-WAS-WinXG4-FPO000021
& TO0AWSANASSDR MWinME4- FPO000021

to the foliowing location:
& T P

Click Retaunch 1o add or remove additional malmenance packages, of click Finish
i et the wizard.

i Relaunch I

Figure 55. IBM Update Installer for WebSphere Software: Installation Complete
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r P;“, Note ~
‘Relaunch’ restarts the process. Then, repeat the steps for the following components:

« IBM HTTP Server

« IBM HTTP Server plug-in
g J

__ 7. Whenitis completed, you should have all relevant WebSphere Application Server 7 FP21
updates installed on the following components:

__a. The Deployment Manager
__b. IBMHTTP Server
__c. IBMHTTP Server plug-in

___ 8. Next, install all relevant WebSphere Application Server 7 FP21 . pak files on each of the
Nodes (that is, node1 and node2).
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Federate WebSphere Application Server into the Deployment
Manager

Next, you federate the AppServer into the deployment manager.
1. Ensure that the clocks are in synch between your Deployment Manager and AppServer.
2. Make sure that the Deployment Manager is started and the AppServers are stopped.

3. Then, from both the Nodes (node1 & node2) within the folder
/ opt / | BM V¢bSpher e/ AppSer ver / bi n run the following command:

./ addNode. sh dn&i hs. spnego. conpany. com 8879 - user wasadm n - password
wasadm n

You see:

Figure 56. Command ./addNode.sh dm&ihs.spnego.company.com 8879 -user wasadmin -password wasadmin
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4. When it is done:

a. Loginto your Deployment Manager at

http://dn& hs. spnego. conpany. com 9060/ adm n.

__b. Goto Servers > Server Types > WebSphere Application Servers. You should see
something like the following screen.

et Sohstord COrnnkt W e

[P e -

E padad e s

JEEET—

T
H Tanat Typas

8 Cheren

B Ot rne

H Cese Gupn
e s
[ -

e T

Lot Wi i B el DY o Wi bl st g At P st W Wil B m il o Wi drd, Tt dd SR i D
L T T e LT T
T r—
e | Batun || Temgioaa wen | bug || Ssmen [ pmssdmeing | Temsm |
L LT o
Balat Missa T ds D i Hasa D ks D Chaite Bama o [LFF) ;l
T e e e
(o ssisil  pede ] peegn company com O T =
F el meduin  noda] spmegn compeny com - 76 5 ]
Fitiad 3

Figure 57. Application servers
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Enable security on your Deployment Manager
Next, you add the LDAP repository to your Configuration.

General settings

1. Start WebSphere Application Server and log in to your admin console
htt p: // dn& hs. spnego. conpany. com 9060/ adm n (use wasadmin user and password).

2. Select Security > Global security. Ensure that Enable administrative security and
Enable application security are selected. Also, ensure that the User account repository
> Available realm definitions is set to Federated repositories.

Clobsl secunty

Uis thid panel to configure edministration and the dafacl sapplication eturity poldcy. Thil seduity configuaticn apphad 1o the secunty 5
fnctigns and is uied a5 8 default security policy for veer applications, Seouity domaing can be defined o ovemide snd customioe the .
aplicaticos

Securty Configuration ‘Wizard | Seourity Configuration Report |
Addminy Luumehes & wizibd to conliguee th Bl titanty sestangd. | AR bicaion
41 Enmble admirtrabios securty Semiplyiraiies wiarrales P N TR A AT Do
AT g Sroul leg & To
Sgminiptrative pathistication Karbaros snd LTHA
Emrbares fonligueptins
Apphistith weraily Authanbcsbon ceche petbagg
¥| Ersbie spplication zacunsty B Ve e 00
@ R
Bava 3 secuity E Java Authanbca

Us# Jave T saturity to restrict spolication socess to laoal resoures P - —

warh o appliiatican Bie Sranted cusiam Sermiiidisn

Haslrict scceds o redcurce suthantication dats =
SErarily AmEAE

Extarnal authrgation Srow-aary
ST §raparTias

Usasr scoount reposilony

Currant raalm dalimition

Availabls enlm delintions

Faderated repcaitanes - Configura.. Set m3 current

Apply | Razst |

Figure 58. Gilobal security

__ 3. Select Apply and save.
___ 4. Select Security > Global security > Web and SIP Security > General Settings.
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___ 5. Ensure that Use available authentication data when an unprotected URI is accessed is
selected.

Global security > Web security - General settings
Specifies the settings for Web authentication.

General Properties

Wab authentication behavior

‘R authenticate only when the URI is protected

!-1"- Use available authentication data when an unprotected URI is accessed

Authenticate when any URI is accessed
: Default to basic authentication when certificate authentication for the HTTPS client fails

Apply | oK Resat ] Cancel |

Figure 59. Web authentication behavior

__ 6. Click Apply and save.
___ 7. Select Security > Global security > Web and SIP Security > Single sign-on (SSO).
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___8. Ensure that Interoperability Mode is selected and enter the domain name

". spnego. conpany. cony.

Important
~ [l ™

Be sure to add the perior (.) before the domain name.

.

Global security

Global security = Single sign-on (550)
Specifies the configuration values for single sign-on.

General Properties

|7 Enabled

I- Requires S5L

Domain name
! Apnego.company.com

3 Interoperability Mode

3 Web inbound security attribute propagation

Apply | (o] 4 | Reset Cancel

Figure 60. Global security: Domain name

__9. Select Apply and save.
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Federate LDAP repositories

__ 1. Loginto your admin console htt p: //dn& hs. spnego. conpany. com 9060/ admi n (use
wasadmin user and password).

__ 2. Select Security > Global security > Configure... for Federated repositories.

User account repository

Current realm definition
Federated repositories

Available realm definitions

| Federated repositories E” Configure... Set as current

Figure 61. User account repository

__ 3. Select Add Base entry to Realm...

Bepoudoras = tha raalm
[EIEF T ——— S | TS ———— ﬂ-m:.-._;
Salact Basa Ertryg Rapoarory [deceidiar Rupaiitony Typs
Wi Db BETUATLE tha Tollowing Pt tR i

s dal gl MFileBaiedRaalm Lt runiFila R g podiLocy Fils

Figure 62. Repositories in the realm

___ 4. Then, select Add Repository...

# Repository

+ Distinguizshed name of & bazse antry that uniguely identifles thiz set of entries in the realm

Distinguished name of a base entry in this repository

Apply | O l Reset Camcel

Figure 63. Adding repository
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__5. Enter the following items:
___a. Repository identifier

b. Primary host name

c. Bind distinguished name

d. Bind password

e

Login properties

Ganaval Propadties

# Raparrtary idombfisr

[MEAD-LDAR

LIAP sarver Sweusiby
# Directory typa Bind distinguishad nsms :
I Microsoft Windows Rdive Diserbory :Il s
Band passvond
* Primasy host nama Paort [ersnsan
[msad200% spnego.company, com [a0% t
Login prapadied a
Fallowar sarcar uand whan grimasy i fok auallable: | ued
_Dulurs | LOAR astribute for Kerberas princpal name
Gmlact Fallevar Mosk Name Bart |starprinspalnama |
Horig

Cartificate mapping
= EMACT DN 5

Guriificate Filbar
|

Suppert referaly o other LDAD sarvamn

™ Raguire S5L communications

&= centrally mansged
il 5 1l I L i

L Usw specific 250 alias

|-:--:r-.l...-;:-: BusHngs H 8 e geatego

Figure 64. Repository identifier

__ 6. Click OK.
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7. Then, you enter the base entry.
Glehal pecunty = Federated repomnito s - S

Specifias @ wet of identity eniries in a repository that are referenced by 8 base sntry into the diredorg information tree. If maltiple repositories sre b
necessary bo define an sdditional distinguished neame that unidealy identifies this sat of entries within the reslm.

Ganeral Properties

& RapoEitory
MEAD-=LDAD Add Bansaibar

# Digtingyished nama of a baps sntry that uniguely identifies this set of antries in the realm
| L -

Distinguished name of a bags antry in this repositary
| DL | -

Apply | | ok | | Reset | | Corced |

Figure 65. Entering the base entry

__ 8. Select Apply and save.

__ 9. Restart your Deployment Manager and Node Agents.
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Add AdminFromLDAP user as a WebSphere Application Server
Deployment Manager administrator

__ 1. Loginto your admin console htt p: // dn& hs. spnego. conpany. com 9060/ admi n.

__ 2. Click Users and Groups > Administrative user roles.
(Admmistratve vmperoles .

Ademininrative usar roles

Lze thiz page bo sdd, updsls or ko ramors sdmeatrstive rolss to grovps. Sasigning sdmemistrsties reles bo groups sasbles them to sdminister mpplicaticn
tarwers trough the sdminisbatve cooaole or through vwasdmin zonpling. Tha sdministrabve suthorizes run Bmae must be rofifisd whan groups s sdded to or
ramnvad From an sdmoaralive uar @rcasp. Chek Raframh all ko rodify Bha sdminisbrabve suthorizer afar te cha. mgag have Basn paved and ppncheonized.

_ogen || kde.. || Remeve || Rebesh b |

LAl mileiG
Balact Usar & Robelal & Lasgin Shatus 7
ra BT Primary adminiitratne wis nams hitrem
Todal §

Figure 66. Administration user roles

3. Click Add. Then, select the role Adm ni st rat or, search for Adm nFr onL.DAP and add that
user to the M apped to Role.

Administrative user roles > User

Use this pags b add, update or ta ramove administrative reles to vsers. Assigning administrative roles to users snables tham to
administer application servers through the administrative console or theough wesdmin soripting.

& Rolels)
Agdrmiry Emni Hnnaiir P
Auditor
Configuscator b

Search and Select Users

Dacide how many results to displey, snter & seanch string (use * for vildeard), and click Seanch. Sslect users from the Available list
and add tham to the Mappad to role lst. Users which have slresdy been mapped to & role will not be returned in the search
reaults.

__Sliarcllq_i.b_-:u_. Cor
[AdminFromLDAP [Searsh |

Mascimwm results te deplay Iﬁ

Available Mapped to role
|
(4]

| Select 4l | | Desalect an | Select an | | Deselect &

Figure 67. Search and Select Users
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__ 4. Click OK.

Administrative user roles
Administrative user roles

Use this page to add, update or to remove administrative roles to groups. Assigning administrative r
to administer application servers through the administrative consaole or through wsadmin scripting. TF
run time must be notified when groups are added to or removed from an administrative user group.
administrative authorizer after the changes have been saved and synchronized.

Logout | Add... Remove Refresh all
Bl=IE3lE
Selact| User & Role(s)
[ | AdminFromUser Administrater
wasadmin Primary administrative user name
Tatal 2

Figure 68. Administrative user roles

__ 5. Log out and then log back in again as AdminFromLDAP to ensure that it is working.

___ 6. Check that the nodes are in synch:

__a. When logged in WebSphere Application Server Console as AdminFromLDAP, click
System Administration > Nodes.

___b. Check whether the nodes are in synch. The following figure shows the nodes in sync.

F=
Hodes
Use this page to manage nodes in the application server anvironment. A nede comesponds to 3 physical computer systern with a distinet
IP hioit sddrare. The following table liste tha mansged snd unrmansged noder in thip call. The fust rode ie the deploymant manager.
Add naw nedas to tha call and to thiz liat by dicking Add Hode.

H Praferances

Add Hoda ]._F:lmbh'l Hode | Force Calete | Syschronize || Full Regyschronize || Stop
e
&0 EE
Salact Nama O Hast Nama O Vargion o Digcovary Protocsl O Stakui L}l

Tou can administer the following resowrces:

O o 1 s s el dmiihs spnego. company.com HD 7.0.0,21 TR L
[ el nodel spnego. company. com. HD 7.0.0,21 TCP wee
M| l— oDl nodel spoego. company, com HE 7.0.0,21 TCR o
Total 3

Figure 69. Nodes in synch

___7. lfthe nodes are not synchronizing as in the previous screen, then you can force Node synch
from Node1 and Node2. Do the following on each node:

___a. Stopthe Node agents . / st opNode. sh.

__b. Run./syncNode. sh dn& hs. spnego. conpany. com 8878 -user nane User Fr omLDAP
- passwor d passwor d.

___c. Restart the node agents ./ st art Node. sh.

__d. Now recheck System Administration > Nodes. The nodes should now be in synch.
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Installation of DB2 (V9.7-fp6) server

Vs E 7/ Note ~

9. 7 F xPack 6 has the full DB2 installation.
\§ J

1. Copy the DB2 installation file DB2_ESE \O7- Fi xpack6_Li nux_x86- 64. t ar to your
computer. Uncompress it and start the installer by running . / db2set up as the root user. You
should see the following.

DE2 Setup Launchpad

» Welcome Welcome root to DB2 Version 9.7
Rt a nformution o The DEZ Satup Lesnchpad ghes you Ro0ass 10 &l of the mfoermaron tha 40U need 10
FATARMIIN R &gy 'r j"! =48 your DEZ. orogucts and Teatures oF Lisnn, UNDE and Windows operaling sysiemd
Upgrade Infomneien T geess more indormahes Do e DRI prodlucrs availaDle Tor ins1alleesn o o

peérfarm an instaflation, select from the tabs proviced. Tou can find mone product

Frita & Froau RPN Ery RRANChER) The WA O aron CRmar

Exir
B 2earch lnfermation Center

Figure 70. DB2 Setup Launchpad: Welcome
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___2. Cilick Install a Product and then click Install New from the DB2 Enterprise Server Edition
Version 9.7.

DB2 Setup Launchpad

walcoms Install a Product as root
R irkmiatim CliEk st Misw T Faunch Bhe D82 Setup wizard for This désinet praduct snd bo sl
mstalation Requiremenis the produdl 10 A nee’ localion: K

Upgrade Isfomaasan

* Install 3 Product o e Las
Ent DB ERterpres Sarvar ECQTon i3 Ousignid 10 M el the 0413 SErvir needs of i 10 1arge
Ttiges. | Can b Gepioed on Lisa, UNIX, of Windows stfvidd of ary Si2e, fram eee £PUT
any number of CFYs.

DB2 Enterprise Server Edtion i s sdeal fo Tor g on ke
SOIUNIDNE, FUCh a5 muii-rerabne fije Ows uRid, or high per g 2407 gvalabie high
wolume Tranfaction procestrng business soltions, or Web-based soltiond D82 Emerpride
Sarvar EQImon in(Orporanes & native KWL dite shorg and deinars Ml access 10 XML data

uing Nieery, XPalh, SOL and standind regarting ol

Oprapnyl fegiuras fof DR Enrerprde Farver Ection are vallable That rovics sdomionsd
afvenied produdt (apabiities n areas such & 0XaDase parfiaing, Compresscn,
parformance, workload management, and seoarmy For enoee informanion, see

g fwtvster i £0M

Datshase Mamsgement and Application Development Tools

& suite of GUl1ools for marsiging DB2 for Uinux, UNIC, and Windows dita and dala-centric
appicanons i availebie 10 install. Incividually thisse 10015 proide powerul capabdiies that

Figure 71. DB2 Setup Launchpad: Install a product as root

The DB2 installation wizard displays. Click Next to continue.

Figure 72. DB2 Setup wizard: Welcome
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___ 3. Accept the license agreement and click Next to continue.

IHFORT ANT: READ CAREFULLY

Tt BOBMSE AOPEEMENts are pretentid Delow.

L iBM international Licknde agresmest Tor Evalugtion of Prograems
i Agraamant

Figure 73. DB2 Setup wizard: Software License Agreement

___4. Click Typical as the installation type and then Next to continue.

Figure 74. DB2 Setup wizard: Select the installation type
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5. Select the option “Install DB2 Enterprise Server Edition Version on this computer” and click
Next.

ver Edition

Figure 75. DB2 Setup wizard: Select installation, response file creation, or both

__ 6. Change the default path if you want. Then, click Next to continue.

Figure 76. DB2 Setup wizard: Select the installation directory
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___ 7. Enter the user name and password for the dasusr 1 user and click Next to continue.

,.
4

st
|
I
i,
I

Figure 77. DB2 Setup wizard: Set user information for the DB2 Administration Server

__ 8. Select Create a DB2 Instance. Click Next to continue.

Figure 78. DB2 Setup wizard: Set up a DB2 instance
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___ 9. Select Single partition instance. Click Next to continue.

Figure 79. DB2 Setup wizard: Set up partitioning options for the DB2 instance

___10. Enter your database administrator user name and password. Then, click Next to continue.

=

| %iilili

Figure 80. DB2 Setup wizard: Set user information for the DB2 instance owner
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___11. Enter your fenced user name and password. Then, click Next to continue.

4]

W
e

Figure 81. DB2 Setup wizard: Set user information for the fenced owner

___12. Select Do not prepare the DB2 tools catalog and click Next to continue.

Figure 82. DB2 Setup wizard: Prepare the DB2 tools catalog
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___13. Select Do not set up your DB2 server to send notifications at this time. Click Next to
continue.

Figure 83. DB2 Setup wizard: Set up notifications

___14. Review the summary screen and finally click Finish to start the installation of the files onto
the system.

12 Enterprise Sarver Edition

Product te install:

D22 Enterprise Sarvar
Inszallavion Type: Trmic

al

Fraviously Installed (seponents:
Selected (ceponents:

Base Server Support

1M Seftrare Develcpeent 1T (30E) Tor Jawa(TW)
Connect support

Communication suppert - TOP/IP
Replication tools

Control Center

DEZ data source fupport

DEZ LOAF support

DB2 Drstance Setus wilard

DA2 pdats Service

FIrsT STaps

Sample database $ource

Languages:
English

Figure 84. DB2 Setup wizard: Summary: Start copying files (1 of 3)
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All Products
Target directory:

Space required:
Install SA WP:

New instances:
Instance name:
STArt instance Oof reboot:
FCH port range:
TCRAP contguration:

Service name:
Port nusber:
Instance user information:
User name:
Group nzme:
Home directory:
Fenced user inforsation:
User name:
Group name;
Home di FeCTOrY:

DBZ AdminisTration server:

Aopt/IEN/dh2 v, 7

894 MB
N

dbZinstl
Yes
OO0 =60003

dozc_dbZimsTl
S0001

dbZinstl
db21adul
shome/db2instl

db2fencl
dir2 Tadnl
Shome sdb2fencl

Figure 85. DB2 Setup wizard: Summary: Start copying files (2 of 3)

- DB2 Enterprise Server Edition

Instance name:

SLart instance on reboot:

FCH port range:

TCR/IP contigurat)on:
Service name:
Port nusber:

Instance user inforsation:
User name:
Group name:

Home directory: Jhoaadb2RsTl

Fenced user inforsation:
User name: dbZ2fencl
Group mame: db2Tadnl

Home directory: JShowme/db2fencl
DE2 Adwinistration server:
Instance user InTorsation:
User nama;
Group name:
Home directory:

Figure 86. DB2 Setup wizard: Summary: Start copying files (3 of 3)
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The installation begins.

Figure 87. Installing DB2 Enterprise Server Edition

___15. After some time the installation successfully completes. Click Finish to close the installer.
___16. Verify the version of DB2 installed:

a. Open a terminal prompt.

___b. Switch to the DB2 instance user, i. e. su - db2i nst 1.

__c. Runthe DB2 command db2l evel and you should see:

dbZinstlF e db?level

DBZ10851 Instance "dbZinstli” uses "64" bits and DBZ code release "SQLO9070"
with level identifier "0280L10107".

Informational tokens are "DEZ +9.7.0.0%, "s090521", "LINUXAMDGE497", and Fix
Fﬂ‘:k un-u_

Product is installed at "/opt/IBMAdb2/\VW9.7".

dbZinst1E et~ >

Figure 88. DB2 command db2level
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Apply the DB2 license to your server

__ 1. DB2 comes shipped with no license installed. To check it as user db2inst1, run the

command db2licm-1.

Idbiinsti_:"?- dbZstart
15:00:34 4] 0 SQL10Z6N The database manager is already active

él;}L.’lDEEN The database manager is already active.

chZinstlCam— -~ dbZlicm -1

Froduct name : "0BZ Enterprise Server Edition”
License type!: “License not registered’

Expiry date: “License not registered”
Product identifier: “doZese”

Version information: " P

Figure 89. Command db2licm -I

You can see this reports License type = “License not registered”.

___ 2. To add the license to DB2, do the following steps:

__a. Copy your license to the DB2 computer.

__b. Rundb2licm-a <database |icense fil e>.

dbZinstlEcmmiamp: > | dbolicm -a JDpIIEGFTNBFEKDBEVE.?—Eﬁﬁjlt!ﬁhEESE'_u.11I:|

LIC140Z21 License added successfully.

LICi4Z61 This product is now licensed for use as outlined in your License Agree
ment. USE OF THE PRODUCT COMSTITUTES ACCEPTAWCE OF THE TERMS OF THE IBM LICEMSE

AGREEMENT, LOCATED IW THE FOLLOWING DIRECTORY :

.i=088591"

"Jopt/IBMAdRZANE . Y license/en_US

Figure 90. Running db2licm -a <database license file>

__ 3. Rundb2licm-I to verify that the license is added.

dbZinstlGommmieie ;> dbZlicm -1

Product name: "DEZ Enterprise Server Edition”
License type: "Authorized User Option”
Expiruy date: "Permanent"”

Product identifier: "dbhZese”

Version information: i~ Bl ey

Enforcement policy: "Soft Stop”

Mumber of licensed authorized users: "Z5"

Features:

DEZ Performance Optimization ESE: "MNot licensed”

DBEZ Storage Optimization: "Mot licensed"

DBZ Advanced Access Control: "Hot licensed"

DBEZ Geodetic Data Management: "Mot licensed"

IEM Homogeneous Replication ESE: "Hot licensed”

Figure 91. Running db2licm -|
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IBM Tivoli Directory Integrator 7.1 installation

The installation of Tivoli Directory Integrator is needed so that the profiles DB can be populated with
LDAP information.

__ 1. Copy the Tivoli Directory Integrator 7.1 installer to your computer and extract it.

__ 2. From a VNC: Terminal prompt run the Tivoli Directory Integrator installer:

Jlinstall _tdiv71l_|inux_x86_64. bi n. You should see the following screen. Select
English as your Language and click ok.

———

@ IBM Tivoll Directary Inte

Directory Integrator
7

Licwnsaed Maioras < Propesty of BB Com {.‘I:omr-g—-ﬂ.EMGc-p wndd othar{s |, 2002, 3010, AR Rights Rasarved. 1B the 1BM iogo and Tholl
ore egesinend inedemancs of IBM Corpesulion in the UnSed Siales, olhes counires, o bolh, Bull on Eclipae i3 & Eadeswark of Ecipas

Foundabon, Inc. Jova and 8l Jeva-based imdsenarns ane Fademaris of Sun Mcrosystena, ing. in S Unifed Stakes, oifes ooings. or both
Dithar compary. roduct, of BRndon R mMay bo irademnark of servion marks of o

o
71
English |»] [oK

Figure 92. IBM Tivoli Directory Integrator v7.1
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3. Click Next in the Introduction screen.

TR

B Introduction
[= Previous inglallations

SOftwiare LicEnse Agreement

[ Choose Install Folder

Chooge nstall Set

[ Soliiens Diectory

[ T Server Pors

[ T4 Server Sendace

- Integrated Solwions Consola

Directory
Inregrated Solmions Console

" Part Values

AMC Servce

I Pre=insaliation Surmenany
[ Installing...
[ Install Complete

Iregrator v7- 1 '

IrstailAnewtiere wil guide you hraigh the installaion of BM Thell Direciany

It b Aronghs racommendad 1T vou Guit all prograns befone Cominuing with

this instaiiation.

Chick the “Hext' bufton to procesed 1o the next soreen. i wou want 1o change

famathing on & privious screen, Click the Fravous’ bution

ou may cancel ths Installation a1 amy time by clicking 1he 'Cantel’ bunan

Figure 93. IBM Tivoli Directory Integrator v7.1: Welcome

__4. Theinstallation searches to see whether Tivoli Directory Integrator is already installed. Click

Next.

o Introdistion
= Frevous Installations
= Software License Agresment

Choate nstall Folder
Choose Instal Ser

= Sobatbons Diretlory
O TOH Server Pons

TOI Server Serdce

o Imegrared Solanpons Console

Directony

_ Integrated Solutions Console

Part Walugs

o AMC Sendce

[+ Pra-installation Semmany
- Ingtalling. ..

[ Instalt Complete

Click nex 10 search for previous IEM Thwll Direciony (magrator installations. |

This may taka 3 whild,

Figure 94. IBM Tivoli Directory Integrator v7.1: Previous installations
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___ 5. After some time it finishes. Accept the license agreement and click Next to continue.

T mtroduction
o Previnus installations
B Software License Agrawemant
[ Choose Enstall Folder
[+ Choose nstall et
[+ Saligions Diractory
[+ TDl Server Poms
- TDd Server Service

. Integrated Sal\ions Console
" Dwectony

.. Integrated Saldions Console
" Pont Yalwes

[ AMC Serdce

£+ Pre-insiallation Summany
L= Ingtalling. .

i+ nstal Complete

Piease read the Following license agresrment canefully,

MPORTANT READ CAREFULLY

licenae agrédmients an presenid Delow,

1. Imternationat License Agreement for Evaluation of Programs
2. International Frogram Likense Agreement

Licenses b5 obiaining the Program Tor pUrposes of productive uie (oeher
evallation, 1asing. trial *try or buy® or demonsiration) By clicking on
~AccepT button below, Licensee accepls the International Frogram
cinse Agriement, wilhout modification, '

Licenses is obiaining the Program for the purpose of evalustion, 1esting,
“try or bans”® Or demonsiration (collecthvely, an "Evaluation”). By dicking
1he "Accept™ button befow, Licensee accepts both () the Inermational
cange Agriement for Evaluation of Programs (ih "Evaludtion Licendse™),
hioant reodificatior; and (i) the Interational Program License Agreement
Fre “PLAT), vttt mrociific athan.

[afx

| acoept the terms in the license agreement.

0 do not mnltuluni.s_lnth! license iIII'!I‘IIHI‘I.

Figure 95. IBM Tivoli Directory Integrator v7.1: Software License Agreement

___6. Change the path to where Tivoli Directory Integrator should install. Click Next to continue.

L e v

o Iroduction
« Previous Instadations
o Software License Agreement
b= Chooze rsyall Folder
T Chodse Install 5eq
&+ Selutions Directary
= TOI Server Porms
TOI Server Serdce

.. imegrated Solutions Consgle
" Direciary

.. Imegrated Solutions Consale
Fom vaies

D AMC Service

L+ Pre=Installation Summary
& Install Comphete

Flease thonse a destination folder for this installation.

Yihere Wiould Yo Like 1o Install?

| Eeswre Deraun Foiger || chgase.

Figure 96. IBM Tivoli Directory Integrator v7.1: Choose Install Folder
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___ 7. Choose the Typical installation type and click Next to continue.

+ Intraduction
o Pravious Installations

o Soflware License Agreesmem
o Choose install Folder

¥ Choose Instail Set

e SoluEons Direciony

o TDI Server Poris

* TDI Server Servce

. Intiegratad Solutiong Contole
Driracnory

H Imtegraned Solnong Cansale
For Vahies

[+ AMC Serdce

[+ Pre-installabon Summany
[+ Instaling.,.
O Install Complete

5 Typical
* The most comman applicatien femtures will be instalied. This option i3
- rEam S Tor mage WiGE

Custom
* :hmﬂluiwlﬂ tmﬁm‘lﬂlhl Tegbures 8o be inalled

Figure 97. IBM Tivoli Directory Integrator v7.1: Choose Install Set

__ 8. Select the option “Do not specify” and click Next to continue.

+F Imraduction

o Prewious Installanions

« Sofreare License Agresment
« Choose Install Folder

« Chose Insiall Seq

¥ Sclutions Directory

L+ TOI Server Farts

[ TV Server Service

. Imegrated Sohmions Console
© Direciary

., Imegrated Solutions Congole
Fort Values

e AMC Serdice

& Pre-Installation Summary
I Insvaliing...
O Imsall Complete

ou have he opthon of celecting a Solations Direciory: A Solutions Directany
is @ static direclory where the IBM Tivoli Directony integrator Server and
Configuration Editor ook for your sodutions.

I Use a subdirectory named TO4 under my heme direciony
) Use Install Directory
L Sedect & directony to use

| Eestare Dedaul | | Chgase |

® Do ot specify - use curment working directory at stanup time

Figure 98. IBM Tivoli Directory Integrator v7.1: Solutions Directory
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__ 9. Use the default ports and click Next to continue.

< intraddabn Enter the pon valies 10 be used Dy BN Thvoli Direciony Imegraror v7. 1
o Previous Instaliaians Server.

o Softemre License Agresment
« Choose Install Folder

o Chioose Inssadl Se

« Solutions Directony

B TOI Server Parts -Server Port.

L TDI Server Seruice | 1038 !
Ienegeated Sokitions Cofdale System Store Fart

" Directory [1;5?“— |

., Imegrated Solutions Console

© Porl Yalues REST AFI Fort:

[ BME Serce [ 1008 |

Lo Pre-Instakation Sumimary Syirem Queue Port

P g [41001 |

= Install Complite

Figure 99. IBM Tivoli Directory Integrator v7.1: Server Port Values

___10. Do not select “Register as a system service”. Click Next to continue.

< Inroduction iou have the opdion of registering 18M Thaoll Directony Integrator ¥7. 1 Senver
o Previows Instalations A5 @ SFEm Service.

+ Softeare Ligense Agrismin
o Choose Irvsaall Folder

& Choase Install 5et

< Solutions Ejlreunn,-

+ TDIServer Pors [ Register as & system sarvice
F TOI Server Sendce SErice Name

. Imegrated Solutions Consale
Directany:

.. Imegrated Solutions Congale
Fom Yaues

[r AME Service

C Pra-Instatation Summary
~ instaliing... [
© Install Complete

Figure 100. IBM Tivoli Directory Integrator v7.1: Register Server as Service
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___11. Use the default ports and select Next to continue.

" Iroduction
o Frevows Instaliations
+ Goltware Lifense Agregment
«F Chodse Imsiall Falder
o Choose Install Set
& Solutions Directany
« TOIServer Pons
o TDi Server Senice

Imegrated Solutions Console
Dirgctary

Imggrated Sodutions Console
Port W alues

[ AMUC Serdce

= Pre=Installation Summary
T Imstalling.
= Instal Complete;

Enter the poel values 10 be used by Integrated Solwions Console SE

HITE port:
{13100

HTTPS port.
{13101

Action Manager AP part:
| 13104

Figure 101. IBM Tivoli Directory Integrator v7.1: Integrated Solutions Console Port Values

__12. Do not select “Register as a system service”. Click Next to continue.

< Insrodustion

S Presdous innallations

o Software License Agreerment
 Choose install Falder

o Choose install Ser

+ Soluthons Cirectiory

+ TDI Server Porls

J TDI Server Sendce

Integraned Solnions Contole
Drirectony

Insegrated Solaions Consode
Port Values

I AMC Sendce
£+ Pre-instalianion Summimany
= Installing ..

£ Instait Complet

o

‘You have the option of registesing the Adminiaration and MonRoring
Consobe 85 4 Sysiem sendoe.

| Register as a system service

Siraie Mame

Figure 102. IBM Tivoli Directory Integrator v7.1: AMC Service
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___13. A pre-installation summary screen displays. Click Install to start the installation.

_—
o Imtroduction
« Previous Instaliations

o Sofreaard Litense AQreem i
« Chodse nsiall Folder

+ Choose Install Sed

« Solutians Direciary

« TDI Server Fors

« TOI Server Servce

Integrated Solutions Cansale
Direciary

Imégrated Solutions Consale
Fom Yalues

o BMC Serdce
= Pri-installation Summary
o Installing...

W

W

Product Mame:
IEM Tivoli Directory Integrator w71

Install Folder:
[opt{IEMITDINT. 1

Disk 'Spm Information (for Installation Target):
Required: 597,955,153 byvtes
Awvailable: 30,785,249, 280 byres

Figure 103. IBM Tivoli Directory Integrator v7.1: Pre-installation Summary

The install begins.

7 Introduction
+F Presious insrallations

o Software License Agreerment
 Choose install Falder

+ Choose install Ser
 Solations Directony

 TOI Sgrver Ports

+ TOI Server Sendce

Integraned Solunions Console
Drirecnory

Integraied Solnions Console
Part Values

o AME Serdce

+F Fre=Installaion Summans
> H‘Mm..

£ Instalt Complete

o

o

Figure 104. Installing IBM Tivoli Directory Integrator v7.1
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___14. After some time the installation finishes. Clear the “Start Configuration Editor” option and
click Done to close the installer.

18M Tivoli Directory Integrator v7.1

[LEes ﬂ.'.'l.\h.l.l.l"["r.'lf\ﬁ'“'l— B — I~ &
« Infraducficn T e T T e T— =
The ensLaligicn of 3BM Treoll Direclory Integrator w7, L ig finighed, bal some
o Pravious instaliinbang armings sccurred during 1he iANall Flease see the mstallatien log for
o Software License Agreamem iclanaits

« Choose install Folder
o Chooss Ingtall Sex

«f Solutions Diremory
o TDI Sarver Ports

o TDI S&rver Serdce

Inzegraved Solutsons Candale
Direftory

Integrated Solutions Cansala
Part Values

o AMC Serdce

W Pre-installatbon Summany:
o Instaling. . Il
B It Complate

v

[J51an Configuration Edirar

Figure 105. IBM Tivoli Directory Integrator v7.1: Installation Complete

Tivoli Directory Integrator 7.1 is installed. Now you install FP5 on top of it.
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IBM Tivoli Directory Integrator 7.1 FixPack 5 installation

1. Copy the fix pack to a location on your system and extract it.
2. Make sure Tivoli Directory Integrator is not running before applying the fix pack.

3. Then,goto/opt/IBM TD /V7. 1/ bi n and run the following command: . / appl yUpdat es. sh
-update /opt/software/ TDI/TDO 7.1/7.1.0-TlV-TD - FPOOO5/ TDI - 7. 1- FPOOO5. ZI P/ .

Funﬂh
Note
r ‘a.,/ N
Run this command from a VNC Session.
g J

The FixPack is then installed.

[root@dslvmé5 binl# ./ applyUpdates.sh -update /software/TDIV.1/7.1.8-TIV-TDI-FP8
085/TDI-7.1-FPBGAS.Z1p

./applyUpdates.sh: line 57: -Dlog4j.configuration=file:fopt/IBM/TDI/V7.1/etc/upd
ateinstaller-log4j.properties: No such file or directory

log4j:WARN No appenders could be found for logger (UpdateInstaller.Updatelnstall
erMsgs).

log4j :WARN Please initialize the log4j system properly.

CTGDKO823I Applying fix 'TDI-7.1-FPBEA5' using backup directory */opt/IBM/TDI/V7
.1/maintenance/BACKUP/TDI-7.1-FPBGE5".

CTGDKO8271 Updating SERVER.

CTGDKO®271 Updating CE.

CTGDKOB27I Updating EXAMPLES.

Figure 106. Installing FixPack

___ 4. Check that the installation was OK and run . / appl yUpdat es. sh - quer yr eg. You should
see this result:

[rootedsivass bine]. fapplyUpdates. sh -queryreg]

fupplytpdates. shr Tine 57: -DUogd]. configuration=file: fopt /IBM/TOINT . 1/ete fupdateinstal ler-Logd] . properties: No such Tile o
r directory

logdj:wARN Mo appenders could be found for logger (Updatelnstaller UpdateInstallerMsgs).

log4j:wARN Please initialize the logd] systes properly

Infarsation from .registry file in: Sopt/IBMSTDIANT.1

Edition: Tdentity

Lewel: 7.1.0.5

Lilcemse: Nome

Fixes Applied

TOI-7.1-FRoeas(?.1.8.49) i

Components Installed
M I L e e W
BASE
SERVER
-TOI-7.1-FPaoas
CE
-TOI-7.1-FPOaas
JANADOCS
EXAMPLES
-TOI-7.1-FPoaas
EMEEDDED WEE FLATFORM
AMC
peferred: false

[reatadslvess binle ]

Figure 107. Checking if the installation was successful
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__ 5. Make the following DB2 libraries available to Tivoli Directory Integrator by copying the files
db2j cc.j ar and db2j cc_l i cense_cu. j ar from the DB2 j ava subdirectory
(/ opt /i b db2/ V. 7/ j ava) to the Tivoli Directory Integrator ext directory (for example,

/opt/IBMTDI/ V7. 1/jvrdjrelliblext).

Figure 108. Making DB2 libraries available

72 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

4. Create Connections databases on DB2 server by using the
dbWizard

1. Log in to your database server as the r oot user or system administrator.

2. Grant display authority to all users by running the following commands under the root user
or system administrator:

xhost +// Grant display authority to other users
echo $0 SPLAY // Echo the value of DISPLAY under the root user

3. Ensure that the current user is qualified or else switch to a qualified user by running the
following commands. Switch to the db2 admin (in this case the db2 admin is db2i nst 1)

su - db2inst1

export D SPLAY=<host nane: di spl aynunber . scr eennunber > where
<host nane: di spl aynunber . scr eennunber > represents the client system, monitor number,
and window number.

export D SPLAY=:1.0
4. Start the database instance; enter: db2st art .
5. Use the dbWizard to create the Connections databases:
__a. First, switch to the db2 admin user: db2i nst 1.

__b. Copy the IBM Connection40 Wzd LNXAIX CIA3HML.tar to your computer and extract
it.
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6.

Next, as db2i nst 1, run . / dbW zar d. sh to start the database wizard for IBM Connections
4.0.

| Dratatans winserd for A Conmschons 48

(010 Connections

This waraand COm e, St o Ungracs we [ T o et dans bacss.
To sceme P matoe sboul S prod ok, e e (B Sappe _' wh

PP v 13 W e T N ) il g e e e s 7 b P s i o e, 1 e el b,

Tio conmryes, €l Psar

Lo i - Py e e - R

T i e o RS 1 g e wnwwﬂwﬂwlnn!“biw«.wﬂwwﬂmw
O e bl (R Fap AT R SR o PR & s et of aPe L =
AL T €T e BT L i P o g B A

* il g L dph
Al Flfeiy|

————

Figure 109. Database wizard for IBM Connections 4.0

___ 7. Select Create and then Next to continue.

[EITEN Connections

It o tae gesby b HELLE Zp mie et it bnsen 3 G 3w d B

C=1 = =

Figure 110. Database wizard for IBM Connections 4.0: Database task selection
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8. Select the path for your database installation location and the database instance name.
Click Next to continue.

|§i Database wirard for |BM Connaction: 4,0 Ia
| Dalatne peiscton
Connections

| Gomba thes it by, S et W e, e £ D (LA
W DEQ Lirevere] Db (T
it b E v ¢ vl B roony

|
| oot b sspnn i boramon
|

|
| | spmBAd B3 P Eemvns
| Cwiziomss mutsnce

| |cb2adl

Figure 111. Database wizard for IBM Connections 4.0: Database selection

9. Ensure that all databases are selected and then click Next to continue.

[@] Cratabase wizard for IBM Conneciions 4.0

Agdin Bl R Sl A

[T comnectons

Talar) i i Bistafetic b whi B e veis] o ¢ i o Bk, Yok £ ool ik’ i ol i inlon thuil] ity Pt clinli b
Moot Troh SoiainiT 1 i ful Bl PoQaima by i [l e Valwedl o i o[ ] o ol el o 18 0

Elograt ditabans n b Congo [ Sare. Yoo will seed Cogre o e Mafre

o1 Acirerism

o g
o Commmunite
Bookmaris

Profiles

Figure 112. Database wizard for IBM Connections 4.0: Applications selection
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___10. Click Create in the summary screen.

TN Connections

T G pu v 1 Pty ol (i b for thap Bl ko 1) et

Actgn ©rmans U Con rasmons clanstans

Ditabans type (DT Unresrsal Dot bass (T4

Clriatton sl locaton fopt Skl g T

Clrlabace sasllarew . db2tisa 1

Tihah e el 0 popdocaotnt et Aabevvios, Blingr. Do rrar e, Bockmaria, Peplies, Horve e, Wik, Fiies, Foewm, Wobdis

Aatrarian

Dt ramar OF NACT

Dt i st LOUPS R

Syl i b tuh CrmatmDi gl SppCiass wl

Riogs

Cltabacs rame BLOGS.

Clrtaban st LEUFSER

Sl eriphs 18 tun £raatml g, spoises gl

P et

Dt b van - S-RICOSIA

Eiin bain: snger. LEAFSER

Laap weiphs b nan bbb agl speliant ml cabertars reate i ol cawndarapplmnh agl

Booksaris

Ciriabae raires DOGEAR
Cioria b wname. LCAFRERL ==
Lo v wirde b puan o rmabel e ] e Sl

o 5w S chirten bl clar s B € s

Co— ————

Figure 113. Database wizard for IBM Connections 4.0: Pre-configuration task summary

___11. Finally, click Execute to create the databases.

Thutr Bl bos gy e rra s, v e oot e, £ b, Tt o rwny Tarm

Aclivilien
b Spt BMA B P/ma sl A o s bt L Wit A st 5y
7 e | BRESIBD VD Tiealamd i -l oot i Tt ] Lttt b IR P 1 P

Blags
1 epatBAE IV Pinnend s i
I opu| BAR ISV Fileasdl i o con metes wn!uppcunmql

Lammubsta
| ope I DMGRI WS Tikendd - i) -l oo rec taoemy wL'ocasmam res'd b i i Db gyl
I R TEMHEEVE Tisasnd g g wpetara s ngl
3 e EAREL VR T iisaseind el o 2 R k]

& VBRI TVirihad B 41 crvoar 1 5y et e o P 5

Rachmarks
1 opRTEMPEIYE Thnsdtl 30 - coonectom aglSogem 0l o wg |
2. opul BAMYLYR Fiaassnd il -vi con reddeem g beage et ppG rants agl

Faahie

| Spu  BREGEIVE TRl -hf Rproiranew L 0O § 300 HRBEOTET | W EatLonyy_Con rcront VW (Easdsicos rc i, s peohies’
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Figure 114. Database wizard for IBM Connections 4.0: Database creation detailed command
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The databases are being created.

TN Connections

Craaling chals bamm

Lug ety 0 Puirnisiepin et o VgL el ) AU ] DC e 2001 RORET10TT T sttt oy

Figure 115. Database wizard for IBM Connections 4.0: Database creation task
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__12. After some time, the databases are created. Click Finish.

LA Connections

Pasl roahgestion ik yemm ey

Thes chn bt ¢ omab e itk Cooprbotan] e ooy £ i i . i

Bection Tt A Conactons s bass
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Dtia buvsns stvetad] docabion Sopt i BAb BV P

Dt bwrier imilaice gl

Thoi bl bl ol aC i Do e A Wi, Biors, Caovom wo i, Buagdomniion, Prof e, Hoowves psges. Wik, Fries Fosos, Waokels
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Dbt bt oo D BRALTT

Dt bt i LEUSER

ol g ek Craatelh gl Sppassm wl
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Figure 116. Database wizard for IBM Connections 4.0: Post configuration task summary

If you now run the db2 command: db2 |i st database directory, you should see that all
databases are created.
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5. Populate the Profiles database with LDAP user information

and extract it.

1. Asroot, copy the IBM Connection40 Wzd LNXAIX CIA3HML.tar to your DB2 computer

2. Go to the Wizard folder and, as root, run . / popul ati onW zar d. sh and on the Welcome

page of the wizard click Next to continue.

ek Bt b exsnue

Wite o 4a Probied poprlalion wikisd ke M Corvedbons 48

[‘hn woasl papodaie the Frofies datatass for MM Conneoion L it oem iom your LTP deeciony

Tin T s RCuee et Sbndid] thos Seiadusl. Ol el Lasasalh infoarmeine Casibd

TR

ety S e

WA Connections

[T ——— -

by

Figure 117. Profiles population wizard for IBM Connections 4.0: Welcome
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__ 3. Enter the location of Tivoli Directory Integrator and then click Next.

s '\w;, Note

This page is shown only if the wizard cannot automatically detect your Tivoli Directory Integrator
directory.

- J

N

Thrish Exrariory Inlegrater inatu o aten

1 Toe wtinst s o 30 ate o Tk Crmciory iingranss ) e delaul Rt Lotus EﬂnnEﬂtms |

Rl Comrvaimaans ie s, Toamd DRemcicey asguviis 10 poputes T Profies datasass Touoy the kownen of ta Trol Dsciory Imeguio
program Thwe, Teol Dewciony Intsganor mud b venos 7 3, FaPsds

| St fe dntitm of S Voo Diwotory Integeato et depchivy

Fack Cancal Mot

Figure 118. Profiles population wizard for IBM Connections 4.0: Tivoli Directory Integrator installation location
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4. Select DB2 Universal Database and click Next.

Prlls s e d s i 41 W (A Eorrmt B 4 8

Profiles databans typs

il o Uity Aalaiien yiem

B DH2 Usaaaraad Daiabssa-lThG

Cvnite Extmorag Eoban

S Sarver Eriterprna Edibon

WITEN Connections

Figure 119. Profiles population wizard for IBM Connections 4.0: Profiles database type

___ 5. Next, enter the database information for where your PECPLEDB database is located and click

Next to continue.

Profiles population wizard for IBM Connections 4.0

Profiles database properties

Enter the Profiles database properties. The wizard wses this information to access the Profiles

database.

Host name:
|dh2.sprego.company.com
Port:

[s0000

Database name:;

Connections

[PEOPLEDE
JDBC driver library path:

| Fepriibrmidbng. Tiava

User 1D [Account used 1o write o database):
|dbZinst1

Password:

Browse...

|lll++lll|

Back Cancel Hext

Figure 120. Profiles population wizard for IBM Connections 4.0: Profiles database properties
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___ 6. Enter the LDAP server and port number and then click Next to continue.

Profiles population wizard for 1BM Connections 4.0

LOAP server connection

Specify the LDAF host name and port [o enable the Profiles population wizard to connect 1o the
LDAP server

LDAP senver name:
s 2008 spregn, company.com
LDAP server part:

189

Select to use 550 communication for securad BCcess
Lise 551 communication

Back Cancel Mext

Figure 121. Profiles population wizard for IBM Connections 4.0: LDAP server connection

__ 7. Enter the bind user details and password and click Next to continue.

Profiles population wizard for IBM Connections 4.0

LDAP authentication properties

Enter the bind distinguished name and password to to allow the wizard to access the LDAP
directony,

| Bind distinguished name (DN}:
T TR TR e ————,
Bind passwornd:

— e

E.aci: Cancel et

Figure 122. Profiles population wizard for IBM Connections 4.0: LDAP authentication properties
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8. Enter the search base and search filter. Click Next to continue.

-1 Profiles population wizard for IBM Connections 4.0

Base distinguished name and filter for searches

Enter the base distinguished name and fifter for this wizard to begin searching for users in the
LDWP directory tree.

LDWP user search base:

GHE " JHIE  JHpE Sy e e Y Y
LOWP user search filter;

[Efuid==)i objectcLyss S

Back Cancel Mext

Figure 123. Profiles population wizard for IBM Connections 4.0: Base distinguished name and filter for searches

__ 9. Use the default database mappings. Click Next to continue.

-] Profiles population wizard for 1BM Connections 4.0

Profiles database mapping

Salect an LDAP attribute of a JavaScript function for each field in the Profiles database.
You can sort the columns by selecting the column header, or select each row to add, remove, or
edit the LDAP attribute or [avascript funclion

Database Fields LDWP Attributes of |5 Functions Description S
AllEmElELASEiAAME [ Alternale Lagt fdime ‘l
g Building |
blogur Blog link '
calendarlr Calendar link
coumitryCode c Country code
| courtesyTithe Courtesy title
deptNumiber Department number
description description Albbout me
displayName cn Name
distinguishedMame. | Sdn LODAP distinguished name
emall Akl Office email
effiplay eeNwmber EphaYy SanUEm ber Employes nurmber v
{
:. Back gancel Hext

Figure 124. Profiles population wizard for IBM Connections 4.0: Profiles database mapping
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___10. Do not select any of the Optional database tasks.

___11. Select Yes for “Do you want to run the task that marks the profiles of each manager?”.

___12. Click Next to continue.

Profiles population wizard for IBM Connections 4.0

Optional database tasks

LOUNINES P

Departments

Qrgani zations

Employee types

Work locations

D you want to run the task that marks the profiles of each manager?
¥ es
Na

Back Canoed lext

Figure 125. Profiles population wizard for IBM Connections 4.0: Optional database tasks
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___13. Review the summary page to ensure that the information you entered in the previous panels
is correct.

___14. To make changes, click Back to return to the relevant page and edit the information.
Otherwise, click Configure to begin populating the database.

Profiles population wizard for IBM Connections 4.0

Profiles population configuration summary
LR Connections

Profile population wizard is ready to run the population with the following configuration.

Configuration detalls

Database host name: dbl.spnego. company.com
Database name: PECPLEDS

Database por; S0000 £
1DBC driver library path: joptibmidba g, Tiava
Database user ID: dbZinstl

Database type: DB2 Universal Database{TM]
LDAF host narme: msad2008, spnego.company.com
LDAP sender port: 389

Bind distinguished name: CH=

Group, L= D= - = =, D= LL=0om =
LDAP user search base: OUs U= LU
Group D= = JOC= L= DC&Lom

LDAP user search fiter; (&luid=")[objectclassi=user))
Tivoli Darectory Integratar installation lecation: foptnBM/TDINT. 1

b G681 rarmmmasnicstinm: kin

Back Cancel Configure

Figure 126. Profiles population wizard for IBM Connections 4.0: Profiles population configuration summary
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The next screen indicates that the execution of the population task is in progress.

Wrah Lo, funfact sy ant] Ran 1M e mimtvs i B

E zecuing populsSom ek

TN Connections |

Tha Lawh Fug Ushe vl meepes i B, fependesg on o see ol yu DD dew oy

Pepuliting

Logrging s realieW ssrliog\did 1T 11007 _1Enklieg

Cipsai ng:

Figure 127. Profiles population wizard for IBM Connections 4.0: Executing population task
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15. When it finishes, you should see the following screen. Click Finish to exit the wizard.
Connections

The profiles wizard execution ks finished,
The execution result is as following
populate |dap data to EMPLOYEE table
The Tivali Directory Integrator population output:
CLFRMOO2T After operaticn, sutdeds recards i 20000, duplicate records 0, Tailure records S
0, and last successiul entry is Ch=

OU= LU= =
R & D DC DC= DC=com.

Profiles population wizard for IBM Connections 4.0

Population completion summary

Mark manager prafiles
Successiull

For additional information, refer to log file froot/lcwWizard/logitdiftdi_20120515_084813.log
and /software/Vizards/TDIPopulationinux TDI logs/ PopulateDBFromDMFile.log
view log

The following configuration has been run;
9 q

Einish
Figure 128. Profiles population wizard for IBM Connections 4.0: Population completion summary
s
Note
| N\
This task can take quite a long time depending on the number of users to populate.
G J

Manual population of Profiles

Vs Pﬂ;’ Note ~N

In this deployment there were almost 400,000 users in the LDAP that had to be populated to the
PRCFI LES database. However, the . / popul at i onW zar d. sh stopped after populating just the first
20k users. To get around this limitation we had to run the following manual steps to fully populate
PRCFI LES with all 400k users from the LDAP.

& J

1. Make the following changes (in bold) to the Tivoli Directory Integrator file i bndi srv:

2. "$TDI_JAVA_PROGRAM" -Xms256M -Xmx3072M $TDI_MIXEDMODE_FLAG -Xnajit -cp
"$TDI_HOME_DIR/IDILoader.jar".

3. Inthefileprofiles_tdi.properties(.../lcWzard/log/tdi/) update the entry
sour ce_| dap_page_si ze to a value of 1000.
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__ 4. Run the following command from the directory: .. ./| cWzard/| og/ tdi /
./ coll ect_dns. sh.

e d
Note
~\C N
This process takes several hours to complete.
- J

5. Make a backup copy of the file col | ect . dns, i. e. cp col | ect. dns backup-col | ect. dns.
6. Split the file col | ect . dns into chunks of 20k users by running:
split -1 20000 collect.dns collect-split

Enter Is -la collect-split* and you can see the list of files created each with 20k users; in
this case the following files were created:

collect-splitaa collect-splitab collect-splitac collect-splitad
collect-splitae collect-splitaf collect-splitag collect-splitah
collect-splitai collect-splitaj collect-splitak collect-splital
collect-splitamcollect-splitan collect-splitao collect-splitap
collect-splitag collect-splitar collect-splitas collect-splitat

7. Populated the PRCH LES database by running the following command:

for i incollect-splitaa collect-splitab collect-splitac collect-splitad
collect-splitae collect-splitaf collect-splitag collect-splitah
collect-splitai collect-splitaj collect-splitak collect-splital
collect-splitamcollect-splitan collect-splitao collect-splitap
collect-splitag collect-splitar collect-splitas collect-splitat ; do cp 9i
collect.dns; ./populate fromdn file.sh $ ; rm-rf collect.dns; done

,..-;-u/ Note

-

This process took over 24 hours to run to completion and at the end the PRCH LES database was
populated with the 400k users.

A\ J

N
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6.

Installation of IBM Connections v4.0

The installation of Lotus Connections 4.0 is done on the Deployment Manager computer and then
synched with the nodes.

-

& Funds .

wore | Requirements
0O Staff

O Tools

~N

Pre-requisites to install IBM Connection v4.0:

In the Deployment Manager, verify that a user from the Deployment Manager's LDAP is granted
administrator's access to the Deployment Manager.

Make sure that your Deployment Manager is started and on each node, stop all running
instances of WebSphere Application Server and WebSphere node agents.

You must have created the Connections databases.

If you are installing the Metrics application, ensure that you installed and configured Cognos.
Ensure that the directory paths that you enter contain no spaces.

Ensure that the Open File Descriptor limit is 8192 (see previously).

Create a shared | ocat i on/ f ol der on the Deployment Manager computer and give all Node
computers full read/write access to this share. (see previously).

Copy the Connections build (Lot us_Connections_4.0_| i n_ai x. tar file) to the Deployment
Manager computer and extract its contents.

J
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__ 1. Inthe folder | BM Connecti ons_I nst al | , start the installation by running . /| aunchpad. sh.
The IBM Connections 4.0.0 installation assistant displays. In the left pane, click Install IBM
Connections 4.0.

IBM® Connections 4.0.0 Seiects language [Eromn C %
B Weloms

Decumertason Welcome

Frerctallstson tsks IBM Connecbons is $ocral networking software designed lor e workplace s

applicatans help you lo eslablish dynamic networks fak conned you b the people
ORI W e ERD and mfarmaton you need 1o achieve your busness goals

Porslanedallobon tasks
To begin, choose the optons ab the beft bo pedom the pre-anstallabon

Exa tasks installabion tasks_ amd postnsiallaSon tasks

Ligwfised Wi i - Progsety o 180 Corp € 080 Corforation e athes| 1) 2007 2011

T Oracle Duttidein Technakogy included haseim i3 subgesc s resincied s oense snd can only b2
wied in conjuncton with Bl apelcatan

Figure 129. IBM Connections 4.0.0: Welcome

__ 2. Intheright pane, click Launch the IBM Connections 4.0.0 install wizard.

IEM® Connections 4.0.0 Select & language | Esgies = o |
Wielgome
Decumentaton Install IBM Connections 4.0.0
Prednstallation tasks What iz 1BM Installation Mansge?

Iinsiallaton Manager is an applicaton hat makes it easier for you 1o downdoad and

= insiall IBM Conmections 400 wstall many IBM software products.

Pastan stallabon tasks
# you have nol previcusly mstalled inslallabon Manager, you will be promgbed o
L mstall it wpon slasing the IBM Connections install wizard

& Launch S 130 Connecbons 4.0 0 sslall wizaed

Hote Stan the WebSphere Apphcaton Senver Deplaoyment Manager befare
proceading with the wizasd

W iew the 160 Connechons 4.0 0 nstad weorard tisks

Figure 130. Installing IBM Connections 4.0.0
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The following screen displays.

=
—

IBM Installation Manager

Liconsad idxionals - Propery of 1BAM Comp. © [BM Corpoméion and othen(z) 1591, 2011, IB6 is n rasemank of 184 Com ; Susll on Ecipes
s o ek of Ecbipan Foordation inc. Java ard il Jeve-bated marda and logos st Irsdemarks or regiatered radomarka of Sun
Mcroayasema, Ing - snd ol o ane rademadks or reguibsred inderasis o fhe Unded Sives offwe coumine, o both

Loading Workbench

Figure 131. IBM Installation Manager

__ 3. Select the packages that you want to install. In this case, it is being installed on a system
that did not have any previous installs. Selected all options and then click Next.

Install Packages =
Selert packages B iratall:

sentallation Packages s veror |uense ey mype |
- FA @ M Irstallabon M

EYW ‘ermhon 144 A B irectadbedd oy iy reCmiedl
- B 0 iBM Conections
Y e Wersion 480000 AN B inatalled

[ Shaw gl versisns Check for Dther Versions, Foos, sed Extenabons

M E Inatsllation Mansger 1.4.4
M & Insbtallalion Mansger More iofe_
+ Pepesfony (soltwae/Es Connechons installio) S

i [ Bt = Cancel

Figure 132. IBM Installation Manager: Selecting packages to install
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___ 4. Review and accept the license agreement by clicking | accept the terms in the license
agreements. Click Next.

a IBM Installati

Install Packages
Read the following license agreements carefully.

Nnsta [ Licenses > LoCation Features sum

—+ |BM® Connections International Progre

_ .
IBM® Connections Part 1 - General Ter

IBM® Connections License Agreement

IBM® Connections License Information  [BY DOWNLOADING

<= |IBM Installation M BUTTON, OR OTHE
noralaron Tanager THIS AGREEMENT. |
REPRESENT AND W

THESE TERM5. IF Yt

- DO NOT DOWMLC
THE PROGRAM; AN

Figure 133. IBM Installation Manager: License agreements

__5. Specify the location of shared directories for IBM Installation Manager (you can use the
default) and click Next to continue.

ol IBM Installati

Install Packages
Select a location for the shared resources directory and a location for

nsta Licenses Location > Features sum

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be share
2) The installation directory - any resources that are unique to-

Important: You can only select the shared resources directory t
For best results select the drive with the most available space
future packages.

Figure 134. IBM Installation Manager: Location for the shared resources directory
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___6. Choose to use the existing package group or create a package group.

s 'x:w;’ Note N

If this is the first time that you use the wizard, the “Use the existing package group” option is not
available.

- J

___ 7. Specify the location of the Installation Directory for IBM Connections. You can accept the
default directory location. Enter a new directory name, or click Browse to select an existing
directory. Then, click Next to continue.

Install Packages

A package group is a location that contains one or more packa
group and will share a common user interface. Select an existi

nstall Licenses Location > Features

(=) Create a new package group

Package Group Name Installation location

. IBM & Connections Jopt/IBMANebSphere/aAppServer

Figure 135. IBM Installation Manager: Package group
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___8. Select the applications that you want to install and click Next to continue.

1BM Instaliation Mansger

Install Packages o
Select the Featuied 1o irtall

. . — Featires .
Feafures B2
i) W i il langn Marager § 48
¥ B0 i Corvaction 4000
 [F] I, Core Featines
B Sseach
Bl Kews reposifory
B teome page
o B I Al Feabures
EHl  Actneties
B Blogs i
B Comborine
HF Boskmarks

EH  Files
B feumns =
[ Show dependersoes Enpmarai MI] Collapss MI] Beptone Delault
k - Sefedled by Faiallation Harager becane of depondenceey
Detaily E

BME instaltation Mansger 1.4.4
IBM ® irvallation Marager

. Sid | ikess corcel_|

Figure 136. IBM Installation Manager: Features to install
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__ 9. Enter the WAS Installation location; enter the host name, administrator user ID, and
password. Then, click Validate at the bottom8.

@ Hint
= ~
Use an Administrator user ID that is from the LDAP (below that user is called Adm nUser Fr oniL.DAP)
and is configured as an Administrator on the WebSphere Application Server.

G

J

IRM Installation HManager

Install Packages "I
Fill i the eonfigurations ['of the fudkigit =
= [ Commens Corfiquiatiars.  Comman Comfgurations
i Topolodry Wedsphere Appiaticn Server Seiechon 0|
Catabase Installation location
Cogros | O T W g ney AppSener Bromse
Content Slore
) Hotcation Dsjopenead Manader [wolile
Dengrn] -
HOsE narne
. e Nis SR EE L CRGARY DA
Doploymant Manager Credentials
These credentialy mant exist for the selecied Profle
Administrator uies 1D
[ ¥ dmsizert raml i
Arbminisbrabor passwiond
[ ....... +
SOAP DOt raamiber: -
[ T abdste |
< Bach Mt = Cange

Figure 137. IBM Installation Manager: Configuration for the packages

The validation screen retrieves the SSL certificate from the Deployment Manager.
-1 Progress Information %

:\i,} Checking application security...

-

Figure 138. Checking application security
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___10. After a few moments you should see the following message. Click OK to continue.

m Validation successful.

=1

Figure 139. Information dialog: Validation successful

___11. Select the Deployment topology. Click Medium: Applications grouped in several
clusters.

___12. Select the nodes on which you want to create the Applications/Clusters.
___13. Click Next to continue.

ififd imstallation Manages

Install Packages F
Fill ini the oonfigurations: for the paccages.

= [} Common Configurations | Commasn Configurations

@ Wetsphere Topoiogy
i
O Datnbase Daploymant opslogy
O Conbent Stove Sefect Ihe depiorent Type
0 akifestion O Svpll - A applicabions v grouped b e L Clusier

= Madium - Application grouped in prvenal ckatens
3 Lavge - Each appication i groupsd in its own olustes

Enportant (T you et to-this page Tomm & ber page in (Fe installation wizar, your
Sething afe §00 pretend bt nol visible, I pou wisnt o change: ey SeTngE, ol mual
erter all of the information sgain. f you do ot want to change your nitial settings, click
Kt

k Cluster

Enler & chuster ramse of select an guisting chaster name, Then select he nodes Tor each
chumier and Snier 3 LToeT naee o BCCepl the default sener ram,

Restore Def ity

Application | causter | [onoce Senr |
w Aclites  Clusterl B takodet]  Cluster]_terverl
B smmanl0zhcdetl  Clusterl_serverd

Figure 140. Deployment topology (1 of 3)

- Blogs “Cluster? ‘EemiNodedl O Cluster? serverl d [
B il 102 Nodeo] Cluster? server2

= Communitic Clusterl 03 Hoded] Clusterl_serverl
B 070l Cluster]_server?

- Bookmarks Cluster? = . 0aNode0] Cluster? serverl

o307 Nodedl Cluster2_server2

= Home page InfraCluster B ScoiNode0l  InfraCluster serverl

= Profiles  Clusterl ] - 0 Hode ] Clusterl_serverl
E] -0 Node0] Clusterl_server2
= Files Cluster2 B Wil 04 Node0l Cluster? serverl
(=] L SURLTEE R Cliigter? Lpmnae _"I

Figure 141. Deployment topology (2 of 3)
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= Foums  Clusterl B WGOaNoded]  Cluster]_serverl
B 0N oded] Clusterl_serverl
- Wikis Clusterd [ - o] Cluster?_serverl
[ -0 Mode0 ] Cluster?_server2
= Mobile InfraCiuster 2 0 e 0] Infraciuster_serverl
[ 0 0e0] INfFACIuster_ssrver?
= Moderation InfraCluster ) e 00001 InfraCluster serserl
£ S 307 Mode 0] InfraCiuster_senver?
= Search Infraciuster B g t4tioded]l  InfraCluster_serverl
(B TEnRRSTNG Infralluster Seneerd
- REwWs IrdraCiuster B L ELELEEREREY infraCluster_sener] =l
=
1 k Jial| =l J&= 4
¥ < Bk Hexl = I [ Carced |

Figure 142. Deployment topology (3 of 3)

___14. Next, you configure the database. Ensure that your database server is started.

___15. Select Yes, the applications are on the same database instance.

IBM Installation Manager

Install Packages
Filll iru the: configurations for the packages.

v | Comman Configurations | Comman Configurations

B WebSphere Database

& Topology —
patabase Lecatien

O Cormert Eoee Are all IBM Connections applications using the same database instance?

0 Katification & el the applications ase on the Same databade instance.

) Wo, the applications ane nol on the same database instanoe.

Important: If you return to this page from a later page in the installation wizard, your
settings are still present but not visible. If you want to change any Seftings, you must
enter all of the information again. If you do ot want to charge your initial settings, dick
Nexi

Figure 143. IBM Installation Manager: Completing the configurations for the packages

___16. Enter the database server details (host name and port) of your database server.

Database Server Information

Database server host name: :

[dbi.:pnegu.mmpw.rnm
Port:

[ 50000

JOBC driver location;

[ropuraba jars

'ﬁxn.w?t%]

Figure 144. IBM Installation Manager: Database server information

___17. Enter the JDBC driver location.
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___18. Enter the users and passwords that you created the databases with. Click Validate at the

bottom of the panel.

Application Database Information

Use the same password for all applications.

Application Database Mame  User ID Password
Activities [oPNaCT [ dbzinst1 [+eeneees
Blogs |BLOGS [ dbzinst1 [
Communities ~[SNCOMM [db2insty [Fremeess
Bookmarks | DOGEAR ]dbzir.sn I ........
Mobile | MOBILE 1db2in5t1 I --------
Files [FILES 1dlﬂ|nst1 [
Forums |FoRuM | dbzinst1 [#remrees
Homepage  |HOMEPAGE | dbzinst1 [oeeeeees
Profiles IP'EGPLEEIB 1du2msn [Fremeees
wikis [wikis | dbzinsty) [
Validate ]

=

Cancel

Figure 145. IBM Installation Manager: Application database information

The following message is displayed.

ﬁ Walidating BLOGS database ...

=]

Figure 146. Progress Information: Validating BLOGS database
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___19. When the validation completes, click OK to continue.

m Validation successful.
/

=]

LA N iy 'vamon — | [ N

Figure 147. Information dialog: Validation successful

___20. Next, configure Content Store.

As the Deployment Manager and Nodes are installed on different computers, a common
share location is configured on the Deployment Manager system that is shared with each of

the nodes.

Specify this shared location in the "Select a network shared location". In this case, it is

called /opt/1C Share.
The click Validate.

a IBM Installat
Install Packages
Fill in the configurations for the packages.
nstall Licenses Location Features > sun

@ WebSphere Content Store
& Topology
& Database

@ Notification location.

< [[J Common Configurations | Common Configurations

Shared Content Store
= Content Store Content that is shared among &

select a network shared locatic

|/opt/IC_Share

Figure 148. Configuring Content Store
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___21. When the validation completes, click OK and then Next.

(\ Validation successful.
o

=]

o

Figure 149. Information dialog: Validation successful

___22. Finally, in the Notification screen select None (Notification will be enabled at a later stage).

Instali Packages e
Filll it confiqurations for the packages
[PrT.T
= ) Common Configurations | Common Configurations
O Weebiphets Holifcaton
B Topogy
B Datnbase Wetification sfiows both IBM Connections applications and wwers to send mal notification.
o Reply T allowes, users to reply o notifcations using emai. Replies appear in the relevant
DAL Shord aggdicanion in IBM Correcmion
-
) Enabbe Motcation orfy
3 Erable Mobfication and ReplyTa
= Mone
L
=
| o () | I il
¥ < gk ] feat > ] Cancel ]

Figure 150. Configuration for the packages: Notification
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___23. Finally, the summary screen displays. After you verified the detalils, click Install.

@ iSMinstallteaManage o x|
Install Fackages ;

Feview the samemary information

Target Location
Package Group Marme B Connections
rtillaticn Daiectary SR G e
Shared Fescurces Directony, /ot iEeSSPraned
Packages
Pickagey

IBM & iratallation Marager 14,4
188 Compeciiong 4.0 0.0
B Cone Fealures

1 Al Fegiurey

Enviranmant Dink Space Information
Engiish

Total erailable Space
MED GB
Total Dowrdaad Sire: 1,15 08

Total ratallaton Sibe: ]2 OB
» Repokitary Information

Figure 151. IBM Installation Manager: Summary information

The installation starts. You see an Installing dialog like in the following figure.

Instadling.: Retrieving files. 51 ME of 1.0 GB {5%) complebed

Pause Dow nln.ml Cancel |

Figure 152. Installing information
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When the installation completes, you should see the following figure:

& IBM Installati

Install Packages

Install results :

Mews installed successfully.
Search installed successfully.
Profiles installed successfully.

The following package was installed:

= %, IBM®& Connections
[} IBM Connections 4.0.0.0

o The packages a

Figure 153. IBM Installation Manager: installation results

__24. Review the result of the installation. Click Finish to exit the installation wizard.

___25. Next, deploy the IBM Connection Applications to each node. Stop and restart the

Deployment Manager (Deployment Manager) as follows:

__a. Open acommand prompt.
Change to the directory: cd / opt/ \bSpher e/ AppSer ver / bi n.

b
___c. Stopthe Deployment Manager by entering the . / st opManager . sh command.
d

command.

___26. Start the node agents on each node and perform a Full Resynchronize:

When the Deployment Manager stopped, restart it by entering the . / st art Manager . sh

__a. On each node system, start the node agent by entering the . / st ar t Node command.

<1 /opc/IBE/HebSphere/AppServer/profiles  AppSevll /bin & ./startlode.ah
ADMUOD1161: Teool information is being logged inm file
fop IBH/WebSphere/AppServer/profiles/AppScvil/loga/nodeagent/actarcServer.log

vil profile

figuration for server: nodeagent

CHea.

Wairting for

= | initialization status.
nodeagent ocpen for e-business; process id ia

dalvml00d: fope/ IR/ NebSphere/AppServer/prafiles /App3rvll /Bin §

&
-

Figure 154. ./startNode command
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b. Log in to the Integrated Solutions Console on the Deployment Manager to fully
resynchronize all nodes.

i. Go to System administration > Nodes.

ii. Selectthe nodes and click Full Resynchronize.
e

B Masiagei
[ Sopromsifuly itigtad pynchronigytion of the raposiery an nade TR c-dads vtk the dupbermant o g
shpppRGY,

B groccnn ifully indtiatad ppnchignipation of the repostory on et U - e 0w tR dha deploymant menegeds
rmpoEfnry

Mamdes
Wia Shin pags bz manegs nodes in the applicstion semar ervbonmant. & node coermapands to o phynicsd carmpuber oyrbar il 8 dighinet 15 hoat sddisre. Tha following teble
ligts the Frneged snd ueen snsped fodas in this call The firt node i Bhe daployment masager. Add new n adus fo tha call ged 1o this Bat by didking add mada

B Prefarencas

Figure 155. Full resynchronize

You can also check the logs on both Node 1 and Node 2 for successful synchronization. You
should see the following messages:

Figure 156. Successful synchronization messages

Vs Pm/m/ Note ~N

Wait until the Deployment Manager copies all the application EAR files to the installedApps
directory on each of the nodes. This process can take up to 30 minutes. To find out whether the
process is complete, log in to each node and go to the installedApps directory and ensure that all
the application EAR files are fully extracted.

& J

The default path for where the applications are copied to is:
[ opt /| BM VébSpher e/ AppSer ver/ profi | es/ AppSrv0l/instal | edApps/ .

Figure 157. Default path where applications are copied

___27. Restart the Deployment Manager.
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___28. Start all your IBM Connections clusters:
__a. Loginto the Integrated Solutions Console on the Deployment Manager.
__b. Goto Servers > Clusters > WebSphere Application Server clusters.

__c¢. Selectthe IBM Connections clusters and click Start.

e

Note

~\ ~
It takes several minutes for all clusters to start.

g J
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7. Post-IBM Connections installation steps

Configure notifications

Computer host name Applications Version# OS/version RAM/ |VMor
CPU HW
dm&ihs.spnego.company.com |WebSphere Application WebSphere RedHat 6 (64 bit) [8G / VM
Server Deployment Manager |Application 2CPUs
IBM HTTP Server Server
v7.0.0.21
(64 bit)
IBM HTTP
Server
v7.0.0.21
domino.company.com Domino Mail-in server Domino 8.5.3 |Win2008 R2 EE [4G/ VM
Server 2CPUs

Configuring Notifications involves the following steps:
« Create a special ReplyTo user on the Domino mail server
« Configure the ReplyTo user in Domino
« Configuring Domino for email notification replies
« Configuring WebSphere Application Server Deployment Manager for email notification replies
« Enabling notification replies in IBM Connections

« Troubleshooting
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Create a special ReplyTo user on the Domino mail server

1. Open the Domino Admin client, and connect to Domino mail server.

__ 2. Select People & Group view and then click the People tab on the right panel.
___3. Click Register and input the certifier's password for the Domino server.
__4. Check the Advanced box and create a ReplyTo user as follows:
Register Person == ReplyTo A B

_:I Batics Provide name. password and othes basic information fof the new pesson. To view/edt addilional

e tegizhrabion settings. check the ‘Advanced checlbox below.

o Mail :

- - | Regaststion Sever. | qliiviom

i Address

- - Ewst riame: Middls name: Last raarne: Shiout name:

_[11: 1D Info I I |ﬁe1:i,!Tl:| IHE‘I'-"!-'TD

b Groups | pusoond Mad systerc Explicit policy:

D Roaming | [pasewiid [Lotus Motes =] | None Avaiable) =l

& Othes Passwoed Options,.. | Ho organization polcy assagred ho this

: [~ Ernable soaming bos thes person il
[ | Craate a Notes 1D for thiz pesson [=
I Advanced | New Pesson | | Migate Pecple... | | Import Teut Fie.. |
Regeiration Quews [local)
f H\;l..r:uatrh!amlil o A | Regietration Statug ~ ;Dats o
12 Rep Ilo Feady for reaistration ornAeare
KN *
| Registeral | Regster | | Detere | Optiens., | | views. | Done |

Figure 158. Register Person: ReplyTo
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__5. The Internet Domain value might be set to the real domain you use.

Register Person — ReplyTo

M Intemet Address Infomation |

© Adorced [P

;‘f! Basics

E Mail Irbened addimss frderiet Doaman

. |PepkTo@Eusbmeom g i, com

£ Addiess

— | AodsEs fiorrnat 5

&) 1D Info sl i

= < |Firsthiame Lasthame =] |Mone =]
4 Groups

T: = | Supply intenet addiess format setlings fof the selected people of person. The Internst address is
S mn_g created using the person's name, the inMemet domain and mbermet addiess formal components. [t
E—, Other szt be ureque in the addeess book.

| Migiate People... | | Import Tex Fie... |

Registration Hueus (localk

| ~ Usar Nams * |Registration Statuz ~ ;Dala A

18 FephTo Bieady for reqistration Q7A 72
K1 | |
[ Reggectt| | Begster | | petete | [ opios. | [ Weews. | [ Done |

Figure 159. Internet Domain

__ 6. Click Register to complete the registration.
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Configure the ReplyTo user in Domino

__ 1. Go back to People & Groups tab and expand People by Organization. Edit the account of

the user that is used to direct reply mail (the ReplyTo user).

PR @nadrenson (DEdtPerson (W)Delste Person (B)Copy to Personal Address Book
4 Pocgle Organization MName -
i 3 b Oingarzation 1 ———
od Groups
£33 Mahin Dalsbases and B Aamir_000_DO0
4] Pobeies Aanwir_007_000
| Dyrarres Pobziss Aamar_002_000
Uil by PessonsGiroug darir_003_000
= ] by Cotmny Asrmir_004_000
— Sy harir_D05_000
é E:T:::pelm Aamir_006_000
ﬁ Deny Access Grougs Aarrar_007_D00
Asmar_00B_000
Aarnar_008_000
Abala_000_001
adnnen
| RepkTa
Figure 160. People & Groups > People by Organization
___ 2. Click Open Mail File for the ReplyTo user.
__ 3. Click View > Agents.
Fle Ede | yiew Crests Actions Hep
|'& %7 Befrech P = SaqE]
7 Saarch This View
shaw ————
BY  praviewPane PPl 0 - Inbo X}
i i  Expand/Collapse =
;_.",1] E Ot THs Yo Mew Message =] Reply* <i!Replyto Al =
_1 i | &l Who ~ |Subject ~
| E—
T Image Resources..,
(Al
- Text Sige
v Advanced Menus
B Trash
¥ Chat History
= T Views
E] Mail Threads
@ 5 Folders
# B Archive
# <@ Tools

Figure 161. View: Agents
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4. Click New Agent.

I TRV LA Lan | et Ly IR I L_-"I Camt=IRRIILSLSL Lo o T L LR T L= L% .l'\l LJ Cant=1NNITRELS N LSS R N [ LS
T.] Q Mew Agent v Enable % Dizable __,‘? Sign
@J Mame = Aliaz & Last Modified = Last Modifie

LocalScheduledarchive 09/14/2017 0%:43:17  Lotus Motes T

Jig) Lotuz iMot_eshEdit Offline [ Lotug iMotes\Edit C 09/14/2011 05:43:28  Lotus Mates Te
Lotuz iMot_eshOpen Mal F - Lotug iMotes\Open 09/14/20171 05:43:28  Lotus Mates Te
Laotug iMat_esh\Sunchronize iwa_Swncdourmal 0947452017 05:4331  Lotus Mates Te

3 LotuslnboxCleanup 09/14/2011 05:43:17  Lotus Notes Te
(3 OutOfOffice OutOfOffice 03/14/2011 05:43:13  Lotus Notes Te
(3 Update Tasks pdate Tazkz 094452017 05:4%21  Lotus Mates Tk
[&dd Recipients to new Gro Add Recipientzhto r 0947452017 05:4313  Lotus Mates Tt
[&dd Recipients to new Gri NewGroup 0947452017 05:4313  Lotus Mates Te
[&ddSenderT adddressBoo 094/2017 08:42:22  Lotus Motes Te

Figure 162. New Agent

__ 5. Setthe Name field to repl yt o.

Agent > Untitled (Agent) : (Options)
_____ - Run [ ;I [LLJ:G:E'_lﬂ :]
Name, freghd : Oiptan Public
Coenimnt

= Shaed Precate
Shove search in gearch bar menu
| Shoie hughlighls n documen
Fiur iri background cheri theaad

Diplhores:

Toggee = Onevend O schedide

ity M S ion -

Taget lfql. !d:&'.'fﬁ‘.l .?u-:-::.'.c-.-ﬂ: -

Figure 163. Setting the Name field
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___6. Add the following LotusScript code to the agent:

Sub Initialize
D msession As New Not esSessi on
D mdb As Not esDat abase
D mvi ew As Not esMVi ew
O mdoc As Not esDocurrent
Set db = session. Qurrent Dat abase
Set view = db. get Vi ew("$Sent")
Set doc = vi ew Get F rst Docunent ()
Wil e Not(doc I's Nothing)
Cal | doc. Put | nFol der (" $i nbox™)
Set doc = vi ew Get Next Docurrent ( doc)
Vénd
End Sub

Obeecly § Reboimics replio (Agenl) © Intialice
=0 il (sl ¥ - 15 -
-F'; ﬂﬁwﬁnl nun[ _”l:\hi-..rll' J
£ [Dpksha Sub Indatire
& [Digclm aiaore|
- Iniialin
¢ Temnnate

Dery il Ar Mose Dl stab ate
Doy wtrar iz Hataiioes
Dwn doc s MotesDecument

Sel dh = session CurreniDatsbsie

St viea = d b gafdiswd §SenS

St os = vl Qg D0 currenty)
While Mot{dot I Molung)

Call doc Putin Folder] b

Bl doo = view OethedDooumentidoch
LT

End Subl
Figure 164. Adding LotusScript code to the agent
__7. Click Yes to save your changes.
IBM Dominoe Administrator

Do wou wank ko save your changes?

Mo | Cancel |

Figure 165. 1BM Domino Administrator: Saving changes
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___ 8. Open the agent again to set the following properties:
__a. Inthe Options section, select Shared.
___b. Inthe Runtime section, select On schedule, and then select More than once a day.
__c. Inthe Target field, select All new & modified documents.

__d. Click Schedule and set a schedule to run every 5 minutes, all day.

Agent - m=n 7 X

W | =2

Mame| replto |

Commert |

#) Shared ) Private

| Store zearch in zearch bar menu
Cpti
Gt | Store highlightz in document

__| RBun in background clent thread

Trigger ) Onevent (# fn scheduls

kore than once a day -|

Runtime Schedule. ..

Target Al new & modified documents | - |

Searches may be zet via Document Selection

Figure 166. Agent properties
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Configuring Domino for email notification replies

__ 1. Open Domino Admin client and click the Configuration tab.

__ 2. Expand Messaging in the navigator panel, and then click Configuration.

JIEM Domsin -SSR || ' RepTo- Inbox ¢/
People & Groups | Fies | Sever . | Messaging... | Replication | Canfiguration |

‘ﬁ: Se mrwihm
5 Release 8.5.2 on Windows/2003 5.2 Intel Pentium

- i.:“.’;;m sorver Doy | (440 Configurstion ()Edit Configuration  €8)Delete Conii

T Al Server Documents Server Name Farameters

T Configueations “i%m i :

T Conneclions I

T Programe

T Ewtemal Domain Network |nd
By Messaging

] Messaging Settings

T Domains

T Conneclions

T1 Configurations

T Internet Sies

T Fils |dentifratinns

Figure 167. Configuring Domino for email notification replies

3. Select the messaging server record and click Edit Configuration.

4. Click the Router/SMTP tab, then the Restrictions and Controls tab, and then the Rules
tab. Finally, click New Rule.

Barics I Becuriy | El-w:':'Jp;n-d-{ Routed B TP | MisAE |; HOTES B Settings I Lot iMohes | I.\MP| P I kit Logging | Chagerpstics | Administration
Barics | Reswickons and Controls | Merage Disclamer | Iesrage Tracking | Mersampe Aecst | Advanced |

Restizhons | SMTP inbaund Cantrols | S3TF Ousound Contrets | Daisssy Conely | Transtes Cansrals | Futes |

I@mm_ (Ddtiuin. (B)Dsiste e @riivevs (DbiorsDoen EEnibleuts ()Dirabie Rule

Figure 168. Router/SMTP > Restrictions and Controls tab > Rules tab

112 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__5. Create a rule that moves emails that have the string | crepl yt o_in the “To’ field to the

mailbox as follows:

This rube i :!J_'I'Ij Cof
Specly Conditions

Creats. * Condsion  Exceplion

I'l'-"H‘D ﬂ!send—er j Imrﬂmns

‘whan mail meiiages that meel thess

ey
T containg beraplyta_

Bpecty Actions

journal thiz meisage ﬂ

mrueve to Databate maifraphdo nef

0K,

ad

|

Remove

Remoe &ll

Ll ]

1

g
2

Figure 169. Creating a rule that moves emails that have the string | crepl yt o_ in the ‘To’ field

___ 6. Save and close.

___ 7. Stop and restart the Domino server
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Configuring WebSphere Application Server Deployment Manager for

email notification replies

1. Log in to the WebSphere Application Server Console:
htt ps:// dn& hs. spnego. conpany. com 9043/ i bni consol e.

__ 2. Select Resources > Mail > Mail Sessions > Icnotification > Custom properties.

___ 3. Configuring the Mail Session | cnoti fi cati on:

__a. Create or edit the following general properties and outgoing mail properties:

Ganeral Proparties

Scope

Frovider

* Rarme

Additional Properbes

lenatification

1ok Ll e
mailfnotification

Eescription

_'C-atil:o--.l

[T Enable debug mode

[ Enable strict Intemet address parsing

Cugtom
RIGRACting

Figure 170. General Properties

Dutgoing Mail Properties

Sarver

[ domino company.com
# Protocal

User

Password

Varify Password

Return e-rmall addrass

Figure 171. Outgoing Mail Properties

__b. Click OK and Save.

114 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

___¢. Go to Mail Sessions > Icnotification > Custom properties.

i. Create or verify the following settings:

Mail Sespons > lonotification > Custen properties

Use this page to specfy custom proparies that your enterprise information system (EIS) requires for the
resaurce providers and resource factories that vou cn-nfll;uu. For example, most database vendors require

additionasl custarm propartias for dats sourcas that sccess the databarze.

B prafarancas

| Hew || Dulers |

BeEE

Select Marme O Value o
‘rou can adrminister the follawing rescurcas:
r | malsmte conneciontimesut| 12000

[~ ! meail grotp. tirmeout 12000
I . ol gt port . 5
| mailsmtp ayth [ alsa

. Tokal 4

Requirad o

false

false

false

false

Figure 172. Mail Sessions > Icnotification > Custom properties

__4. Configuring the Mail Session | crepl yt o:

__a. Goto Resources > Mail > Mail Sessions.

i. Create/edit the mail session | crepl yt o defining the general properties and incoming

mail properties:

General Properties

Scope

|:e|:aﬁce!m1

Provider

|E-.--':t-|n Mail Provider

# Name

|In:r|plartn

# JNDI name

|rnail.."repl'|.rbn

Description

Category

[ enable debug mode

Enable strict Internet address parsing

Figure 173. General properties
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Incoming Mail Properties

Sarver

[domino. company.com

LIz

[ReplyTo

Password

[eeseese

verify Password

Apply | OK ] Resat J | Cancel ]

Figure 174. Incoming Mail Properties

i. Click OK and Save.

The final result should be as follows:

Ml Sossion

Ugw this page to crasts il sassions, whith are coliecions of propastian that define kos your spplicstion sends mal and sceadoes the mail
store, To craste & ursful mall seepion, sn owtgeing or ingerming renves snd probocsd murt be provided, Configurs mail seesione only after you

configurs the recasrary prataced providars.

B Gospa Call S ol i i

P show socopa faladtion deop-down Bst with the o8 scopes option

Beopa dpachas the level 8t which the resource definition i visible. For dutailad information an

what scone i and haw it worke, gas the roope settings halo,
[ - - . =l

B Prafarences

How || Babees |

dalect Mame O D] nama Ecope
Vou cah ademinigter tha following ressurcas:

I ! lenegtification miailnetification il

(ol T mallireplyte | S

Built=in Mail Frosider

Tokal 2

-

Prauider o Deptripteon o Category O

Builfin Mail Broyider

Figure 175. Mail sessions
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Enabling notification replies in IBM Connections

1. Using wpadm n checkout the file news- confi g. xnt , open the file and search for the section
"mailin" and make the following changes in bold: _Icreplyto

<mailin enabled="true">

<repl yt o enabl ed="true" >

<l-- A special ReplyTo address is added to notifications where
the user can reply to the notification to respond/ coment.
The donai h may be a dedi cat ed domai n for connections bound
mails. O it could be existing domain, in which case a prefix
of suffix should be provided al so. -->
<r epl yt oAddr essFor nat >
<domai n>us.ibm.com</ donai n>
<I-- Aprefix QRsuffix (not both) nmay al so be provided.
This is necessary if an existing domain (wth other
emai | addresses) is being used.
There is a 28 character limt for the affix. -->
<l--
<affix type="suffix">_lcreplyto</ af fi x>
<affix type="prefix">l creplyto_</affix>
-->
<affix type="prefix">l creplyto </ affix>
</ r epl yt oAddr essFor nat >
</repl yt 0>
</mailin>

2. Save the file and check it back in.

3. Restart IBM Connections and the Deployment Manager.
a. From the WebSphere Application Server console:

i. Sync all nodes.

ii. Stop all Connections Clusters.

b. Stop and Restart the Deployment Manager.

__c¢. Fromthe WebSphere Application Server console, start all Connections Clusters.
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Troubleshooting

___1. If you encounter the following warning when you try to run the agent, then you must ensure
that you have adequate permissions.

IBM Domino Administrator

A l) You do not have execution access privileges for agent ‘replyto’ on sl it will not run,

Figure 176. IBM Domino Administrator

___ 2. Tofix the problem, open the server configuration from Configuration > Server > All Server
Documents and edit it:

JEBH Dromain - ik ].. "\ ReplyTo - Inbox 2|
People & Gioups | Fles | Seves... | Messaging.. | Replcation | Corfiquration |

T G rve r WUNOUNESRRANER /i b rn
i Release 8 5.2 on Windows/2003 5.2 Intel Perium

0 server @Mﬂ Server Edi‘tEan‘er @ﬁdﬂ'tﬂ Cluster @

=] Cumert Server Document

All Server Documents Domain Server Mame ~ Title
Configurations i = ibm
Comections T o
Programs

External Domain Network [nf
er3agng

Meszaging Settings
Dromairg

Connections

Configurations

Intesnet Skes

File Identifications

= & &

T
1}

= L

&

[

(=0 0 Y L

Figure 177. Editing the server configuration
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3. Inthe security tab, add administrator authorization for admin and the domino server as
shown in the following figure.

Epan I '-u.nn-l Foay I Bt Tanda I LT LSSy I T |“n:14.|l--|-_ | rlpu;\-uuﬂng! Chnepd Wy ir.l.l'."i I{.rluqu-l-. iﬂ-.ﬁ B Y

Aoy wlinesin B 108 et e o s
- : i
i Jr———— ol
B e e iy - S wjurdy i KF g G i Do i R T.
i b
(O] T a— ® Bgn v v o Lomn Bongill e ageen
TR | - |
b ] =
P n g vird iracw 3 e am bahid o pompare .Imm
win Py ]
[T —— 2
]
Bprmes Gw Figm sy gl Jpeidipeg | oDl A [ m—— )
Lamermards
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Figure 178. Adding an administrator authorization for admin and the domino server
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Copy Search conversion tools (Stellent) to local nodes

Information
-0 N

Visit Gopyi ng Search conversion tools to | ocal nodes in the information center to get more
information about this topic.

A J

__1. For each Search server (i. e. node1 and node2), we copy the entire S el | ent folder (which
is located on the shared drive in the folder: / opt/| C _Shar e/ sear ch/), to the search folder
on the local drive i. e. :

__a. Copy/opt/IC Sharel/search/stellent (entire folder and sub-folders) to:
/ opt /1 BM Connect i ons/ dat &/ | ocal / sear ch (local drive).

___b. Verify that the entire folder has been copied to the local drive.

2. Inthe WebSphere Application Server console, set the variable
FI LE_GONTENT_QONVERSI ON=/ opt / | BM Gonnect i ons/ dat a/ | ocal / search/ stel | ent/ dcs/
oi export/ exporter.

3. Edit the file set upQmiLi ne. sh and add the following export statements:
vi /opt/1BM VWbSpher e/ AppSer ver / bi n/ set upQmiLi ne. sh
Add:

expor t
PATH=$PATH / opt / | BM Connect i ons/ dat a/ | ocal / sear ch/ st el | ent/ dcs/ oi expor t

expor t
LD LI BRARY_PATH=$LD LI BRARY_PATH / opt/ | BM Connect i ons/ dat a/ | ocal / sear ch/ st el
| ent/ dcs/ oi export.

4. Also, add the previous export statements to the / et c/ profi | e file.

Configuring the HTTP server

This section is about configuring the HTTP web server after installing IBM Connections.

1. Before beginning this task, ensure that the IBM HTTP Administration server is started. The
admin server must be started to synchronize configuration files between the HTTP Server
and the Deployment Manager.

2. Gotothe../HTTPServer/bi ndirectory and issue the command: . /admnct| start.
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Add Web server as unmanaged node

1. After the Deployment manager started, open the Deployment Manager WebSphere
Application Server console and add the web server to the cell as an unmanaged node.

2. Open the administrative console at htt ps: // dn& hs. spnego. conpany. com 9043/ adm n.
3. Go to System administration > Nodes and click Add Node.

Modes

Use this page to manage nodes in the application server environment, A node corresponds to a physical comput
following table lists the managed and unmanaged nodes in this cell, The firsk node iz the deployment manager.
dicking Add Node.

H Preferences

FAudd Mode | Remove Hode I Force Drelete | Synchranize | Full Resynchronize | Srop

[ I )

B @
Select Mame i~ Host Hame Mersion o

You can adrminizter the following resources:

Figure 179. Adding web server as unmanaged node

__ 4. Select “Unmanaged node” and click Next.
e |

LA® HE Bge 18 BAE e b manEgad B 4R SR et SgE S R e

T Sansged =eda

Bpmrdms ten cwate 3 i ad ritia 8 Manbed Sede SemHed B SRSMEBES B4trs BUMEH at rgns wefun s Sapleeminn misages sl T mansped 1t s v 4 rae
FRRE pesiwid Thin masiaing B Can Fegurtetn Pl ol Pl il COPDEN FLE B R P (S qu\-i [ T e T e T
auraa

F imonanaged sada
bpaishns tha wwsien ol s unmasaged rade. bn unmanaged sods pmsants @ ads i e fspoiogy Bk doss ok hase e aspiusien s pon a8 nede agest e Unranaged
Feibid arw St il dmvmt e irn, dsih s Wk deevecs Rl S0l ok T G Sdde i T ligka gy

III-" Carcwl I

Figure 180. Selecting the option Unmanaged node

5. Provide a name and a host name for the HTTP server and click OK.
rstles. FE|

Hq-‘u'b“u—

Usa this pags 8o waw or change the sonfiguration far an cemanasged nade. An unmanasged nodse i s node defined in the call topology that doar not have & node
agant rarvrang b manegs the procers. Unmanseged nodes e tppically ured o manags Wab ssmen

Configeshon

Cadrier al Pﬂm Tha additiony) peoperties wil nat ba sssilable yotd the generel groparoes for this ®em e spphed or Feved
& Bame A dditinnal -

e —

® Host ame
dmihs spnego.company. com
s Blatlarm Typs

Linux =

Apply | [0 | [Rasat | [ Cancst |

Figure 181. Providing name and host name
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___ 6. Click Save.

E Meszages
sy ch anges have been made to your local configuration, You can:
® Sava directly to the master configuration,

® Ragvipgw change: before aving or dizcarding.
A option to synchronize the configuration across multiple nodes after saving can be snabled in Braferances

u'Th'l'l‘lt server may need to be restarted for these changes to take effect

Figure 182. Saving the changes
On the nodes panel, the web server is displayed in the list, as shown in the following figure.

© | sshserverd dm&ihs.spnego.company.com | Hot TP
applicable

Figure 183. Nodes panel: web server
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Add web server as a server

___ 1. Next, go to Servers > Server Types > Web servers to add the web server as a server in
the configuration and click New.

Wb servers ¢ =

Web servers
Use this page to view & list of the installed Web servers.
@ Preferences

Generate Flug-in | I".u:-:-mat-z{'.l-lq-nn | Haw I Cralata i .'.I'tmplatru... | Sran .*:-",-:- Terminate I
Be P

Salact| Nama 4 Wab server Typs 5 | Hode J_ | Host Hame 5 _ Varsion I3 _ | Status

Hone

| Toral o

Figure 184. Web servers

___ 2. Select the web server node and provide the name of this server webser ver 1. This is the
same name that is provided during the plug-ins installation on the web server.

Type = IBM HTTP Server.

Click Next to continue.
e —

W this Dags bh o ate & Naw Wab paner

Tiap 31 Sabecta Selnct a nods for the Web server and selact the Wb server by

Seled a no-de that comarponds o the Wab sarver pou want o sdd
.

& Saraar nama
|wabrmrvesl

B HTTR Sasvar |

Figure 185. Creating a web server definition
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__ 3. Click Next.

st sy W rehy e e Firsd R

iw thil Bege 5 cresia & Hae Wabs pam

ot the tarmplate that comscponds fo B garasr that you want to oasts,

i

Figure 186. Creating new web server definition

__4. Confirm the new web server by clicking Finish.

[reate nere Wel ceeeer de e tien

e this page to oasts & maw Wl sarves

ererny iy o @

Haw Wb parssr aniey “wabrevarl® g
wll b osstad dn nods “sebsarearl ™
Plaiorm Tippa "Lt

Wabh paveds ingrallanes soon

et IR HT TP S arvar™

Fhrgrin imrlalaban roat “FoptliBH
e T — |

Tha following in & renmery of your asleciona. Clidk the Finith butten to complate the Wb terver cealian. IF tham
Srm R e wiib e e i Bh Drarsloud BUttes 10 revely the farves sl

Figure 187. Confirming new web server

__ 5. Select Save.

E Massages
[} Hew server is created succassfully.

B} Madify variables, resources, and other server configuration settings, such as message broker queue names before

running tha navly created sarvar
M Changes have been made bs your local configuration, You can:
® Save directly to the master configuration,

® Revigw changes before saving or dizcarding,

An optign to synchronize the configuration acress mubtiple nodes after saving can be enabled in Praferances.
v The server may need to be restarted for these changes to take effect.

Figure 188. Saving changes
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The following screen displays.

Web rervers

Web servers

Use this page to view a list of the installed Wab servers.
B Prefarence:

Ganerate Flug-in Propagate Plug-in ] i | Dalete | Tqmgljns..._j STan Stop Tarmin st
- ,
e
Seleck Hame 2 Web server Type o Hode o _ Host Name 2

Version I | Status &) |
You can adrminister tha following resources:

[T | weberverd | IBM HTTP Sarver webservarl | dm&ihs.spnego.company.com | Het +
applicable
Total 1

Figure 189. The figure shows the created web server

___ 6. Do a Full Resynchronize between nodes in the deployment.

todes

Ui this b ads b mahads ioded i the sepbiilieh S afairafdnant, & hode sorrei paidi o & Bhyiltal corfgutir ayitem wih & disad 1D hodt sddaii, Tha

Fallowing Rabla hrti the mansged and unmesnaged hoded in thie call. The Bk node in the deploprment manegen Add few nedes to tha call ied te thia lirt by
dliching &dd Moda.

B Preferances
Add Piods || Bampva beds || Forca Dalate || Synchisaire || Full Respnchronion || Step |
L=l e
hl-:tt Murma 3 -‘HIIIHlMl -¢- -'Irtmon-.ﬁ -mim-u M‘é ! LT H
Wil Caf @driniiter tha follpwing res s o |
dmfihscaliMansaedl dmiihs spnego.company.com  HE 7.0.0.53 TR e
r "_m;m._ pinde ] sprego. company. com HE: 7,800,310 TER |
[T e nadel sprego.company.com HE 7,80 31 TER wo
r | zsbesnces dmi&ihs. spnego.company.com ot applicabls TR

Total 4

Figure 190. Resynchronizing nodes in the deployment

___7. Returnto Servers > Server Types > Web Servers.
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__ 8. Select the checkbox next to webser ver 1 and click Generate Plug-in.

Web servers
Usa this page to view a list of the installad Web servars.

H Prefereances

| 'Etne-"--'-'-.'-"lu.]-ln ] E'I-"'.'-"l".-.'-'.'l’.‘ [-'.I-J-]-lr. ] .f.*li'l' | Celate i Ti.rnil.h“i-n I Etart | Stop ]: Tarminate | |
ek |
Sth:t Harme | Web sever Type "‘_ | Nndt o. | HostHame o Vlulan . | Status g|
| fou can ldmlm:ur 'I:I'm 'Falﬁcwlnq resourcEs: |
u _Ihﬂﬂﬂ IBM HTTP Servar wabsarvar M.]hg ﬂgggg,cman Het [ o
applicable
| Total 1

Figure 191. Generating plug-in

The results are as follows:

Waeb servars FE

B Mezzages

G} pLGCO00ST: Plug-in configuration file = CHIBM\WebSphere\AppSarcer
‘profilas\Dmgri\ confighcalls\connadionsCalldl\nodes\websarvar sarvars
\webservarliplugin-cfg.xml

[} pLEC00S21: Plugein eonfiguration file generstion is complete for the 'Ul'lb
server. connactionsCell0l, webserver wabserverl,

Web servers
Uze thiz page to view & list of the installad Wab sarvers,

B Preferences

Benarate F"l.-q-:n ] Propagste Plug+in ] Maw I Dl ete | ::.-.ln:lpl-l-ti.!...u } gtart || Stop ] Terminate ]

'I'I"lh server T',Ipt Q_ Hode Q- I-In:t H'Il-'ﬂl $_ 'lu'nliun 3_ seatus ()|

‘rnu can ulrninuur H'm fcﬂuuing PREOURCES:

I_ webservarl IBM HTTP Server webzerver | dmikihs. spnego.compai Mot
applicable

Total 1

Figure 192. Plug-in generation results
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__ 9. Select the check box again and click Propagate Plug-in (which propagates the
pl ugi n-cf g. xm file to the web server).

B Messages

[ pLaco0&21: The plug-in canfiguration file is propagatad from C:\1BM
\webSphere\AppSevenprofiles\Dmgri 2\ configicells\connedionsCell0l
Vnodes\wabserver servars\websarve r:l.'l,plu.qih.-d:g.x il k8 e\ IBM\HT TR S&rver
WPluginshoonfighwebzerverl\plugin-cfg xml on the Web server cormputer

[ pLacoossl: The propagation of the plug-in configuration fila is complete
for the Wab server. connactionsCelldl.vebsarver. wabsarvarl.

Web servers
Use this page to view a list of the installed Wab servers.
[E Preferances

Ganarate Plug-in | Propagate Plug-in |_ Haw | Dralate ] Templates.., | Start Srop I Terminats | [
(M aliE S
+ F

Salect Marne o Wab rarvar Typa ©_ | Node ©_  Host Marne O | Vargion O | Status g

| Wou can administer the following resources:
| webserverl | 1BM HTTP Server wabserver ﬂl&ﬂu_gwggn_m‘pm. Hot

| applicable

Total 1

Figure 193. Propagating plug-in

__10. Click webserver1 and then click Plug-in properties.

Wieh swrvars > webserverl
Use this page to configure & ¥Web server that provides HTTR and HTTRS support to applicatihon serars.

Runtima Configuration

Leneral Properies

Conbuprration setbings

Wab server name

7 .k - .
|wabrarvard . 5
o deli al
I_:fM HTTP Saieir -—T-Il Additianal Propariies
. Lil]
* Part . Log fily
5'3' : i ion Fi
| i pF
# Web server installation location 2 = x e
[/ IBMHTTRS arver
® Cugtorm propgrtiss

& Configuration fila name

| ${WER_INSTALL_ROOCT} confihttpd.cor | Edit @ Bemi

(IEMHTTR Sarvar?. O

| apply | ok | | messt | | cancel |

Figure 194. Configuration > Additional Properties > Plug-in properties
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___11. Click Copy to Web server key store directory.

Repository copy of Web server plug-in fles:

# Plug-in configuration file name
!p|ugin-d:g.:rr|| View |

2 Automatically generate the plug-In configuration file

M autam atically propagate plug-in configuration file

# Plug-in key store file name

|plugin-key. kdb

Figure 195. Repository copy of web server plug-in files

___12. The following message is displayed to indicate the successful copying of the key files. Once
again, restart the web server for the plug-in changes to take effect.

El Messages

[l pLccoos41: The plug-in keyring file is propagated from C:\IBM\WebSphere
VappServeriprofiles\Dmgr0lh confighcells\dmCell0lvnodes\webserverisarvers

‘\webserverihplugin-key. kdb to c:\IBMAVHTTPServetPluginshconfigiwebserveriiplugin-
key. kdb on the Web server computer.

[l pLacoosl: The propagation of the plug-in keyring is complete for the Web server.
dmCelldl.webserver.webserverl,

Figure 196. Successful copying of the keys
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Configuring IBM HTTP Server for SSL

To support SSL, create a self-signed certificate and then configure IBM HTTP Server for SSL traffic.
If you use this certificate in production, users might receive warning messages from their browsers.
In a typical production deployment, you would use a certificate from a trusted certificate authority.

__ 1. Thefirst step is to create a key file. Start the iKeyman utility by double-clicking the file
i keynan. sh (default dir for this file is / opt / | BM HTTPSer ver / bi n). The following panel is
displayed:

'1"‘1!!1-‘{.‘1-'-"-1. (1G]]
Ry Dislibsann e (rode Yew |Sip

Do |

| DB Pyt

il v
Token | st
|

Kimy csl atuane @ ot e

| Wersonal Contfic s -

!I-n- S, pleane arbed) e Py Dol al Fils e 10 vl i el a iy dal alase

Figure 197. IBM Key Management

__ 2. Click Key Database File > New...

EIBM Key Management

Key Database File | Create Yiew Help

D Hew... Ctrl-H

= 0
[i' —1 Create a new key database file
* Hew Provider Ctrl-E

Figure 198. Creating a database file
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___3. Ensure that the key database type is selected as CMS. Input a name for the key file and
location to store it.

Key database type ECMS b4

File Nama: webserver-key kdb| Browse...

Locatiomn: foptfkesfiless

cance

Figure 199. Entering type, name, and location for the key database

__ 4. Enter a password and select the Stash password to a file option.
__5. Click OK.

Password Prompt

Password: |lu|ul|uu|lnln |

Confirm Password: |-------- |

[ ] Expiration time
Stash password to a file
0K Reset cancel

Figure 200. Password prompt
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You are then returned to the iKeyman panel with the webser ver - key. kdb opened.

51 1P Ky Masagprrreend - [P K eplies | melnerves hep bl

FoyDolabuiw file Cieale Yew |slp

_D:#Iil'!!_ﬂ..a

oy st aBuas s wlon e
Eall Bype: o

il Mo

T | bt

B ol { b D R iy T

By il alviriein L atlieril

Faceps_

P Sl Sagrel

[Five s st acmam huss s oo sy Compaeten

Figure 201. iKeyman panel

___6. Now create a self-signed certificate by using Create > New Self-Signed Certificate.

EIBM Key Management - [C:\IBM' Keyfiles \webserver-key.kdb]

Key Database File QTate| View Help
D [:i’.’ g ia New Certificate Request... Ctrl-R
u Hew Self-Signed Certificate... Cirl-L Key database In
DB-Type: CFI Create a new selfsigned certiﬂcate|
File Name: CUBMKeyfilestiwebserer-key kib
Token Label:

Figure 202. Creating a self-signed certificate
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___ 7. Input a Key Label and the Common Name. Click OK to save the certificate.

[fi]Create Mew Seli-Signed Certificate

Please provide the following:
Key Label SelSignadCarificale
Version H500V3 I_-
Hey Size "1@- v .
Signature Algorithm SHATWAIRSA |~
Common Name  {optional) | -2”% hs.sprego.company. com
Organization {optional) |

Organizational Unit {optional)

Locality {optional)
StateProvince  {optional) |
fipcode {optional)
Country or region  {optional) "’

Validity Period 365 Days

Figure 203. Providing details for the self-signed certificate

The certificate now appears in the key file (note the location of where this file is stored).

1BM Key Management - [fopt/keyfiles/webserver-key. kdb]
key Database File Create View Help

N H* RS

Koy databade nfaimalion
DE-Type M5
Fille Masme: I fopt e Tibes faet e rr-key kdb I'

Token Labek

Ky databiase oontent

Personal Certificates B Receive..
* Selfsigned Cenificate [ebete
Wil Bdi..

Figure 204. iKeyman: File location
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___8. Next, in WebSphere Application Server console configure the web server for SSL.:
__a. Stopthe IBM HTTP Server.

__b. Login to the administrative console and configure the web server for SSL.

___c. Fromthe Web servers panel, select the webser ver 1 link.
Webservers 7

Web servers

Use thiz page o viev a list of the installed Wab servers.
B Preferences

Henarate Plug=in Bropagate Plug=in ! Haw | Erelats Tvlmphbis...J El:.-:'.J Stop '-:".l'\--:¢J
& olle
+ || F

Select Harme 2 Wab terver Type O Hode O _ | Host Hame | Warsion O | Status )

o

You can administer the following resources:
r IBEM HTTP Server webserver dm&ihi.snneuu.:nmnu Mot

applicable
Total 1

Figure 205. Web servers: Configuring the web server for SSL

__d. Click the Configuration File option to open the htt pd. conf from the administrative
console.

Wab servars > wabsarverl
Usa this page to configure a Wab server that provides HTTR and HTTPS support to application servars.

Caonfiguration

Leneral Proporbes

Configuration setbngs

‘Web server name

. i 1 W £ Wi | H
wabsarvarl | lobal Direcki
Type i T
| 188 HTTP Server =l Puthonal froperte
aq fil
& Part o
o (- covaumienrie )
1 Plyg-in_pr i
# Waeb server installation lecation  RAmini W IYEF Managemen
[/ IBMIHTTRS erver
[12] [ 1]

Figure 206. General properties: Configuration file
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The htt pd. conf file is displayed.

Configuration file

# configuration directives that give the server its instructions,

# -
# This iz the main IBM HTTP server configuration file. It contains the ‘I
# See <URL:htto://oublib.boulder.ibm.com/httoserv/manual 70/ > for detailed

Figure 207. Configuration file

e. Add the following lines to the end of the ht t pd. conf :

LoadMbdul e i bm ssl _nodul e modul es/ nod_i bm ssl . so
<| f Modul € nod_i bm ssl . ¢c>

Listen 0.0.0. 0: 443

<M rtual Host *: 443>

Server Nane dm&ihs.spnego.company.com
SSLEnabl e

</M rtual Host >

</1 f Modul e>

SSLD sabl e

Keyfil e "/opt/keyfiles/webserver-key.kdb"
SSLS ashFi | e "/opt/keyfiles/webserver-key.sth"

f.  Click OK to save this change.
__g. Next, start the IBM HTTP Server.
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h. To verify that the SSL settings took effect correctly, type
htt ps:// dn& hs. spnego. conpany. cominto a browser. If the IBM HTTP Server page
appears over https, then this step was successful. You might need to accept the
certificate to your browser as it is not signed. Click Add Exception.

Vilnkrented {onmection - Horills Fiecles

Be [t Yew Mgoy [oolowes Took  Hep
G- - o I Pitpe [Jeatrecnr oo aeple_tom P I.." D

& Most Vighed Gertirg Rarted Latest Headred

—

| s |-"‘.d|:m-\_'_\_'_\_-m'i::-'

| g Bve ashed Frefoo Lo conrect seorely Lo Conivecliont.eamnnphe.com, But we cant confies
H Il your COnmEcTIon i S80S,

% This Connection is Untrusted

Horsaly, s o Bry bo corveect sbiurely, of e vl proand bronhed dierk e gtoo (o prores Ehal youg
e o ba Bhe rghe place. Hosssver, thes sBe's ilardiby ¢anl b il

Whiat Should 1 Do

B o usasally conmect o ths sibe without probless, thes eror ooukd mean that someons i tryng o
mpanate the sbe, aned you shondkdnt Continge.

ﬁﬂh‘ﬂ‘ml

Techrical Detals
I Understand the Risks

B youi understand whiat's going o, o can kel Frsloo bo start brasting ths ste's elentfication. Bven
il you trust the site, this orrer could mean that someene s Lamporing with your
[T

Dot 2l o grteplen wiless you kv there s 2 good reascn wivy the ke dosent use tnated
deredication

#aif Extwplion

Figure 208. Untrusted connection
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___i. Click Confirm Security Exception.

hdd Security Exception E

Yiou are shout bo override how Firefox identifies this site,
! Legitimate banks, stores, and other public sites will not ask you to do this.

\'.

Server

Location: I hittpes: f lconnections, &xample.cormy 'ﬁet Certificabe i
[~ Certificate Status .

This site attempts to identify itself with invalid information, View...

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized autharity,

_ ¥ Permanently store this exception

Confirm Security Exception Cancel

Figure 209. Adding Security Exception
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The IBM HTTP Server Version 7.0 home page displays.

10 HT TP Server = Mogllla Frclas

G'{Jq' (I [T ——— O+ [ oo ]

£ Momvetsd | Gettrg Strted 5 Latest Headines -

| TP Server [ =] l-
i

WebSphera. soltware

IBM HTTP Server vesion 7.0

Figure 210. IBM HTTP Server Version 7.0 home page
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Adding certificates to the WebSphere truststore

___1. On the administrative console go to Security > SSL Certificate and Key Management >
Key stores and certificates.
___ 2. Click CellDefaultTrustStore.

54 L certificate and key mansgenent S

550 certificate and key manasgemant > Key stores and certificates

Dafines haystore types, induding cryptoegraphy, RACFR); CMS5; Java(TM), and afl truststore types.

Faystors usager

| S5L kaystoras ;Il

A Prafarancas

Haw | Crelete ] Change pagsword.. | Emchange sighers.. ]
E n tan il
w || ¥ |
Select| Harma 2 Dagcription Managemant Scope Path

You can administer the following resources:

r | GMSkeyStors CMSHey5tore for web {call}rdmCalloL: F{CONFIG_ROGT ) oells
sarvar websarvarl, (nodelivebsarvar: SdmCalldl/nodes
(servar)ivabservarl feabsarver semvers
fwabservarl{plugin-
keay. kdb
r | Sallbsfaultkevitors Cefault kay store for {cull}rdmniCelO1 ${CONFIS_ROOT)H cells
drmallda Sdmcelldl/key.pl2
- lmmﬁm l Cafault trust store for | (calljrdmCelloL F{COHFIG_ROOT) cells
drmallda Sdmcelldl/erest.pl 2

Figure 211. SSL certificate and key management
__ 3. From within CellDefaultTrustStore, click the Signer certificates link from the right side.

65L certificate and key management 3

551 certificate and key management > Kaw stores and certificates > CellDefaultTrustStore
Dafines keystors typas, induding oyptagraphy, RACF(R), CMS, Java{TM), and all tuststors btypas.

Leneral Proporbes

Hara

l'. el lDefaultTrustStore

Daieription

Crafault trust store for drmcelloL Bgrzonal
sartificats

Management scope [Roussts

||-.-ui,.:u.-.'+':|'l: ., Cuptorn
propaties

Path

[§ {coNFIG_ROGT)H calls/ drCellilftrust. p12

Figure 212. Additional Properties: Signer certificates
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4. To add the webservers signer to the truststore, click Retrieve from Port.

£50 certificate and ey management > Koy stores and certificates = Cell DefaultTrustitors > figner certificates

Manages sigher certificabes in key stores,

E Prefarsncas
Add | '|:|;i|l'l;i l Eun';.n;: I Fratrisva from ;m ]]
L &
=il il

Salect! Alias = Isrued to Finoerorint F5HA Dioest) ™

Figure 213. Retrieving from port

5. Enter the host name of the web server and its SSL port (typically 443) and an Alias.

6. Click Retrieve signer information, which retrieves the information that is shown in the
following figure.

7. Click OK to add this certificate to the list of signers.
8. Click Save to save this change.

S5L certificate and key management rE

551 certificate and key management > Key stores and certificates » CallDefaultTrustStors >
Signer certificates > Retrieve from port

Makes & test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the
server during the handshake.

Ceneral Propertes

+ Host
# Port
[443
S5L configuration for autbound connectkion
cellbefaultsSLsettings = |
+ Alias
mhler\'ll‘_iil

Retrieve signer information

Retrieved signer information

Serial number

[og9g54242 |

Issued to
CH=WebSphere Plugin Key, OU=SWG, O=IBM, CeLS |

Issued by

llL‘H:IfIthuphmn Plugin Kay, OQU=3WG, O=1BM, C=US |

Fingarprint [(SHA digest)
|4D:|3D'53 EDi B2 183 4R D 581ARIIF: 3D :0ADTI14 1 9E:68: 681 B85 TD

validity period

[apr 26, 2012

Apply || oK Resltl Cancel

Figure 214. Retrieved signer information
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The results are displayed in the following figure.
551 cartificabe and ey muenagement TE

A5t ate aned bey muanaegement > Eay stems s cectlicates > Delllafaultlnistibon > Shpeeer certificates
Managmi digrear cod@icatas e hay dhooad,

Erafererice s
Add || ol || Esvact || Retriave from pert |
= L milie il
E.'I_l;:n“;l-nl a I Iiduad 4a o _nwm Bigait) o Explration o |
Wou can sdranisber the followng rercurcesd
= m . OU-HQQ; I:-';. O="pDatsPover Technalagy,  ARRAIRS RS IRCIIE RS0 2A 001 P CAIRAIFA (3105 IF2: 5413401 7 | Valid from

Ine"™, Cwig Jum 11, 3003
b Jun 6,
023,
| mat A sdalvimd P1 Mbgld dwg wima b, e, D008 18 0B 08 E0: PR 8 60 181 3 ED Pl Sl s AR FLITE 3 88 FF | Walid frem
OU=Foot Certficate., Ags 13, I0LT
Oledibyrml P1iCal01, e Age ¥,
Ol=dabyrml F1CallManagardl, G=18m, 2027,
cmlg
[T | zabiseiver §38 CHesdslvind P BBG0L fvg wife b o SEFCOTRT 31 39 0 86 0L i 09 PE FEL SR AB 1 00 CRa T AL AL | Valid framm
Jul 31, 2012
b Jul 230
adad,

Figure 215. Retrieved signer information results

__ 9. Restartthe HTTP server to apply the changes.
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Update web addresses used by IBM Connections to access
content

1. Using the wsadmin client, check out the Lot usConnect i ons- confi g. xm (also known as
| cc. xm ) to a temporary directory. From this directory, this file must be edited so that all
href and ssl _href values are updated to reflect the host name of the HTTP Server and do
not include any port numbers. An example of what needs to be done is as follows:

<aloc:serviceReterence csceapHoar=" connect ions . example . com® boorscrapFort="2811 Iusteelame= " LotusConnec bions*
<sloctheef>
<mloc: hrefPathPred ixs factivitien</nlocihref PathPref iy
calesiseatic heef='hitp:f/cannoctions. exmple . com: 3001° sl _heef="hitpe:/ eonnnctions . exmple . com: PE4° />

slpsincerBervices heefs'hitps: ffconmeclione . exanple ., cam: S444% />

</alocrhcefs

<f/mlociserviceRelerence>

Figure 216. LotusConnections-config.xml

___ 2. For each Connections applications, remove the ": " +port _nunber s of the two hr ef entries
and also the ssl _href entry.

calomsserviceleference boorsrrasBosr=" connections , example . com® BootscrapPosr="FH11% olustecNase="Lotusdonnaot Lons®
{alogihoels
<@ oo hrefPachPrefins faotivities</olochrefPachPref iy
¢mlociatatic href="hitp://connections. example, com® aal hret="https://connections. example . com® />
<ales; intecdeEvice :"r":'-':Ilrlpl:.f_||'r|:|||:|t-r"|1||n:.r"xrltplr.rm| >
LlaloaEREREs

clfalociservwiceReleranoes

Figure 217. LotusConnections-config.xml

3. Search on connecti ons. exanpl e. com and remove the colon (: ) and the port number.
When finished, you should not be able to find any more occurrences of this string
connect i ons. exanpl e. com (note the colon at the end of the string; this is most important).

4. Save the file and check the file back in using the wsadmin client. After the file is checked
back in, resynchronize the node so that this change is pushed out.

5. This completes the web server, SSL, and certificate configuration for this scenario. Now,
when the application is started it can be accessed at
htt p: // connect i ons. exanpl e. conl <conponent , where <conponent represents any of the
Connections applications.
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The commands to check out and check in the | cc. xm file and sync all nodes are as

follows:

ation.

“DagrBl s bhinusadnin. bat lang jython —usernarn

et B

Deploy

DegrBlshin s

All rights reserved.

eonmme tionmsCe ] IManage eIl uning SOAP

Hanager

FilessDmgrB@lwconf igsbin_ lc_admin

him

wprof i Drgrdl~hin

Figure 218. Administrator: Command prompt
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Configuring an administrator user for blogs

__ 1. Loginto your admin console at htt p: // dn& hs. spnego. conpany. com 9060/ adm n (use
wasadmin user and password).

__ 2. Select Application > Application Types > WebSphere Enterprise Applications, and

then select Blogs.

Lrterprove Sgecetsay > Blog

Uie e page be tonfigure s anberprise spelicstion. Chek the

Conliguration

Caneral niﬁtﬂh -

links Lo Becaid page

* Hame

Application reference valdation
Ingus wmings -

Dietail Broperies

Tagat ppesifo ppplaption ylabey

L Lt L T T
Azplopbon bingnag

Slaga b LR
Bmausst discabiher coocatisg

tn B TRI SRiamiaT
m1® parhiingn] gumsest selangion

Ralssancas

Bagurcs ralasrance
L2 relerenoey

Shpend kg refargnce
Ecnd ko malatzoshios

_apoty | | ox | | Reset | | Camoet |

i

Medulin

o lurther sonfigunag of the spplestion or s medule

Harnes Mol

Walk Module Propardies

azxaign manscament
Contwt, Root For ieb Hodubes
JEF wod JSF sobicon

friniad ol

Enissprine Javs Bean Properiies

Eefaslt mesaacess orovider iefscences

rarful i o Rt

Anglicktion seufiie
Hedgscy Do Oean Syiecyr Bindingy

Databans Profiles

2] praditen pnd Corslhuacy Seodl Bilag

Figure 219. Enterprise Application: Blogs

___ 3. Select Security role to user/group mapping.
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___ 4. Select the admin role and then Map Users.

Lmtcpins Spibuation = Blaa

> Map meeer gtearn
Upa #ha pagw b smanh b comey o grosor snd sdd thaen G e ssisried syl

B i

Eagmah pad balas | s

Baincy @ wear mmalm. ppacrty #a resrvhar of ressis do dacie;. Per 8 saent Enng Leee " e sidosnd | end chek Baers. Lalach waaes Boen B b sdetis bt end edd e in the Hasped bo o
b

f}-.l‘.-'!\!-!"
lJ-__l_W_’.'_I_ﬂh"-ll.-h -

Donping 8 ol

Ty
e s
[ AdmipFraml a8
. L
- % 1 | hddminf rgmL AR
4
1=

Figure 220. Mapping users

__5. Search for the user, AdminFromLDAP in this example, and add it.

Emarrme Asplcabuss = Bsge * Seceriy rals e sas/ prasy sappny
[ |

N coom Tk i dbermad on #am mppbmaios: o cromlin read g bn oo r graach bt Ui da—ain cund rageiley mewanlin: The momalds srw regarmd ol shee ey e reake
PR S TSP DT g et P gl gt poatdont 1T it [ <8 38 PEeTenad Setrg the fBEETEY BT Bbted 0 e aBe P T Thg poisdn| 04 tepeeaens he
e ) e Ml s Wi, ) el At g e, lniaepainn P, mige' et ikt MR ekl e g inies gy, Thah Syl it Wheg. Saisatdibily. i
R L e H g argng o - = Lguas e fgd AR At Te e Thei inyaisg 1m81 @ra
vl came 5 D Sl racaven e gt Ben mimes AScibdiaabnd This e ales Pl ars rakd s b P e e ke ges Tie ssass

_Stay v | sy S || msp S e - |

L -

- A s i pnen 8 Laaim

] Powipew

ey g dar LE el

v R Admsinframl DAP
b S i B Adpsinf ol DA
] Bona mlﬂrﬂw
eiger pims ase b Feml AR
Ere Brmsa-um

]

Figure 221. Adding the user

6. Click OK and save.
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___7. Repeat these steps for home page.

ntarprias Applic st e

Entermprise Applications > Homepage > Securty role to user/group mapping
Saourity role to ureygroup MEpRIng

Each rola that is defined in the application or module rmust map to & user or group from the domain user registry,
accessids) The accessids are required only when using ooss realm communication in & mult domain scenario. For all
other scanarios the sccessld will be determined during the application stat based on the user or growp name, The
accesslds reprasent the usrer and group information that is used for Javas Platformn, Enterprise Edfion authonzation
when using the WebSphere default suthorzation engine, The format for the accesslds is userirealmfunigualUserlD,
group reslmduniquedroupl . Entering wrong information in these falds »ill caure suthonzstion to Fail,
AllsuthenticatedinTrustadReslme: Thiz indicater that any vald uper in the trusted reslme be given the scoars,
Allagthenticstad: Thid iadicates that sny valid uier in the durréid resli be given the bdicais.

.Ml.pl..lstr:... | !.bl.ap.érc.-l:l;u... ] Mup Spacial Subjaces = |
Ll
Saluct Role | Gpedal ubjeds | Mappad users | Mappad groups
L parian Al Authenticated in Application’s Raealm
I_ avarpone Evaryonae
I'u - raader Evaryons
I - rrtricsresder - Evaryons
r adrmin Hone _ﬂ.dmlnFrnle;rlF.

(=1 Cancel |

Figure 222. Security role to user/gropu mapping

___ 8. Synchronize your changes with the other nodes.

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 145



Deployment Scenarios

Enabling fast downloads for files and wikis

Optional

-

Although this is an optional step for customers, it is dones for all IBM test systems.

A\

J

-

.

On the Deployment Manager, copy the file

/opt/ 1 BM Gonnecti ons/ pl ugi ns/ i hs/ nod_i bm | ocal _redirect/|inux_i a32-ap22/ nod_
i bm | ocal _redirect.sotothe IBM HTTP Server system into the folder:

/ opt/ 1 BM HTTPSer ver / nodul es/ .
cp

/opt/ 1 BM Gonnecti ons/ pl ugi ns/ i hs/ nod_i bm | ocal _redirect/|inux_x64-ap22/ nod_i

bmlocal _redirect.so /opt/|BMHITPSer ver/ nodul es/ .

Edit the ht t pd. conf (/opt/IBM/HTTPServer/conf) and add/edit the following items:

LoadMbdul e i bm | ocal redirect nodul e nodul es/ mod i bm | ocal _redirect. so

LoadMbdul e env_nodul e modul es/ mod_env. so

-

sy
Note
= N\
These lines might exist, so uncomment if necessary.
J
___ 4. Add the following to the bottom of the ht t pd. conf file.
o 4
Note
= I
Paths must change based on installation.
J

G

Aias /downl oadfiles /opt/1C Share/files/upl oad/
Alias /downl oadwi kis /opt/1C Share/w ki s/ upl oad/
<D rectory /opt/IC Share/files/upl oad/ >
Q der Deny, Al | ow
Ceny fromal |
Al ow from env=RED RECT_FI LES GONTENT
</Directory>
<D rectory /opt/|C Share/w ki s/ upl oad/ >

QO der Deny, Al | ow
Ceny fromal |

Al ow from env=REDI RECT WKI S _CONTENT
</Drectory>
<Location /fil es>

| BMLocal Redi rect On
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| BMLocal Redi r ect KeepHeader s
X- LGonn- Aut h, Cache- Cont r ol , Cont ent - Type, Cont ent - b sposi ti on, Last - Mdi fi ed, ET
ag, Gont ent - Language, Set - Gooki e
Set Env FI LES QONTENT t rue
</ Locat i on>
<Location /w ki s>
| BM.ocal Redi rect On
| BM.ocal Redi r ect KeepHeadEr s
X- LConn- Aut h, Cache- Cont r ol , Cont ent - Type, Cont ent - D sposi ti on, Last - Mdi fi ed, ET
ag, ont ent - Language, Set - Gooki e
Set Env WKI S _GONTENT true
</ Locat i on>

5. On the Deployment Manager, edit the fi | es-confi g. xmt and wi ki s-confi g. xm files that
can be found in the folder
/ opt /1 BM VWbSpher e/ AppSer ver / profi | es/ Dgr 01/ confi g/ cel | s/ dsl viL71Cel | 01/ Lot
usConnect i ons- confi g/ and make the following changes:

a. files-config:
Search for "<download>" and set the values of the properties to the ones shown in bold:

<downl oad>
<rodl BM.ocal Redi rect enabl ed="t r ue"
hr ef Pat hPr ef i x="/ downl oadfi | es" />
<st at s>
<l oggi ng enabl ed="true" />
</stats>
</ downl oad>

b. wikis-config.xml:
Search for "<download>" and set the values of the properties to the ones shown in bold:

<downl oad>
<rodl BM.ocal Redi rect enabl ed="t rue"
hr ef Pat hPr ef i x="/ downl oadwi ki s" />
<st at s>
<l oggi ng enabl ed="fal se" />
</stats>
</ downl oad>

___ 6. Synchronize and restart IBM Connections as follows:
__a. Do aFull Synchronize on all Nodes.

b. Stop all Connections clusters.

c. Stop and restart the Deployment manager.

d. Stop and Restart the HTTP server.

e. Start all Connections Clusters.
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8. Configuring SPNEGO

Information
-0 <

Visit Enabl i ng singl e sign-on for the Wndows deskt op (also known as Enabl i ng SPNEQD
in the information center to get more information about this topic.

A J

Configure IBM® Connections to use SPNEGO for single sign-on (SSO). With this configuration,
users can sign in to the Windows desktop and automatically authenticate with IBM Connections.

& Funds

woree | Requirements
/' O Staff
O Tools

~

In previous steps, you selected a user as an administrator for IBM Connections. You called this user
AdminFromLDAP. This user must meet the following conditions:

« Is any user from the configured LDAP that you designate as an administrator of Connections.
« Is populated into the PRCH LES DB.
 Is configured as an Administrator of the Deployment Manager.

« Is select as the Connections administrator during IBM Connections installation.

G J

__ 1. Map an Active Directory account to administrative roles. Change J2C authentication.

Buses = ConnectionsBus > Secur r bus ConnectionsBus > Users and groups in the bus connactor role

Users in the bus connector role are able to connect to the bus to pedformn messaging operations. Users can
by specifically having that role, or because they are in a group with that role.

Preferances

Maw Crelete |

B

ad - + -
Select | Mame o Type O
r AdminFromLDAP Usar
Total 1

Figure 223. Mapping an Active Directory account to administrative roles

__ 2. Create a service principal name and keytab file.

These steps were performed by the Active Directory Admin who provided the Keytab files
for the IBM Connections Deployment Manager, Node1, and Node2.

3. Merge all the keytab files to make the Deployment Manager aware of the SPNs for each
node.

The following example demonstrates the procedure for merging keytab files.
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Assuming that you created the following keytab files:
__a. http. keytab on the Deployment Manager.
__b. krb5Nodel. keyt ab on Node 1.
__C. krb5Node2. keyt ab on Node 2.
___ 4. Run the kt ab command as follows:
nkdir /opt/keytab
__ 5. Copy the three keytab files into this directory (/opt/keytab):
cd /opt/IBM/WebSphere/AppServer/javal/jre/bin

Punllll
Note
-7 N
Use this version of ktab and not the http version.
\\ J

./ktab -m /opt/keytab/krb5NodeA.keytab /opt/keytab/http.keytab
./ktab -m /opt/keytab/krb5NodeB.keytab /opt/keytab/http.keytab

___ 6. Verify that all three systems are displayed in the keytab file correctly:

cat http. keyt ab and you should see something like this result:

cdt hitp keytab

"H [l SPNEGO.COMPANY COM “HTTP '/dm&ihs.spnego.company. com [T
PICEOBHECE BNA blPL SPNEGO COMPANY COM | P! dm&ihs spnego.company.com
BGHOBREECE oNA blEL SPNEGO.COMPANY.COM PHTTP!nodel spnego.company.com
B3GHORHGCE GNA bFL SPNEGO.COMPANY.COM "HTTP!node? spnego.company.com

Figure 224. cat http.keytab

__ 7. Create a Kerberos configuration file named kr b5. conf :
___a. Launch wsadmin and create the kr b5. conf file as follows:
i. cd/opt/1BM VebSphere/ AppServer/ profil es/ Dngr01/ bi n.
ii. ./wsadmin.sh -lang jacl -user AdminFromLDAP -password password.
iii. At the prompt enter:

$Adm nTask creat ekrbGonfi gFi |l e {-krbPat h

/ opt /| BM VébSpher e/ AppServer/javal/jre/lib/security/ krb5.conf -realm
SPNEGO.COMPANY.COM - kdcHost msad2008.spnego.company.com - dns
spnhego.company.com- keyt abPat h /opt/keytab/http.keytab}

b. Copy the kr b5. conf file to the / opt / keyt ab folder (which should also have the merged
keytab file (kr b5. keyt ab)

c. Copy this folder and contents into the same location on Node1 and Nodez2 (i. e.
/ opt/ keyt ab fol der)
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Vs ?ﬂ;’ Note

The location must be the same on all three systems.

G

cat krb5. conf
[1i bdefaul ts]
defaul t _real m= SPNEGQ COMPANY. COM
defaul t _keytab_name = FI LE /opt/keytab/ http. keyt ab
default _tkt_enctypes = rc4-hnmac des-chc-md5

default _tgs_enctypes = rc4-hmac des- cbc-md5
forwardabl e = true

renewabl e = true

noaddr esses = true

cl ockskew = 300

[real ns]

SPNEQQ COWPANY. OOM = {

kdc = nsad2008. spnego. conpany. com 88

def aul t _donmai n = spnego. conpany. com

}

[ donai n_r eal nj
. Spnego. conpany. com = SPNEGO COMPANY. CCM

___8. Create a redirect page for users without SPNEGO support.

_ 9

Use the example that is provided in the information center.

Configure SPNEGO on WebSphere Application Server.

Using the WebSphere Application Server Console and enter the following details:

Glotal secumity > Kerbaroa

Whan configurad, Kekaros will b the pamary suthanticaton matharim, Configues ER suthanticaton 1o sicurces by secaring the meouris sefarances linl
&n the applications detsds panal

Esrborcs Authentication HNecheniom Felated Configuration

* hg.Ef.;‘g FRivios hama SEHESC ek

Pt AT LAY L]

® Karkarss cardiguiatson fila with full peth

o phik aytabikab, conf Broves... Eadlergted wie
L [T

Karbaror beviat file name with full pakh

Foptikagtabl hiftp Reylab Brewre... | Lilsd inkeynd
Sonianicgissing

EPMEGD COMPANY COM 8t} sedboun
Spmmgnicateen

Trim Kaabares rasim from prindgal nams

Erskls dalagation of Karbaror cadentialn

apply | | o nun: Earcal |

Figure 225. Global security > Kerberos

__b. Click OK, and then Save.
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__c. Click SPNEGO Web authentication and specify the SPNEGO filter:
i. Under SPNEGO Filters, click New and populate the dialog as follows:

Vs 'x:u/“, Note

~N
SPNEGO web authentication and Kerberos authentication use the same Kerberos client
configuration and keytab files.

\\§ J

Global security > Kerberos > SPNEGD Web authentication > dmd&ihs. SPNEGO. COMPANY .COM
Spacifier the values for SPHEGO filtar.

Ganoral Properties

+ Hofk Abfme

| dm&ihs SPNEGO.COMPANY COM |

SPNEGO.COMPANY.COM

Ful-b #rof realm name

Fifter critara
rrtq uest-urli=noSPNEE O request=url el mobilerequest=url Iefnavrequest=urd 'sfbundles/isrrequest=url Infstatic

Fitker clase

.EF'HFGG nat fupporkad Brror page LRL
http:/fdm&ihs SPNEGO COMPANY COM/Hofpregofedirect hrml

HTLM 'B_¢-l-.¢n rb!tiuid_i_rrl}-r page URL ]
http:j/dmihs SPNEGO, COMPANY COM/HoSpregafedinect html

ETnm Eerbaros realrm from princpal name

nable delegation of Kerberos credentials

apply | | ok | | Reset | | Cancal

Figure 226. SPNEGO web authentication

d. Check the information center for any updates to the Filter criteria. In this example, the
following criteria was used:

request - url ! =noSPNEQQ r equest - ur | ! =/ nobi | e; request -ur | ! =/ nav; request - ur| !
=/bundl es/js;request-url!=/static;request-url!=/activities/oauth;request-
url ! =/ bl ogs/ oaut h; request - ur | | =/ dogear/ oaut h; request - url ! =/ communi ti es/ ca
| endar/ oaut h; request - url ! =/ communi ti es/ servi ce/ at omi oaut h; request-url!=/c
ommuni ti es/ servi ce/ opensoci al / caut h/ ; request - url ! =/ communi ti es/ r econmi oau
th; request -url! =/ connecti ons/ opensoci al / oaut h; request-url ! =/fil es/ oaut h; r
equest - ur |l ! =/ f or uns/ oaut h; request - ur| ! =/ honepage/ oaut h; request -url ! =/ netr
i cs/ oaut h; request - url ! =/ noder at i on/ oaut h; r equest - ur | | =/ news/ oaut h; r equest
-url!=/news/fol | ow oaut h; request-url ! =/profiles/oauth;request-url!=/wkis
[ oaut h; request - url ! =/ sear ch/ oaut h; request - ur | I =/ connect i ons/ core/ caut h/ ; r
equest -url ! =/ opensoci al ; request - url ! =/ r esour ces; r equest - ur |l ! =/ oaut h2/ endp
oi nt/
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__e. Onthe SPNEGO web authentication page, complete the details for the general

properties.

lobal security

Global secwrity > Kerbaros = SPHEGD Wal authentication

SPHEGD provides & way for Web cients and the server to negotiste the web suthentication protocal wred to pemnit

CEFFTAS R R g

Ganeral Proparties

¥ E

7 Dynamically update SPNEGD

F Enable sPHESD

F aliow fall back ta spplication authantication mechanigrm

# Karbarod configuratian file with full path

[fopt/kaytab/krbS. conf
Farbaros kaytab file narmae with full path

Browiw...

!p’aptfl: aytab/http. kavtab

SPHEGD Filters:

Hew Coalate
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Total 1

Apply | Ok | Rasat Cancel |
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Figure 227. SPNEGO web authentication: General properties
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___10. Specify the level of authentication that users must go through to access your IBM
Connections deployment.

__a. Asthisisthe setting | want to use in this scenario, there is no need to make any changes

here. Allow anonymous access to IBM Connections, also known as Lazy SPNEGO,
which is the default.

Enterprise Applications

Enterprise Applications > Activities > Security role to user/group mapping

Security role to uzer/group Mmapping

Each role that iz defined in the application or module must map to a user or group fro
The acces:zlds are required only when using crozs realm communication in a multi dorr
the accessId will be determined during the application start based an the user or groy
uszer and group information that iz used for Java Platform, Enterprise Edition authoriza
default autharization engine. The farmat for the accessIlds is userirealmyfuniquellserIl
Entering wrong inforrnation in these fields will cause authorization to fail, AllAuthentical

that any valid user in the trusted realmns be given the access. Allauthenticated: Thiz in
current realm be given the access,

Map sers.,, | Map Groups.., Map Special Subjects =
Selaect| Role Special subjecs
- person All authenticated in Application's Realm
I everyone Everyone
r reader Everyone

Figure 228. Security role to user / group mapping
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___11. Remove interceptor classes.

Go to Security > Global security, select under “Web and SIP security” the option “Trust
association”, then Interceptors and remove the following Interceptor Classes:

comibmws. security. spnego. Trust Associ at i onl nt er cept or | npl
comi bmws. security. TAMIT ust Associ at i onl nt er cept or Pl us

tlchal spcurity > Trust ssyocistion 2 Inberceptors.

Spmotias e trust Sdormation b rimari Brony §araer

B Feafaranoas
| Maw || Credets |
L m
Ealemt Imdwrmpies Class Harms 5
Yo chn @d fr khia Fellowing i
r sporuibrr wu pecurity g S0 be Dth Ta]
=

Figure 229. Interceptors
___12. Disable TAI authentication:
Select Security > Global Security > Custom properties > New.

__a. NAME: com.ibm.websphere.security.performTAIForUnprotectedURI
__b. Value: false

|- corm.ibrmowebsphere, security, peformm TAIForUnprotecedURI | falze

Figure 230. TAIl authentication

__13. Verify that LTPA is selected as the default Authentication mechanism.

In Security > Global security, under Authentication verify that LTPA is selected as the

default for "Authentication mechanisms and expiration". If it is not, then select this option
and save.

Authentication

Authentication rrechanizrms and expiration

0 LTRA

. kKerberas and LTPA

Kerberos configuration

futhentication cache settings

Figure 231. Authentication
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___14. Edit the following files:

a. files-config.xml: Set values to f al se.

<security reauthenti cat eAndSaveSupported="fal se">
<l ogout href="/files/ibmsecurity |ogout” />

<i nl i neDownl oad enabl ed="fal se" />

</security>

b. LCC.xml (should be already set): Verify cust omAut hent i cat or
nane="Def aul t Aut henti cator".

<cust omAut hent i cat or nane="Def aul t Aut henti cator"/>
___15. Stop and restart all server:
a. Do a Full Resynchorize of all Nodes.

In System administration > Node agents do a Restart of all nodeagents.

_ On the Webserver do a Generate Plug-In and then Propagate Plug-in.

Stop and restart the webserver.

Stop all Connections' Clusters.

-~ @ a o T

Stop the Deployment Manager (. / st opManager . sh).
__g. Startthe Deployment Manager (. / st art Manager . sh).
__h. Start all Connections' Clusters (this will take a few minutes).

___16. Configure a supported web to support SPNEGO.

Information
-8 \

See “Configuring web browsers to support SPNEGO” in the information center to get more
information about this last step.

& J

__17. Verify that Connections is correctly configured for SPNEGO as follows:
__a. Using a supported browser (enabled for SPNEGO), log in to Connections.
__b. Load all Connections Applications via the navigation menu.
__c. Create some basis data from each application.

We have now completed the install and configuration of a 2-node cluster of IBM Connections V4, on
RedHat Linux 6, with Spnego security enabled.

© Copyright IBM Corp. 2013 IBM Connections 4: How to Deploy a Two Node Cluster of IBM® 155



http://www-10.lotus.com/ldd/lcwiki.nsf/dx/Configuring_web_browsers_to_support_SPNEGO_ic40#action=openDocument&res_title=Enabling_single_signon_for_the_Windows_desktop_ic40&content=pdcontent)




	Front cover
	IBM Connections 4: How to Deploy a Two Node Cluster of IBM® Connections V4.0 configured with SPNEGO security, on Red Hat Server (RHEL) x86-64, 6.3
	1. Deployment topology
	2. IBM Connections 4 system requirements
	3. Middleware installation and configuration steps (WebSphere Application Server v7.0.0.21 / IBM HTTP Server v7.0.0.21 / DB2 v9.7+FP6 / Tivoli Directory Integrator v7.1+FP5)
	4. Create Connections databases on DB2 server by using the dbWizard
	5. Populate the Profiles database with LDAP user information
	6. Installation of IBM Connections v4.0
	7. Post-IBM Connections installation steps
	8. Configuring SPNEGO


