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Overview

This scenario explains how to deploy IBM® Connections 4.0 in a network deployment that involves
multiple computers with one IBM WebSphere® cell that contains two nodes, both of which host
IBM® Connections 4.0. This scenario is typical of an enterprise-level production deployment with
SiteMinder and SPNEGO enabled.

Systems and naming conventions used throughout this document

Computer host name |Applications Version# OS/version RAM/ (VM or
CPU HW
connections.example.co |WebSphere Application|WebSphere Application SUSE 10 SP 4 (64 bit)|4 G VM
m Server Deployment Server v7.0.0.21 (64 bit) /2 CPUs
Manager IBM HTTP IBM HTTP Server
Server v7.0.0.21 (32 bit)
nodel.example.com Node1 (WebSphere WebSphere Application 8 G
Application Server) Server v7.0.0.21 2 CPUs
node2.example.com Node2 (WebSphere WebSphere Application 8 G
Application Server) Server v7.0.0.21 2 CPUs
db2server.example.com |DB2 Tivoli Directory DB2 v9.7+FP6 Tivoli 4 G
Integrator Directory Integrator 2 CPUs
v9.1+FP5
msad2008.example.com |MS Active Directory 2008 Win2008 R2 EE
2008 Server
domino.example.com Domino Mail-in server |Domino 8.5.3 Win2008 R2 EE 4G VM
Server /2 CPUs

PreConnections installation work
Assuming: WebSphere Application Server and nodes are set up

PreConnections installation work

It is assumed that WebSphere Application Server and nodes are set up.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 1
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Deployment-specific information

1. Check the security on the admin console: that in Global security enable admin security and
enable app security are checked. In the writer’'s VM image, enable app security is not checked.

2. Set the max JVM value for the DMGR or you get OOMs when configuring the remote http
server.

- In the Admin console, go to system admin \ depl oynent nanager\ Java process
managenent \ process definiti on\ JVM

Deploynment manager > Process definition = Java Virtual Machine

Figure 1. Deployment manager > Process definition > Java Virtual Machine

- Set the maximum heap size to 1024.

Maximum heap size
1024 MB

Figure 2. Maximum heap size

Contents

1. Cognos configuration
. Connections installation

. Configuring the remote HTTP server
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4. SiteMinder setup
5. Post-agent installation actions
6

. SPNEGO setup
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1. Cognos configuration

Requirements before you start the setup of Cognos

1.

Ensure that the Deployment Manager is running and that the time difference between the
node that hosts Cognos Bl Server and the Deployment Manager does not exceed 5 minutes
so that the addNode action succeeds.

The node that hosts Cognos Bl Server must not already be federated to the Deployment

Manager. It is done later.

For Cognos and Connections to work, you must use an LDAP user as the admin on
Cognos. A local WebSphere user, wasadmin, does not work. So, plan to use an LDAP user,

for example wpsbi nd.

Download both the Cognos Bl Server and Cognos Transformer to your test systems where
you install them. You might install them to the same system as the deployment manager.
Here are the names and part numbers to download from Xpertise Library.

(01 ]

Bl Server

Transformer

Full eAssembly (includes Bl
Server and Transformer)

AIX

IBM Cognos Business Intelligence
Server 64-bit 10.1.1 AIX
Multilingual (CISVTML)

IBM Cognos Business Intelligence
Transformer 10.1.1 AIX Multilingual
(Cl2Q4ML)

IBM Cognos Business Intelligence
10.1.1 AIX Multilingual eAssembly
(CRFY4ML)

Linux

IBM Cognos Business Intelligence
Server 64-bit 10.1.1 x86
Multilingual (CISW7ML)

IBM Cognos Business Intelligence
Transformer 10.1.1 Linux x86
Multilingual (CI2Q6ML)

IBM Cognos Business Intelligence
10.1.1 Linux x86 Multilingual
eAssembly (CRFY8ML)

Linux

(System z)

IBM Cognos Business Intelligence
Server 64-bit 10.1.1 Linux on
System z Multilingual (CI5SW5ML)

IBM Cognos Business Intelligence
Transformer 10.1.1 Linux on
System z Multilingual (CI2QHML)

IBM Cognos Business Intelligence
10.1.1 Linux on System z
Multilingual eAssembly (CRFZ6ML)

Windows

IBM Cognos Business Intelligence
Server 64-bit 10.1.1 Windows
Multilingual (CI5VVML)

IBM Cognos Business Intelligence
Transformer 10.1.1 Windows
Multilingual (CI12Q1ML)

IBM Cognos Business Intelligence
10.1.1 Windows Multilingual
eAssembly (CRFY3ML)

© Copyright IBM Corp. 2013
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Create Connections databases on DB2 server

r é} Linux ~

Before you can use the wizard to create databases for your IBM® Connections deployment,
prepare the database server. Follow these steps.

A J

__ 1. Loginto your database server as the root user:
a. export DISPLAY=<hostname:displaynumber.screennumber>.

b. echo $DISPLAY // Echo the value of DISPLAY under the root user. Ensure that the
current user is qualified or else switch to a qualified user by running the following
commands.

___ 2. Grantdisplay authority to all users by running the following commands under the root user
or system administrator:

3. su: db2user:

a. xhost +// Grant display authority to other users

a. export DISPLAY=<hostname:displaynumber.screennumber> where
<hostname:displaynumber.screennumber> represents the client system, monitor
number, and window number.

__b. xclock // Display the clock, confirming that the current user has display authority and can
run the wizard

4 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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The creation of the Connections databases is done by a wizard.

__ 1. Copy the Lot us_Connections_4.0 w zards_| i n_ai x. tar to your computer and extract it.
Do it as the db2user user on the OS and not root. Then, go into the Wizard folder and run
./ dbW zar d. sh. The following screen is shown. Select Next to continue.

Dafsbans wizard for [EBIM Connecborn 40

Databane wizsrd for B CormecBions 4.0

h‘ln il CRN Ciaate, delsle o epdate the [BA Conre o databises
To accers nformation about B prostuct, see the IBM Sooport Web e

e i e | O ks, oo idd Sowell nalidwinvinleg _edd

To coninee, cick hexd

L s el At . POy ST | s L ML

X Bl U i vl 5 b s SO0F. SO0 RS Hughis e e rvred] @I e SINT o, s i vl | S air Pade etk oo BILE Carppaiey o B Liied
e s e B o B O e frorkert o srrvne carrn g b Fedmean o sree s ey of EPern Asrrad bl WA Papedvren by 1 geiiabde 5
Fir Witk o8 s e soesegedtnpyiado shind LS Gl rmvsend Lsers Sesisied Maphh: bhe dapfeabos or duolpiste nefFuied By G54 ADF Sobedole Cosbad? wef
WA Cocp Picase sex Por Aol page e Reffier nlmmios

e

Figure 3. Database wizard for IBM Connections 4.0

___2. You are then asked what you want to do: Create, delete, or upgrade. Click Create and Next
to continue.

et s o wipa i for lB_H.Emﬂﬁi#"-I al

Datsbaye bnk pelecBon

Sk e cEalubia e sk
8 Cmata
=2 ]

Updss spemben only i BM Conneciens dxtabase 301088 4.0

Figure 4. Database task selection

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 5



Deployment Scenarios

Next to continue.

3. Select the path of your database installation location and the database instance name. Click

dis?

D a R el e T anes e W01

Dubibsss saleciosn

St the databusse fype. nstalation locaton. and database nuance

DT Uniksreal Datsbase (TR

Oracie Enerpess Edbon

Databare natalatcn ocaton
feptfibmnidb 2T

Dalabaia RiLlanie

Figure 5. Database selection

4. Ensure that all databases are selected and then click Next to continue.

Dalabaws wirard for IBM Connecbom 1.0

L

o+

+

L& AL &

4

5

Applicaiond dale<Bon

Sebect th apgications for which you want bo create databases. You cannod select applcations that aready have databases.
Nole: The Seasch and Mews mposbony applcalions am contsned in the Homs page datsbase

Cognes daiabase i b Congas Bl Server. You will meed Cagnos to wse Meincs

Attt
Bilaga
Commwunitss
Easkmadia
Piufis s
Home pags
Wik

Fims

Fonams

o Mobde

Back

Figure 6. Applications selection
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5. Click Create from the summary screen.

Dalsbane wicard for| e ¢ Bona 40

Precosnfiguralisn ash summary

IBM Conmpcinn: n meady o create datsbhases for the folovng applcatons

Actnn: Crante TBM Cannsctions dntabass
Diakabais hgs: DB Unkwral Databais (T}
Duatatiase natall iscaton laptBmidib AN T
Databane nitance: ool |
The wiscied applcatons. am: Actviten. ogs, Communiess. Bookmarks, Profies. Mome page, Wikn, Fies, Forame. Wobds, Maetnce, | |
Cogrior |

AcBvities |
Dubsbate name: DHRACT bt §
Catsbase user; LOUSER

Sql scvpts e un: creabeDe sql, applmeis sgl |

Bilegi |
Darabase name; BLOGS

Diatabase user LOUSER

Sqi sonpiy 15 mun: creatmDB sgql. sppGrants gl

CommuniSes

Datsbare namae: SHODML

Database user LCUSER

Sql sorpss 1o run: oeatelt sgl appGrants sl cxendas-create Db, sql calendarappGants.sql

Baskmarks
Dutadbinss nams! DOGEAR L
Miarakynss sisms | CLRFR L=l

| |wF ‘Shioe the demied delabase Comanands.

Baek [ Tt [ Cascl |

Figure 7. Pre-configuration task summary
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6. Finally, click Execute to create the DBs.

Pababay s weizard o 1A £ onres Hoos, 4.0

The folowng commands wll be esecuted, chok “Execute” is mun them

Activites
1. foptitmided e, P ibanidtd 40 1 connections sqbsdratewdblaneate Db, agi
2. feptitenidb A Tihanided 0 1 connacticny wlisctete tdbl sppGrants. syl

HEogs
1. feplitemidb Ve, hinidbd Al <1 connecions sqitioguidicreaie Db, sql
2. ioplibmidb2NVE Tinidn2 A0 + connections sqiblgsidbappGrans. sql

Conmimimnities
1. feplim/dsl D, Tibnidsl 44 o cannectisai sgicommundsifdblieraate Db 451
2, fepUEmidb2ND T idbd 4difd o tahhsclisni sqléamamunisitdb ) applmnti wgl
3, lepiiemidbIAD Tienidbd 4dl - cannection sqlicomemunimsidbl/calendas-craataDb. gl
L, feplimidbg Dinidbd df -4 connectisn sqltommungnvdbdicakendas-appianty agl

ook mars
1. foptiemidblVE. bt 40 -1 connecticns. sqidogeasidhdioreate o sl
2. fepiibem A2V TibanideZ Adill +4 conneclons. sqidogesidbd sppleants. wp

Prediles
1. fepUBemidBINE T ibenidbl a9 fapliso e L C14.0 20130722220 1Weams “taer i Ve Rl b e re ahe D, syl
2. hepUisndB2 D Tibanidbl 4 japiisafwane/L Cld. 0201207222301 Wisasdafeannaclion i sqiipm s vdb 2 iappGannts ayl

Hame page
1, foptitemidbvE Tibnidbd 4 conmedion. sgihamapageidbdicraate Db, sgl
2. feptitenidb2A Tibnided -h conmectont sgihome pagetdb2isppGranty sgl
-

F o i T W W ] 5 e s i e i P WA s -]

Sawe An

Back Execuin Cancel |

Figure 8. Database creation detailed command

The database is now created and you see the following:

Dalsbane wizard for (M Conneclonn 4 o

Dalabass crealion sk

Crnafing databuies

Logging & Mmomaidbdee AW esnd g dsiWesn dbContyg 2010728122310 _ sttt Dn iog

Figure 9. Database creation task: Creation in progress
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After some time, the databases are created successfully.

ﬂ Dualsbaie wicard lor I8 Conrsclions 4.0 - 0O X

Pasl confguralion sk summarny

The databuase ceaton lask compieied. The folipwang conBguraton was used

Acton: Create [BM Conseciona databaue
Database ype: DET Univerial Databans (TIA)
s Appbitimadh g ¥

sevs are: Actwies, Biogs, Communites. Bockmasks, Profles, Home page. Wiks, Fies. Foama, Mobie, Metncs,

Brogs

Database naeme: BLOGS

Datsbass vser LOUSER

Syl seripts mmn: ereabeDE sql applmets sl

Resull: The databusis craabon wikd succniafs

Coammunites

Database naeme; SRCOGIM

Osiabase user LOUSER

Sagl wonpis ran: oeatelb sl applrets wl cakendaecreaielb sl calendas-appGants. syl
Raslt The database Creaton wes suCceLshs

Besokmaiis

Emah

Figure 10. Post configuration task summary

The databases are now created. If you run db2 list database directory, you should see that
each database is created.

Install the DB2 client on to your Cognos node

1.

Add the following lines to your . profi | e file to allow the root db2 commands:

if [ -f /hone/db2user/sqllib/db2profile ]; then
./ hone/ db2user/sqgl |i b/ db2profile
fi

Run the following commands to catalog the databases to your node:

db2 catal og tcpi p node db2server renote db2server. exanpl e. com server 50001
db2 catal og dat abase netrics at node db2server
db2 catal og dat abase cognos at node db2server

In the DB2 client installation directory, open the / et c/ | d. so. conf file for editing.
Add the library / opt /i brd db2/ . 7/1i b32 to the file.
Save and close the file.

Run the Idconfig command to regenerate dynamic link libraries (DLLs).

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO
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Creating the WebSphere Application Server profile for Cognos
server

Cognos needs its own dedicated WebSphere Application Server setup. You can either set up
another server for it or create a profile under an existing WebSphere Application Server you set up.
If you do choose to set up a new server, then make sure to install all the WebSphere Application
Server fix packs, and so on, so it is at the same level as the Deployment Manager you plan to
federate into later.

In this document, you create a profile on the existing node one application server that you use for
Connections later. So, this node will then run node one for Connections and the cognos_server.

___ 1. On node one of your Application Server, run the following command from
/ opt / | BM VébSpher e/ AppSer ver/ bi n:

.I'manageprofil es.sh -create -tenpl at epat h
/ opt /| BM V¢bSpher e/ AppSer ver/ profi | eTenpl at es/ def aul t -adm nUser Nane admi n
- adm nPasswor d passwor d

You should see something like the following:

Figure 11. Running the command on the Application Server

Also, if you look under / opt / | BM WbSpher e/ AppSer ver / prof i | es you should see
AppSrv01 (your Connections Application server profile) and AppSrv02 (your cognos_server
Application server profile).

10 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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Setup and configuration of Cognos Bl Server and Cognos
Transformer

The setup of both the Cognos BI Server and Cognos transformer is automated for Connections so
you do not need to set them up manually.

1. Using the Connections installers, look under
/opt/software/ LA 4. 0_Gol d/ 1 BM Gonnecti ons_I nstal | for example and you see a
folder called Cognos. Under here, there is a CognosConfi g. t ar/ zi p (depending on your
operating system) which is what is used to set up these pieces.

2. However, before you do that you must copy the Cognos Bl Server and Cognos Transformer
to your system. Copy them into the WebSphere Application Server that you created the
previous profile. Create the following and copy the installation files for each installation type
(you must extract the installation files from what you downloaded from Xpertise Library in
the first step previously):

/ opt / sof t war e/ cognos/ Bl
/ opt / sof t war e/ cognos/ TF

When complete, you should see something like this:

dsl vnv68: / opt / sof t war e/ Cognos # pwd

/ opt / sof t war e/ Cognos

dsl vnv68: / opt / sof t war e/ Cognos # |'s ./ Bl

bi srvr_|inuxi 8664h_10.1.1 m.tar.gz docunentation |inuxi 38664h zipfil es
dsl vnv68: / opt/ sof tware/ Cognos # |s ./ TF

bitrsfromr_Iinuxi38632_10.1.1 m.tar.gz docunentation |inuxi 38632 zipfiles
dsl vnv68: / opt / sof t war e/ Cognos #

3. Copy the Cognos. zi p from the virtual machine where you extracted
/ opt / sof t war e/ Cognos/ GC.

4. Now, under / opt/ sof t war e/ Cognos/ Gl d extract the CognosConfi g. tar/ zi p. When
extracted, go to / opt / sof t war e/ Cognos/ Gl d/ Bl - Qust om zat i on/ JDBCand copy the
JDBC drivers for your database back end to this location. Copy all the .jar files from
/ hone/ db2user/ sql | i b/ j aval to this location. They are needed to make a database
connection to the Cognos and metrics databases.

5. Next, configure the cognos- set - up. properti es file which is used to provide the settings
that are needed to perform the installation of the Cognos server and Cognos transformer.
Following are the settings that you must supply.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 11
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Settings that are needed for cognos-setup.properties

These settings are needed for cognos- set up. properti es:
# kkkkkkhkhkhkhkhkhkhhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkhkhkhkhkhhkhhhhhkhkhkhk khkhk,k,k,k,k,kkkkkkkk*x*x*%

#

# Licensed Materials: Property of |BM

#

# 5724- 68

#

# Copyright 1BMCorp. 2012 Al R ghts Reserved.

#

# US Governnent Wsers Restricted R ghts: Use, duplication or
# disclosure restricted by GSA ADP Schedul e Contract with

# | BM Cor p.

Z kkkkkkkhkhkhkhkhkhhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkhkhkhkhkhhhhhhhhkhkhk khkhk,k,k,k,k,kkkkkkk*x*x*%

# Location of the already installed VWbSphere Application Server where you will
depl oy Cognos Business Intelligence

# Exanpl es: C\Program Fi | es\ | BM VbSpher e\ AppSer ver

# [ opt / | BM VébSpher e/ AppSer ver

was. i nstal | . pat h=/ opt/ | BM VébSpher e/ AppSer ver

# Profile nane of the Application Server

# Inportant: This nust not be the Depl oynent Manager profile

# Default profile is |ocated here: <was.install.path>/ profiles/<Profile_Name>
# Exanpl e: /opt/ | BM VebSpher e/ AppSer ver/ profil es/ AppSrvOl uses the profile nane
AppSrv0ol

was. profil e. name=AppSr v02

# Local VebSphere Application Server administrator usernane

was. | ocal . adm n. user nane=adm n

# Local VebSphere Application Server admnistrator password

# Note: Password is stored in clear text; leave setting blank to supply it at run
tine

was. | ocal . adm n. passwor d=passwor d

# The following property is only required for Wndows systens.

# The fully qualified host name of this Application Server

# Exanpl e: host . exanpl e. com

was. f gdn. host nanme=nodel. exanpl e. com

# The V¢bSphere Applicati on Server node where the Cognos Bl server instance will be
created (this nust be an existing node)

# The node nane can be found in

<was.install.path>/profiles/<Profile_Nane>/|ogs/ About Thi sProfile.txt

cognos. was. node. nane=Node1Node02

# The server instance name where Cognos Bl EAR will be depl oyed; this server
instance will be created during installation

COgNoS. Was. ser ver .. nane=cognos_ser ver

12 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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# Location of issetup installer for Cognos Bl Server

# The installer is stored bel owthe directory where you expanded the Bl Server
package

# Note: Include installer in the path: issetup.exe for Wndows; issetup for
non- W ndows

# Exanpl es: C\biserver_10. 1. 1\ wi nx64h\i sset up. exe

# [ opt/bi server 10. 1. 1/| i nuxi 38664h/ i sset up

cognos. bi server . i sset up=/ opt / sof t war e/ Cognos/ Bl / | i nuxi 38664h/ i sset up

# Location of issetup installer for Gognos Transforner

# The installer is stored bel owthe directory where you expanded t he Transf or ner
package

# Note: Include installer in the path: issetup.exe for Wndows; issetup for
non- W ndows

# Exanpl es: C\transforner_10.1. 1\ w n32\i sset up. exe

# {opt/transfornmer_10. 1. 1/1i nuxi 38632/ i sset up

cognos. transf or ner . i sset up=/ opt / sof t war e/ Cognos/ TF/ | i nuxi 38632/ i sset up

# To depl oy and configure the product, fill in the desired install |ocation
#

# Inportant: Bl Server and Transforner cannot share the sane install |ocation
#

# Install |ocation of Cognos Bl Server

# Exanpl es: C\Program Fi | es\ | BM Gognos

# / opt /1 BM Cognos64

cognos. bi server.install. path=/opt/|BM Cognos/ Bl

# Install |ocation of Gognos Transforner

# Exanpl es: C/ProgramFiles (x86)/|BM GCognos

# / opt /1 BM Cognos

cognos. transforner.install. path=/opt/| BM Cognos/ TF

# Cognos installation | anguage
# Valid val ues:

# EN : English (Default)

# ZH QN Chi nese (PRO

# ZH TW (hinese (Tai wan)

# FR : French

# DE : German

#1T = Italian

# JA . Japanese

# KO : Korean

# PT_BR Portuguese (Brazil)

# ES : Spanish

cognos. | ocal e=EN

# Context root of Cognos Bl Server application; do not include leading '/’
cognos. cont ext r oot =cognos

# The LDAP user name and password chosen to be the Cognos adnmini strator
# Note: Password is stored in clear text; leave blank to supply at run tine

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 13
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cognos. adm n. user nane=l dap_adm n

cognos. adni n. passwor d=passwor d

# The Cognos nane space to be used by | BM Gonnecti ons
cognos. nanespace=l BMJonnect i ons

# Location where Power Qubes generated by the Transforner are stored
# Exanpl es: C\Program Fi | es\ | BM Cognos\ Power Cubes

# / opt / | BM Cognos/ Power Qubes

cognos. cube. pat h=/ opt / | BM Cognos/ Power Qubes

# Information for the GCognos Content Store dat abase
# Supported dat abase types:

# DB Type . Val ue

#

# DB2 : db2

# Qacle . oracle

# S@ Server : sql server

cognos. db. t ype=db2

# Format the cognos. db. host property as: host nane: port

cognos. db. host =db2ser ver . exanpl e. com

cognos. db. nane=C0aN5

cognos. db. user =db2user

# Note: Password is stored in clear text; leave blank to supply at run tinme
cognos. db. passwor d=passwor d

# Information for the Metrics dat abase
# Supported dat abase types:

# DB Type . Val ue

#

# DB2 : db2

# Qacle . oracle

# SQ@ Server : sql server

netrics. db. t ype=db2

# Format the metrics. db. host property as: host nane: port

netri cs. db. host =db2ser ver . exanpl e. com

netrics. db. nane=METR CS

# The | ocal database nane is used by the database client on the Transforner server
to reference the Metrics dat abase.

# For DB2, this is the Metrics database | ocal catal og alias nare.

# For Oacle, this is the Metrics database | ocal TNS nane.

# For SQL Server, this is the Metrics dat abase i nstance nare.

netrics. db. | ocal . name=METR CS

netri cs. db. user =db2user

# Note: Password is stored in clear text; |leave blank to supply at run tine
netri cs. db. passwor d=passwor d
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___6. When all of the settings are entered, run the following command to set up the Cognos server

from within / opt / sof t war e/ Cognos/ Gl d: . / cognos- set - up. sh.

Assuming that it runs OK, you should see the following when it is finished.

Figure 12. Command to set up the Cognos server

./ cognos- confi gure. sh.

___ 7. Next, configure the cognos_ser ver. Run the following within / opt / sof t war e/ Cognos/ Gol d:

Assuming that it runs OK, you should see the following when it is finished.

wl JA1Z 13:M:05 M L] EELEETET
1 2812 12:24:3% L] LLEL L]
wl XO1T 1F:=24:3% L) LLEL L]
wl 201 TF:14:3% L) B4 24B
Tul ¥ EEETRIT
¥ S04 20

1004 2AR

| restpaubapcvaTih Cognas)e I

aaTransferser

fesgtr -mitapfaiphan. sdl [ -=0K]
Transformer/oesg/ ppdasalr gy
axTransformer/metricompde L/MerricsTreCube . il
enp/ ppd093LT . gy
farmer/BLnfCegEr B/ TAp  signon. el [ -=08]
neformer s oeng ppddI94E. gy

metricesedel/Metrioshudi tCube . nail

gresT rani forser/ tong/ ppd09948, gy

Figure 13. Configuring the Cognos server
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Federate the Cognos application server into Deployment
Manager

Next, federate the application server into the deployment manager, by running the following
commands:

1.

Ensure that the clocks are in synch between your Deployment Manager and application
server. Run nt pdat e cl ock. redhat . comto on your Deployment Manager and application
server.

Make sure that the Deployment Manager is started and the application server is stopped.

Then, from within your / opt / | BM VbSpher e/ AppSer ver / prof i | es/ AppSr v02/ bi n run the
following command (make sure to use the - i ncl udeapps flag):

./ addNode. sh connect i ons. exanpl e. com 8879 -i ncl udeapps -user adm n - password
password

If all goes well, you should see something like this reported:

Figure 14. Federating the Cognos Application Server into Deployment Manager

If you log in to your Deployment Manager at
htt ps:// connecti ons. exanpl e. com 9043/ i bni consol e/ | ogon. j sp and go to Servers >
Server Types > WebSphere Application Servers, you should see something like this.

- L2QnoE Ferver dslvmT768Node02 dslvm768.litbg02, swg.usma.ibm. com | dslvmTES sxamplacom
I sarvarl dilvm7?T1iNodeDl dslym7?71.litbg02. swg. usma.ibm. com | delvm7T1smampl com
& servarl dslvm768Nodell dslvm768.litb g2, swg.usma.ibm. com  dehvm7es sEamplecom
I servard dslvm768HodeD2 dslvm 768, litbg02. swg.usma.ibm. com  dslvm7ES szampls com

Figure 15. WebSphere Application Servers
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Configure Cognos LDAP security

___ 1. Next, add the LDAP security information into the Cognos configuration tool. Start the
Cognos configuration tool.

\ Linux
~ D N
On Linux, this tool is found under / opt / | BM GognosSer ver / bi n64/ cogconf i g. sh but you must

export JAVA HOME first before it can be run. Use "export
JAVA_HOME=/opt/IBM/WebSphere/AppServer/java".

Then, run the cogconfi g. sh from the same terminal window on VNC.

g J
__ 2. Right-click Local Configuration > Security > Authentication and select New resource >
Namespace.
(E’ Mew Resource - Mamespace x
Mame:

|IE=r-rIC|:unnE|:tiu:uns |

Type:
|LDAP |v|

Ok Cancel

Figure 16. New Resource: Namespace
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__ 3. Callitl BMonnections and select LDAP as the Type. Then, complete the LDAP
information. In the following figure, you can see what you must set to get security enabled

on Cognos by using MS Active Directory.

IBMConnections - Namespace - Resource Properties

|Name |

|‘ufalue

Type

*| Nam espace D

* Host and port

* Base Distinguished Mame
User lookup
Use external identity?
External identity mapping
Bind user DM and password
Size limit
Time out in seconds
Use bind credentials for search?
Allow em pty password?
Unique identifier
Data encoding
55L certificate database
Advanced properties
Folder mappings (Advanced)
Object class

5515

®© @

LDAP

IEMConnections

w2kl example.com: 389
OU=5haredLDAP,OU=_Lotus, OU=5oftware C...
(sAMAccountMame=${useriD}

True
(sAMAccountMame=%{environment"REMOT ..

True

False
ObjectCUID
UTF-&

<click the edit button=>

organizationalunit,organization,container

&

Description description
Mam e & ou,0,cn
Group mappings (Advanced)
Ohject class & Croup
Description description
Member & Member
Mame cn

Figure 17. IBM Connections: Namespace: Resource Properties
Account mappings (Advanced)
Account object class @ User

Eusiness phone
Content locale
Description
Email

Fax /Phone
Civen name
Home phone
Mobile phaone
Mame

Pager phone
Password

&

Postal address
Product locale
Surname

)

User name
Custom properties

telephonenumber

description

m ail
facsimiletelephonenumber
givenname

homephone

maohile

displayMame

pager

unicodePad
postaladdress

sn
sAMACcountMame
<click the edit button>

Figure 18. IBM Connections: Namespace: Resource Properties
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__4. Save it now by selecting File > Save.

Save configuration
Local Configuration

Figure 19. Saving properties

__ 5. Then, right-click IBMConnections and click Test.

| Actions Help

Edit Global Configuration...

Test M

L]
Build Application Files...
1T G B oo e e oo oo

Mo ru o —
I/
m
v
4
=)
]

Figure 20. IBMConnections: Test

Tasks should be successful.

% IBM Gognos Configuration O (X

R

[EM Cognos Configuration is performing the following tasks;

|

" Cenerating cryptographic information
" Testing "IBMConnections" namespace,

Close Cetails ==

Figure 21. IBM Cognos Configuration

___6. Finally, click Local Configuration > Security > Authentication > Cognos and set “Allow
anonymous access?” to False.

Cognos - Namespace - Resource Properties

|Name | |‘ufalue
Type Cognos
Allow anonymous access? @ False

Figure 22. Cognos: Namespace: Resource Properties

___7. Save and close the configuration tool.
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Vs Y‘m/ Note ~

When exiting Cognos Configuration tool, a message opens and asks you a question. Click No.

® 1BM Cognos Configuration x

The service 'IBM Cognos'is not running on the local computer. Before you
can use it your computer must start the service.

Do you want to start this service before exiting?

Yes l Mo |I Cancel d

Figure 23. IBM Cognos Configuration warning message

A\ J
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Edit virtual hosts

1. First, check what ports Cognos is using: in the WebSphere Application Server admin
console that is, htt ps: // connect i ons. exanpl e. com 9043/ i bni consol e/ | ogon. j sp.

2. Goto servers\websphere applications servers\cognos-server\conmuni cati ons.

3. Click + at ports and look for the following hosts:

WiZ_defaulthost 082

Figure 24. WC_defaulthost

wiZ_defaulthost_secure 9445

Figure 25. WC_defaulthost_secure

4. Gotoenvironnent\M rtual hosts and look for nodel. exanpl e. com 9082 and
nodel. exanpl e. com 9445 and delete these entries.

5. Add in two entries for * and 9082 and * + 9445.
6. Click Save.

7. For it to take effect, restart the nodes and the deployment manager.

Verification step

Cognos is now set up. You can now start the Cognos server and validate that it is working.

1. Log in to your deployment manager and go to Servers/Server Types/WebSphere
Application Servers and start up the cognos_ser ver application. It should start cleanly. If
you have an HTTP configured against your system, generate the plug-in, and start up the
HTTP server.

2. Gotothe URL htt ps://nodel. exanpl e. com 9445/ cognos/ ser vl et/ you should see the
following which confirms that Cognos is set up.

IBM Cognos

Content Manager

Build: 10.1.6235.601

Start time: Friday, July 20, 2012 12:58:02 PM IST
Current time: Friday, July 20, 2012 1:44:48 PM IST
State: Running

Figure 26. IBM Cognos: Content Manager
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__ 3. Enterhttps://nodel. exanpl e. com 9445/ cognos/ ser vl et / di spat ch. You should be able
to log in to the Bl Content Manager as user \ password: this proves that the LDAP security is

configured correctly:

Log on
Please tvpe vour credentials for authentication

Namespace:
IBMConnections

User ID:
|

Paszgword:

oKl Cancel

Figure 27. Logging in to the Bl Content Manager

When you log in as the admin, you see:

BM Copos Comection ’ co-- LogOff | X Felesh [
s Tk beru Pubbe Folders

Puhbe Falders

r Name

o

Sasrch

. Geaeh Opbers

W Home | ® Howe Opbond

My Folders

Figure 28. Logging in to the Bl Content Manager as the admin
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Building the Power Cubes on Cognos

1. To build the Power Cubes, go to the / opt /| BM GognosTr ansf or mer / net ri csnodel / and
run bui | d-al | . sh to build the cubes.

2. When done, run the bui | d-al | . sh/ bat to build the cubes.

3. Checkthefile t rxschel og. | og file under/ opt /| BM GognosTr ansf or mer / net ri csnodel for
errors and success. You should see:

Thu 19 Jul 2012 11:47:10 AM 3 00000000 Command Li ne:

/ opt /1 BM Gognos/ TF bi n/ cogtr -c -s -g

-f/opt/1BM Cognos/ TH et ri csnodel / pronpt Start Bui | d. xm

-niopt/ 1 BM Cognos/ TH net ri csnodel / Met ri csAudi t Qube. mdl [ - >CK]
Thu 19 Jul 2012 11:47:10 AM 3 00000000 Processing ML file

/ opt /| BM Cognos/ TF/ netri csnodel / Met ri csAudi t Qube. ndl

Thu 19 Jul 2012 11:47:10 AM 3 00000000 Creating nodel file

{ opt /| BM Gognos/ TF t enp/ ppd31792. qyj

Thu 19 Jul 2012 11:47:10 AM 3 0000435D Conpl et ed processing of ML file
{opt/ 1 BM Gognos/ TF met ri csnodel / Met ri csAudi t Qube. ndl

Thu 19 Jul 2012 11:47:10 AM 4 0000435D Start cube updat e.

Thu 19 Jul 2012 11:47:10 AM 4 0000435D Initializing categories.
Thu 19 Jul 2012 11:47:10 AM 4 0000435D Ti m ng,

I N TI ALI ZI NG CATEQR ES, 00: 00: 00
If it goes well, you should see:
20120719114803 : build all data success
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2. Connections installation

Installation of Connections 4.0

P;“, Note

-

The installation of Lotus Connections 4.0 is done on the Deployment Manager server and then
synched with the nodes.

N

Make sure that your Deployment Manager and the nodes are started.
If you are installing the Metrics application, ensure that you installed and configured Cognos.
Ensure that the directory paths that you enter contain no spaces.

Ensure that the Open File Descriptor limit is 8192.
& J

Follow these steps for how to set the limit.

1.  Open a command line and enter the following command to find the current open file limit:
uimt -a

2. Add the following line to the user's profile file:ulimt -n 8192.
Check the previous item on Node 1 and Node 2 as well.

4. Ensure that the GTK library is available on your system. If you are installing on a 64-bit
system, you also need the 32-bit version of the GTK library. Check it on Deployment
Manager, Node 1 and Node 2. To check, runrom-ga | grep gtk.

5. You must install the interim fixes
« PM53930
« PM56596
- PM60895
« WebSphere Application Server PK 7.0.0.21-WS-WAS-TFPM65486.pak
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___6. Copy the installation files to you server and extract the
Lot us_Connections_4.0_|in_aix. tar file. Start the installation by running
./'launchpad. sh under Lot us_Connecti ons_I nst al | . The following wizard is displayed:

IBM® Connections 4.0.0

= Veskams
Documantaton
Pee-inalalaton i
Ingadl IBW Connectona 400
Poinaatabon s

Exs

Selen almguage | Esgiak = o=

Welcome

B4 Connechons is social networking software dessgned for fhe workplace fis appbcatons help you lo establsh
dynamic netsorks hal connect you fo the peaple and mfomaton you need o achieve your business goals

To begin, choose e opbans al the lefl o perform the pre-instalason taaks malallabon lasks and postastallabon
lasks

Liwriaed Miteiati - Progmsty o 1A Corp 008 Coiporaton and o i) 200 501

The Crascie Cuitoels Tcrhmoky inceded heree 5 subiect s mencied e hosrae snd ohs ank be wsed in conjuscton with this
applscaten

Figure 29. IBM Connections 4.0.0: Welcome

___7. Inthe left pane of the launchpad, click Install IBM Connections 4.0 and then click Launch
the IBM Connections 4.0 install wizard in the right pane.

B | 2t ot B 8 Mgl B

IBM® Connections 4.0.0

wieloame
Chosousm enialion
Presnadallston ik

B it IBM Connectiona 400
Prirslinatall shon tasas

Exi

Seled alsngusge [Ergin =] ok

Install IBM Connections 4.0.0

What is 108 Installatsan Manager?

Installaban Mandger is &0 apphcabon hal makes i sasier fof you to downlosd and natall many IBM software
praducts

if you have rol previcasly installed Installaton Manager, you will be prompted io install ¢ upon starng the B
Connectons install wizard

& Launch the 8 Connecions 40,0 mstall wiaed
Piale StaA iee WiebSpheie Appbiabon Senied Deplaymen Maabger befode praceadng with the wikand
&, ew the 1AM Connechions 4.0 0 inslall mizard tasks

Figure 30. Install IBM Connections 4.0.0
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___8. Inthe Select packages to install window, select the packages that you want to install and
click Next to continue.

Install Packages
ek s b v i B Cﬂ

[ bt b Lipavem iy T
M@

[ - S U ot oy S il Py b v et
Ll T TR

[ ] vermon w000 Wil b emmatied

Figure 31. Install packages

__ 9. Review and accept the license agreement by clicking | accept the terms in the license
agreements. Click Next.

Insal| Packages
oo | op Wuivr oy Lo ey g reesamn . g v g 10

| [are— o - m—
T A Conaarion et Frsjrem Losvs by msrant
A Consacton Bart 1 - Gammind Tatren
P o e oy rm— B DAL DADING, INETALLING, COPYING, ACCESFBeG, CLE KNG ON AN "ACCERT BLITTON, OF DTHERWISE U5 NG THE
RS Con meg S Lo [rioe maben DRICHAM, UCEMSEE ADHEES TO FHE TEAMS OF Thrk ACREEMENT F viU ARE ACCEPTIMNG THESE TERMS ON BEHALF OF

LCENSEE, YOU REFSESENE ARDWARFANT TRAT YO0 MAVE FULL ALTHORITY TO BND LCENSER TO FHESE TERMS. 8 w00 00
iR | rataitatecn e g O AGREE TO THESE TERKS,

m ~ 00 NOT DOVWRILOSAD:, INFSTALY, OOFY, ADCESS. CLICK Of AN ACCTPT BUTTON, Of LS E THIE PROCMAM. AND

PROMBTLY RETURM THE LYUSE DDA, DOCLIMERTATION, UMD D ROCF OF EMFITLEUENT 10 FHE DARTY FROM Wiatal (T was
DETAINTD PO A& FEFUSDIOR THE AMCLET PR 0 T PROs ALK Wik S DORVHLCWUIRL D05 TRE0n AL COEE S OF THE P0G el

t Cabretairr

"Wathored Une” - D Apec s beved 31 whar ks | i & Setho garl 15 smcule o 148 The PHgram Thas vl mury be messerd by smbes o
ey, sl of s et CRISLRL P iotkies Vales Ui CTPOUE, oF ottt rowl of vae el fm) Dy 7881

“HAT - | Bartnmt bla b = oF S O Pt b

s vioronaton” (LM - & dor wrent (Sad provsdes ivlormston aad sy sdddonal wrma woncfc ios Program. The Progeama U w sasdtable
i s s Crmineils Thes L can s b kasndd in P rgrami disscinny, Gy i v ol & gy, cormanand, o oa o hookl sscaded s

P [P rimi aem

“Fraoguam” - the obiossne], i ladiang Tl ongemat s adl sshole of geraal copee 15 e = anad dana, J1 [E
w1 aefaneanl Cormas! danl i i oo, Nl Pl or pebere, ade 81 el |aevim] Suriet b i b i e e

e umeriaion]

Tragmd o Eetimumet (T0ET « weudinin of | st Astiirnial Use Tree P n a b svsdesn of Lsrmrs olgjdeinly ke maitasty, folare sixlst
i, sy, ard pobieias spec sl o promofonad Sppor e [ IBA Som nof peowte Losome with & Poll, T B8 may scospt s T Poll
thep g natd i o b PR o T e PR B e palrty et SRR o o et | o b, L it ol T P ragram, peovded
Thent o e P Vo Pyt Pl il Mo b (vl
Wty Panad” - one yaas, darting on the dats P orgerl Lo 8. grasied e lomes

P —

L ] Ereman |

G PO X Vil B PR 1 S b

Figure 32. License agreement
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___10. Specify the location of shared directories for IBM Installation Manager. Click Next to
continue.

Install Packages
e i CCATn Ko T EAO ST S ey AR B aaten o vt ilnon M nage

Wb o i) o b 1 pew piorecd in e locarborn
1 Tt ‘il Pistea S0 d FHeCNry + PR D WA G ok bt b i e alage
[ e . e Vi (1 e e W Pl

ﬂ 20 Tha veshf ke iy - ey P That are peogoe & The pachage B pm are wmilallng
bl B ¥ g Gy v | W P e ren Fe e by Ve Bl e g vl i, b et Ve TEA | il Pt Kl Fre

aH
e becaue it mant A scdegeste wpecs lor e shared recusom of Selare o isge

italin

B

Sharsd Bancsrce Desciony opt LR % P 5 b

S~
X e porsts P, MM Irctmintion Milarungeer will b ceed B ovatall, wpaciadte, e, g mod umsactal] yous pac kage

Lntaliateon [ rger Dsscimry | AL Lol bain Lamager e b-pas

Dt i ppaim bmbs o i en
plame Ao i §pae
E T

Figure 33. Shared directories location
11. Choose to use the existing package group or to create a package group. Click Next to

continue.
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__12. Specify the location of the installation directory for IBM Connections. You can accept the
default directory location, or enter a new directory name, or click Browse to select an
existing directory. Click Next.

Imstall Packages -
A e A GROAP . 8 EOTATRIA WABE COPESTE (5 O PP [ A Seeb O [l b G b G0 [ SREAI] VI B D, [l R (AR P ] B DO PO L VS el 4
g p g 1 ERAD, DF L g e v

Y

i

B et e st g g rosas

v g s roma s B ke ety Erim ey A bt b

L e ——

D bt v Mo (BB i rom B,

ieens o [uecunny | geTRMT o sartons

Dedasin
Sl Py ey Do iy oy Wil 5 580 5 g ]

Tk Space Infcomabea

Vearm  Avwlelie Soace
uoros

Figure 34. Installation directory location

__13. Confirm all the applications that you want to install. As Cognos is enabled, Metrics is
selected. If Cognos is not enabled, clear Metrics and click Next to continue.

Inetall Pachages
St 8 Smarbiom il
Fawmu o =

= [ ] ma Cosnaciom am0o

* [of]| iy Com Pessurm
E Sanr
[ tiren gy
B e g

- T #a Faarore
| B Pre——
[
[ R r———

[ R h‘
" byt Lepued A% | Colagus Al | | Bestors Detash |
- Sbectet by Mansger o
Dulasty

AT S Ty Y]
FEASE: vrria o blariagm

Figure 35. Confirming the applications to install
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Figure 36. Confirming the applications to install

__14. Select the path to the WebSphere Application Server instance that is running on your

deployment manager. For example, / opt / | BM VébSpher e/ Depl oyrent Manager . Enter the
host name.

__15. The admin user name and password. Ensure that it is the admin user (that you use to log in
to WebSphere Application Server) that you set when you enabled security previously and
not the default user, wasadmin.

___16. Click Validate at the bottom.
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___17. If you get an error on validation, check that you pointed to the correct Deployment
ManagerGR, the user and password are correct, and administrative and application security
boxes were checked when you enabled security.

Imstall Packeges

Fodi ot e i i i, e L [l oo

= [ Comenon Conbgeratas Common Contigaafioss
& A . WS ke

G Topoiogy

O i e
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& Corvier Siom

D ek Sopr 1AL ety s s A pp STt D
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Dpiaymast Managor C et st

Theme crocestah mt soak for the wriecied Forobie
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Figure 37. Configurations for the packages

__18. This retrieves the SSL certificate from the Deployment Manager and confirm if all is OK.

i Progress Information »

- Retrieving S5L certificate...

Figure 38. Retrieving SSL certificate

___19. Click Topology Configuration on the left side. Choose Medium configuration. Click Next

when done.
Important
s “ P ~N
Ensure to click all the boxes at for Node1Node1 and Node2Node1.
g J
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~ _\g Reminder

Remember that you must install metrics to the Connections server, on Node1Node1 and

Node2Node1.
N

install Packages
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Figure 39. Topology configuration

__20. Nextis the database configuration. Ensure that your database server is started. Click Yes,
the applications are on the same database instance. Enter the host name and port of

your database server.
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___21. Then, scroll down and enter the JDBC driver location, / opt /i brd db2/ 9. 7/ j ava in this
example. Create your databases as db2user so the user ID and password are db2user.
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Figure 40. Configuring the packages

__22. Click Validate.
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Figure 41. Validating the configuration for the packages
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This is then displayed.

ﬁ Vvalidating BLOGS database ...

e !

Figure 42. Validating BLOGS database

When the validation is complete, you should see the following.

ﬁ Validation successful.

=]

L I 'vamon — | [ I A | |

Figure 43. Validation successful

__ 23. Click Next to continue.
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___24. Now you are asked for Cognos information. Enter your admin ID for Cognos, click Load
node info to select the Cognos node and click Validate.
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Figure 44. Entering ID for Cognos, loading node info and validating

__25. Now you are asked about the content store. In a cluster or where the Deployment Manager

and Nodes are not installed on the same computer. It should be a shared location were full
read/write access is granted.
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Figure 45. Content store information

___26. Change the shared content store to / opt/ | BM LC_Shar e which both nodes have access to.
Click OK when ready.
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__27. Click Validate, OK, and then Next.
(@] Information Dialoc

m Validation successful.

=

Figure 46. Validation successful
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__28. Finally, if mail is not configured, click None to not enable notification from the notification

configuration screen. Otherwise, click Enable notification and ReplyTo.
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Figure 47. Enabling notification
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Figure 48. Enabling notification
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Lastly, the summary screen. When ready, click Install.
install Packages
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Figure 49. Summary information
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The installation starts.
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Figure 50. Installation in progress
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When complete, you should see the following result:
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Figure 51. Install successful
__30. Click Finish to close the Connections installer.

IBM Connections 4: PDS SiteMinder and SPNEGO 39

© Copyright IBM Corp. 2013



Deployment Scenarios

Quick check of your Connections 4.0 installation and server
definitions

Stop your Node Agents and Deployment Manager.

___ 2. Then, start up your Deployment Manager, and when it is started, start up your Node Agents.

__ 3. Wait sometime for synchronization to complete.

___ 4. After your Node Agents start up, check their logs, and you should see many messages:
[7/19/12 14:15:52: 850 | ST] 00000031 NodeSyncTask A  ADVB0O003I: The
configuration synchronization conpl et ed successfully.

[7/19/12 14:15:55:183 | ST] 00000032 AppBi naryProc |  ADVA7021l :
D stribution of application Coomon conpl et ed successfully.
[7/19/12 14:15:58: 811 | ST] 00000032 AppBi naryProc | ADVA70211 :
D stribution of application Mbile conpleted successfully.
[7/19/12 14:16:01: 010 | ST] 00000032 AppBi naryProc | ADVA7021l :
D stribution of application Mbile Admnistration conpl eted successfully.
[7/19/12 14:16:25: 335 | ST] 00000032 AppBi naryProc | ADVA7021lI :
D stribution of application Wdget Contai ner conpl eted successfully.
[7/19/12 14:16:27:581 | ST] 00000032 AppBi naryProc | ADVA70211 :
Dstribution of application Metrics conpl eted successfully.
[7/19/12 14:16:31: 021 | ST] 00000032 AppBinaryProc | ADVA7021l :
D stribution of application Search conpl eted successfully.
[7/19/12 14:16: 34:469 | ST] 00000032 AppBi naryProc | ADVA7021l :
Dstribution of application Profiles conpl eted successfully.
[7/19/12 14:16:39:191 | ST] 00000032 AppBi naryProc | ADVA70211 :
Dstribution of application Activities conpl eted successfully.
[7/19/12 14:16:40:561 | ST] 00000032 AppBi naryProc | ADVA7021l :
Dstribution of application Mderation conpl eted successfully.
[7/19/12 14:16:43:496 | ST] 00000032 AppBi naryProc | ADVA7021l :
Dstribution of application Files conpl eted successfully.
[7/19/12 14:16:49: 322 | ST] 00000032 AppBi naryProc | ADVA70211 :
D stribution of application Coomunities conpl eted successfully.
[7/19/12 14:16: 49: 448 | ST] 00000032 AppBi naryProc | ADVA7021l :
Dstribution of application i bmasyncrsp conpl eted successful ly.
[7/19/12 14:16:52: 061 | ST] 00000032 AppBi naryProc | ADVA7021l :
D stribution of application News conpl eted successful ly.
[7/19/12 14:16:53: 075 | ST] 0000003b NodeSyncTask A  ADMBO003I: The
configuration synchronizati on conpl et ed successfully.
[7/19/12 14:16:55: 061 | ST] 00000032 AppBi naryProc | ADVA7021l :
D stribution of application Honepage conpl eted successfully.
[7/19/12 14:16:58: 410 | ST] 00000032 AppBinaryProc | ADVA7021lI :
D stribution of application Foruns conpl eted successfully.
[7/19/12 14:17:00: 692 | ST] 00000032 AppBi naryProc | ADVA70211 :
D stribution of application Wkis conpl eted successfully.
[7/19/12 14:17:05: 040 | ST] 00000032 AppBi naryProc | ADVA7021l :
Dstribution of application B ogs conpl eted successfully.
[7/19/12 14:17:14:570 | ST] 00000032 AppBinaryProc | ADVA7021l :
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D stribution of application Hel p conpl eted successfully.

[7/19/12 14:17:18: 073 |1 ST] 00000032 AppBi naryProc | ADVA70211 :
D stribution of application Dogear conpl eted successfully.

[7/19/12 14:17:52:981 | ST] 00000040 NodeSyncTask A  ADVS0003I: The
configuration synchroni zati on conpl eted successfully.

[7/19/12 14:18:52:989 | ST] 00000042 NodeSyncTask A  ADVB0003I: The
configuration synchroni zati on conpl et ed successful ly.

5. Then, start the Connections servers.
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Setting path variables for search

During the installation, you set / opt / | BM LC_Shar e which then set

/opt/1 BM LC Shar e/ search/ stel | ent/dcs/ oi export as the location for the stel | ent
converters. In a multi-node cluster, it is recommended to run it on the nodes themselves and not the
shared area.

1.

Copy the folder / opt/ | BM LC Shar e/ sear ch/ stel | ent to
/opt/ | BM Connect i ons/ st el | ent on both nodes in your cluster. Change the rights on the
folder to 777.

In/opt/1BM Connections/stellent,runcp -rf
/opt/1BM LC Share/ search/stel lent/*.

Run chnod 777 -R *.

Set up that share and then goto Environment > WebSphere Variables and
FILE_CONTENT_CONVERSION. Change the path from the shared area to the local area
on your nodes. This should be the same across both nodes.

T FILLS IVENT COMTIMT LR S{FILIS_CONTINT_DIRn} CallscdilwmTéTCallor

M |ElLE COMTENT CORVERGION Faptf IRM Comnactiens stellentido ole upart CellnglvmT67 Calind
Fam st

I ECREM CONTENT DIR Fapb 18M/LE_Sharerfesumaloontant Calisdibermté Mallldl

- 2T T T Foptf 1My C oty chicon ifforumyforumtfosum CallndilvmTaTCalion

Figure 52. Environment > WebSphere Variables and FILE_CONTENT_CONVERSION

__ 5. Then, add/opt/1BM Gonnecti ons/ stel | ent/dcs/ oi export to your PATH variable in

. profil e for the root user.

Either add export LD LI BRARY PATH=/ opt/| BM Gonnect i ons/ st el | ent/ dcs/ oi export to
/ opt / | BM ViébSpher e/ AppSer ver/ bi n/ set - upQmLi ne. shand run. ./ set-upQOndLi ne. sh
before you start the nodes or add export
LD LI BRARY_PATH-=/ opt /| BM Connect i ons/ st el | ent / dcs/ oi export and add the line to
the PATH in . profile.

sxXpart LD LIBHARY PATH=/ use/losalistafi1ib:/ept/iEn/connectionn senllont deasolnxpat]]

PATH= opt /s IEM Webdphere/ AppServer/ java/ jre/bin fopt/ IBN/Caninect Loan/stel lent fdon/olexpart : SPATH: SHOME /bin

Figure 53. Adding the PATH variable in .profile

___7. Tocheckthat LD LI BRARY_PATH is checked, enter echo $LD LI BRARY_PATH

I:iE]‘.".'n'-"-‘l:'h # echo SLD LIERARY FATH
fusr/lecalsstafs/lib: fopt/IBM/Connections/stellent/des/oiexport
dslvm771:~ #

Figure 54. Checking that LD_LIBRARY_PATH is checked

42

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

sy
Note
~ ~
Do it on all nodes of your cluster.
g J
__ 8. Restart the server. Then, to make sure that the variables take effect or in /root/ folder run
.profile.
Information
-8 N

For more information about this extra step, see

htt p: // ww 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_ti t1 e=Copyi nhg_Sear ch_conversi on_tool s_to
_local _nodes_i c40&cont ent =pdcont ent .

- J
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Populate the PROFILES database with LDAP user information

P;“, Note

~
How to avoid an OOM when populating PROFILES database with 300K users

~

Previously the defect 59044: Profile Tivoli Directory Integrator Population OOM against IC 4.0
Builds to fix an OOM issue with profiles when populating large LDAP directories. Unfortunately this
defect is deferred as there is a work-around. The work-around is to increase the JVM size of the
Tivoli Directory Integrator process that does the population into the PROFILES database. This is
done by adding - Xms256M - Xnx3072M to i bndi srv/ i bndi srv. bat on your Tivoli Directory
Integrator server.

This is documented for customers at the following link, so if you have any problems with populating
your systems, this is how to do it:

http: // v 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocVi ewer . xsp?l ookupNane=I BM-Connect i ons+
4. O+docunent at i on#act i on=openDocunent & es_title=Configuring_Tivoli _Drectory |Integ
rator_i c40&cont ent =pdcont ent .

This example uses a 3 GB heap size. If you have more available memory on your systems, then
you should increase the -XmxXXXXM to reflect your own memory.

- J

Do it on the server where you installed Tivoli Directory Integrator. In this example, it is on the DB2
server.

Populating the PROFILES database with LDAP user can now be done by a wizard.

__ 1. Copy the Lotus_Connections_4.0 w zards_|in_ai x. tar to your server and extract it.
Then, go into the Wizard folder and run . / popul at i onW zar d. sh. The following screen is
shown. Click Next to continue.
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2. On the Welcome page of the wizard, click Launch Information Center to open the IBM
Connections Information Center in a browser window. Click Next to continue.
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Figure 55. Profiles population wizard for IBM Connections 4.0
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3. Click Default settings or, if you are resuming an earlier session, click Last successful
default settings and click Next.
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Figure 56. Profiles database type
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___4. Next, enter the database information for where your PECPLEDB database is located and click
Next to continue.
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Figure 57. Profile database properties
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__ 5. Enter your LDAP server and port and then click Next to continue.
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Figure 58. LDAP server connection
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___6. You are then asked about your bind user and Bind password and select Next to continue.

LDAP sidbmnbication properiias

KT8 Connections
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Figure 59. LDAP authentication properties
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7. Enter the search base and search filter. Click Next to continue.

Prafiles populabion sezard for (M. Connet Bona 8.0
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Figure 60. Base distinguished name and filter for searches
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___8. Select the default database mapping for this example. Click Next to continue.
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Figure 61. Profiles database mapping
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__ 9. Do not select any of the optional database tasks. Then, click Next to continue.
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Figure 62. Optional database tasks
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___10. Review the summary page to ensure that the information you entered in the previous panels

is correct. To make changes, click Back to return to the relevant page and edit the

information. Otherwise, click Configure to begin populating the database.
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Figure 63. Profiles population configuration summary
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Then, you see the execution of the population task:

Frofles, popesbon wizart ke IBM Connecbons 49

Exscuting population ek

This task muoy bk sl mnses o houss, dependng on the s of your LDAP deeciory

Pogrilaing...

Lagging o imetfieWissnleghddidi_20111007_133020 jeg

-gm-nan:

Figure 64. Executing population task
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This task can take a long time (3 - 4 hours) so tail the previous log which is being
referenced. Click Finish to exit the wizard. When the installation completes, you should see
the following summary:
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Figure 65. Profiles population configuration summary
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___11. When the installation completes, click Finish to exit the wizard.

Executirg population task
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Figure 66. Executing population task

___12. When populating, you must check whether the users are in the PROFILES database. To do
so0, check on the DB2 server check by running:

db2 connect to PECPLEDB

db2 SELECT PRCF_U D FROM BEMPI NST. "BEMPLOYEE' CRDER BY PRCF_U D FETCH FI RST 20
RONE ALY

___13. When Connections is running, run htt p: // connect i ons. exanpl e. coni profil es in a
browser so a search for some users. A list should come back.

___14. Finally, start the Connections servers. Check for errors in the Logs >
/opt/IBM/WebSphere/AppServer/profiles/AppSrv01/logs on each node.
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3. Configuring the remote HTTP server

The next section is about HTTP configuration and must be completed as HTTP is required for login
by default on Connections.

To start the administration server, go to HTTPServer/bin directory and issue the command
.ladmnct| start.

Add web server as unmanaged node

1. After the administration server is started, open the Deployment Manager and add the web
server to the cell as an unmanaged node. Open the administrative console at
htt ps: // connecti ons. exanpl e. com 9043/ adm n.

2. Go to System Administration > Nodes and click Add Node.

Hodes

Usze thiz page to manage nodes in the application server environment. A node cormesponds to & physical comput
following table lists the managed and unmanaged nodes in this cell. The first node is the deployment manager.
clicking Add Node.

E Preferences

Add Mode | Remove Hode | Force Daelete | Synchronize | Full Resymchronize | Stop |

Sl mle

Selact Name 2 Host Hame > Version

‘Wou can administer the following resources:

Figure 67. Adding a node

___3. Click Unmanaged node and click Next.

Hgraged rode
Epavtay tha '\-ﬂ.‘r\'\- at 1 "'ll'\-ll;-l'l '\-c!lh & —! #aud mde M'\Flﬂl ar sppiashen . M i hak rame sl fa de :-ﬂ-r"“M manpgar el Tha ~gaaged lu-d " oEEE -IF-! wth s -H
v dgr fhy mowiw amdd qerdali A spaaiee v Bt mptian ey = nneeg S mid rsde ity b dederate an maisng Pandalins ion

Brartan th custien of e wreianaged nade. kn urmanaped fads rpmbanis 4 madn = Hrog fueulagy thirt Soen rod Bave sn apobisben Feress praoess 31 & node sgedk procees, Unmessgad
=rdud aen Tur pifar yeeemr grogerany, vuth a8 Seh serseer Bad wuad o Bar pes rade i B B

Figure 68. Adding an unmanaged node
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4. Provide a name and host name of the HTTP server and click OK.

m:m

Uea thir psgs to wiaw or changs the canfigursson for an unemanegesd rods. &n unmensgad nods i s nods dafimed in the call topofiogy that dose mot have & moda
&Qank nunning to manege the procere. Unmensgad noder s Bypically ured ko rnanags Web FervErT.

ik

tha ganaral pr

Confign 4
Cinsral Penpsties Th additiond pregertes =
R Abilibenal Prvgerties
wabdaraarl

& Moot Hamae

& Platrm TI o

LPpply | | 0% | | Resst | | Candal |

Figure 69. Entering the node’s general properties

5. Click Save.

B Massages

iy changes have been made to your local configuration, You cant

® Save directly to the master configuration.
® Ravigw changas bafore saving or discarding,

An option to synchronize the configuration across multiple nodes after saving can be enabled in Praferences,
m'"'il sarvar may naad to be restarted for these dhanges to take affact.

Figure 70. Saving the node’s properties

On the nodes panel, the web server is displayed in the list.

I webigrvarl connections.example.com

l!nt -ls.lpfil:;hli

TCR

Figure 71. Display of the new web server
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Add web server as a server

Next, add the web server as a server in the figuration. To do so, do the following:

Web servers T =

Wab servers

Use thiz page to view & list of the installed Web servers.

E Prefarances
| =_'.1Er-:.--a':e"r-'.lu-1--n ] -P-r:u[--a-J-are -p-l-jl_'}'ul'- I:-.H.f'l E Dalers ] 'i'-tmp.l.lut_li... ];_Sr_:-,.: | :':u.r.r,»p | .'Errmnate"]
(=3I

Sqdn:g; Name O : wab server Type O Node 7 | Host Narna e Version 23 Skatus Q

Hone

| Totsl 0

Figure 72. Adding a web server as a server in the figuration

__6. From Servers > Server Types > Web Servers, click New.

Ui i i b3 cribla b Pl Wb diivan.

b LR BT Salect a nade for the Web servar and solect the Wob sorver lype |
riadu for B Wab
srrver and sabect Sedert b nads that comarponds B the Wab farer vou vant te sdd

It ngdde
wabrarsael 11
# Server name

(el ianel

+ Typa
[ £bre HrTE Zarene =)

Figure 73. Creating new web server definition

___ 7. Select the web server node and provide the name of this server as webser ver 1. This is the
same name that is provided during the plug-ins installation on the web server. Click Next to

continue.
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___8. The IHS option is selected, click Next.

Uie i péga to oaabe s naw Web rara

Ealat Hon bemplate thal coradponds b the esvet that you waht 18 cradte.

Salact Tamplate Rame e Duseration

phraid Bar A i I

| Byaham The 145 Wab Sarvar Tarmplste

Figure 74. Selecting a Web server template

__9. Provide all of the web server details as previously and click Next.

Ereatin newr Wel smreor dafiniBon

Uia thil page to craits a rav Wabk sarvern

Entat the ‘Wab tarvar propartinn.
@ Bart

[s2 =|

& 'Wab saree inita¥ation besation
fopAf ENMIHTI R srrer

- ran inatallibes location
ﬁ.w.nmvwvw.. |
ﬁw mapping to e ‘Wab sanver

Entar tha DEM Ad bratiad Sasicer prog

# Adminiitration Sarcar Pest

& Uramsms

# Pascward

# Confum pastwond

Figure 75. Entering the properties for the new web server
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__10. Confirm the new web server and click Finish.
Crmatn e Wobimommrdubinition -]

Urs Ehip page to crasis & naw Wab rarsar
Confirm new Web server i

Tha fallowing i 8 summary =8 your selecions. Click the Finiah Bautten to cormplate the Wab sersee crestion. IF thers
wre aSHnge yous with to change, dick on Prgvious button to review the perses cetkinge.

Bummesy of achiang)

whbry “waboararl® &)
n reode Swabderierl”
PRy
TE La

=

Figure 76. Confirming the new web server

___11. Save this change. Before proceeding, do a full synchronization between nodes in the
deployment.

B Massages
[} Hew server is created successfully.

[} Medify variablas, resourcas, and other servar configuration settings. such as massage broker quaus namaes bafare
running the newly created server.

ﬂ}thang" have been made to your local configuration, You can:
® Sayve directly to the master configuration,

® RBgview changes before saving or discarding.
An option to synchronice the configuration acrass multiple nodes after saving can be enabled in Praferences,

&y The server may need to be restarted for these changes to take effect.

Figure 77. Saving the changes in the new web server
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___12. Returnto Servers > Server Types > Web Servers. Generate and propagate the plug-in file

to the web server.

B Messages

[l successfully initiated synchronization of the repasitory on node nodediNode
with the deployment managers repagitarny.,

[l successfully initisted synchronization of the repasitory on node nodedZMode
with tha deaploymaent manager's rapository,

Nodes

Usze thiz page to manage noder in the spplication server environment. & node corresponds to & physical cormputer
syskarn with a distingt 1P host addrass. The following table lists the mansgad and unenanaged nodes in this call.
The first node is the deployment manager. Add new nodes to the cell and to this list by dicking Add Node.

B Preferences

Add Heds | Ramove Mode | Force Delene | Synchronize rFLﬂI Rl:l-'.rn{hr‘ﬁhill'-" Stap ]
L . -

L= e

Selact Hame o Host Name 5 Varsion Biscovary Protocol o Status ()

au can administer the following resources:
dmcellManagerdl drn, example, corm HD 7.0.0.11 TCP ¥
podedidode nodel.example.com HD 7.0.0,11 TCPR Bip
nodafzHode nodeZ.axample.com ND 7.0.0,11 TCR Lo

r wabsarygr connections.example.corn | Not applicable TCR

Total 4

Figure 78. Generating and propagating the plug-in file to the web server
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__13. To do so, select the check box beside webserver1 and click Generate Plug-in.

Web servers TE

EH Mezzages

[} pLacooosI: Plug-in configuration file = CAIBM\WebSphere\ AppServer
\profilas\Dmgrd 2\ confighcalls\connadctionsCalldl\nodes\wabsarvarsarvars
\wabzerverliplugin-dig.xml

[ pLacooszI: Plug-in configuration file generation is complete for the Wtbf
sarvar. connactionsCell0l.wabsarvar.vabsarvarl,

Web servers
Usze thiz page to view & list of the installed Web zervers.

Preferences

-.-ftr.-;.-r.'m'.-l-'l:nq--r ] f:':or\-.'u.]:f-c- Flug-=in ] Haw i -E-a.'-!nl:ft 1 -'T.'ql.'npl.l:“;... I SEart ] '5.-70[. |: Tarminate I
B0 P
| S-hd:i Hama & | Wab sarver Type s Hoda 5 Host Hamae o5 Varsien O _ iﬁtﬂus o)

| ¥ou can administer the following resources:
I wabservarl IBM HTTP Sarvar | wabsarvar | connactions. example.com | Not
| applicable
Total 1

Figure 79. Generating plug-in
___14. Select the check box again and click Propagate Plug-in.

Web servers 7=

EEI Messages

[l pLacooszn: The plug-in configuration file is propagated from Ci\IBM
\WabSphera\AppServerprofiles\Dmgr0 2\ configh cell s\ connactions Cellol
Wnodes\webserver serversivebserveriiplugin-cfg. xml to c\IBMVHTTPServer
WPluginshconfigiwebserverliplugin-dig. xml on the Wab server computar,

[} pLacoosst: The propagation of the plug-in configuration file is complete
for the Web server. connectionsCell0l. webservar. websarverl,

Web servers
Use this page to view a list of the installed Weab servers,

E Preferences

Generate Plug-in ] i.>--'-|:-a-'.':Le Flug-in ] Maw ] Delats I -T;mplltu... Srarg ] '5-“-;- | Terrninate ]
ClEk
Salact| Nama 2 | Wab sarver Typa o _ Mode | HostNama 5 Varsien o _ | Status &)

| *ou can administar the following resourcas!

w Hh&h'.ﬂ IBM HTTP Server webserver connections.example. com | Not
| | applicable

| Total 1

Figure 80. Propagating plug-in
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__15. Click webserver1 and click Plug-in properties.
Web servers TE

Weh servers > vebserver]

Use this page to configure a Web server that provides HTTE and HTTPES support to application servers.

Runtirng Configuration

General Proporties

Configuration settings

Wab server name Wab Sarvar Vikual Hosts

|_-._-q|3-_:_?|-.-f|_1 ] lobal Ciractiv
Type Addid | p i
I IBM HTTP Sarvaer Lll ————
Log file
# Part f i :
lgn Configuration File
Plug-in properties

& Wab server installation location
[/ IBM/HTTRServer

Rermote Web server managernent

Custom proparties
+ Configurabion file narne

[${WERB_INSTALL_ROOT}H conffhttpd.cor| | Edit B

+ Senvice name

[leMATTPSarvar?.0 |

Apply | oK | Rasat Cancel |

Figure 81. Plug-in properties

___16. From the repository copy of web server plug-in files section, click Copy to Web server key
store directory.

Repository copy of Web server plug-in files:

# Plug-in configuration file name

||:|Iugin-ch.xrn| View

¥ Automatically generate the plug-in configuration file

¥ Autormatically propagate plug-in configuration file

% Plug-in key store file name
|p|ugin-ke','.kd|:|

Manage kevs and certificates |

| Copy to Web server keay store directory I

Figure 82. Copying to web server key store directory
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___17. The following message is displayed to indicate the successful copying of these keys. Again,
restart the web server for the plug-in changes to take effect.

B Messages

[} pLacooe4l: The plug-in keyring file is propagated fram /opt/1BM/WebSphara/AppSarvar/ profiles/Dmgril/cenfig
foells/dslym7E7Cell0ilfnodes/webserverl/servers/web :-r\lnrlfplugin <kay. kdb to fopt/IBM/HTTRServer Plugins
feanfig/webserverlfplugin-key.kdb on the Web server computer.

[} pPLECOOETT: The propagation of the plug-in keyring iz camplete for the Web server.
delermn767Cell0l, webserverl.vebserverl.

Figure 83. Message indicating the successful copying of the keys
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Configuring IBM HTTP Server for SSL

To support SSL, create a self-signed certificate and then configure IBM HTTP Server for SSL traffic.
If you use this certificate in production, users might receive warning messages from their browsers.

In a typical production deployment, you would use a certificate from a trusted certificate authority.

The first step is to create a key file.

___ 1. Start the iKeyman utility by i keynman. sh from / opt / | BM HTTPSer ver / bi n. The following
panel is displayed when you run this utility.

] 1 ey Mianagense =B
ey Databass [le  Create Yiew Help
| K-w s b ol i Eom

[ Tygoner

Filar Wt

Token | skt

Hary dal abvrin Conteed
e sonal Cortficates. -

(T stan, plesse select 9 Moy Databane Fille neem) Lo work with 2 ey dafshase_

Figure 84. IBM Key Management

___2. Click Key Database File > New...

EIBM Key Management

HKey Database File | Create View Help

D Hew... Ctrl-H

= 0
= —1 Create a new key database file
* Hew Provider Ctil-E

Figure 85. Creating a database file
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___ 3. Ensure that the key database type is selected as CMS. Input a name for the key file and
location to store it.

MNew
Key database type |[CMS -
File Hame: |webse reer-key kohb | Browse...
Location: (CUBMEYfiles |
OK Cancel

Figure 86. Providing a name and location for the key file

___ 4. Enter a password and check Stash password to a file.

Password Prompt

Passworid: |-|||-||| |

Confirm Password: |[ssesssss |

[ | Expiration time
Stash password to a file
0K Reset Cancel

Figure 87. Password prompt
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You are returned to the iKeyman panel with the webser ver - key. kdb opened.

L 1B ey Managenvent - [CI0) Koyl webnerver-keybodh |

Koy Database Fle  Crestn  Yiew |lelp

DedERL

Koy daf sbson ol o prastson

D4 Ty L]

Filar R BNy S herh el iy bt

Tioken Lahet

Ky datatuase conlent
P ol i T ol i - Recebm._
..,
M Sl Segned...

[Tie recquerst et axtion I successiuly compicte®

Figure 88. IBM Key Management

__5. Create a self-signed certificate by using Create > New Self-Signed Certificate.

EIBM Key Management - [C:IBM' Keyfiles\webserver-key.kdb]

Key Database File | Create | View Help

D [ﬁ g ‘a New Certificate Request...  Cil-R

=2 New Self-Signed Certificate... Ctrl-L
DB-Type: oMo | Create a new self-signed certificate |

Key database in

File Name: ColBM eyileswehserver-key, kdb

Token Lahel:

Figure 89. Creating a New Self-Signed Certificate
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__6.

Input the label and other details as appropriate. Click OK to save the certificate.

Ereate Mew Self-Signed Certificate

Please provide the following:

Key Label SelfgignedCertificate |
Yersion ELTILRTG M

Key Size 1024 |«

Signature Algorithm SHATWIthRSA |«

Common Name (optional) |cunnectinns.example.cum

Organization (optional) ||

Organizational Unit {optional) |

Yalidity Period

Locality {optional) |

State/Province (optional) | |
fipcode (optional) | |
Country or region  {optional) b

365 Days

0K Reset

Cancel

Figure 90. Create New Self-Signed Certificate: Details

The certificate now appears in the key file.

] B ey Mgt « [ IS Krpldes mebuerwer key Jodt]
Kiry Dstabiadie [le  Creats  View  Help
=
DR
syttt by b s iration
0. Typa: CME
Filer Marwr: C VB g et S Tl by oD
T ooy L aaboisk:
Ky et i COnBant
P sonal Centficatos ...
* SpifSigredC ertificals [
Wi o,

Figure 91. IBM Key Management showing the certificate created
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7. Stop the IBM HTTP Server, if started. When verified as stopped, log in to the administrative
console and configure the web server for SSL. From the Web servers panel, click

webserveri.
- =

Web servers

Web servers
Uze thiz page ko wiew a list of the installed Web serers.

[ Praferances
P w ] Cielete ] Templates... SEarT SEGE i Termihate I

Propagate Plug=in |

Generate Plug=in

=l

Select| Hame 3
You can administer the following resourcas:
webzerver connections example.carm | HNot
applicabla

r IBM HTTP Server

| Total 1

Version o _ | Status ()

Web server Type > Hode I | Host Name 3 _

Figure 92. Configuring the web server for SSL
8. Click Configuration File to open the ht t pd. conf from the administrative console.

Web servars > webserverl
Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,

Configuration

Configuration sethings

Goneral Propertics
rVirkual Host

Web server name
1 I 1 D

| wabsarvarl
Type
=

[ IBM HTTR Server
Log file

# Port
Plug-in properties
Mg ni

Addiional Propertics

{20
# Wab sarver installation location
FLgim W FERF Mian
Custom pro ies

[c:/1BM/HTTES arver

Figure 93. Configuration File

© Copyright IBM Corp. 2013

70 IBM Connections 4 Public Deployment Scenarios



Deployment Scenarios

The ht t pd. conf opens in the browser as shown in the figure.

Configuration file

#

# This is the main IBM HTTP server configuration file. It contains the

# configuration directives that give the server itz instructions.

# See <URL:htto://oublib.boulder.ibm.com/httoserv/manual 70/ = for detailed

Figure 94. httpd.conf

9.

Scroll to the bottom of the configuration file. At the end of the ht t pd. conf, add the previous

lines to load the SSL module by using the newly created key file:

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so
<I f Modul e nod_i bm ssl . ¢>

Listen 0.0.0.0: 443

<M rtual Host *:443>

Server Nane connect i ons. exanpl e. com

SSLEnabl e

Al | onencodedS ashes On

</Mirtual Host >

</ f Modul e>

SSLDi sabl e

Keyfile "/opt/|BM Keyfil es/ webser ver - key. kdb"
SSLStashFile "/opt/| BM Keyfi | es/ webser ver - key. st h"

___10. Click OK to save this change.
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___11. Next, start the IBM HTTP Server. To verify that the SSL settings took effect correctly, type
https://connecti ons. exanpl e. cominto a browser. If the IBM HTTP Server page appears
over https, then this step was successful. You might need to accept the certificate to your
browser as it is not signed.

e

|t O =] {4211 %] @ Conficate Error: Navigation . 2

SO e Feanenh o D

2 - Suggested Sites = 2 | Getmore Add-ons * 2 Disouss This 2 | Relsted Commurity

@I There is a problem with this website's security certificate.

The security certificate presented by this website was not ssued by a trusted certificate authormty

Securty certificate problems may indicate an attempt to fool you or intercept any data you send to th
) ¥ ) i
SErVer.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
& Contmue to this website (not recommended).

= More information

Figure 95. Website’s security certificate

___12. Click Continue to this website (not recommended). The WebSphere software start page
is displayed.

£ IBSHTIP Severs - Wisshors bk reict Exgrhie oo

ﬁ- iv@ o =] certfnte | trR O mRTTR e b I
Fle Edt Vew Fovotes ook el

o Sggesed e * & Gt more hddars v P [soss This & | Related Commaniy

WebSphere. software

_IBM HTTP Server yersion 7.0

;Y @ ptermation @ | B pebesse
AdmEnltratien center Supgpoai mobes

Figure 96. WebSphere software start page
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Adding certificates to the WebSphere truststore

___ 1. On the administrative console go to Security > SSL Certificate and Key Management.

Click CellDefaultTrustStore as shown in the figure.
551 certificate and key management 7=

551 cortificate and key managemant > Koy stores and certificates
Define: keysbare types, including eryptography, RACFIR]), CMS, Java(TM), and all bruststore types,

Keystore uragas
| S5L keystores ;I_l

Preferances

Mew ] Dalets ] Cﬁangtpai:wurd... [ 'E'H:hmgt:iqmu... ]

=l oIS

Select Mame 2 Degcription Management Scope O Path

You can administer the following resources:

[T | EMSKeyStora CMSEeyStore for web (call)rdmCalltn: ${CONFIG_ROOTH calls
server vebserverl, [nndt}lvth SREVEr: Fdmcelldlfnodes
f!-l e f}l'.h!.r\l.r]‘. f'lbsirl“d senvers
fuebserverl/plugin-
key. kdl
| CallDefaultkayStors Dafault kay stora for (call):dmcalitn ${CONFIG_ROOTH calls
dmell0l fdmﬂ-.llﬂ!..l"k-g.pl?
I [E_W_] Dafault trust store for (call):dmC el ${CONFIG_ROOT}H cells
drmCaell0l FdrmCellolftrust.pl2

Figure 97. SSL certificate and key management

___ 2. From within CellDefaultTrustStore, click Signer Certificates from the right side.

551 certificate and key management Ti=

551 certificate and key management > Key stores and certificates > Cell DefaultTrustStore
Define: keyitore types, induding oyptography, RACF(R), CMS, Java(TM]), and all truststore types.

Genarsl Properties

Hame

|'.' eliDaf sultTrustitars

Description

|I}thuﬁ: trust store for dmoellol Eqreonal
sarificaty
Mansgemant 1copa ragQuEsts
||-:n||'|.:'rn-?n|5c|: Egﬂgm!
propariag
Path

|$4CONFIG_ROOTH calls/drmCell0l/trust. pl2

Figure 98. Additional Properties > Signer certificates
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___3. To add the webservers signer to the truststore, click Retrieve from Port.

551 certificate and key management > Key stores and certificates > CellDefaultTrustStors > Signer certificates
Manages signer certificabes in key stores,
B Preferences
dadd | D;lt“ I Extract I Rﬁ:iﬂrt from port El
Bos e
Salect’ Alilas & Issued to Fingerorint FSHA Dioest)

Figure 99. Retrieving from port

___4. Enter the host name of the web server and its SSL port (typically 443). Then, click Retrieve
Signer Information, which retrieves the information that is shown at the bottom of the
screen capture. Provide an alias for this signer certificate and click OK to add this certificate
to the list of signers.

S5Lonctificate snd key managereent > Eoy sigees and ceefificates > CeliDeladifnmstions > Sgeer cortifigates > Retreve rem port
Makes a ek connattion to & Secsm Soduats Layer [$5L) port and retrieves tha signers from tha 1emers during the handsbahe.
Gansral Propertios

® Hait
® Por
[aa3
SEL eardiguration for outbsund sannectian
CallbalaultSsLSettngs =]
+ Alias

|uabrarans_ssl

Estrigwve signer information |

Helrewed vgnes imfarmation
Fanal numbar

LAATTOS0E

Terumd o

(=L R Earm

Trzusd by

CHn corm

Finganpnint (SHA digest]

|C0iDD SR 3909 60 CAISL1CH 22 EE IS AT 0L 1991813701 13: 31077

idalidity pariod
I 10 E]

Apply | | OK | | Reret Cancel

Figure 100. Retrieved signer information

__ 5. Save this change and restart the HTTP server to apply the changes.
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Update web addresses used by Lotus Connections to access
content

___ 1. Using the wsadmin client, check out the Lot usConnect i ons- confi g. xm to a temporary
directory. From this directory, this file must be edited so that all hr ef and ssl _hr ef values
are updated to reflect the host name of the HTTP Server and do not include any port
numbers. An example is as follows:

servicefeference enabled="trus” serviceName="hookmarklet® s8] enshled="tros®
FTATERPALSPEe L L6 ) COMMBCE | 0N DOCKLRAELLEL ) S0t EEeT RTNNIEE LR
L tatic :f==http://oconmections . axample . com 1™ =&l href="https:/fooaneotions . exsepls . oom] S444" />
teriecvice hoef="hitps://oonnections.sxample.com:hddé=s>
= neEr

Figure 101. LotusConnections-config.xml

__ 2. Convert the following original values of the hrefs ssl _href s from their previous default
values to their new values. In this case, all that is done is to drop the port numbers 9081 and
9044 from these URLs.

ot snabled=®troa® ssrvicealHames"hookmarklat® ssl snpabled=®tros®s
refFAaChFrefins: foonneotions/bookearklat</sloc  hrefPaThPrafiny
ig href="http://oconnections.examples. con”® nref="https://conneotions . axample. con®™ />
- ervice hrefs*https: S/ oonnections. axanple.com® />

</sloc:serviceRelferencer

Figure 102. LotusConnections-config.xml

__ 3. Repeat this process for all href and ssl _hr ef s that are currently set to
connect i ons. exanpl e. com

Vs Pm/m’ Note ~

For the metrics and Cognos entries:

The metrics interlock settings change as per all the other applications, the Cognos settings keep
the port numbers. This is because there are the port numbers to point to the Bl Cognos server.

g J

Figure 103. LotusConnections-config.xml
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___4. After this process is complete, save the file and check the file back in using the wsadmin

client. After the file is checked back in, resynchronize the node so that this change is pushed
out.

This completes the web server, SSL, and certificate configuration for this scenario. Now,
when the application is started it can be accessed at

htt ps:// connecti ons. exanpl e. com <conponent , where <conponent represents any of
the Connections applications. The commands to do all of the above are shown below (the
above updates take place after the check out command):

= 5 |

fAdmninistrator
Fem cannot Find

lang Jjython —usernam

Gnne i Py
Connect miniztration initialized

tenp'' . "connect ionsCellBl ')
11y checked out

=>
st -
=>
=>

Figure 104. Administrator: Command Prompt

The following list provides the previous commands in a text format so that they can be copied
and used again in your own deployment:

1: wsadnmin.bat -lang jython -usernane wasadmn -password wasadmn -port 8879

2:

execfile("C\IBM WbSpher e\ AppSer ver\ profi | es\ Dhgr 01\ confi g\ bi n_| ¢_adm n\ connec
tionsConfig. py")

3. LQConfi guServi ce. checkQut Confi g("C /tenp", "connecti onsCel | 01")

<Make changes to the checked out file>

4: LQonfi gServi ce. checkl nConfig()

5: synchA | Nodes()
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Add users or all authenticated in application realm to metrics
application

Now you add users who can generate metrics.

1. Log in to your admin console and select Applications > Application Types > Websphere
enterprise applications and then click Metrics.

2. Then, select Security role to user/group mapping and add the users to the admin and
metrics-report-run roles.

Enterprisn Applcations  Halbos > Senmity mole B user \gros magping
Fagurity rode b uies Grous Fappng

Fadh role thak iv defined in the spplication or masduls must map s 5 urar or groug fraem the dernain wrar ragistry, s<carelde: Tha scoselde sra raguired cnly
wham UFing ress Fealm oermenurscation in @ multl demein scenesio, For all ethas soaneios the sccesild will be determined dusng the apploation stast based
& thi udar or geouwd nusfie: Tha acoadildi raprefant the uisr and group infarmmation thet i uiad for Jeve Pladormu Enborpriie Edited suthonsabicn whan
wring the Wabiphare defauk suthonzation sngine. Tha format for the accesslds i upssarmalmfuniguelssnlD, grovpiresimfoniguedeoug D, Enfarng wiong
irdarmegtion in thers fatds will cavis authasiation to fail ARSuthentosted InTrartedRadlme) This indicates that any valid user in the trurted realme be given
the acsesd. Allduiharticabad: This indeatad that shy valid uier in he cuirant raalim be gwan the icaid

Mag Uars.., || Map droupe... || Map Specisl Suljecns = |

L=l n
h\lnt. Role | Epeal subjacts Mapped uiers | Mappad grousps
B EEr e Evaryone
T pRrEEn All Athanticatad in Application’s Resim
C i ndar Evaryons
I svary o authanticatad Al Autharticsftad in Application's Rasim
I CormuRily-Aa bt sus Al Asthernticatad in Applicakion's Raalm
| sdmin Horam .nlm.r1m:|‘|1l'.".|'
I P B T T Hora Al 001 077

Figure 105. Security role to user/group mapping

___3. Save the application and synch the nodes.
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Enabling fast downloads for files and wikis

The last item is to enable fast download for files and wikis.

1.

2.

On your deployment manager, go to
/ opt /1 BM Connect i ons/ pl ugi ns/ i hs/ mod_i bm | ocal _redirect/|inux_i a32-ap22. You
see a file that is called nod_i bm | ocal _redirect. so located there.

Copy this file to your HTTP server under / opt / | BM HTTPSer ver / nodul es/ .

~ \‘\g Reminder N

You must remember to do this; otherwise when you download files the file size is 0.

.

Now edit the ht t pd. conf under / opt /| BM HITPSer ver / conf :
LoadMbdul e i bm | ocal _redirect_nodul e nodul es/ mod_i bm | ocal _redirect. so

LoadMbdul e env_nodul e nodul es/ nod_env. so (it might already exit to check your existing
file).

Also, add the following sections. Paths must change based on installation.

Aias /downl oadfiles /opt/1BMLC Share/files/upl oad/
Alias /downl oadw ki s /opt/1BM LC Share/w ki s/ upl oad/
<D rectory /opt/|BMLC Share/files/upl oad/ >

QO der Deny, Al ow

Ceny fromal |

Al ow from env=REDI RECT_FI LES CONTENT

</Drectory>

<D rectory /opt/1BM LC Share/w ki s/ upl oad/ >

Q der Deny, Al | ow

Ceny fromal |

Al ow from env=RED RECT_ WKI S _OONTENT

</D rectory>

<Location /files>

| BMLocal Redi rect (n

| BM_ocal Redi r ect KeepHeader s

X- LCGonn- Aut h, Cache- Cont rol , Cont ent - Type, Cont ent - Di sposi ti on, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Gooki e

Set Env FI LES GONTENT true

</ Locat i on>

<Location /w ki s>

| BM.ocal Redirect (n

| BM_ocal Redi r ect KeepHeadEr s

X- LConn- Aut h, Cache- Cont rol , Cont ent - Type, Gont ent - D sposi tion, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Gooki e

Set Env WKI S GONTENT true

</ Locat i on>
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5. Finally, edit the fil es-config. xm and w ki s-confi g.xm files under

/ opt / | BM VébSpher e/ Depl oyrent Manager / pr of i | es/ Dngr 01/ confi g/ cel | s/ connect i on
sCel | 01/ Lot usConnect i ons- confi g/ on your deployment manager and change:

<downl oad>

<nodl BM.ocal Redi rect enabl ed="tr ue"
hr ef Pat hPr ef i x="/ downl oadfi | es" />

<st at s>
and:

<downl oad>

<nodl BM.ocal Redi rect enabl ed="t r ue"
hr ef Pat hPr ef i x="/ downl oadwi ki s" />

<stat s>

<download:>
<modIBMLocalRedirect enabled="trus"
hrefPathFrefix="fdnwnlnadfilesr i
<8tacsx
<logging enabled="trues" />
</ztats>
</download>

Figure 106. files-config.xml

<download:>
<modIBMLocalRedirect enabled="true™
hIEfFatnFIEfix="Ihownloadwikis" f>
<3tacs>
<logging enabled="false"™ />
</state>
«/downloads>

Figure 107. wikis-config.xml

__6. When changed, make sure to synch the changes to your nodes.

7. Restart HTTP server and Connections cluster servers.
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Verification checkpoint

1.

Restart the configuration. Verify that you can log on to the home page and you can access
all applications as an admin and as a non-admin user: and do things: create a community,
blog, wiki, forum, upload files, and so on.

htt ps

ht t ps:
ht t ps:
htt ps:
ht t ps:
ht t ps:
htt ps:
ht t ps:
ht t ps:
htt ps:
ht t ps:

htt ps

:// connecti ons

/ / connecti ons

[/ connecti ons

:// connecti ons

. exanpl e.
/] connecti ons.
. exanpl e.
/] connect i ons.
/] connecti ons.
// connecti ons.
/] connect i ons.
/] connecti ons.
// connecti ons.

exanpl e.

exanpl e.
exanpl e.
exanpl e.
exanpl e.
exanpl e.
exanpl e.

. exanpl e.
/] connecti ons.
. exanpl e.

exanpl e.

conmactivities

confcomuni ties

cond f or uns
conmiprofiles
coni bl ogs
com dogear
comfiles
comiwi ki s
com horrepage
comi nobi | e
coni sear ch
coni news
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4. SiteMinder setup

Important

-l N
Be sure to use the installation directories in the screen captures and not the default folders.

& J

This section explains how to enable Computer Associates SiteMinder with an already deployed
Connections 4 system. Before beginning the SiteMinder installation and enablement work, make
sure that the following prerequisites are completed:

+ Lotus Connections 4.0 is set up and working with the IBM HTTP Server without issue.

« The J2C Authentication Alias connect i onsAdm n is a user who exists on the LDAP and has
administrative rights on the administrative console.

Information
-8 <

See the information center on how to change this post-installation if not implemented during the
installation:

http: // v 10. | ot us. com | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNanme=I BM-Connect i ons+
4. O+docunent at i on#act i on=openlocunent & es_ti t| e=Changi ng_r ef erences_t o_adni ni str at
i ve_credenti al s_i c40&cont ent =pdcont ent

& J

Installing the SiteMinder Agents

This document describes a configuration that uses SiteMinder Policy Server 6.0 SP6, SiteMinder
ASA 6.0 Agent for WebSphere Application Server (with CR00011 test fix), and SiteMinder Web
Agent végmr6-cr007. The following sections detail how to install the web agent on the HTTP Server
and the application server agents on all of the nodes in your configuration.

Information

-8 \
For SiteMinder Policy server setup, see the information center.

g J
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Preparing WebSphere Application Server for SiteMinder

1.

If not already done, you must ensure that single sign-on is enabled on the Deployment
Manager. On the deployment manager, go to Security > Global Security > Web and SIP
Security > Sign Sign-On (SSO). Ensure that the following is set:

Global security

Global security = Single sign-on (550)
Specifies the configuration values for single sign-on.

General Properties

v Enabled

I_ Requires S5L

Domain name
| myserver example com

3 Interoperability Mode

3 Web inbound security attribute propagation

Apply | Ok | Reset | Cancel |

Figure 108. Global security

Copy unrestricted JCE policy files to WebSphere Application
Server

Download and apply the Unrestricted JCE policy files:

Go to the J2SE 5 SDK Security information web page
(https://wwil4. sof t war e. i bm cond webapp/ i wid web/ pr eLogi n. do?sour ce=j cesdk).

Authenticate with your universal IBM user ID and password.
Download the Unrestricted JCE Policy files for SDK for all newer versions package.
Extract the files from the downloaded package.

Back up your existing copies (if any) of the US_export _pol i cy. jar and | ocal _policy.jar
files, in the app_server _root/java/jrel/lib/security directory.

Copy the new JAR files from the extracted package to the same directory, overwriting any
existing files.

All servers, node agents, and deployment manager's must be restarted in order for this
change to take effect.
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Set up SiteMinder policy server

__ 1. Create agents on the SiteMinder Policy Server, including Web Agents for IBM HTTP Server
and Microsoft IS, and an Application Server Agent for WebSphere Application Server:

__a.
__b.
__C.
__d.

e.

Open the SiteMinder Administration console.

Right click Agents and click Create Agent.

Enter details of the Name and Description of the Web Agent for IBM HTTP Server.
Repeat these steps for the Web Agent for IIS.

Repeat these steps for the Application Server Agent.

__ 2. Create Agent Configuration Objects on the SiteMinder Policy Server. In the SiteMinder
Administration Console, open the Agent Configuration Objects pane and complete the
following steps:

Configure the Web Agent for IBM HTTP Server:
Right click Apache Default Settings Agent and click Duplicate Configuration Object.

Enter the Name and description of the Agent Configuration Object.

iii. Update the following parameters to match your environment:

- DefaultAgentName

Name of the Apache Agent that was created earlier
- CookieDomain

your_domain

where your _dorai n is your IBM Connections domain. If, for example, the URL is
http://activities. exanpl e.comacti vities, your host name is

activities. exanpl e. comand your domain is exanpl e. com In this example, you would
set Cooki eDormai n=exanpl e. com

- RequireCookies NO

This parameter configures the Web Agent to support basic authentication but
without requiring all API client programs to support cookies.

- BadCSSChars <,>
This parameter enables the Invite colleagues function in Profiles.
- LogOffUri URI

Configure SiteMinder to recognize only one web address as the logout web address.
Uncomment one of the following URIs by removing the number sign (#) character:

#logOfWri ="/activities/service/ htnm/ibmsecurity | ogout”
#LogCr f Wri ="/ bl ogs/ i bmsecurity | ogout"

#LogCr f Wri ="/ communi ties/ communi ties/i bmsecurity | ogout"”
#lLogd f Wri ="/ dogear/i bmsecurity_ | ogout ™

#logCHfWri ="/files/ibmsecurity | ogout"

#LogCr f Wri ="/ f oruns/i bmsecurity | ogout”
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#Logd f Wri ="/ honepage/ web/ i bm security | ogout”
#LogO f Uri ="/ noder at i on/ i bm securi ty_| ogout "
#logCr f Wri ="/ news/ i bm security_| ogout ™

#logOf Wri ="/ profiles/ibmsecurity | ogout”
#LogO f Uri ="/ search/i bmsecurity_| ogout”
#logCr f Wri ="/wi ki s/i bmsecurity | ogout”

Under the System tab, update the Agent Configuration Object with the following value:
FQOConpat Mbde: NQ

Configure the Web Agent for IIS:

Right-click IS Default Settings Agent and select Duplicate Configuration Object.
Enter the Name and description of the Agent Configuration Object.

iii. Update the following parameters to match your environment:

- DefaultAgentName

Name of the Apache Agent that was created earlier
CookieDomain
your_domain

where your_domain is your IBM Connections domain. If, for example, the URL is
http://activities.exanpl e.comactivities, your host name is

activities. exanpl e. com and your domain is exanpl e. com In this example, you
would set Gooki eDonai n=exanpl e. com

RequireCookies NO

This parameter configures the Web Agent to support basic authentication but
without requiring all API client programs to support cookies.

BadCSSChars <,>

This parameter enables the Invite colleagues function in Profiles.

Configure the Application Server Agent:

Right click Apache Default Settings Agent and select Duplicate Configuration
Object.

Enter the name and description of the Agent Configuration Object.
Update the following parameters to match your environment:

- DefaultAgentName

Name of the Apache Agent that was created earlier
CookieDomain
your_domain

where your_domain is your IBM Connections domain. If, for example, the URL is
http://activities.exanpl e.comactivities, your host name is

activities. exanpl e. comand your domain is exanpl e. com In this example, you
would set Gooki eDonai n=exanpl e. com
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- AssertionAuthResource

/siteminderassertion

- AssertbyUserlD

True

sy
r /7 Note

N

1. When activated, the LogOffUri parameter clears the SMSESSION cookie and ensures that the
user is logged out of all IBM Connections browser sessions.

2. To add parameters, edit the Agent Configuration Object on the SiteMinder Policy Server.
Alternatively, you can edit the LocalConfig.conf file on the HTTP server if the Web Agent is

configured to use it.

3. If you are editing the SiteMinder configuration file directly, you must surround the values of
SiteMinder configuration parameters with quotation marks ("); for example: BadCSSChar s="<, >". If
you are changing these parameters within the SiteMinder Policy Server, do not use quotation

marks.

-

___ 3. Specify your SiteMinder Authentication Scheme configuration:

__a. Open the SiteMinder Administration Console and go to the Authentication Scheme
Properties dialog box.

b. From the Authentication Scheme type list, click Windows Authentication template.
c. Clearthe Use Relative Target check box.
d. Enter the URL of your IIS server in the web Server Name field.

e. Complete the User DN Lookup field with the appropriate information for your domain.

For example, (sAMAccount Nane=%4U D} ) .

__ 4. Onthe SiteMinder Policy Server, create a domain for the IBM HTTP Server web agent.

__ 5. Create protected realms under the IBM HTTP Server Web Agent domain:

__a. Usingthe IBM HTTP Server Agent Object and Windows Authentication Scheme that
you created earlier, create SiteMinder realms that Windows forms authentication

protects.

Table 1: Realms that require forms authentication

Application

Protected URL resource

ConnectionsDefaultRealm

/

Activities

/activities/follow/atomfba
/activities/service/atom2/forms
/activities/service/atom2/communityEvent
/activities/service/download/forms
/activities/service/getnonce/forms
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Blogs /blogs/api_form

/blogs/atom_form
/blogs/follow/atomfba
/blogs/roller-ui/blog
/blogs/roller-ui/feed_form
/blogs/roller-ui/rendering/api_form
/blogs/roller-ui/rendering/feed_form
/blogs/services/atom_form

Bookmarks /dogear/atom_fba
Common resources /connections/opensocial/rest
Communities /communities/calendar/atom_form

/communities/follow/atomfba
/communities/forum/service/atom/forms
/communities/recomm/ajax
/communities/recomm/atom_form
/communities/service/atom/forms

Files [files/follow/atomfba
[files/form/cmis/repository
Forums /forums/atom/forms
/forums/follow/atomfba
Metrics /metrics
/cognos
Profiles /profiles/atom/forms

/profiles/atom2/forms
/profiles/follow/atomfba

Wikis /wikis/follow/atomfba

___6. Usingthe IBM HTTP Server Agent Object that you created earlier, create SiteMinder realms

that basic authentication protects.

Table 2: Realms that require basic authentication

Application Protected URL resource

Activities /activities/follow/atom
/activities/service/download
/activities/service/html/autocompleteactivityname
/activities/service/html/autocompleteentryname
/activities/service/html/autocompletemembers
/activities/service/atom
/activities/service/getnonce

Blogs /blogs/api

/blogs/atom

/blogs/follow/atom

/blogs/issuecategories
/blogs/roller-ui/BlogsWidgetEventHandler.do
/blogs/roller-ui/feed
/blogs/roller-ui/rendering/api
/blogs/roller-ui/rendering/feed
/blogs/services/atom

Bookmarks /dogear/api/app
/dogear/api/deleted
/dogear/api/notify
/dogear/atom

Common resources /connections/opensocial/basic/rest
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Communities

/communities/calendar/atom
/communities/calendar/handleEvent
/communities/calendar/ical
/communities/follow/atom
/communities/forum/service/atom
/communities/recomm/atom
/communities/recomm/handleEvent
/communities/service/atom
/communities/service/json

Files

[files/basic/api
/files/basic/cmis
/files/basic/opensocial
[files/follow/atom

Forums

/forums/atom
/forums/follow/atom

Home page

/homepage/atom/search
/homepage/atom/mysearch

News

/news/atom/service
/news/atom/stories/newsfeed
/news/atom/stories/public
/news/atom/stories/saved
/news/atom/stories/statusupdates
/news/atom/stories/top
/news/atom/watchlist
/news/atomfba/stories/public

Profiles

/profiles/atom
/profiles/atom2
/profiles/audio.do
/profiles/follow/atom
/profiles/json
/profiles/photo.do
/profiles/vcard

Wikis

/wikis/basic/api
/wikis/follow/atom

~ e

Optional

~

Protect login credentials with encryption

Using the Basic over SSL Template scheme, create a SiteMinder Authentication Scheme and apply
the new Authentication Scheme to all the SiteMinder realms that require basic authentication.

N\

J

___7. Create Delete and Head actions for the Web Agent. By default, the Web Agent has only the

Get

, Post, and Put actions available. To add the Delete and Head actions, complete the

following steps:

In the SiteMinder Administration Console, click View and click Agent Types.
Click Agent Types in the Systems pane.

Double-click Web Agent in the Agent Type list.

In the Agent Type Properties dialog box, click Create.

Enter Del et e in the New Agent Action dialog box and click OK.
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___f. Enter Head in the New Agent Action dialog box and click OK.
__g. Click OK again to save the new action.

___8. Create the following rules for each realm:

Table 3: Rules for the IBM HTTP Server realmsGetPostPutDelHead rule

GetPostPutDelHead rule OnAuthAccept rule

Realm: CurrentRealm Realm: CurrentRealm

Resource: * (not /*) Resource: * (not /*)

Action: Web Agent actions > Get,Post,Put,Delete,Head |Action: Authentication events > OnAuthAccept
When this Rule fires: Allow Access When this Rule fires: Allow Access

Enable or Disable this Rule: Enabled Enable or Disable this Rule: Enabled

9. Create a policy and add the users who can access the server to the policy. You can allow all
users in the LDAP directory or a subset of users; for example: an LDAP branch, individual
users, or groups of users.

10. Add the new rules to the new policy.

11. Specify realms that SiteMinder does not protect.

o 4
Note
~ N
You must configure notification templates and some Atom feeds as unprotected URLs. The Blogs
footer page must also be unprotected because Blogs uses the Velocity template to extract footer

pages.

- J
Table 4: Realms that do not require authentication
Application Unprotected URL resource
Activities /activities/auth
/activities/images

/activities/oauth
/activities/service/html/images
/activities/service/html/mainpage
/activities/service/html/styles
/activities/service/html/themes
/activities/service/html/servermetrics
/activities/service/html/serverstats
/activities/serviceconfigs
/activities/static/

Blogs /blogs/oauth
/blogs/serviceconfigs
/blogs/static/

Bookmarks /dogear/oauth

/dogear/peoplelike
/dogear/serviceconfigs
/dogear/static/
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Common resources

/connections/bookmarklet/tools/blet.js
/connections/bookmarklet/tools/discussThis.js
/connections/bookmarklet/tools/rlet.js
/connections/core/oauth

/connections/oauth

/connections/resources/ic
/connections/resources/socmail-client
/connections/resources/socpim
/connections/resources/web

/nav/common

Communities

/communities/calendar/Calendar.xmi
/communities/calendar/oauth
/communities/comm.widget
/communities/images

/communities/nav
/communities/recomm/oauth
/communities/resourceStrings.do
/communities/service/atom/oauth
/communities/service/html/communityview

/communities/service/html/community/autoCompleteMembers.do

/communities/service/html/singleas
/communities/service/opensocial/oauth
/communities/serviceconfigs
/communities/static/
/communities/stylesheet
/communities/tools/embedAS.html
/communities/widgets

Files

[files/app
/files/basic/anonymous/api
[files/basic/anonymous/cmis
[files/basic/anonymous/opensocial
/files/form/anonymous/api
/files/form/anonymous/cmis
/files/form/anonymous/opensocial
/files/oauth

/files/static/

Forums

/forums/oauth
/forums/serviceconfigs
/forums/static/

Home page

/homepage/oauth
/homepage/search
/homepage/serviceconfigs
/homepage/static/
/homepage/web/updates/

Metrics

/metrics/service/eventTracker
/metrics/service/oauth
/cognos/servlet

Moderation

/moderation/app
/moderation/oauth
/moderation/static

News

/help
/news/microblogging/isPermitted.action
/news/follow/oauth

/news/oauth

/news/serviceconfigs
/news/sharebox/config.action
/news/static/

OAuth Provider

/oauth2
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Profiles /profiles/atom/forms/connections.do
/profiles/images

/profiles/oauth
/profiles/serviceconfigs
/profiles/static/

Search /search/atom/search
/search/oauth
/search/static/
Widget container /connections/opensocial/anonymous/rest

/connections/opensocial/common
/connections/opensocial/gadgets
/connections/opensocial/ic
/connections/opensocial/oauth
/connections/opensocial/rpc
/connections/opensocial/social
/connections/opensocial/xrds
/connections/opensocial/xpc
Wikis /wikis/basic/anonymous/api
/wikis/form/anonymous/api
/wikis’/home

/wikis/js

/wikis/oauth

/wikis/static/

___12. On the SiteMinder Policy Server, create a domain for the Application Server Agent.

___13. Add the following realm to the new WebSphere Application Server domain:

Table 5: SiteMinder realms for WebSphere Application Server

Realm name Protected resource
SM TAI Validation /siteminderasssertion

Pnnllll

Note

e 2 N
You must configure the Protected Resource of this realm to match the AssertionAuthResource
parameter that you configured earlier for the Application Server Agent.
- J

___14. On the SiteMinder Policy Server, create a domain for the IS Server Agent.

___15. Using the IIS Agent Object and Windows Authentication Scheme that you created earlier,
create a SiteMinder realm that Windows authentication protects.

Table 6: SiteMinder realms that require Windows authentication
Realm name Protected resource
IIS_Realm /

___16. Create the following rules for this realm:
Table 7: Rules for the IS realm

GetPostPutDelHead rule OnAuthAccept rule

Realm: CurrentRealm Realm: CurrentRealm

Resource: * (not /*) Resource: * (not /*)

Action: Web Agent actions -> Action: Authentication events -> OnAuthAccept
Get,Post,Put,Delete,Head

When this Rule fires: Allow Access When this Rule fires: Allow Access

Enable or Disable this Rule: Enabled Enable or Disable this Rule: Enabled
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__17. Set the timeout value of the session for each realm.
__a. Inthe SiteMinder Policy Server, open the Realm Dialog and click Session.

b. Inthe Session Timeouts Group Box, enter timeouts for each realm. Enter the following
values, if they are not already present:

Maximum Timeout Enabled
2 Hours 0 Minutes
Idle Timeout Enabled

1 Hours 0 Minutes

e
Note
~\C N
The maximum timeout and the idle timeout must be longer than the LTPA token timeout, which is
defined in WebSphere Application Server. The LTPA token timeout is set to 120 minutes by default.

G J
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Install the web agent on the IBM HTTP server

You must uninstall and reinstall the web agent to enable SiteMinder. After uninstallation, delete the
/ opt/ net egri ty folder and install to the same place.

1. Extract the web agent files to a folder on your directory. Run chnod 777 nete.. to make it
executable on Linux to run the installation.

2. Wait for it to complete.
Close the installation.
4. Run the web agent installation wizard from the files that are downloaded from WTI.

a.

CA SiteMinder®
Web Agent

Copyright @ 2010 CA, All rights reserved.

[ [

Figure 109. CA SiteMinder Web Agent
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__ 5. Click Next at the following panel.

Introduction

The Install Wizard will guide syou through the installation of CA
- SiteMinder Web Agent vEOMES Hotfix 7,

It is stronghy recommended that wou quit all programs before
continuing with this instaliation.

Click the 'Next” button 10 procesd to the next screen. If you
wani to change something on a previous screen, click the
'Pravious’ button.

You may cancel this installation at amy time by clicking the
'Cancel’ button.

=l

Installdmywihers

(Gl

Hext

Figure 110. CA SiteMinder Web Agent: Introduction

___6. Accept the license agreement and click Next.

Ci SiteMinder Wob fAgent

License Agreement

Installation and use of CA SiteMinder Web Agent vaQMRG
- Hotfix 7 requires acceptance of the following License

CA, Inc. (“CA®) -

End User License Agreement (the “Agreement®) for
the CA software product that is being installed as
w21l as the associated documentation and anmy SDEK,
as defined below, included within the product
("the Product®).

Carefully read the following terms and conditions
regarding your use of the Product before
installing and using the Product. Throughout this
Agresment, wvou will be referred to as “You® or
“Licensee. "

la]

®) | acceptthe terms of the License Agreem ent
ﬂl () 1 da NOT aceept the terms of the Licenze Agreem ent
L

Installarmywhere

| Cancel Presdous |I Mext

Figure 111. CA SiteMinder Web Agent: License Agreement
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___7. Click Next at the information panel to continue.

CA SiteMinder Web Agent

Important Information

Flease read before continuing:

INSTALLATION NOTES

Linfw|

Installation instructions for this
CA product reside in one of these
documents:

0 The product's Installation Cuide

o The product guide’s installation
chapter
0 The relnotes<product_version=.pdt
Tile

DOCUMENTATION NOTES

CA provides release notes and manuals
as POF fTiles. See the instructions
l-i|| below Tor wiewing and printing POF

files, espacially for viewing PDF files

Install&rwhere

| Cancel | Previous | | DNext

Figure 112. CA SiteMinder Web Agent: Important information
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___8. Select a path to install the web agent and click Next to continue.

Installéamywhere

CA SHeM|nder Web Agent

Choose Install Location

Specity a location for the Web Agent. If the path does not

contains the word "webagent,” the installation program will
create a folder called “webagem” and appends it to the end of
wour path,

Where would you like to install?
| fopt/netegrity/webageant

Eestore Default Folder Choose...

Cancel

Erevious | | Nea

Figure 113. CA SiteMinder Web Agent: Choose Install Location
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The Web Agent starts configuring for your system.

CA SiteMinder Web Agant

Please Wait

Please wait, CA SiteMinder Web Agent ¥60MRG Hotfix 7 is
being configured for your system. This may take a
moment..

Installanywihers

— | T

@

Figure 114. CA SiteMinder Web Agent: Wait
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__ 9. Click Install to begin the web agent installation.

CASitEMIinder Web Agent

Pre-Installation Summary
Please Review the Following Eefore Continuing:

Product Mame:
CA SiteMinder Web Agent vEQMRE Hotfix 7

Install Folder:
Jjopt/netegrity/webagant

Disk Space Information (for Installation Target):
Required: 192,688,662 bytes
Available: 30,533,314,816 bytes

InstallAnywhere

Cancel [' Brevious |[ Install

Figure 115. CA SiteMinder Web Agent: Pre-Installation Summary

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 97



Deployment Scenarios

The CA SiteMinder web agent starts installing.

| €A SiteMinder Web Agent

1 Installing CA SiteMinder Web Agent v6QMRS& Hotfix 7

Extracting duplicates...

InstallAmywhere
L |
| Cancel | |

Figure 116. CA SiteMinder Web Agent: Installation in progress

__10. Click Done when installation completes.

In this case the installation log at

/opt/netegrity/webagent/install _config info/ CA SteMnder_ Véb Agent vEQVRG_|
nst al | Log. | og reports the following, there are no unrecoverable errors so it is safe to
proceed:

Instal | ati on: Successful.
474 Successes

0 Vérni ngs

0 NonFatal Errors

O FatalErrors

Registration

1. CDto/opt/netegrity/webagent.
2. Run. ./nete_wa_env. sh.

3. Register the web agent with the policy server where < ./ snreghost -i SMpolicy server
-u admn_id -p admn_pwd -hn webagent host nane -hc host confi g_obj ect > for
example < ./smreghost -i SMPolicy_Server -u RegHost -p RegHost -hn
connections -hc host _connecti ons>.

4. Check the webagent . confi g file in / opt /| BM HTTPSer ver / conf that
Enabl eVé¢bAgent =" YES'.
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5. Start the HTTP server:
__a. Run. ./envars-std
__b. ./apachectl start

___c. SiteMinder should prompt you to link to the HTTP web server page.
| / Note

You can check that SiteMinder is enabled only if the SiteMinder policy server is enabled for
SiteMinder. If SPNEGO is enabled on the policy server, then you do not see a SiteMinder screen.

& J

N

___6. After configuring the web agent as previously, find the VébAgent . conf in the
HTTPSer ver / conf directory. Open this file and edit it so Enabl eV¢bAgent =YES. Now restart
your HTTP Server. When attempting to access the HTTP Server root, you should now see
the SiteMinder login screen and be able to log in to get the IBM HTTP Server Splash
Screen. It indicates that SiteMinder is set up correctly with the WebAgent.

Please Login
Useranme: Emaid S 190
L WebSphera, soltware
=

|BM HﬂF Sﬂﬂ'ﬂr VYersion T.0

o 1% 1atormaticn | @ B pelease
Aseinistvetion ceuler Supnor] neles

Figure 117. IBM HTTP Server: Login

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 99



Deployment Scenarios

Install Application Server Agent

Install the Application Server Agent on both nodes - nodel. exanpl e. comand node2. exanpl e. com

__ 1. Run the TAIl agent installation by using the following JAR command: <j ava: j ar
ca-asa-6. 0-crll-was. jar > for the application server agent. Click Next to continue.

@ Computer Associatess

eTrust® SiteMinder®

Application Server Agent
v6.0

for WebSphere

2005 Computer Associates International, Inc. All rights reserved.

Figure 118. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere
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2. Click Next to continue.

CA eTrust SiteMinder Agent wh.0 for ' WebhSphere

Introduction

Installanywhare will guide vou through the installation of CaA
ot eTrust SiteMinder Agent v&. 0O for Web5phere,

It is strongly recommended that you guit all programs before
continuing with this installation.

Click the "MNext’ button 1o proceed to the next screen. If you
wiant to change something on a previous screen, click the
'‘Previous’ button.

You may cancel this installation at any time by clicking the
‘Cancel’ button.

Irstall .Z._r.-__r- W

Cancel |

avious | S Héx_t_n

o |
-

Figure 119. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Introduction
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___ 3. Accept the license agreement, click Next to continue.

CA eTrust SiteMinder Agent vE.0 for WebSphere

License Agreement

Installation and Use of CA eTrust SiteMinder Agent v6.0 for
- WebSphere Requires Acceptance of the Following License
Agreement:

Computer Associates Intermational, Inc. ("CA™)

b

End User License Agreement (the “Agreement") Tor
the CA software product that is being installed
as well as the associated documentation and any
50K, as defined below, included within the
product (“the Product®).

Caretully read the Tollowing terms and conditions
regarding your use of the Product before
installing and using the Froduct. Throughout
this Agreement, vou will be referred to as “You"
or "lLicenses, "

® | accoptthe terms of the License Agreement

[

1 de NOT accapt the terms of the Licenss Agresment

InstallAmawhere

Cancel 1 Brevious H et

Figure 120. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: License Agreement
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4. Choose an installation location and click Next to continue.

CA aTrust SHeMinder Agant wi, 0 for WebSphers

Choose Install Folder

. Please choose the folder where the product will be installed,

Where would you like to install?
Jopt/smwasasa |

| Restore Default Folder || Chgose... |

Previous || It

Figure 121. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Choose Install Folder
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__ 5. Specify where WebSphere is installed.

CA eTrust SiteMinder Agent vB 0 lor WebSphere

Choose WebSphere Folder

. Flease choose the folder where WebSphere €.0 s installed.

Please Choose a Folder:
Jopt/IEM /WebSphere fAppServer |

| Restore Default Folder ||  Chgose.. |

Erevious | | Install

Figure 122. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Choose WebSphere Folder
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__ 6. Click Yes, create trusted host to create a trusted host.

CAeTrust SileMinder Agank ve. 0 for WebSphere

Host Registration

H
Would vou like to create a trusted host? 1

® Yes, create trusted host

' Mo, use existing file.

Cancel | Pravidus || Mext

Figure 123. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Host Registration
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7. Enter the information of the SiteMinder server. Click Next to continue.

CA eTrust SiteMinder Agent wi.0 for WebSphere

Host Registration

SiteMinder Host Information

Palicy Server [P Address: | ’ |

SM Admin Password: | sssssss |

Hust Config Object: £ : |

5M Admin Username: |

Host Mame;

l Erevious || [ ext

Figure 124. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Host Registration
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___8. Allow the wizard time to register the host.

*! CA aTrust SiteMindor Agent w6.0 for WebSphare -

Please Wait
G

W CA eTrust SiteMinder Agent v8.0 for WebSpha
ler Agent vo.0 for

1] a Please wait - registering host._. our system. This may

S eSS sesses

ol

L)

-y

Figure 125. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Registering the host
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___ 9. Enter the agent configuration object name and click Next.

CA aeTrust SiteMindar Agent w6 .0 for WeabSphere

Agent Configuration

. Please enter the agent configuration object name.

Agent configuration object llil’l'l!?'e: dshvm 768 _tal_conf

(4] [ I [3]

Brevious || Nea |

Figure 126. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Agent Configuration
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___10. Review any errors messages in the installation log. In this case, there are benign errors.
Click Done to exit the wizard.

CA eTrust SiteMinder Agent vh.0 for WebSphere

Install Complete

El Congratulations! CA eTrust SiteMinder Agent v6. 0 for

WebSphere has been successfully installed to:
fopt/smwasasa

Press "Done” to quit the installer,

Canca Erevious I | Done

Figure 127. eTrust SiteMinder: Application Server Agent v6.0 for WebSphere: Install Complete

In this case the installation log at
/ opt/ snwasasa/ |l og/ CA eTrust _SiteM nder_Agent v6.0 for_VebSphere Install Log. |
og reports the following, again there are no unrecoverable errors so it is safe to proceed:

Instal | ati on: Successful.
54 Successes

0 Vérni ngs

0 NonFatal Errors

O FatalErrors
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5. Post-agent installation actions

After you installed the various SiteMinder agents on your nodes and web server, turn your attention
to the following tasks. The trust association interceptor must be enabled from the deployment
manager and various rules must be put in place on the web server to handle logging out from
SiteMinder correctly. Here, the SiteMinder authenticator is not being set, because you are enabling
SPNEGO. SiteMinder and SPNEGO configuration use the default authenticator. In a stand-alone
SiteMinder configuration, you would normally set the SiteMinder authenticator.

Actions on WebSphere Application Server post-agent
installation

When the Application Server Agent is configured ensure to copy snagent . properti es from
the agent installation directory: srwasasa\ conf to

AppSer ver\ profi | es\ AppSrvO1\ properti es on each node. That is, to the nodes and to
the Cognos node.

1 /opt/smwasasasconf # 1s -1
total 20
-IWXI--I-— 1 root root 273 Jul 20 09%:49 AsaAgent-assertion.conf
-rwxr—-—r-—- 1 root root 273 Jul 20 09:49% AsaAgent-auth.conf
-IWXI--I-- 1 root root 273 Jul 20 09%:493 AsaAgent-az.conf

ITWKI--T-- 1 root 459 Jul 20 09:49 smagent.properties

1 /opt/smwasasasconf # cp smagent.properties Jopt/IBEM/WebSphere/AppServer
fprofiles/AppSrvol/properties/

(/opt/smwasasasconf # cp smagent.properties fopt/IBEM/WebSphere/AppServer
/profiles/AppSIvoz/propertiess/

:mmmmuuymﬂ#ﬂ

& Terminal — =

Fie Edit Yiew Temninal Tabs Help

drwxr-xr-x
~IWXI=XI-X

root rooct 4096 Mar 21 20:55 script

root root 1703 Mar 21 20:32 server.policy
root root 533 Mar 21 20:45 sib.client.ssl.properties
root root 453 Jul 20 09%:52 smagent.properties

“TWXI-XIT-X
IWEKI-—I——

-rwxr-¥r-x 1 root root 5738 Mar 21 20:2% ipc.client.props
drwxr-xr-x 5 root rooct 4096 Mar 21 20:55 linuxMenu
-Iw-r--r-- 1 root root 520 Mar 21 20:55 portdef.props
-Irw-r-—-r-- 1 root root 304 Mar 21 20:55 proefilekey.metadata
“IWKI-XI-X 1 root root 291 Mar 21 20:40 rrdSecurity.props
-Irw-r--r-- 1 root rooct 12147 Mar 21 20:54¢ sas.client.props
~IWXI-XI-X 1 root rooct 8437 Mar 21 20:32 Sas.Selver.props
-IwW-I--Ir-- 1 root root 7482 Mar 21 20:5¢ sas.stdclient.properties
-rw-r—-—r-- 1 root root 7482 Mar 21 20:54 sas.tools.properties

2

1

1

1

S e T . .
-Iw-I--r-- 1 root root 5050 Mar 21 20:55 ssl.client.props
-IWXI-XI[-X 1 root root 3127 Mar 21 20:32 sslbitsizes.properties
drwxr-xr-x 2 root root 4096 Mar 21 20:54 version

-IWXI-XI-X 1 root root 663 Mar 21 20:32 was.policy

-IWXI-XI-X 1 root root 103 Mar 21 20:45 wmg.client.props
-rw-r—-—-r-- 1 reoot root 7000 Mar 22 11:18 wsadmin.properties
-IWXI-XI-X 1 root root 7105 Mar 21 20:32 wsjaas.cont

-IWXI-XIL-X 1 root root 3161 Mar 21 20:32 wsjaas client.conf

-IWKI-XI-X 1 root root 846 Mar 21 20:32 wsserver.key
dslvm768: /opt/IBM/WebSphere/AppServer /profiles/AppSrvol/properties #

Figure 128. Copying smagent.properties from the agent installation directory to the application server
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2. Next, on the Deployment Manager configure Trust Association Interceptor on WebSphere
Application Server, from the deployment manager administrative console for WebSphere
Application Server, click Security > Global security > Web and SIP security, click Trust
association. Click Enable Trust Association and then click Save.

Global security T =

Global security = Trust association

Enables trust association, Trust aszociation is used to conneck reversed proxy servers ta the
application server. Use of TAls for SPMEGD authentication is deprecated, The SPHESD Web
authentication panels provide a much easier and less error-prone way to configure SPHNEGO,

General Properties Additional Properbes

p Enable trust aszociation Interceptors

Apply | (o] 4 | Resat Cancel

Figure 129. Enabling trust association

__ 3. Next, back in the trust association screen, click Interceptors. Click New and add an
interceptor with the following name
(comnetegrity. SiteM nder.websphere. aut h. SnTr ust Associ ati onl nt er cept or ). Click
OK and save the change.

Global security ? B

Global security > Trust association > Interceptors > New
Specifies the trust information for reverse proxy servers.

General Properties

# Interceptor class name
|cnm.netegrit5r.siteminder.wehsphere.auth.EmTrustﬂ«ssnciatic\nInten:eptc\rI

Custom properties o
Selact | Name Value Mew
I:l | | Delete

Apply | OK | Reset Cancel |

Figure 130. Creating an interceptor

__ 4. ltis OKto delete Tivoli Access Manager and SPNEGO interceptors. Leaving these
interceptors in place causes no issues but results in error messages in the logs during
startup so it makes sense to delete these interceptors. Click Delete and save this change.
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Vs fﬂ;’ Note

You must not delete the oauth interceptor (com i bmws. securi ty. oaut h20. tai . QAut hTAl) it is
required for oauth to work properly. After this step you have two interceptors for oauth and for
SiteMinder.

- J

~

lobal security

Global security = Trust association = Interceptors
Specifies the trust inforrmation for reverse proxy servers,

Preferences

MHew | Dralete
bk | [
&
Select Interceptor Class Mame 2

“ou can adrinister the following resources:

N cormibrn ws security, oauth20.tai, oAuth TAT
|_ corn, netagrity, siternindar.websphere, auth, SrnTrustAszsociationIntarceptor
Total 2

Figure 131. Global security > Trust association > Interceptors
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Actions on HTTP server after the agent installation
Create rewrite rules to remap Atom API requests and to redirect URLs when users log out of Lotus
Connections.

1. Open the IBM HTTP Server htt pd. conf configuration file. The file is stored in the
C \I BM HITPSer ver\ conf directory on the web server.

2. The extracted section of the following ht t pd. conf file shows these rules being implemented
in both the HTTP and HTTPS sections of this file. In this extract, the logout rules redirect
users to the home page logout screen and when they are logged out they are redirected to
the page at hone. exanpl e. com

3. When this change is made, save and close the ht t pd. conf file.
Restart the IBM HTTP Server.

'm;l’ Note

'a N

Uncomment LoadModule rew i t e_nodul e modul es/ nod_rew i te. so line in the htt pd. conf file.

This line is commented out by default. When the line is commented out, the web server does not
start.

Rew i t eEngi ne On

RewiteCond %9REQUEST UR'} /(.*)/ibmsecurity_ | ogout(.*)
RewiteCond % QUERY _STR NG

I'=| ogout Exi t Page=htt ps: // connect i ons. exanpl e. coni honepage
RewiteRule /(.*)/ibmsecurity | ogout(.*)

/ honepage/ web/ i bm security | ogout ?l ogout Exi t Page=htt ps://connecti ons. exanpl e
. coml honepage [ noescape, L, R

RewiteCond %9 REQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/ api/$1/ api/$2
[RL]

RewiteCond %9 REQUEST UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/feed/ tags/atoni.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/tags/atom [R L]
RewiteCond %9REQUEST UR} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~/ blogs/(.*)/feed/ entries/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/entries/atoni [R L]
RewiteCond %9 REQUEST UR} '~ blogs/roller-ui/rendering/(.*)
RewiteRul e ~/ blogs/(.*)/feed/ comrents/atong.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/ coments/atom [R L]
RewiteCond %9REQUEST UR} '~ blogs/roller-ui/rendering/(.*)
RewiteRule ~/ blogs/(.*)/feed/ bl ogs/aton(.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/ bl ogs/ atom [R L]
LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so

<l f Modul e nmod_i bm ssl . c>

Listen 0.0.0.0: 443

<M rtual Host *:443>

Server Nane connect i ons. exanpl e. com
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SSLEnabl e

Al | owEncodedS ashes n

Rew i t eEngi ne

RewriteCond YREQUEST LR} /(.*)/ibmsecurity | ogout(.*)
Rew i teCond % QUERY_STR NG

I =| ogout Exi t Page=htt ps: // connect i ons. exanpl e. coni honepage
RewiteRule /(.*)/ibmsecurity | ogout(.*)

/ homepage/ web/ i bm securi ty_| ogout ?l ogout Exi t Page=htt ps: // connecti ons. exanpl e
. coni honmepage [ noescape, L, R

RewriteCond YREQUEST LR} !~/ blogs/roller-ui/rendering/(.*)
RewiteRule A blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/ api/$1/ api/$2
[RL]

RewriteCond YREQUEST LR} !~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/ (.*)/feed/tags/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/tags/atom [R L]
RewriteCond YREQUEST LR} !~/ blogs/roller-ui/rendering/(.*)
RewriteRule ~/ blogs/(.*)/feed/entries/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/entries/atom [R L]
RewriteCond YREQUEST LR} !~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/(.*)/feed/ comrents/atong.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/ comment s/ atomi [R L]
RewriteCond YREQUEST LR} !~/ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/ (.*)/feed/ bl ogs/atong. *)

/bl ogs/rol |l er-ui/rendering/feed/ $1/ bl ogs/ atom [R L]

</ Vi rtual Host >

</ | f Modul e>

SSLD sabl e
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Enabling and disabling SiteMinder and other troubleshooting
steps

When attempting to debug any SiteMinder issues, a good tactic is first to disable SiteMinder to
verify that the problem is not an underlying configuration problem on Connections that SiteMinder
masks. When you verify that everything works correctly outside the SiteMinder environment, you
can be confident that the introduction of SiteMinder caused the problems that are experienced. The
following steps describe how to enable or disable SiteMinder and detail some other common
troubleshooting techniques in this environment.

Enabling and Disabling SiteMinder

If you need to enable or disable SiteMinder at any point, do the following steps:

1.

Edit the WbAgent . conf on the HTTP Server (HTTPSer ver / conf / bAgent . conf ) and set
"EnableWebAgent=NO". Restart the IBM HTTP Server.

Change the custom authenticator back to the default authenticator in the
Lot usConnect i ons- confi g. xnt .

Edit srwasasa/ conf / AsaAgent - asserti on. conf on both nodes and set
Enabl eVébAgent =NQ

Resynchronize nodes and restart Lotus Connections.

Repeat this process to enable SiteMinder and instead set Enabl eVébAgent =YES where you
previously set it to NO. You must also re-enable the custom authenticator in the
Lot usConnect i ons- confi g. xm and restart the deployment.

When SiteMinder is enabled, the following message should appear in the Syst enQut . | og
for all Lotus Connections application servers to indicate SiteMinder loaded correctly with the
configuration:

[ 10/ 11/ 10 12: 45: 23: 225 EDI] 00000000 Trust Associ at A SECJ01211: Trust
Association Init class

comnetegrity. S teM nder.webspher e. aut h. SMIt ust Associ at i onl nt er cept or | oaded
successful ly
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Troubleshooting SiteMinder issues

Enable trace

Most errors that are encountered in this environment are typically interservice issues:
communication errors between the back-end servers often because of authorization issues caused
by the introduction of SiteMinder to the configuration. The following trace is appropriate in this
circumstance to help diagnose issues: comi bm connections. httpdient.*=all.

Application servers > LCClusterl serverl > Diagnostic trace service > Change log detail levels

Use lag levels ta contral which events are processed by lava logging. Click Components te specify a log detail
level for individual compenents, or click Groups to specify a log detail level for a predefined group of
components. Click a compenent or group name to saelect a log detail level. Log detail lavels are cumulative: a
level near the tap of the list includes all the subsequent levels,

Configuration Runtime

General Proparties

¥ Save runtime changes to configuration as well

Change Log Detail Levels

Components

i com.ibm.connections. httpClient. *=all

Figure 132. Change Log Detail Levels

Log files to help diagnose issues

To get a complete overview of any issues on the system with SiteMinder enabled, consult the
following log files:

__ 1. Lotus Connections Server log files:
__a. SystemOut.log
__b. trace.log (if applicable)
___ 2. SiteMinder log files (on Nodes):
__a. smwasasa/log/smasa.log
__b. smwasasa/log/sm_tai.log
___ 3. SiteMinder log files (on web server):
___a. nnetegrity/webagent/log/wa.log
___b. netegrity/webagent/log/wa_trace.log
___4. SiteMinder Server log files:

__a. Consult the SiteMinder documentation to uncover what traces and logs can be enabled /
referenced on the SiteMinder server side.
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SiteMinder configuration files created by Web Agent and TAI/ASA

Here is a sample of the key configuration files on the nodes which are correctly configured. Note the
relationship between all of the following files. Changes to these files require a restart to the web
server in case of web agent and application server in case of ASA/TAL.

WebAgent.conf

V¢bAgent . conf is found in <HTTPSer ver _Root >/ conf / VbAgent . conf and refers to the
Agent Confi gCbj ect and Sntbst . conf (which contains the policy server connection details). Also,
note the EnableWebAgent parameter.

# WbAgent . conf: configuration file for SteMnder Vé¢b Agent

# VWb Agent Version = 6QVR6, Build = 667, UWbdate = 0

#agent nane="<Agent Nane>, <l PAddress>"

Host Confi gFi | e="/ opt/ net egri ty/ webagent / confi g/ SniHost . conf "

Agent Conf i gChj ect =" connecti ons_wa_conf "

Enabl eVébAgent =" YES'

Server Pat h="/ opt /| BM HTTPSer ver/ conf "

| ocal configfile="/opt/1BM HITPServer/ conf/Local Confi g. conf"

LoadPl ugi n="/ opt/ net egri ty/ webagent/ bi n/li bH t pA ugi n. so"

#LoadPl ugi n="/ opt/ net egri ty/ webagent/bi n/1ibAffiliatelOM ugi n. so"
#LoadP ugi n="/opt/ netegrity/webagent/bin/li bSAMAffiliateM ugi n. so"
#LoadPl ugi n="/opt/ net egri ty/ webagent / bi n/ | i beTSSCH ugi n. so"
#LoadPl ugi n="/ opt/ net egri t y/ webagent / bi n/ | i bl nt r oscopeP ugi n. so"

SmHost.conf
Sntbst . conf is found at <Si t eM nder ASA Honme>/ bi n/ Sntbst . conf , refers to the policy server by
IP address. It also contains the host name and hostconfigobject reference.

# Host Registration File: SntHost. conf
#
# This file contains bootstrap informati on required by
# the SteMnder Agent APl to connect to Policy Servers
# at startup. Be sure the I P addresses and ports bel ow
#identify valid listening Policy Servers. Please do not
# hand edit the encrypted SharedSecret entry.
#
host nane="nodel. exanpl e. com

shar edsecr et =" { RC2} 8DgJa@Y EnhNuEEqLI G eN NH SFKGAES a62ki N7B9az9Ghi 68XKh(GyB
yaYNNK7gsLUezw i npMsMi G gf PZee7PYM 9A+HLf cCknDbhVeBCe1uNF EScvSyHrysf i ryHI5YU
f OM\NE § ChQ oTwf 7h2N26KgeuS0I1 61 Zsw 1KQTBBw7 UXCPnl ENFSDW ™

sharedsecretti ne="0"

enabl edynan chco="NO'

host conf i gobj ect =" host _node TAI "

# Add additional bootstrap policy servers here for fault tolerance.

pol i cyserver ="pol i cy_server _ip. 40, 44441, 44442, 44443"

requestti meout =" 60"

crypt opr ovi der =" BSAFE"

# <ECGF>
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AsaAgent-assertion.conf

AsaAgent - asserti on. conf, found at <Si teM nder ASA Honme>/ conf/ AsaAgent - asserti on. conf,
contains an EnableWebAgent flag and references SntHost . conf and holding the value of the agent
configuration object.

HHHHHHR R
# S teMnder | BMVWbSphere Application Server Agent
T T
Enabl eVe¢bAgent =" YES'

Host Conf i gFi | e="/ opt / srwasasa/ bi n/ Sntost . conf "
Agent Confi gCbj ect ="node_TAl _conf ™"

Smagent.properties

SmAgent . properti es, found at <Si t eM nder ASA Hore>/ conf / smagent . properti es, is created
when the ASA is registered. It contains the location of the AsaAgent - asser ti on. conf and is copied
to <Appl i cati on Server Hore>/ profil es/ AppSrv01/ properties on both nodes during the
SiteMinder configuration.

HHHHHHRRHHHHHHH A
# SteMnder Generic Application Server Agent Properties File
T T
| ogfi | enane="/ opt/ srwasasa/ | og/ snasa. | og"
| ogl evel ="4"
| ogappend="NO'
 ogfil e="YES'
| ogconsol e="NO'
srmazconf ="/ opt / smwasasa/ conf / AsaAgent - az. conf "
smaut hconf ="/ opt / srwasasa/ conf / AsaAgent - aut h. conf "
smasserti onconf ="/ opt / snwasasa/ conf / AsaAgent - asserti on. conf "

Following are a few issues which occurred in the production of this document and might help in the
resolution of other issues that are encountered in subsequent deployments.

Linux 64-bit issues

In addition to the windows known common issues above the following were found when integrating
SiteMinder on a RedHat 5 64-bit configuration.
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HTTP server does not start

If you already updated the httpd.conf file to point to

/opt/netegrity/webagent/bin/librmod snP2. so from

/ opt/ net egri ty/ webagent/bi n/1i bnod_sn?0. so and the http server still does not start. Here is
what to do:

__ 1. Editthe envvars-std file in / opt/ | BM HTTPSer ver / bi n and add the location of the
SiteMinder agent to the library path:

a. LD LIBRARY_PATH="/opt/I BMHITPServer/lib:/opt/1BMHITPServer/gsk7/1ib:/opt/
net egrity/ webagent / bi n: $LD LI BRARY _PATH'.

b. Export LD LI BRARY PATH
c. Save and close

d. Run<. ./envars-std>.
e

HTTP server should now start.

LLAWP error in the error_log

WAl Note

r N
[17/Jun/ 2011: 14: 23: 01] [Eror] S teMnder Agent

Failed to send cl ose nessage to LLAWP.
Execlp failed: '"Invalid argunent'. LLAWP. exe nust be callable fromthe system pat h.
CSmowLevel Agent: No such file or directory

& J

If an LLAWP error (similar to previously) appears in error_log, check your netegrity paths, as they
might not be set. To set them:

__ 1. Change directory to / opt / net egri t y/ webagent .
__ 2. Runnete_wa_env. sh.

___3. Check they are set by typing each of the following:
a. NETE_WA_ROOT

b. PATH

c. NETE_WA_PATH

d. LD_LIBRARY_PATH
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6. SPNEGO setup

How to configure SPNEGO over HTTPS

__ 1. Install the Web Agent on IIS:

__a. Download the latest version of the Web Agent from the CA website
(http: //waw ca. cont us/ def aul t . aspx).

b. Install the Web Agent. For instructions, go to the SiteMinder BookShelf
(https://support. ca. comi cadocs/ 0/ CA%0S t eM nder %20r 69200%20SP6- ENUY Books
hel f. htn ).

c. When you are prompted for the Agent Configuration details, specify the Agent
Configuration Object that you created earlier.

2. Stop the Connections servers. Leave the deployment manager and the nodes running.

3. In/opt/IBMHITPServer/ conf, edit htt p. conf and add the following lines to the bottom of
the file:

Li sten 444

<M rtual Host *: 444>

Server Nane connecti ons. exanpl e. com

SSLEnabl e

#KeyFil e /1 ocal /1 BM HTTPSer ver/ conf/w | dcar d/ key. kdb
Keyfile "/opt/|BM KeyFi | es/ webser ver - key. kdb"
SSLStashFil e "/opt/| BM KeyFi | es/ webser ver - key. st h"
</ M rtual Host >
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__4. Inthe admin console, go to WebSphere Application Server: Environment > Virtual Hosts >
default_host > Host Aliases > New, and enter the host name and Port.

¥Yirtual Hosts

Virtual Hosts > default host = Host Aliases = New

Use this page to edit or create a domain name system (DNS) alias by which the vir
port number. & Web client uses the alias to form the URL request of a Web applicz
For example, the default_host alias is the myhost.newyork.com: 9080 portion of ht
portion of a secure https:f/myhost.newyork.com:9043/servlet/snoop URL.

Configuration

General Propertes

# Host Mame
|dslvm?5?.example.mm

#* Port
(444

Apply | (] 4 Reset Cancel |

Figure 133. Virtual Hosts
This setting is added:

[T | dslym767.example.com dd4

Figure 134. Setting to be added

Vs Pm/m’ Note

~N
This causes a new pl ugi n- cf g. xnm to be generated as there is a change to the Virtual Hosts.
Make sure that you have a backup of the pl ugi n-cf g. xm .

& J

__ 5. Go to system administration \ nodes a. Highlight the nodes \. Click Full resynchronize.

Bl Messages
U.'l Successfully initiated synchronization of the repository on node dslvm7é8Nodall with the deployment manager's
repositony.

G} successfully initiated synchronization of the repository on node dslvm768Noden? with the deployment manager's
rapogitary.

Figure 135. Messages

___6. Ifthe HTTP server administrator is running, the updated plugin-cfg.xml is copied from
/ opt /| BM VébSpher e/ AppSer ver/ profi | es/ Dhgr 01/ confi g/ cel | s/ connect i onsCel | 01/
nodes/ webser ver 1/ ser ver s/ webser ver 1 to

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SiteMinder and SPNEGO 121



Deployment Scenarios

/opt /| BM HTTPSer ver / Pl ugi ns/ conf i g/ webser ver 1. If the pl ugi n- cf g. xmt was not
copied, copy it now.

__ 7. In/opt/1BM HTTPSer ver/ conf/Ve¢bAgent . conf :

a. Copy to make a backup of this file.

b. Uncomment the Local Confi g. conf location:

| ocal configfile="/opt/|BM HITPServer/ conf/ Local Confi g. conf"

c. Save and close.

__ 8. In/opt/IBMHITPSer ver/ conf/ Local Confi g. conf:

a. Copy to make a backup of this file.

b. Uncomment | gnor eHost =" connect i ons. exanpl e. com 444" . SiteMinder then ignores
any traffic through this virtual host to it.

c. Comment out ALL other entries in the file. If you do not, the entries might cause
confusion with what is set on the SiteMinder policy server.

__d. Save and close.

__ 9. Startthe HTTP server.

__10. Verification point:

__a. Ifyougotohttps://connections. exanpl e. com 444 you get the HTTP landing page
not the SiteMinder page.

__b. Ifyougotohttps://connections. exanpl e. comyou get the SiteMinder page, only if
SPNEGO is not enabled on the SiteMinder policy server.

___11. The Lot usConnecti ons- confi g. xm must be updated to update the interservice url and to
set the Authenticator:

__a. Onthe Deployment Manager, go to
/ opt /| BM VébSpher e/ AppSer ver / profi | es/ Dmgr 01/ confi g/ cel | s/ Connect i onsCel |
01/ Lot usGonnect i ons- conf i g and edit Lot usConnect i ons- confi g. xm .

b. Add “444” to all entries of interService URL.

Your entries are changed from <sl oc: i nt er Servi ce
href ="htt ps:// connecti ons. exanpl e. com/ >:

bisde®trpg” zepvicellamesbookmarklet™ 32l enablesdeCroa™>

="http:/fconnections.exanple .co 53 ref="httpa://connections .example. con® />

afs"https:Jf fconnections ., example . com”™ > _]

Figure 136. Changing the entries
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To <sloc:interService href="https://connections. exanpl e. com 444"/ >:

<slocrserviceReference snabled="troa® serviceName="hookmarklat® =sal enabled="troa’s

fix>/connections /bookmarklets /aloohrefPathPrefins

“"http:/foonnegtions . example . oo ittps: //connections. example . com™ />

refeshttps: ffconnect ions . axanple  con: 444775 :]

Figure 137. Changing the entries

___©. Check the cust omAut hent i cat or is set to default: <cust omfut hent i cat or
nane="Def aul t Aut henti cator"/>.

__d. Save and close.
___12. Stop the config: Connections, nodes and the Deployment Manager.

__13. Restart the Deployment Manager and the nodes. Allow them to synch to copy the
Lot usConnect i ons- confi g. xn to the nodes.

___14. Start Connections.
___15. Verification point:

__a. Check a user can access the config. Try to go to
htt ps: // connecti ons. exanpl e. coni honepage. You should be able to log in through
SiteMinder and do some testing.

Config is now enabled for SiteMinder and SPNEGO over ht t ps.
___b. After all that, here is an example of working HTTP files:
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LocalConfig.conf:

# Local Config.conf: sanple [ocal configuration file for SteMnder Véb
Agent s

#

# Make a copy of this file and nodify that copy with desired | ocal
configuration settings.

#'# 1s used as a comment character at the beginning of a line.
Val ues comment ed out

# can be uncomrented once proper val ues are specified. Mny such
values in this

# sanple file are verbose expl anati ons of what val ues shoul d be used
and not the

# val ues thensel ves. To uncomment a line sinply renove the '# from
t he begi nni ng

# of the line.

#

# Most paraneters inthis file are also valid in an Agent Configuration
(oj ect .

# The exceptions are Agent Confi gCbj ect, Enabl eVébAgent, and

Host Confi gFi | e.

#

Accept TPCooki e=" NO'

#Agent Nane="<Agent Narme>, <l PAddr ess>"

#Appendl | SServer Log="NO For 1S and SharePoi nt

#BadCSSChar s="<, >, ", ;"

#BadQuer yChar s=""

#BadUr | Chars="//,./,1.,1*,*.,~\, %0-%f, %f-%f, 9R5"

#BadFor mChar s="<, >, & 922"

#CacheAnonynous="NO'

#OOOExt =". ccc”

#CGooki eDonai n=""

#CGooki eDonai nScope="0"

#Cooki ePr ovi der =" <cooki e provi der URL>"

#CSSChecki ng="YES'

#CSSErrorFile="<File path to error text, or URL to redirect to>"
#DecodeQuer yDat a=" NO'

#Def aul t Agent Nane=""

#Def aul t Passwor d="NO For 1S and Shar ePoi nt

#D sabl eAut hSr cVar s="NO'

#Di sabl eDot Dot Rul e=NO

#Di sabl ePost DataLi mt="NO For 11S and Shar ePoi nt

#D sabl eSessi onVar s="NO'

#Di sabl eUser NaneVar s="NO'

#Enabl eAudi ti ng="NO'

#Enabl eFor mCache="YES"

#Enabl eMoni t ori ng="NO'

#Enf or ceReal nTi meout s=" NO'
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#Expi r eFor Pr oxy="NJ

#FccConpat Mode="NO'

#FQCExt =". f cc”

#FQCFor cel sPr ot ect ed="YES'

#For ceCooki eDormai n="NO'

#For ceFQHost =" NO'

#Forcel | SProxylser="NJ 1S O\LY

#For nCacheTi neout =" 600"

#HTTPHeader Encodi ngSpec=""

#1 gnor eExt =". ccc”

#l gnor eQuer yDat a="NO'

| gnor eHost =" connect i ons. exanpl e. com 444"

#l gnorelr| ="<URL to ignore>"

#lLegacyVari abl es="NO

#LogAppend="NO'

#LogFi | e="NO'

#lLogFi | eNane="<Fil e Path to wite log to>"

#lLogCr f Uri ="<Your Logoff Wi >"

#MaxResour ceCacheS ze="700"

#MaxSessi onCacheS ze="700"

#MaxUr | S ze="4096"

#NTCEXt =". nt c"

#Qverridel gnoreExtFi |l ter=""

#P3PConpact Pol i cy=""11S O\LY

#Per si st ent Cooki es="NO'

#Per si st ent | PCheck="YES'

#Pr eser veHeader s=" NO'

#Pr oxyAgent =" NO Apache 2.0 O\LY

#Pr oxyTr ust =" NO'

#Pr oxyTi neout =" NJ Apache 2.0 QLY

#PSPol | I nt er val =" 30"

#Renot eUser Var =""

#ReqQooki eErrorFile="<File path to error text, or URL to redirect to>"
#Requi r eCooki es=" YES'

#Resour ceCacheTi neout =" 600"

#SaveQ edsTi neout =" 720"

#SOOExt =". scc”

#ServerErrorFile="<File path to error text, or URL to redirect to>"
#SPAuUt hent i cat ed@ oup="SMVAut hent i cat ed@ oup" Shar ePoi nt onl y
#SPCacheEnt r yExpi r eM nut e=" 30" Shar ePoi nt onl y

#SPDi sanbi guat eQ oup="NJ Shar ePoi nt onl y

#SPDi sanbi guat eQ oupRul e="$gr oupnane{ $di r ect or ynane}" SharePoi nt only
#SPDi sanbi guat eUser =" YES' Shar ePoi nt onl y

#SPD sanbi guat eUser Rul e="$user nane{ $di r ect or ynanme}" SharePoi nt only
#SPEnabl el nper sonat i on=Shar ePoi nt onl y

#SPFor nsTi neQut =" 30" Shar ePoi nt onl y

#SPI nper sonat eResponseVar Nane=Shar ePoi nt onl y

#SPI ncl udeMy/Si t eSSP=Shar ePoi nt onl y
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#SPNunCachel t em=" 1000 Shar ePoi nt onl y

#SPPer sonal S t eTenpl at e=SharePoi nt onl y
#SPSortVirtual Attri but e="Uni versal | D'SharePoi nt only
#SPTool sLoglLocat i on=Shar ePoi nt only

#SPVirtual Attri but eMapLi st ="enai | =Emai | gr oup=Q oupl Duser nane=lhi ver sal
| Odi spl aynanme=D spl ayNane" Shar ePoi nt onl y

#Sessi onG acePeri od="30"

#Sessi onUpdat ePer i od="60"

#Set Renot elser =" NO'

#SFOCExt =". sf cc”

#SS(ZoneNane="SM

#SSOTr ust edZone="SMI

#Tr aceAppend="NO'

#TraceConfi gFi | e="<Path to VebAgent Trace. conf file>"
#TraceF | e="NO'

#TraceF | eName="<Fil e Path to wite trace log to>"
#Tr ansi ent | DCooki es="NO'

#Tr ansi ent | PCheck="NO'

#UseAnonAccess="NO For |11S and Shar ePoi nt

#UseSecur eCooki es="NO'

R TR

#New y Added Paraneters: Mar 23rd, 2010

#A | owCacheHeader s=" NO'

#Const r uct Ful | PnsvcURL="NO'

#Enf or cePol i ci es=" YES'

#lLogF | eS ze="0"

#Secur eApps="NO'

#Tar get AsRel ati veUR =" NO'

#TraceDel imter=""

#TraceFi | eS ze="0"

#Tr aceFornat ="def aul t "

#Cooki ePat h="/"

#Cooki ePat hScope="0"

#Cooki eVal i dat i onPeri od=""

#Qust omlO1E rorF | e=""

#Qust om pHeader =""

#Encr ypt Agent Nane="YES'

#Expi r edCooki elRL="<URL to redirect to>"
#FQOOConpat Mbde=""

#l dl eTi meout URL="<URL to redirect to>"
#| gnor eCPFor not pr ot ect ed="NO'
#LegacyCooki ePr ovi der =" NO'
#lLegacyEncodi ng=""

#LogLocal Ti ne="YES'

#Mast er Cooki ePat h="/"

#MaxTi meout URL="<URL to redirect to>"
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#Qver | ookSessi onFor Met hods=""
#Over | ookSessi onFor Met hodWr i =""
#Over| ookSessi onFor Ur | s=""

#Pr eser vePost Dat a=" YES'

#Secur eURLs="NO'

#UseSer ver Request | p="NO'

#Val i dTar get Domai n=""

#Conf or "TORFC2047=" YES"

#Agent NamesAr eFQHost Nanes="NO'
#4xconpat node=""

#aut oaut hori zeopt i ons=""

#def aul t host nane=""

#D sabl eDNSLookups=""

#di sal | owut f 8honcanoni cal =""
#enabl eaccount i ng=""

#enabl ent chal | enger esponse=
#f or ceget sessi ondat a=""

#ht t pser vi cepri nci pal =""

#1 gnor eXMLSDK=""

#kccext =""

#LegacyPost Pr eser vat i onEncodi ng="NO'
#l egacyt r ansf er encodi ng=""

#l egal host nanmechar s=""

#Lower CaseHI TP="YES'

#Lower CasePr ot ocol Speci fi er="NO'
#LogFi | esToKeep="0"
#Post Preservati onFi | e=
#ProxyDefinition=""

#Pr oxyHeader sAut oAut h=""

#Pr oxyHeader sAut oAut h10=""

#Pr oxyHeader sDef aul t Ti ne=""

#Pr oxyHeader sPr ot ect ed=""

#Pr oxyHeader sPr ot ect ed10=""

#Pr oxyHeader sTi neout Per cent age=
#Pr oxyHeader sUnpr ot ect ed=""

#Pr oxyHeader sUnpr ot ect ed10=""
#Ser ver Pat h=""

#snpsser vi cepri nci pal ="

#shar edsecret =""

#St or eSessi oni nSer ver =" NO'

#Tr aceR | esToKeep="0"

#Tr ackSessi onDonmai n="NO'
#UseHTTPONl yCooki es="NO'
#UseSecur eCPCooki es="NO'
#usesessi onf or anonynous=

#For Apache
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#Del et eCert s="NO'
#Get Por t Fr ontHeader s=" NO'
#H tpsPorts=""

#For |11S

#Def aul t User Nane=""
#l nsecur eSer ver ="' NO'

#For Dom no

#Dom noDef aul t User =""

#Dom noSuper User =""

#SKki pDom noAut h=""

#UseDom noUser For Unpr ot ect ed=""
#dom noaut oaut hnsf r esour ces=""
#dom nof i nal i zefilter=""

#Dom nolLegacyDocunent Suppor t =" NO'
#Dom nolLook UpHeader For Logi n="NO'
#Dom nolvapUr | For Redi r ect =" YES'
#Dom noNor nal i zeUr | s="YES'

#Dom noUseHeader For Logi n=""
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httpd.conf:

# This is the main IBMHITP server configuration file. It contains the
# configuration directives that give the server its instructions.
# See <URL: http://publib. boul der.ibmcon httpserv/nanual 70/ > for

detail ed

# informati on about the Apache directives.

#

# The instructions provided in this configuration file are only hints
or

# remnders. onsult the online docs for definitive infornation.

#

# The configuration directives are grouped into three basic sections:
# 1. Drectives that control the operation of the web server process

as a

# whol e (the 'global environment').

# 2. Drectives that define the parameters of the 'main' or 'defaul t'
server,

# whi ch responds to requests that aren't handl ed by a virtual host.
# These directives al so provide default val ues for the settings

# of all virtual hosts.

# 3. Settings for virtual hosts, which allow Véb requests to be sent
to

# different | P addresses or hostnanes and have them handl ed by the
# sanme web server process.

#

# Configuration and | ogfile nanes: |If the fil enanes you specify for
nany

# of the server's control files begin with "/" (or "drive:/" for
Wn32), the

# server will use that explicit path. |f the filenames do *not* begin
#wth"/", the value of ServerRoot is prepended -- so "l ogs/foo.log"

# wth ServerRoot set to "/opt/IBMHITPServer" wll be interpreted by

t he

# server as "/opt/IBMHITPServer/| ogs/ foo. | og".

#

### Section 1. @ obal Environnent

#

# The directives in this section affect the overall operation of |BM
HITP

# Server, such as the nunber of concurrent requests it can handl e or
wher e

# it can find its configuration files.

#

#
# ServerRoot: The top of the directory tree under which the server's
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# configuration, error, and log files are kept.

#

# Do NOT add a slash at the end of the directory path.
#

ServerRoot "/opt/1BM HITPSer ver"

#

# The accept serialization lock file MJIST BE STCRED CN A LCCAL D SK
#

#LockFi | e | ogs/ accept . | ock

#

# PidFile: The file in which the server should record its process
# identification nunber when it starts.

#

PidFile logs/httpd. pid

#

# Tineout: The nunber of seconds before recei ves and sends tine out.
#

Ti neout 300

#

# KeepAive: Wether or not to all ow persistent connections (nore than
# one request per connection). Set to "G f" to deactivate.

#

KeepA ive On

#

# MaxKeepAl i veRequests: The maxi num nunber of requests to all ow

# during a persistent connection. Set to Oto allowan unlimted
anount .

# W reconmmend you | eave this nunber high, for naxi mum perfornmance.
#

MaxKeepAl i veRequest s 100

#

# KeepAl i veTi neout: Nunber of seconds to wait for the next request from
t he

# same client on the sane connecti on.

#

KeepAl i veTi meout 10

H#Ht

## Server-Pool S ze Regul ation (MPM specific)
##

# wor ker MPM
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#

# For tuning recomrendations, refer to <NEW NFOCENTERURL>.

#

# ThreadLimt: maxi nrumsetting of ThreadsPerChild

# ServerLimt: maxi numsetting of StartServers

# StartServers: initia nunber of server processes to start

# Maxdients: maxi mumnunber of sinul taneous client connections

# M nSpar eThreads: m ni num nunber of worker threads which are kept

spar e
# MaxSpar eThreads: maxi mum nunber of worker threads which are kept
spar e

# ThreadsPer Chi |l d: constant nunber of worker threads in each server
process

# MaxRequest sPer Chi | d: naxi num nunber of requests a server process
serves

<l| f Modul e wor ker. c>

ThreadLi m t 25

ServerLinit 64

Start Servers 1

Maxdients 600

M nSpar eThr eads 25
MaxSpar eThr eads 75
Thr eadsPer Chi | d 25
MaxRequest sPerChild 0O
</ f Modul e>

#

# Listen: Allows you to bind the web server to specific | P addresses
# and/or ports, in addition to the default. See al so the <Virtual Host >
# directive.

#

# Change this to Listen on specific |IP addresses as shown bel ow to

# prevent the web server fromaccepting connections on all interfaces
# (0.0.0.0)

#

# Change this to "Listen 0.0.0.0:port" to restrict the server to

# | Pv4.

#

#Li sten 12. 34. 56. 78: 80

Li sten 80

#

# Dynamc Shared (bject (DSO Support

#

# To be able to use the functionality of a nodul e which was built as a
DSO you

# have to place correspondi ng "LoadMbdul e lines at this |ocation so
t he
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# directives contained init are actually available before they are
used.

# Satically conpiled nodul es (those listed by "httpd -1') do not need
# to be | oaded here.

#

# Exanpl e:

# LoadMbdul e foo_nodul e nodul es/ nod_f 0o. so

LoadMbdul e sm nodul e "/ opt/ net egri ty/ webagent/ bi n/| i brmod_sn?2. so”
SminitFile "/opt/1BMHITPServer/ conf/VébAgent . conf"

LoadMbdul e aut hz_host _nodul e nodul es/ nod_aut hz_host . so

LoadMbdul e aut h_basi ¢_rodul e nmodul es/ mod_aut h_basi ¢. so

LoadMbdul e authn_fil e rmodul e modul es/ mod_aut hn fil e. so

LoadMbdul e aut hz_user _nodul e nodul es/ nod_aut hz_user. so

#LoadMbdul e aut hz_groupfi | e_nodul e nodul es/ nod_aut hz_groupfi |l e. so
LoadMbdul e i ncl ude_nodul e nmodul es/ nod_i ncl ude. so

LoadModul e | og_confi g_nodul e nodul es/ nod_| og_confi g. so

LoadMbdul e i bm | ocal _redirect _nodul e nodul es/ mod_i bm | ocal _redirect. so
LoadMbdul e env_rnodul e nmodul es/ nod_env. so

#LoadMbdul e m ne_nagi ¢_nodul e nmodul es/ nod_m ne_ragi ¢. so
#LoadMbdul e expi res_nodul e modul es/ nod_expi res. so

#LoadModul e headers_nodul e nodul es/ mod_header s. so

LoadMbdul e uni que_i d_nodul e nodul es/ nod_uni que_i d. so

LoadMbdul e set envi f _nodul e nodul es/ nod_set envi f. so

#lLoadModul e proxy_nodul e nodul es/ nod_pr oxy. so

#LoadMbdul e proxy_connect nodul e nodul es/ nod_pr oxy_connect . so
#LoadMbdul e proxy_ft p_nmodul e nodul es/ nod_proxy_ftp. so

#LoadModul e proxy_http_nodul e nodul es/ mod _proxy_http. so

LoadModul e m ne_nodul e nodul es/ mod_m rne. so

#lLoadModul e dav_nodul e nodul es/ nod_dav. so

#lLoadModul e dav_fs_nodul e nodul es/ nod_dav_fs. so

LoadMbdul e aut oi ndex_nodul e nodul es/ nod_aut oi ndex. so

#LoadModul e asi s_nodul e nmodul es/ nod_asi s. so

#LoadModul e i nfo_nmodul e modul es/ nod_i nf 0. so

LoadMbdul e cgi d_nodul e nodul es/ mod_cgi d. so

LoadMbdul e di r_rmodul e modul es/ mod_di r. so

LoadMbdul e acti ons_nodul e nodul es/ nod_act i ons. so

#LoadMbdul e spel i ng_nodul e nodul es/ nod_spel i ng. so

#lLoadModul e userdi r_nodul e nodul es/ mod_userdir. so

LoadMbdul e al i as_nodul e nodul es/ mod_al i as. so

LoadModul e rewite nmodul e nmodul es/ nod rewite. so

#lLoadModul e defl at e_nodul e nodul es/ nod_def | at e. so

#

# ExtendedStatus controls whether the web server will generate "full"
# status information (ExtendedStatus (n) or just basic infornation

# (ExtendedStatus Cff) when the server status page is formatted or

# when | BMHTTP Server diagnostic nodul es report infornation. The

# default is Of.
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#

LoadMbdul e st at us_nodul e nodul es/ nod_st at us. so
<l f Modul e mod_st at us. ¢>

Ext endedStat us On

</ f Modul e>

#HH Section 2. 'Main' server configuration

#

# The directives in this section set up the val ues used by the 'nain'
# server, which responds to any requests that aren't handl ed by a

# <Mirtual Host> definition. These val ues al so provide defaults for
# any <M rtual Host> containers you may define later in the file.

#

# Al of these directives nay appear inside <Virtual Host> contai ners,
# in which case these default settings will be overridden for the

# virtual host bei ng defined.

#

#

# 1f you wish httpd to run as a different user or group, you nust run
# httpd as root initially and it wll swtch.

#

User nobody

G oup nobody

#

# Server Adnmin: Your address, where problens with the server shoul d be
# e-mailed. This address appears on sone server-generated pages, such
# as error docunents. e.g. adn n@our-donai h. com

#

Server Adm n you@our . addr ess

#

# ServerNane gives the name and port that the server uses to identify
itself.

# This can often be determned automatical ly, but we reconmend you
specify

#it explicitly to prevent problens during startup.

#

#1f thisis not set to valid DNS name for your host, server-generated
#redirections will not work. See al so the UseCanoni cal Narre directi ve.
#

# If your host doesn't have a regi stered DNS nane, enter its | P address
here.

# You will have to access it by its address anyway, and this wll make
# redirections work in a sensible way.

#

Server Nane connecti ons. exanpl e. com 80
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#

# UseCanoni cal Nane: Determines how the web server constructs self-
# referencing URLs and the SERVER NAME and SERVER PCRT vari abl es.
# When set "G f", the web server will use the Hostnane and Port
suppl i ed

# by the client. Wen set "n", it will use the value of the
Server Nane

# directive.

#

UseCanoni cal Nanme O f

#

# Docunent Root: The directory out of which you will serve your

# docunents. By default, all requests are taken fromthis directory,
but

# synbolic links and aliases nmay be used to point to other |ocations.
#

Docunent Root "/ opt /| BM HT TPSer ver / ht docs™

#
# Each directory to which the web server has access can be confi gured
# wth respect to which services and features are all owed and/ or
di sabl ed
#in that directory (and its subdirectories).
#
# First, we configure the "default" to be a very restrictive set of
# features.
#
<D rectory />
ot i ons Fol | owSynii nks
Al owOrverri de None
</Drectory>

#

# Note that fromthis point forward you nust specifically allow

# particular features to be enabled: so if sonething s not working as
# you mght expect, nake sure that you have specifically enabled it

# bel ow

#

#

# This shoul d be changed to what ever you set Docunent Root to.
#

<D rectory "/opt/1BM HITPServer/ ht docs" >

#
# Possible values for the otions directive are "None", "Al",
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# or any conbi nation of:
# Indexes Includes Fol | owSynii nks Synii nksi f Oaner Mat ch ExecQ3

Mul tiviews

#

# Note that "Milti Vi ews" nust be named *explicitly* --- "Qptions A l"
# doesn't give it to you.

#

# The (ptions directive is both conplicated and inportant. Pl ease see
#

http://publib. boul der.ibm coni htt pserv/ manual 70/ mod/ cor e. ht m #opt i ons
# for nore infornation.

#
pti ons | ndexes Fol | owSynii nks
#
# AlowOrerride controls what directives may be placed in . htaccess
files.
# 1t can be "AI1", "None", or any conbination of the keywords:
# (ptions Filelnfo AuthConfig Limt
#
Al owOverride None
#
# Qontrols who can get stuff fromthis server.
#

Q der al |l ow, deny
Alowfromall

</Drectory>

#

# WerDr: The nane of the directory that is appended onto a user's
hone

# directory if a ~user request is received.

#

<I f Modul e nod_userdir. c>
WserDir public htn

#
# Control access to WserDr directories. The followng is an exanpl e
# for a site where these directories are restricted to read-only.
#
#<Drectory /hone/*/public_htm>
AlowOverride Filelnfo AuthConfig Limt |ndexes
Qotions Milti Vi ews | ndexes Synii nkslf Oaner Mat ch | ncl udesNoExec
<Limt CET PCST CPTI ONS PRCPH ND>
Q der all ow deny
Alow fromall

HoH H HH
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# </Limt>

# <Li mt Except GET PCST CPTI ONS PRCPFI ND>
# Q der deny, al | ow

# Deny fromall

# </ Li m t Except >

#</D rectory>

</ | f Modul e>

#

# Directorylndex: sets the file that the web server will serve if a
# directory is requested.

#

# The index. htm.var file (a type-nap) is used to deliver content-

# negoti ated documents. The MiltiViews (ption can be used for the

# same purpose, but it is nuch sl ower.

#

D rectoryl ndex index. htm index. htnt.var

#

# AccessFil eNane: The name of the file to look for in each directory
# for additional configuration directives. See also the AlowQverride
# directive.

#

AccessFi | eNarre . ht access

#
# The following |ines prevent .htaccess and . htpasswd files from bei ng
# viewed by VWb clients.
#
<Files ~ "™ .ht">
QO der all ow, deny
Ceny fromal |
</Files>

#

# TypesConfi g describes where the nine.types file (or equivalent) is
# to be found.

#

TypesConfi g conf/ m ne. types

#

# Default Type is the default MME type the server will use for a
docunent

#if it cannot otherw se deternine one, such as fromfil enane

ext ensi ons.

# |f your server contains nostly text or HTM. docunents, "text/plain"
is

# a good value. |If nost of your content is binary, such as
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appl i cati ons

# or inmages, you may want to use "application/octet-streami instead to
# keep browsers fromtrying to display binary files as though they are
# text.

#

Def aul t Type text/plain

#
# The nod_nine_ragi ¢ nodul e al | ows the server to use various hints from
t he
# contents of the file itself to deternine its type. The MMMagicFile
# directive tells the nodul e where the hint definitions are |ocated.
#
<I f Modul e nod_m ne_nagi c. c>
M MEVagi cFi | e conf/ magi c
</ f Modul e>

#

# Host naneLookups: Log the names of clients or just their |P addresses
# e.g., waw apache.org (on) or 204.62.129. 132 (off).

# The default is off because it'd be overall better for the net if
peopl e

# had to knowingly turn this feature on, since enabling it neans that
# each client request will result in AT LEAST one | ookup request to the
# naneserver.

#

Host nanmelLookups O f

#

# Enabl eMVAP. Control whet her nenory-napping is used to deliver
# files (assumng that the underlying C5 supports it).

# The default is on; turn this off if you serve from NS nount ed
# filesystems. n some systens, turning it off (regardl ess of

# filesysten) can inprove perfornmance; for details, please see
# http://httpd. apache. or g/ docs/ 2. 2/ mod/ cor e. ht m #enabl emnap

#

# Enabl eMVAP of f

#

# Enabl eSendfile: Control whether the sendfile kernel support is
# used to deliver files (assumng that the G5 supports it).

# The default is on; turn this off if you serve from NS nount ed
# filesystens. P ease see

# http://httpd. apache. or g/ docs/ 2. 2/ mod/ cor e. ht m #enabl esendfil e
#

Enabl eSendfil e of f

#
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# BrrorLog: The location of the error log file.

# 1f you do not specify an ErrorLog directive within a <M rtual Host >
# container, error nessages relating to that virtual host wll be

# logged here. |f you *do* define an error logfile for a <Virtual Host >
# container, that host's errors will be | ogged there and not here.

#

ErrorLog logs/error_|og

#

# LogLevel : CGontrol the nunber of nmessages |ogged to the error |og.
# Possi bl e val ues include: debug, info, notice, warn, error, crit,
# alert, energ.

#

LogLevel warn

#

# The fol l owing directives define sone format ni cknanes for use with
# a Qustoniog directive (see bel ow).

#

LogFornmat "% % % % \"%\" %s % \"%Referer}i\"

\"% User-Agent}i\"" conbi ned

LogFornmat "% % % % \"%\" %s %" conmmon

LogFormat "% Referer}i -> %J' referer

LogFormat "% User-agent}i" agent

#

# The | ocation and format of the access logfile (Common Logfile
Format) .

# 1If you do not define any access logfiles wthin a <Virtual Hst >
# container, they will be logged here. Contrariw se, if you *do*
# define per-<Virtual Hst> access logfiles, transactions wll be
# logged therein and *not* in this file.

#

Qust onLog | ogs/ access_| og common

#

# 1f you would like to have agent and referer |ogfiles, uncomment the
# follow ng directives.

#

#Qust onLog | ogs/referer _log referer

#Qust onLog | ogs/ agent _| og agent

#

# If you prefer a single logfile with access, agent, and referer
i nfornation

# (Conbi ned Logfile Format) you can use the follow ng directive.
#

#Qust onLog | ogs/ access_| og conbi ned
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#

# AddSer ver Header

# This directive provides a neans to enabl e or disabl e Server Header
val ues.

# The default value is "". This provides a server header according to
t he

# val ues specified in the ServerTokens and ServerS gnature directives.
# Setting this directive to "Of" results in no server header

i nformation

# being returned to clients.

# Set toone of: Oh | COf

#

#AddSer ver Header O f

#

# Server Tokens

# This directive configures what you return as the Server HITP response
# Header. The built-in default is '"Full' which sends infornation about
# the G5 type and conpil ed i n nodul es. The recomended val ue i s ' Prod'
# whi ch sends the | east information.

# Set toone of: Full | G| Mnor | Mninal | Myjor | Prod

# where Full conveys the nost information, and Prod the |east.

#

Server Tokens Prod

#

# ptionally add a line containing the server version and virtual host
# name to server-generated pages (internal error docunents, FTP
directory

# listings, nod status and nod info output etc., but not G3 generated
# docunents or customerror docunents).

# Set to "EMail" to also include a mailto: link to the Server Admn.

# Set toone of: Oh | Gf | BEvail

#

ServerSignature

#

# Aiases: Add here as nany aliases as you need (wWth no limt). The
format is

# Aias fakenane real nane

#

# Note that if you include a trailing / on fakenane then the server
will

#require it to be present inthe URL. So "/icons" isn't aliased in
this

# exanple, only "/icons/". |f the fakenane is slash-termnated, then
t he
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# real nane nust al so be slash termnated, and i f the fakenane omts the
# trailing slash, the real name nust al so omt it.

#

# VW include the /icons/ alias for Fancylndexed directory listings. |If
you

# do not use Fancyl ndexi ng, you may comrent this out.

#

Alias /sitemnderagent/pwcgi/ "/opt/netegrity/ webagent/pw "
<D rectory "/opt/netegrity/webagent/pw ">

ptions I ndexes MiltiViews ExecOd

Al owOrverri de None

Q der al |l ow, deny

Alowfromall

</D rectory>

Alias /sitem nderagent/pw "/opt/netegrity/webagent/pw"
<Drectory "/opt/netegrity/ webagent/pw ">

ptions I ndexes Mil ti Vi ews ExecCd

Al owOverride None

QO der all ow, deny

Alowfromall

</Drectory>

Aias /sitemnderagent/ "/opt/netegrity/webagent/sanpl es/"
<D rectory "/opt/netegrity/ webagent/sanpl es/">

Qotions | ndexes Mil tiVi ens

Al owOrverri de None

Q der all ow, deny

Alow fromall

</Drectory>

Aias /icons/ "/opt/|BMHITPServer/icons/"

<Drectory "/opt/1BMHITPServer/icons">
ptions I ndexes Mil ti Vi ews
Al owOverride None
QO der all ow, deny
Alowfromall
</Drectory>

#

# ScriptAias: This controls which directories contain server scripts.
# ScriptAliases are essentially the sane as A iases, except that

# docunents in the real nane directory are treated as applications and
# run by the server when requested rat her than as docunents sent to the
client.

# The sane rules about trailing "/" apply to ScriptAias directives as
to

# Aias.

#

ScriptAias /cgi-bin/ "/opt/|BMHITPServer/cgi-bin/"
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<I f Mbdul e nod_cgi d. c>

#

# Additional to nod cgid.c settings, mod cgid has Scriptsock <pat h>
# for setting UN X socket for communicating with cgid.

#

#Scri pt sock | ogs/ cgi sock

</ | f Modul e>

#
# "/opt/1 BMHITPServer/cgi-bin" shoul d be changed to what ever your
Script Ali ased
# O3 directory exists, if you have that confi gured.
#
<D rectory "/opt/|BMHITPServer/ cgi - bi n">
Al owOverri de None
oti ons None
Q der al |l ow, deny
Alowfromall
</Directory>

#

# Redirect allows you to tell clients about docunments which used to
exist in

# your server's namespace, but do not anyrmore. This allows you to tell
t he

# clients where to ook for the rel ocated docunent.

# Exanpl e:

# Redirect permanent /foo http://ww exanpl e. cond bar

#

# Drectives controlling the display of server-generated directory
l'istings.

#

#

# IndexQptions: Control s the appearance of server-generated directory
# listings.

#

I ndexQpt i ons Fancyl ndexi ng Ver si onSort

#

# Addl con* directives tell the server which icon to show for different
# files or filenane extensions. These are only displayed for

# Fancyl ndexed directories.

#

Addl conByEncodi ng (QWP, /i cons/ conpr essed. gi f) Xx-conpress X-gzip
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Addl conByType (TXT,/icons/text.gif) text/*
Addl conByType (I M5 /icons/image2.gif) imnmage/*
Addl conByType (SND, /i cons/ sound2. gi f) audi o/ *
Addl conByType (M D, /icons/novie.gif) videol*

Addl con /icons/binary.gif .bin .exe

Addl con /i cons/ bi nhex. gi f . hgx

Addlcon /icons/tar.gif .tar

Addicon /icons/world2. gif .wl .wl.gz .vrmi .vrm.iv
Addl con /icons/conpressed.gif .Z .z .tgz .gz .zip
Addlcon /icons/a.gif .ps .ai .eps

Addlcon /icons/layout.gif .htm .shtm . htm. pdf
Addlcon /icons/text.gif .txt

Addlcon /icons/c.gif .c

Addlicon /icons/p.gif .pl .py

Addlcon /icons/f.gif .for

Addl con /icons/dvi.gif .dvi

Addl con /i cons/ uuencoded. gi f . uu

Addl con /icons/script.gif .conf .sh .shar .csh .ksh .tcl
Addl con /icons/tex.gif .tex

Addl con /i cons/ bonb. gi f core

Addl con /icons/back.gi f ..

Addl con /icons/hand. right. gi f README
Addl con /icons/folder.gif "D RECTCRY™"
Addl con /icons/ bl ank. gi f ~BLANKI GONM?

#

# Defaultlcon is which icon to showfor files which do not have an icon
# explicitly set.

#

Def aul t1 con /i cons/ unknown. gi f

#

# AddDescription allows you to place a short description after a file
in

# server-generated i ndexes. These are only displayed for Fancyl ndexed
# directories.

# Format: AddDescription "description" filename

#

#AddDescription "&Z P conpressed docunent” . gz

#AddDescription "tar archive" .tar

#AddDescription "G P conpressed tar archive" .tgz

#

# ReadneNane is the name of the README file the server will | ook for by
# default, and append to directory listings.

#
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# HeaderNane is the nane of a file which shoul d be prepended to
# directory indexes.

ReadneNane README ht mi

Header Nane HEADER ht m

#

# Indexlgnore is a set of filenanes which directory indexing shoul d
i gnore

# and not include inthe listing. Shell-style wildcarding is
permtted.

#

I ndexl gnore . ??* *~ *# HEADER* README* RCS O/S *,v * t

#

# AddEncodi ng al l ows you to have certain browsers (Msaic/ X 2. 1+)
unconpr ess

# information on the fly. Note: Not all browsers support this.

# Despite the nane simlarity, the follow ng Add* directives have
not hi ng

# to do with the Fancyl ndexi ng custom zation directives above.

#

AddEncodi ng x-conpress Z

AddEncodi ng x-gzip gz tgz

#

# AddType allows you to add to or override the MM configuration
# file mne. types for specific file types.

#

AddType application/x-tar .tgz

AddType i nage/ x-icon .ico

#

# AddHandl er allows you to nap certain file extensions to "handl ers":
# actions unrelated to filetype. These can be either built into the
server

# or added with the Action directive (see bel ow

#

# To use O3 scripts outside of ScriptAiased directories:

# (You will also need to add "ExecOd" to the "(ptions" directive.)
#

#AddHandl er cgi -script . cgi

#

# For files that include their own HITP headers:
#

#AddHandl er send-as-is asi s

#
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# For server-parsed i nagermap fil es:
#
#AddHandl er i nap-file map

#

# For type maps (negotiated resources):
#

#AddHandl er type-map var

#

# Filters allowyou to process content before it is sent to the client.
#

# To parse .shtm files for server-side includes (SS):

# (You will also need to add "Includes" to the "Qptions" directive.)
#

#AddType text/htm .shtn

#AddQut put Fi I ter | NCLUDES . shtni

#

# Action lets you define nedia types that will execute a script
whenever

# a matching file is called. This elimnates the need for repeated URL
# pathnanmes for oft-used G3d file processors.

# Format: Action nedia/type /cgi-script/location

# Format: Action handl er-nane /cgi-script/location
#

Qustom zabl e error responses cone in three flavors:
1) plaintext 2) local redirects 3) external redirects

HHHF B H

Sone exanpl es:

#Er r or Docunent 500 "The server nade a boo boo. "

#Error Docunent 404 /mssing. htm

#Er r or Docunent 404 "/ cgi - bi n/ m ssi ng_handl er. pl "

#Err or Docunent 402 http://ww exanpl e. cond subscri ption_info. ht m
#

#

# Putting this all together, we can internationalize error responses.
#

# W use Alias to redirect any /error/HITP <error>. htn.var response
to

# our collection of by-error nmessage multi-Ianguage col | ections. V¢
use

# includes to substitute the appropriate text.

#

# You can nodi fy the messages' appearance wi thout changing any of the
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# default HITP <error>. htm.var files by adding the line:

#
#
#

Alias /error/include/ "/your/include/path/"

# which allows you to create your own set of files by starting with the
# [opt/I BMHITPServer/error/include/ files and copying themto
/your /i ncl ude/ pat h/,

# even on a per-M rtual Hst basis.

di spl ay
# your | BMHITP Server version nunber and your ServerAdmn enail
addr ess
# regardl ess of the setting of ServerS gnature.

#

The default include files wll

# The internationalized error docunents require nod_alias, nmod_include

# and nod_negoti ati on.

| i nes.

HHHFHHFHFHFHFAFHFRHFHRHRHFHHHFHHHFSHHHFSFHHFTHH

Aias /error/

To activate them uncomment the follow ng 30

"/opt/|BM HTTPServer/error/™"

<D rectory "/opt/| BMHITPServer/error">
Al owOverride None
ot i ons | ncl udesNoExec
AddQutput Filter Includes htn
AddHandl er type-nap var
QO der all ow, deny
Alowfromall
LanguagePriority en de es fr it nl sv
ForcelLanguagePriority Prefer Fall back

</Directory>

Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent
Er r or Docunent

400 /error/HITP_BAD REQUEST. ht mi . var

401 /error/HITP_UNAUTHCOR ZED ht m . var

403 /error/HITP_FCRBI DDEN ht mi . var

404 [error/HITP_NOI_FOUND. ht m . var

405 /error/HITP_METHCD NOT_ALLOANED. ht m . var
408 /error/HITP_REQUEST TIME QUT. ht m . var

410 /error/HITP_QNE ht m . var

411 /error/HITP_LENGTH REQU RED ht m . var

412 /error/HITP_PRECCND TI ON_FA LED htm . var
413 /error/HITP_REQUEST ENTI TY TOD LARE htni. var
414 /error/ HITP_REQUEST UR _TOO LARGE htni. var
415 /error/ HITP_SERV CE_UNAVAI LABLE. ht mi . var
500 /error/HITP_I NTERNAL_SERVER ERRCR html . var
501 /error/HITP_NOT_| MPLEMENTED. ht m . var

502 /error/HITP_BAD GATEVAY. ht m . var

503 /error/HITP_SERV CE_ UNAVAI LABLE ht m . var
506 /error/HITP_VAR ANT_ALSO VAR ES. htnt . var
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#

# The foll owing directives nodi fy nornal HITP response behavior to
# handl e known probl ens w th browser inplenentations.

#

Browser Mat ch "Mzil | a/ 2" nokeepal i ve

Browser Match "MBl E 4\.0b2;" nokeepal i ve downgrade-1.0
force-response- 1.0

Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0

Browser Mat ch "Java/ 1\. 0" force-response-1.0

Br owser Mat ch "JDK/ 1\. 0" force-response-1.0

#

# The follow ng directive disables redirects on non-CET requests for
# a directory that does not include the trailing slash. This fixes a
# probl emwith Mcrosoft VWbFol ders whi ch does not appropriately
handl e

# redirects for folders with DAV net hods.

# Same deal with Apple's DAV fil esystemand Ghone VS support for DAV.
#

Browser Match "M crosoft Data Access Internet Publishing Provider”
redirect-careful ly

Browser Mat ch "~VébDrive" redirect-careful ly

Browser Mat ch ""V¢bDAVFS 1.[012]" redirect-careful ly

Browser Mat ch "~gnome-vfs" redirect-careful ly

#
# A low server status reports generated by nod_status,
# wth the URL of http://servernane/ server-status
# Change the ".exanpl e.comi to match your domain to enabl e.
#
<l f Modul e nod_st at us. ¢>
<Location /server-status>
Set Handl er server - st at us
QO der deny, al | ow
Ceny fromal |
# Add an "Allow fromi directive to provide access to the server status
page.
#
# Exanpl es:
#
# 1. Allowany client wth hostnane *.exanpl e.comto view the page.
#
# Al ow from. exanpl e. com
#
# 2. Allowthe | ocal machine to view the page using the | oopback
addr ess.
#
# Alowfrom127.0.0.1
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#

# 3. Allow any nmachine on the | ocal network to view the page.
#

# A low from192. 168. 1

</ Locat i on>

</ 1 f Modul e>

#

# Alowrenote server configuration reports, with the URL of
# http://servernane/server-info (requires that nmod i nfo.c be | oaded).
# Change the ".exanpl e.comi to match your donain to enabl e.
#

#<Location /server-info>

# Set Handl er server-info

# Q der deny, al | ow

# Ceny fromal |

# Al ow from . exanpl e. com

#</ Locat i on>

#

# Proxy Server directives. Uncomment the following lines to
# enabl e the proxy server:

#

#<I f Modul e mod_pr oxy. ¢c>

#Enabl e the forward proxy server. Note: Do not use the ProxyRequests
directive if

#all you require i s reverse proxy.
#

#ProxyRequests On

#

#<Proxy *>

# Q der deny, al | ow

# Ceny fromal |

# Al ow from. exanpl e. com
#</ Pr oxy>

#

# Enabl e/ di sabl e the handling of HTTP/ 1.1 "M a:" headers.

# ("Ful 1" adds the server version; "B ock" renoves all outgoing M a:
header s)

# Set toone of: Of | Oh | Full | B ock

#

#ProxyMia On

#</ | f Modul e>
# End of proxy directives.
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#Ht Section 3: Mirtual Hosts

#

# Mirtual Host: If you want to rmaintain nultipl e domai ns/ host names on
your

# nmachi ne you can setup Virtual Host containers for them Mst
configurations

# use only nane-based virtual hosts so the server doesn't need to worry
about

# | P addresses. This is indicated by the asterisks in the directives
bel ow

#

# P ease see the docunentation at

# <URL: http://httpd. apache. or g/ docs/ 2. 2/ vhost s/ >

# for further details before you try to setup virtual hosts.

#

# You nay use the command |ine option
# configuration.

-S to verify your virtual host

#

# Use nane- based virtual hosting.
#

#NaneM rt ual Host *

#

# Mirtual Host exanpl e:

# A nost any Apache directive nay go into a Virtual Host contai ner.
# The first Mirtual Hst section is used for requests w thout a known
# server nane.

#

#<M rtual Host *>

Server Adm n webnast er @ummy- host . exanpl e. com

Docunent Root  / ww/ docs/ dunmy- host . exanpl e. com

Server Nane dumy- host . exanpl e. com

ErrorLog | ogs/ dummy- host . exanpl e. comerror_| og

Qust onLog | ogs/ dummy- host . exanpl e. com access_| og comon

#</ M rtual Host >

H HHF B H

# Exanpl e SSL configuration which supports SSLv3 and TLSv1

# To enabl e this support:

# 1) Oeate a key database with i keynan

# 2) Udate the KeyFile directive belowto point to that key dat abase
# 3) Whcomment the directives up through the end of the exanpl e
#

#lLoadModul e i bm ssl _nodul e nodul es/ nod i bm ssl . so

#Li sten 443

#<M rtual Host *: 443>

#SSLEnabl e

#SSLPr ot ocol b sabl e SSLv2
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#</ M rtual Host >

#KeyFi | e /opt/ 1 BM HITPSer ver /i hsser ver key. kdb
#SSLD sabl e

# End of exanple SSL configuration

#

# Enabl e IBMHITP Server diagnostic features.

#

# CoreDunpDirectory directory: Sets the |location where the server wll
# attenpt to put a core dunp. The child processes running as ' User'
# (see Wser config directive above) nmust have permission to wite to
#this directive. The filesystemw || have to be | arge enough to hold
# potentially large core files.

#

# The /tnp directory is often sufficient.

#

#Cor eDunpDi rectory /tnp

# nod_npnstats logs statistics about server activity to the main
# error log. No records are witten while the server is idle.
LoadMbdul e npnst at s_nmodul e nodul es/ debug/ nod_npnst at s. so

<l f Mbdul e nmod_npnst at s. ¢>

# Wite a record every 10 minutes (if server isn't idle).

# Recommendation: Lower this interval to 60 seconds, which wll
#result inthe error 1og growing faster but with nore accurate
# infornati on about server | oad.

ReportInterval 600

# Include details of active nodule in the statistics.

TrackModul es n

</ f Modul e>

# Enabl eExcepti onHook al | ows nodul es such as nmod _backtrace and

# nmod _whatkilledus to run after a crash and gat her additi onal

# di agnostic information.

# Enabl eExcepti onHook nmust be "on" in order to use nod_backtrace or
# nmod_what ki | | edus.

Enabl eExcept i onHook n

# nmod_backtrace will record a backtrace of the crashing thread to the
# error log at the time of a crash. This is inportant infornation for
# di agnosi ng the cause of the crash.

LoadMbdul e backtrace nodul e nodul es/ debug/ nod_backt r ace. so

# nmod_whatkil | edus will record information about the current request
# and connection to the error log at the time of a crash. This is
# inportant infornation for diagnosing the cause of the crash.
LoadMbdul e what ki | | edus_nodul e nodul es/ debug/ nod_what ki | | edus. so
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# nod_net _trace will record actual data sent/received fromthe client

# and on proxy connections, even for SSL connections. UWdlike an IP

# trace, interaction with the platformnetwork APls can be seen.

# The fol |l owi ng exanpl e configuration can be activated by uncomrenti ng
# the LoadMbdul e directive.

#LoadMbdul e net _trace nodul e nodul es/ debug/ nod_net _trace. so

<l f Mbdul e nmod_net _trace. c>

Net TraceFi | e /tnp/ nettrace

Net Trace client * dest file event senddata=65535 event recvdat a=65535

</ | f Modul e>

LoadMbdul e was_ap22 nodul e

/opt /| BM HTTPSer ver / Pl ugi ns/ bi n/ mod_was_ap22_htt p. so

VébSpher eM ugi nConfi g

[ opt/ | BM HITPSer ver/ Pl ugi ns/ conf i g/ webser ver 1/ pl ugi n- cf g. xm

#

# Dynamic Shared (bject (DSO Support

#

# To be able to use the functionality of a nodul e which was built as a
DSO you

# have to place correspondi ng ~LoadMbdul €' lines at this | ocation so
t he

# directives contained in it are actually available before they are
used.

# Statically conpiled nodul es (those listed by "httpd -1') do not need
# to be | oaded here.

#

# Exanpl e:

# LoadMbdul e f oo_nodul e nodul es/ nod_f 0o. so

#

# Aias: Maps web paths into filesystempaths and is used to

# access content that does not |ive under the Docunent Root .

# Exanpl e:

# Aias /webpath /full/filesystenipath

#

# AddHandl er all ows you to nap certain file extensions to "handl ers”:
# actions unrelated to filetype. These can be either built into the
server

# or added with the Action directive (see bel ow

#

# To use Q3 scripts outside of ScriptAiased directories:

# (You will also need to add "ExecO3d" to the "ptions" directive.)
#

#AddHandl er cgi -script . cgi

Rew i t eEngi ne
RewiteCond %REQUEST UR} /(.*)/ibmsecurity | ogout(.*)
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RewiteCond % QUERY _STR NG
I' =l ogout Exi t Page=htt ps: // connect i ons. exanpl e. coni honepage

RewiteRule /(.*)/ibmsecurity_|l ogout(.*)
/ honepage/ web/ i bm security | ogout ?l ogout Exi t Page=ht t ps:// connecti ons. e
xanpl e. coni honepage [ noescape, L, R

RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRule ~/blogs/(.*)/api/(.*)

/bl ogs/rol |l er-ui/rendering/api/$1/ api/$2 [R L]

RewiteCond YREQEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/(.*)/feed/tags/atong.*)

/bl ogs/roll er-ui/rendering/feed/ $1/tags/atom [R L]
RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewiteRule ~/blogs/(.*)/feed/entries/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/entries/atoni [R L]
RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/(.*)/feed/ comrents/atong.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/ conment s/ atomi [R L]
RewiteCond YREQEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/ (.*)/feed/ bl ogs/aton{.*)

/bl ogs/rol |l er-ui/rendering/feed/ $1/ bl ogs/atom [R L]

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so
<I f Modul e nod_i bm ssl . ¢c>

Listen 0.0.0. 0: 443

<M rtual Host *:443>

Server Nane connecti ons. exanpl e. com

SSLEnabl e

Al | owEncodedS ashes

Rewr it eEngi ne

RewriteCond BREQUEST UR'} /(.*)/ibmsecurity_|ogout(.*)

Rew i teCond % QUERY _STR NG

I =l ogout Exi t Page=ht t ps: // connect i ons. exanpl e. corm honepage

RewiteRule /(.*)/ibmsecurity_|l ogout(.*)

/ honepage/ web/ i bm security_| ogout ?l ogout Exi t Page=ht t ps://connecti ons. e
xanpl e. coni honepage [ noescape, L, R

RewiteCond %9 REQUEST UR} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/api/(.*)

/bl ogs/roller-ui/rendering/api/$l/ api/$2 [R L]

RewiteCond %9 REQUEST UR} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/feed/ tags/atoni.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/tags/atom [R L]
RewiteCond % REQUEST UR} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~ blogs/(.*)/feed/ entries/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/entries/aton [R L]
RewiteCond %9 REQUEST UR} '~/ blogs/roller-ui/rendering/(.*)
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RewriteRul e ~/ bl ogs/ (.*)/feed/ comment s/ at onf. *)

/ bl ogs/rol | er-ui/rendering/feed $1/ comments/atom [R L]
RewiteCond %% REQUEST UR} '~ blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/ (.*)/feed/ bl ogs/aton{.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/ bl ogs/atomi [R L]

Aias /downl oadfiles /opt/1BMLC Share/files/upl oad/
Aias /downl oadw ki s /opt/1BM LC Share/w ki s/ upl oad/

<Drectory /opt/1BMLC Share/fil es/upl oad/ >
Q der Deny, Al | ow

Ceny fromal |

Al ow from env=REDI RECT_FI LES GONTENT

</D rectory>

<Drectory /opt/1BMLC Share/w ki s/ upl oad/ >
Q der Deny, Al | ow

Ceny fromal |
Al ow from env=RED RECT WKI S_GONTENT

</D rectory>

<Location /fil es>
| BM.ocal Redirect n
| BM.ocal Redi r ect KeepHeader s
X- LConn- Aut h, Cache- Cont r ol , Cont ent - Type, Cont ent - D sposi ti on, Last - Modi f
i ed, ETag, Cont ent - Language, Set - Gooki e
Set Env H LES _CGONTENT true
</ Locat i on>

<Location /w ki s>
| BMLocal Redi rect h
| BM_ocal Redi r ect KeepHeadEr s
X- LGonn- Aut h, Cache- Cont rol , Cont ent - Type, Cont ent - Di sposi ti on, Last - Mdi f
i ed, ETag, Cont ent - Language, Set - Cooki e
Set Env WKI'S_CONTENT true
</ Locat i on>

</ M rt ual Host >
</ | f Modul e>
SSLD sabl e

Keyfile "/opt/1BM Keyfil es/ webser ver - key. kdb"
SSLSashFile "/opt/|BM Keyfil es/ webser ver - key. st h"

Li sten 444
<M rtual Host *: 444>
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Server Nane connect i ons. exanpl e. com

SSLEnabl e

Keyfile "/opt/1BM Keyfil es/ webser ver - key. kdb"
SSLStashFile "/opt/ | BM Keyfil es/ webser ver - key. st h"
</ Vi rtual Host >

WebAgent.conf

# WbAgent. conf: configuration file for SiteMnder Véb Agent
# VWb Agent Version = 6QVR6, Build = 667, Udate =0

#agent nane="<Agent Nane>, <I PAddr ess>"
Host Confi gFi | e="/ opt/ net egri t y/ webagent / confi g/ StHost . conf "
Agent Conf i gbj ect ="dsl vnv67_wa_conf "

Enabl eVébAgent =" YES'

Server Pat h="/ opt /| BM HTTPSer ver/ conf "

| ocal configfile="/opt/|BMHITPServer/conf/Local Confi g.conf"

LoadP ugi n="/opt/ net egri ty/ webagent/bi n/1i bH t pPl ugi n. so"

#LoadP ugi n="/opt/ netegrity/webagent/bi n/l1ibAffiliatelOM ugin.so"
#LoadPl ugi n="/opt/ net egri ty/ webagent/bi n/I i bSAMAf fi | i at eM ugi n. so"
#LoadPl ugi n="/ opt / net egri t y/ webagent/ bi n/| i beTSSCH ugi n. so"

#LoadP ugi n="/opt/ net egri ty/ webagent/bi n/Ii bl nt roscopeP ugi n. so"
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