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Overview

This scenario explains how to deploy IBM Connections 4.0 in a network deployment that involves
multiple computers, that is, one IBM WebSphere cell that contains two nodes, both of which host
IBM Connections 4.0. This scenario is typical of an enterprise-level production deployment. This
article is an end-to-end guide to deploying this type of configuration with all prerequisites. You can
also follow this guide in situations in which more than two nodes are being deployed.

Deployment topology

Installing IBM® Connections 4.0 in a network deployment to achieve optimum scaling, load
balancing, and failover:

A network deployment can consist of a single server with all applications installed, or two or more
sets of servers that are grouped to share the workload. You must also configure an additional
system with WebSphere® Application Server Network Deployment Manager, which enables you to
build, manage, and tune the clustered servers.

A network deployment provides the administrator with a central management facility, and it ensures
that users have constant access to data. It balances the workload between servers, improves
server performance, and facilitates the maintenance of performance when the number of users
increases. The added reliability also requires a larger number of systems and the experienced
administrative personnel who can manage them.

When you are installing IBM Connections 4.0, you have three deployment options. This author’s
deployment uses Medium Topology.

Medium deployment

Install a subset of applications in separate clusters. IBM Connections provides three predefined
cluster names that are shared among all 12 applications. Use this option to distribute applications
according to your usage expectations. For instance, you might anticipate higher loads for the
Profiles application and install it in its own cluster, while other applications might be installed in a
different cluster. This option allows you to maximize the use of available hardware and system
resources to suit your needs.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 1
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Medium Deployment
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Figure 1.

Medium deployment

In a multi-node cluster, you must configure network share directories for content stores. When
using NFS, use NFS v4 because NFS v3 lacks advanced locking capability. When using
Microsoft SMB Protocol for file-sharing, use the UNC file-naming convention; for example:

\'\ <machi ne- name>\ <shar e- nane>.

You can assign various combinations of applications to clusters in many different ways,
depending on your usage and expectations.

The number of JVMs that you need for each cluster depends on the user population and
workload. For failover, you must have two JVMs per application, or two nodes for each cluster,
scaled horizontally. Horizontal scaling refers to having multiple JVMs per application with each
JVM running on a WebSphere Application Server instance. Vertical scaling refers to running
multiple JVMs for the same application on a single WebSphere Application Server instance.
Vertical scaling is not officially supported in IBM Connections. However, it is typically not

needed unless your server has

several processors.

For performance and security reasons, consider use of a proxy server in your deployment.
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Systems and naming conventions that are used in this document

Computer host name |Applications Version# OS/version RAM/ (VM or
cru  |HW
dm&IBM HTTP WebSphere Application WebSphere SLES 10 SP4 64 bit |8 G VM
Server.machine.com Server Deployment Manager |Application Server /2 CPUs
IBM HTTP Server v7.0.0.21 (64 bit)

IBM HTTP Server
v7.0.0.21 (32 bit)

node1.machine.com Node1 (WebSphere WebSphere SUSE 10 Linux 8 G
Application Server) Application Server 2 CPUs
v7.0.0.21
node2.machine.com Node2 (WebSphere WebSphere 8 G
Application Server) Application Server 2 CPUs
v7.0.0.21
db2server.machine.com |DB2 Tivoli Directory DB2 v9.7+FP6 8 G
Integrator) 2 CPUs

Tivoli Directory
Integrator v9.1+FP5

Contents

1. IBM WebSphere Deployment Manager: 7.0.0.0

2. IBM WebSphere Application Server: 7.0.0.0

3. Set up IBM HTTP Server v7.0 and plug-ins

4. Install WebSphere Application Server 7.0 Update Installer

5. Update Deployment Manager, Application Server, IBM HTTP Server, IBM HTTP Server plug-ins,
and SDKs to WebSphere Application Server 7.0.0.21 FixPack

6. Federate Application Server into Deployment Manager

7. Enable security on your Deployment Manager

8. Federate LDAP repositories

9. Installation of DB2 9.7 Server

10. Installating DB2 9.7 client on your Deployment Manager and Application Server nodes
11. Installation of DB2 9.7: FixPack 6: Server + Client

12. Apply the DB2 license to your server

13. Create Connections databases on DB2 server

14. Configuring Tivoli Directory Integrator

15. Installation of Connections 4.0

16. Post-installation tasks
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1. IBM WebSphere Deployment Manager: 7.0.0.0
__ 1. Copy the WebSphere Application Server 7.0 setup image CLG35M.. t ar. gz to your dn& BM
HTTP Server. machi ne. comand start the Deployment Manager installer by running the

installation from within the WebSphere Application Server folder... you should see the
following. Click Next to continue.

&/ 18M WebSphere Application Server 7.0

;w:h:ume 1o the IEM WebSphere Application Server Nevwork
| Deployment installation wizard.

| This wizard installs IBM WebSphere Application Server Metwork Deployment.
| Additional information can be found at the Information Cemers and Suppor

| sites for Webisphere and related products homepage.

Click Next 10 continue.

Installshizld

Hext = | | Cancel

Figure 2. IBM WebSphere Application Server 7.0

4 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 2. Accept the license agreement and click Next to continue.

& IBM WebSphere Application Server 7.0 = (&

InstalEhield -

Hease read the I‘ulmung Hrense - agreanment t:aml‘ullu
|nternational Program License Agreament

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPFYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE

\ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR. 4 COMPANY
QR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAVE

o FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL EMTITY TO
THESE TERMS. IF YOU DO NOT ACGREE TO THESE TERMS,

- [0 WOT DO AT INSTALL COPY ACCFSS OR ISF THF PROCEAM:
Read non=1BM 1erms

‘® | accept both the IBM and the non-18M terms

| do not accept the terms in the license agreement

< Back [dext > | Cancel

Figure 3. IBM WebSphere Application Server 7.0: License agreement

__3. Click Next at the system prerequisites check.

& 1BM WekSphere Application Server 7.0 - B

Instaltshield -

System Prerequisites Check

Passed: Your operating system completed the prerequisies check
successiulhy

Your operating system: mem or i‘ltild‘i 1|Ii l'Iﬂ_l.III'EmiFli !‘ﬂr this
product. See the WebSphere A 3

requirements Web pages for more Im'mmatlnn abnul iunmneu
operating Sysiems. Lo 1o the product suppor Web pages to obtain the
latest maintenance packages 1o apphy after instaliation.

The installation wizard also checks for existing installations of WebSphers
Application Server. To have more than one installation of WebSphere
Application Server running on the samea maching, unigque pon valuas must
be assigned 1o each installation. Gtheradse, onby one installation of
WebSphere Application Server can run

& [nstallations of WebSphere Application Sener prior 1o Yersion
5.1 may not be found refiabhy

| wInstallations of WebSphere Application Server that arenst

i

| < Back hext > Cancel

Figure 4. IBM WebSphere Application Server 7.0: System Prerequisites Check

© Copyright IBM Corp. 2013

IBM Connections 4: PDS SUSE SiteMinder

5



Deployment Scenarios

__ 4. Do not select anything from the optional features and click Next to continue.

i 18M WebSphere Application Server 7.0

 Optional Features Installation

; descriptions of the optional features.

: ] Install the Sample applications.

environments,

console from machines with non=-English locales.

InstallEhield —

| Select |[BM WebSphere Application Server Network Deployment feaures 1o
| install. Sed the InstallGuide_an.htmi fil2 in the docs directory for detailed

The Samples include both source code files and integrated enterprise
applications that demonstrate some of the [atest |ava (TM) Platform,
Enterprise Edition (java EE) and WebSphere technologies. The samples
are recommended for installation to learning and demonstration
emdronments, such as development emdronments, However, they are
not recommended for installation 10 production application server

i [ Irvsyabl nun~EinH§h language packages for the administrative console,
In addition 1o installing the English language files, vou can also install
all the non-English language files needed for using the administrative

' [l Install non-English language packages for the application server runt...
1

\ <Back | | Next>

. gancel

Figure 5. IBM WebSphere Application Server 7.0: Optional Features Installation

__5. Change the default installation path if needed and click Next to continue.

. Installation Directory

installed 1o the specified directony.

location.

Product installation location:

iti 1BM WebSphere Application Server 7.0 = = %

IEM WebSphere Application Senver Metwork Deployment, Yersion 7.0 will be

Specify a different directory or click Browse 1o select a different install

{ fopt fIEM fWebSphere/DeploymentM anager

|_Browse... ||

hristalShled

< Back Mext

Il Lancel

Figure 6. IBM WebSphere Application Server 7.0: Installation Directory

6 IBM Connections 4 Public Deployment Scenarios
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___6. Click Management, to install the Deployment Manager. Then, click Next to continue.

& IBEM WebSphere Application Server 7.0 -

Instaltshield

WebSphere Application Server Environments

Select the tvpe of WebSphere Application Server amlrnﬂmnm_m creafte
during instalation. Athough onhy one environment type can be chosen,
additional profiles can be created after installation using the Profile
Management Tool,

Environments

Cell {depleymen manager and a managed node)

AT aa et bl Ao b e bt

Application server
Custorm
secure proxy (configuratian-anhj
Hone
Descnption

A management profile provides the senver and services for managing
multiple application server emdronments; The administrative agent
manages application servers on the same machine. The Matwork
Deployment edition also includes a deployment manager for tighthy
coupled management and a joby manager for loosehy coupled
management of opologies distribuied over muliple machines.

x

|_ < Back Hext | | Cancel

Figure 7. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments

__7. Click Deployment Manager and then Next to continue.

& IBM WebSphere Application Server 7.0 =

InstalShi=d

I Server Type Selection
Select the tvpe of server 1o be created in this management profile,

L Administrative agent

An administrative agent provides managemeant capability for multiple
srand-alone application servers. An administrative agent can manage
onhy the application servers that exist within the same installation on ong
machine.

' Deployment manager

A deployment manager provides management capability for multiple
federated nodes. A deployment manager can manage nodes that span
multiple systems and platforms. The nodes that are managed by a
deplovment manager can onhy be managed by a single deployment
manager and must be federated to the cell of that deployment manager.

| (! |ob manager

(4]

< Back L Mext > | I Lancel

Figure 8. IBM WebSphere Application Server 7.0: Server Type Selection

© Copyright IBM Corp. 2013
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___8. Enter the user name and password and click Next to continue.

& IBM WebSphere Application Server 7.0 =1

Enable Administrative Security

Choose whether to enable administrative security. To enable security,
SpECify & user name and password to log in to the administrative tools. The
adminisirative user is created in 3 repository within the Application Server,

After installation finishes, you can add maore users, groups, or external
repreitories.

| Enable administrative security:
User name:

.Eés_swm'd:

Confirm password:

See the [nformation Center for more inforrmation about adminlstrathe
SECUFTY.

Insaizhield
< Back Hext > l Cancel |
Figure 9. IBM WebSphere Application Server 7.0: Enable Administrative Security
__9. Do not select “Create a repository”. Click Next to continue.
& IBM WebSphere Application Server 7.0 = =i

.: Repository for Centralized Installation Managers

Choose whather 1o creale a repositony for centralized installation
management. Deployment managers can access and install contents fram
thiz repository 1o other targel lacations. If created now, a copy of this

ins1allation package can be put in the repositony. Use the WebSphere
Instaliation Factory to create and populate a repository later,

[ Create a repository for Certralized Installation Managers.

Irestalfhield

I < Back Maxt > | Cancel |

Figure 10. IBM WebSphere Application Server 7.0: Repository for Centralized Installation Managers
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___10. Verify the permissions and click Next.

& |8M WebSphere Application Server 7.0

. Installation Summary

Rewiew the summarny for correctness. Click Back 1o change walues on
previous panels. Click Mext 1o Begin the nstallation.

[ Werify iy permissions 1o perforn the instaliation.

Warifying your permissions can help ensurs that the installation can finish
successfulty. If vou are sure you have proper permissions, then you can
bpass this check and save time.

The following product will be installed:

& IEM WebSphere Application Server Network Deployment
Produc inst2iiation location; fopt/IBM fWebSphere/AppServer

The following features will be installed:
& Core product files
_ Toal size; I =1

InstaliShisld

<Back |  MNext> ||  Cancel |

Figure 11. IBM WebSphere Application Server 7.0: Installation Summary: Verification

___11. Review the installation summary and click Next.

[} lHMh":hSph:m Application Server 7.0 - 0 X

Installation Summary

Sucoess: You have sulficien parmissions 1o parform the mstalation.

Feview the summany for correciness. Click Back to change values on
previous panels. Click Mext 1o begin the installation,

The following product will be installed:

@ IEM WebSphere Application Server Network Deployment
Product installation lecation: foptfIBM fWebaphere/AppSenver =

The following features will be installad:
& Core product files

Total size:
& 1000 MB

4]

Instalishield -

| < Bark Hext> || Cancel |

Figure 12. IBM WebSphere Application Server 7.0: Installation Summary

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 9
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The installation starts to copy files.

& 1BM WebSphere Application Server 7.0 = B

Installing component: prered.jython

Instaihield

Figure 13. IBM WebSphere Application Server 7.0: Component installation in progress

___12. After some time the installation finishes. Click Finish to exit the installer.

Installation Results

Success: The following product was Installed successTulhy

& IEM WebSphere Application Server Network Deployment -
foptfIEM jWebSphere fDeploymentM anager

Application server emdronment;
& Deplovment manager

importamt configuration information is in the AboutThisProfile txt log.
JoptJIBM fWebSphere JDeploymemManager/profiles fDmgrd ] flogs fAboutThi

The next step in creating a Network, Deplovment environment |s 1o stan -
the deployment manager so that nodes can be federated inta its cell
After the deployment manager is staned, vou can adrminister the nodes
lha'*he[ang to the cell

You can star and stop the deployment manager from the command line -

prrha Cives stame rapssls T Fies seame sapesis slan nae Melis sn S il bt

Instalshield

| Einish |

Figure 14. IBM WebSphere Application Server 7.0: Installation Results

10 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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___13. Inthe First steps screen, click Installation verification.

40| WebSphere Application Server - First steps - Dmgrol

WebSphera Application Se

First steps
Irnsrallatlun verification |
Confirm that wour server 15 installed and that it can start properly.

Start the deployment manager
Start the depleyment manager and its applications.

Administrative console
Install and administar applications,

Information center for WebhSphere Application Server
Learn more about WebSphere Application Server,

Migration wizard
Migrate WebSpheare Application Server 5.1, 6.0 or 6.1 wo version 7.0,
Migrate WebSphere Application Server Feature Pack for Web Services to version 7.0,

Exit

Figure 15. WebSphere Application Server: First steps

The installation verification tool succeeded, as shown in the following figure.

Profile name 5 0mgrd 1

[Prafile horne is: Jopd [ [WebSphere fDeploymemMana ger/profile s/ Dmgri

[Frofile type is.managemen

afl name i5wdm & ihe Celiol

Mode name g Eihe . Celllanagani]

WCirent erdoding i UTF-B

[SLEM funfeng the Telldwing oomanand. fopl IBM fwWebSpners iDeplosien Manager fodotiles FOmgr 1 /oind namSener. <k dmgr -profileName Dingril
>aDMUGLEEE Tood infarmation s being logged in file

= Jopt fIBM fwebSphere [Depleymentd anager ) profiles f Dmgrd 1 flogs fdmgr f startServer log

>ADMUDEZEE Saring tool with the Dmgndl profile

=ADHUT L0 Feamng configuration for senver dmgr

= ADMUE 2000 Servar ksunched. Walting for innialization smans

= ADM U000 Server dege open for e-busmess, profeds id 2 10146

CerviEr Dol nurnber |5 5060

ITLOG 10 Connecting 16 the  dmEdhs machinecom  WebSphers Apphcation Server on port: Sddd

I TLOG 1% WabSphere Applcation Server dmBdhs.machihe com 5 running on port; S046:0 for profis Cmgrd 1

I TLOOZS 1 The ingraliation Verfication Tool i $C8AAING TRe 1apt/ UM (wWebSphere [DeploymentManagerprofiles iDmgro 1 legs/dmgr/Sysemout log 1l
NLES AL 12:35:01 144 6T] 00000000 WakeySiore W CWREIQD4IW. One or more Key SIores are ising 1he defaul passeond
NA10yS AL 12:35:05 185 BT] 00000000 ThreadFooldgr W 'WSYRGG26W The ThreadPool eting on the ObjenRequesiBroker serdoe is deprecaed
CR0gS a1 12:35:33:85 1 BT) 00000000 TepTrardpors W ADMOOO02SW. In proceds distovenys the 127 0001 P address (8 ued 10 advertide an ang

T LG 3 érrord fwarnings are detécted in (he JoptIEM MWebSphens fDeploymint Manager fprofibed  Demgod ] flogs famgr yibemOu. log e l!I |
T LOGT0: The initaliation Yerdfication Tool verdfication succesded

-
*

Figure 16. First steps output: Installation verification

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 11
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2. IBM WebSphere Application Server: 7.0.0.0

f"‘“‘“‘
Note
e \/ N
Do this step on each node of your Connections cluster.
G J

__ 1. Copy the WebSphere Application Server 7.0 setup image CL&G5M.. t ar . gz to your
nodel. machi ne. comand node2. nachi ne. comand start the Application Server installer by

running installation from within the WebSphere Application Server folder. Click Next to
continue.

& IBM WebSphere Application Server 7.0 o X

Welcome 10 the IEM WebSphere Application Server MNetwork
Deployment installation wizard,

This wizard installs IBM WebSphere Application Server Network Deployvment.

Additional information can be found ar the Information Centers and SUpporn
sies for webSphere and relsied products homepage

Click: Mext 1o continue

ins1alGhield

Hext = Cancel

Figure 17. IBM WebSphere Application Server 7.0: Welcome

12 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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__ 2. Accept the license agreement and click Next to continue.

& 18BM WebSphere Application Server 7.0

Flem read the fuﬂbw]ng license wmm carefully.
imernational Program License Agreement -

Part 1 - General Terms

BY DOWHLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU ACREE TO THE TERMS OF THIS AGREEMENT, IF YOL ARE
WWCCEPTING THESE TERMS OMN BEHALF OF ANOTHER PERSON OR A COMPANY
[{OF, OTHER LEGAL ENTITY, YOU REPRESENT AND WARFANT THAT YOU HAYE
[FULL AUTHORITY T BIND THAT PERSON, COMPAMY, OR LECAL ENTITY TO
THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

-nau:rrmr ﬁﬁ'ﬁﬂlf}ﬁ.ﬂ lN‘?l'All COPY _ACCFSS (6R ISE THE PEOCEAM 1¥]
| Ria.d mn-IEM LEMms.
(® | accepl both the IBM and the non-(BM terms

()| do not accept the 1arms in the license agreamernt

M pri |

Instalihield -

< pack pext s | Cancel

Figure 18. IBM WebSphere Application Server 7.0: Software License Agreement

__ 3. Click Next in the system prerequisites check panel.

&l 1Bm WebSphere Application Server 7.0 = 3 X

System Prerequisites Check

Passek: Your operating system completed the prerequisiies check
successiully.

Your oparatng systerm meets o e:uau‘s the requlrements fur this
product, See the WehShhers -

requirements Web pages l‘nr rmre information about smponeu
operating systems. Go to the proguct support Web pages 10 obialn the
[atest maimenance packages 10 apphy aner insallation.

The instaltation wizard aleo checks for existing installations of WebSphere
Application Server. To have more than one installation of WebSphere
Application Senver running on the same machine, unlgue port values must
be assigned 10 each installaion. Ctherwise, onhy one installation of
WebSphers Application Server can run.

& Installations of WebSphere Application Server prior 10 Yersion
6.1 may not be found reliabihy

_ minstaliations of WebSphers Application Server that arenot | =

Instalishield

| ﬂﬂi:.tl'; l"_ Mest > al | ® Cancel

Figure 19. IBM WebSphere Application Server 7.0: System Prerequisites Check

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 13
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__ 4. Select Install a new copy of IBM WebSphere Application Server Network Deployment

(it shows only if the Deployment Manager and Application Server are installed on the same
computer).

& IBM WebSphere Application Server 7.0 (ml 4

| Detected IEM WebSphere Application Server Network Deployment

The instaliation wizard detected an existing installation of 1BM WebSphere

Application Server Network Deplovment. You can add new featurses to an

| exlsting copy. install & new copy or create a new profile that runs from the
core produdt files alreachy installed on vour Computer.

| Lt And Teatures 0 IBM WebSphere Application Server Network Deploymen

l |

w Install @ new copy of IBM WebSphere Application Server Network
~ Deploynant

Instalishieid

{ < Back Hext = | Lancel

Figure 20. IBM WebSphere Application Server 7.0: Detected IBM WebSphere Application Server Network Deployment

__ 5. Do not select anything from the optional features and click Next to continue.

i IBM WebSphere Application Server 7.0

Optional Features Installation =

Selact [BM WebSphers Application Server Network Deployment features to

Install, See the InstallGuide_en, himl file Inthe docs directory for detalled
descriplions of the optional featuras,

[ ] Ing1ali the Sample applications.

The Sampies include both source code files and imegrated enterprise
applications that demonstrate sorme of the latest Java (TM) Platform,
Enterprise Edition (Java EE) and WebSphere technologies. The samples
are recommended for installation to leaming and demonstration
enmdronments, such as development emvironments. However, they are
not recommended Tor installation o production application senver
ErArOnIments.

.| Ins1all non-English language packages for the administrative console,

In addition 1o installing the English language files, you can also install
all the non-English language files needed for using the administrative
console from machines with non-English locates.

LI Ins1gll non-English language packages for the application server runt..,

InstalGhield

| < Back Mext > || Gancel

Figure 21. IBM WebSphere Application Server 7.0: Optional Features Installation

14  IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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___6. Change the default installation path if needed and click Next to continue.

i 1BM WebSphere Application Server 7.0

Installation Directary

|IEM WebSphere Application Server Network Deployment, Version 7.0 will be
Instalied to the specifisd directory.

‘Specify a different directory or click Browse to select & differant install
location.

Eroduct installation location:
| fopt fIBM f WebSphere fAppSener

. B2
Ins1aifsnield
i < Back et > | Lancel
Figure 22. IBM WebSphere Application Server 7.0: Installation Directory
___7. Select Application Server and click Next to continue.
& IBM WebSphere Application Server 7.0 = 0 X

InstaliShisld

|| Custom

' WebSphere Application Server Environments

! Select the Type of WebSphere Appilication Server environment 10 create
during instaliation. Although onhy one emvronment type can be chosen,
additional profiles can be created after installation using the Profile

| Management Tool,

Eﬁmu'_mmems

| Cell (deplownent manager and a managed node)

| Management

“pplication server I

| Secure prowy (configuration-onk)
None
Description

A stand-alone application server emdronment runs Vour emerprise
applications, The application server ks managed from is mam
administrative console and functions independent of all other application
server and deplovment managers,

i. < Back  mextx . cancer |

Figure 23. IBM WebSphere Application Server 7.0: WebSphere Application Server Environments

© Copyright IBM Corp. 2013
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___8. Enter an admin name and password and click Next to continue.

& |8M WebSphere Application Server 7.0 = O %

Enable Administrative Security

Choose whether 10 enable administrative security. To enabie security,
specily a user name and password to log In to the administrative togls. The
administrative user ks created in a reposiony within the Application Server.
After installation finishes, vou can add more users, groups, or external
repasitones. '

lv] Enable administrative security.

See the [nfgrmation Center Tor mone information abowt administrat ive
SEturity:

InstaliShisid

< Back ]_ Bt = | gancel |

Figure 24. IBM WebSphere Application Server 7.0: Enable Administrative Security

__ 9. Verify the permissions and click Next to continue.

& |BM WebSphere Application Server 7.0 2y D

Installation Summary —

Review the sumrmary for correctness. Click Back to change values on
previous panels. Click Next 1o begin the instaliation.

v [ Werify my permissions to perform the mstallation.

Werifying vour permissions can help ensure that the installation can finish
successfulhy If you are sure you have proper permissions, then you can
brvipass this check and save time.

The following product will be installad:

& |[EM WebSphere Application Server Metwoark Deployment
Product instaiation location; fopt/IBM  Web5Sphere fAppServer

The Tollowing features will be installed:
& Core product files

Instalishield -

< Back [deaxt > . I Cance| |

Figure 25. IBM WebSphere Application Server 7.0: Installation Summary: Verification
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___10. Review the Installation Summary and click Next to continue.

IBEM WebSphere Application Server 7.0

Figure 26. IBM WebSphere Application Server 7.0: Installation Summary

The installation starts to copy files.

Figure 27. IBM WebSphere Application Server 7.0: Component installation in progress
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1.

After some time the installation finishes. Click Finish to exit the installer.

Inztatchisld

&' IBM WebSphere Application Server 7.0 - O X

Instaliation Results

Success: The foliowing product was instalied successfulhy

& |EM WebSphere Application Server Network Deployment -
JoptfIEM fWebSpherefAppSerer

Application server environment:
& Application server

Imporiant configuration information is in the AbowtThisProfile 1xt log,
fopt fIBM [ WebSphere fAppServerfprofiles fAppSrO 1 /logs fADonT hisProfile.

The next step Is 10 decide whether 1o federate the appilcation server ino
a deployrnent manager cell.

To fecerate the applcation server, wse elther the addMNode command or
the adminisirative console of the deployment manager. Using the
adminisirative console requires the application server 1o be running.

|| Einish

Figure 28. IBM WebSphere Application Server 7.0: Installation Results
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__12. Inthe WebSphere Application Server, click Installation Verification.

@ WebSphere Application Semver - First steps - AppSnv0 |

WebSphere Application Se

First steps

|Ir1-itall.al 1wn verification |
Confirm that your server (s installed and that it can start properly

Start the server
Start the server and its ap plications,

Administrative console
Install and administer applications,

Information center for WebSphere Application Server
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 w version 7.0,
Migrate Wab5phere Application Server Feature Pack for Web Services to version 7.0.

Exit

Figure 29. WebSphere Application Server: First steps

The installation verification tool succeeded, as shown in the following figure.

farvEs MAmE i jerverl

Profile rdme 15 AppSrdl

Frofie home 5 fops BN WebSphere JAppSenver fproffes fADRRredl
Frofie type (s defaun

Cell ndma 15 notiel ModedlCen

ol name 5 " nodel -Modedl
urren encoding s UTF-3

> A0MUG 1181 Tood infarmation & being logged n file

= JOp1JIBM PWebSphere lappserverprofiles/Appsre0 L flogsiserver L fstanServer log

>ADMUG12E1: Fnaming 1ol with the AppErdd ] profibe

= A0MUZ 1000 Reading configuration for servr senverl

= ADMUTZ00 Terver launched, Waiting for initialization staus

= ADMUTO00L Serer serverl open 1oF &-Busineds; process o i 10453

ervr port number 5 S080

TLOOLGE Connecting to the  Todebmaching com - - welSphers Appication Server on port SH80

TLOOLSE WebSphere Applicathon Server  model.machine com 15 Pannireg on @0 9030 for profile Appsrvll
e5ting server uging 1he tollowing URL bnp {1 noded.mackine.com = 2080 /it it ServerPparm = b serdet
LOOS0L Serdet engine vendfication status. Fassed

ESLNg SErver uging e following URL hnp: [ rode Lmachme com QOB0 [ feasenverTpamm2 = RADTITER. (30
TLOOESLE JawaServer Pages files wenficationsiaus: Passed @

esting server using ihe followang URL htp Jffﬂﬂdfi‘-ﬂﬁfﬁlﬁ-ﬁ-mm ; S080 it S server?parm? = igjb

LODEDE Enterprise Dean verification sanus: Passed

Lan rusining the (ethwing command fopl /IBM 'WebSahers L AgpSe rverf profiles L ApaSrad 1 foin [otanSener. sh ferver] -profiehiame AgpSril

Figure 30. First steps output: Installation verification
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3. Set up IBM HTTP Server v7.0 and plug-ins

__1. Copy the installation files to your dn& BM HTTP Ser ver . machi ne. comand start the IBM
HTTP Server installation from the WebSphere Application Server 7.0 Supplement CD
Package. The IBM HTTP Server 7.0 installation wizard opens. Click Next to continue.

& IBMHTTP Server 7.0 et [E

Welcome to IBM HTTP Server 7.0

This wizard instafls IBM HTTP Server 7.0 00 your computer,

See the |BM HTTP Server 7.0 Installation Cuide to learm maore abous this
Imstallation,

CHck Mext to continue.

InstaliGhield

i pext > } i Cancel |

Figure 31. IBM HTTP Server 7.0: Welcome
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__ 2. Accept the license agreement and click Next.

& IBM HTTP Server 7.0 o ]

icense Agreement

Nme L d the following license ugmmam :mrum
-Imerna'tlanaj ngram Lll:EME Agreemen! ||

I
Part 1 - Ganeral Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OF USING THE
[PROGCFAM 10U AGREE T THE TERMS OF THIS ACREEMENT. IF YOU ARE
MCEPTJNG THESE TERMS ON BEHALF OF ANOTHER PERSOM OR A COMPANY |
| [OR: OTHER. LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HA‘-"E_

FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO
|THﬁE TERMS, IF YOU DO NOT ACREE TO THESE TERMS,

=00 NOT DOWHLCAD INGRTALL COFY ACCESS OR LGE THE PROCGRAM- i

Il Fead non-I1BM terms :

» | accept both the IBM and the non-IBM terms
) 1 dho ot accept the terms in the license agreement

------ [ piini|
Instaiishield -
< Back Mext | |[ Lancel
Figure 32. IBM HTTP Server 7.0: Software License Agreement
___ 3. Inthe System Prerequisites Check panel, click Next to continue.
& IBM HTTF Server 7.0 = 3 %

System Prerequisites Check

Passed: Your operating system completed the prerequisites check
successiulhy.

Your npmlﬂy swmm mgets or mﬂ:e&ds thﬂ reqdrmnm: fnrthds product.

pages for more rnfwmatlnnahnm supp-nned unemlnn sw:ms o to the
product suUppon Web pages 1o obtain The latest maintenance packages o
apphy after installation.

Click Mext 1o continue the installation.

InstalShield

< Back et > ' Cancel
| | |

Figure 33. IBM HTTP Server 7.0: System Prerequisites Check
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___ 4. Change the default installation path if needed and click Next to continue.

¥ 1BM HTTP Server 7.0

Figure 34. IBM HTTP Server 7.0: Enter the installation location
__ 5. The default port values should be fine. Click Next to continue.

& [8M HTTP Server 7.0

Figure 35. IBM HTTP Server 7.0: Port Values Assignment
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___ 6. Specify and admin user (for example, | BM HTTP Ser ver adn n) and password and click
Next to continue.

& IBM HTTP Server 7.0

. HTTP Administration Server Authentication

| Create a user ID and password 10 authenticate to the [BM HTTP Server

| administration server using the WebSphere Application Server administrative

| console. The newhy-created user ID and password is encrypted and stored

| in the conf fadmin. passwd file. You can create additional user |Ds aner the
instaltation by using the Mpasswd utiling

|
lv| Create a user ID for [BM HTTP Server administration server authenticati...

i

Password:
|

lt_:g_nl‘inn Password.

(]

Insrafshieid

| < Back hlext > | | Cancel |

Figure 36. IBM HTTP Server 7.0: HTTP Administration Server Authentication

___7. Forthe administration server, enter a user ID and a group (for example, | BM HTTP
Ser ver adni n for the user ID and | BM HTTP Ser ver adni ns for the group). Click Next to
continue.

[@®] [BMHTTP Server 7.0 |

Setup HTTP Server Administration Server

Perform steps 10 administer [BM HTTP Server using the [BM HTTP Server
administration server on Linux and UNEE operating systems. When selected,
the installation grants a user ID write access 10 the necessary |BM HTTF Server
and plug-in configuration files. Optionalky, you can complete this step after
instaliation oy running the setupadm script.

=1 Setup [BM HTTFP Server administration server 10 administer BM HTTP
- Server.

= Create a unigue user 1D and group for IBM HTTP Server administration
~iles.

User ID:

[z admin ;

The user 10 for the administralion server cannot

Bé 3 root user,

Group: k
||h;_a-|;lrm'ni

Instalhiebd -

| <pak | [ Nea> | || gancel |

Figure 37. IBM HTTP Server 7.0: Setup HTTP Server Administration Server
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___8. Select Install the IBM HTTP Server Plug-in for IBM WebSphere Application Server. Provide
the web server definition and host name information, and click Next to continue.

IEM HTTP Server Plug-in for IEM WebSphere Application Server

Silenthy install the plug-in using the remote installation scenario. The host
name and web server definition are used when creating the default plug=in
configuration file, This file is used 1o route requests to the Application Server.
If there are multiple Application Servers, then select one of the servers and
specify the machine's host name,

Install the IBM HTTP Server Plug-in for IBM WebSphere Application Server
Web senver definition:
webserverl
Host name or IP address for the Application Senver:
|dm&ihs.machine.¢om

InstaliShield -

< Back | Hext ;- ] I Cancel |

Figure 38. IBM HTTP Server 7.0: IBM HTTP plug-in for IBM WebSphere Application Server

__ 9. Inthe Installation summary panel, click Next to start the installation of the files.

Installation summary |~

|Review the summary for correciness, Click Back to change values on
| |presious panels. Click Mext to begin the installation.

EM HTTP Server will be installed 1o the following location;

JoptfIBM fHT T PSenver

‘with the following conflguration:

HTTP Porc 80

HTTPF Administration Port 8008

User ID for HTTP Administration Server Authentication: ihsadmin

IBM HTTP Server Plug-in for IBM WebSphere Application Server will be
Installed to;

fopt/IBM [HT T PServeriPlugins

| Total size:

_| -

Inz1allShield

I < Back l e LA 1 | :ianc;?l

Figure 39. IBM HTTP Server 7.0: Installation summary
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10. After some time the installation completes. Click Finish to exit the wizard.

-

IBM HTTP Server 7.0

mwTT—.

Figure 40. IBM HTTP Server 7.0: Installation complete
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___11. IBM HTTP Server 7.0 is now installed. To start it, go to / opt / | BM HTTPSer ver / bi n and run
.l apachect| start. You can also start the admin by running ./ adm nct| start. Then, go
to http://dn& BM HTTP Server. nachi ne. com The following page is displayed.

{Dle [t Yoow Higtory Eockmaets Tooh e
r"-‘*;? c = o~ B hitpel/nBis.cnadhirie.£om '-_-'_"'_-l"-';d'---'-:'r:'-.‘-':- Mediadar £ 2 |
& Mot Visked ;1M

B Pt Sturekbing.. o -~ Sgn-in

Veoh - | succntom ko seate - | [ -1 (9 viteo Cramnas: G dommiona viteo [ Loncn QD00 hd  » N[ &

53 E— e (L P - T - P
:ﬂ-.muﬂd-i_s;gd;;;ﬁ;d:wmf!am-uﬂﬁ!mm:n nw "‘li
| 1B HTTP Server [ =

WebSphera. software

IBM HTTP Server version 7.0

;) | O nformation
Adminisaration conter

Figure 41. IBM HTTP Server Version 7.0
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4. Install WebSphere Application Server 7.0 Update Installer

__ 1. Copythe 7.0.0. 9- W5 UPD - Li nuxAMD64. t ar . gz to your computers and uncompress the
installation. Go into Updat el nstal | er and runi nst al | . The installation wizard opens. Click
Next to continue.

&

& Installation Wizard for the Update Installer 7.0.0.9

Installation Wizard for the Update Installer

Wwelcome to the Installation Wizard for the [BM Update Installer for
webSphere Software, Mdmunal mmrma:lun :an be found &t the [nfarmation

Click. Mext 1o continue. .;

IrstalGhield

Mext > [l cancel

Figure 42. Installation wizard for the Update Installer 7.0.0.9: Welcome
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__ 2. Accept the license agreement and click Next to continue.

i | Installation Wizard for the Update Installer 7.0.0.9

u:,lrl-l ement

Please read the fullunwlng Il:ense agreemem -:arefmrn,.r
finternational Program License Agresment ;.:

Fart 1 - General Terms

B DOWNLDADING, INSTALLING, COPYING, ACCESSING, OR USING THE
FROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT, IF YOU ARE
Iﬁ.C‘:EP'TIN'E THESE TERMS ON BEHALF OF ANOTHER PERSON OF A COMPANY

R OTHER LECAL ENTITY, YOU REPEESENT AND WARFAMT THAT YOU HAYE
o FULL AUTHORITY T BIND THAT PERESOM, COMPANY, OF LEGAL ENTITY TO
THESE TERMS. If YOU DO NOT AGREE TO THESE TERMS,

= (100 MOT DOWHILOAD INSTALL COFY ACCESS QR LISE THF PROCEAM .1
l l Fuzad nof-1BM terms |
l ® | accept both the [BM Md the non-IEM terms

|m l o | do not accept the terms in the license agreement

ImstailShirid — =

< Back Mextz | Cancel

Figure 43. Installation wizard for the Update Installer 7.0.0.9: Software License Agreement

___ 3. Inthe System Prerequisites Check panel, click Next to continue.

System Prerequisites Check

Passed: Your operating system completed the prerequisites check
suCcessiulhy.

Your operating S"!-SIEI'I'I mems ar em:eeds lh! requlr‘emenls rurihbs product.
See the Wel I I A

pages for more Im‘nm'naljm about sup-pnm!d operating synems Goto the
proguct support Web pages 1o obtain the latest maintenance packages to
apphy after installation.

Click Mext 10 continue the installation,

InstallShield

E < Back l Hext > | I Lancel |

Figure 44. Installation wizard for the Update Installer 7.0.0.9: System Prerequisites Check
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___4. Change the installation path location if needed and click Next to continue.

& Installation Wizard for the Update Installer 7.0.0.9 ll=]]
i'r;éu;]iéunn Directory
IBM Update Instalier for Websphere Software, Wersion 7.0.0.9 will be
installed to the specified directony:
You can specify & differant directony or Click Browse to select a directony
Directory path:
| FopnIBM fWebSphere/Updateinstaller
! Browse... |
]
Instals hield
< Back Mext > J LCancel
Figure 45. Installation wizard for the Update Installer 7.0.0.9: Installation Directory
___5. Check the installation summary and click Next to continue.
& Installation Wizard for the Update Installer 7.0.0.9 = =

Installation Summary

Feview the summary for correciness. Click Back 10 change the wvalugs on
previous panels. Click Next 1o begin the installation.

The following product will be installed:

& |EM Update Installer for WebSphere Software
Patk: /opt/1BM/ WebSphere/Updatelnsialer

for a total size:
& 320 ME

Instalshield -

< Back Mext = | Cancel |

Figure 46. Installation wizard for the Update Installer 7.0.0.9: Installation Summary
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The installation of the files starts.

& Installation Wizard for the Update installer 7.0.0.9 =1 =] %
Creating the uninstaller...

Instalishiaid -

Figure 47. Installation wizard for the Update Installer 7.0.0.9: Installation in progress

___6. After some time it completes. Click Finish to exit the installer. WebSphere Application
Server Update Installer is now successfully installed. .

Installation Complete

Success: The following procuct was successiully installed:
& |[EM Update Installer for WebSphere Software
Path: fopt /MM WebSphere/Updatelnstalier

|¥| Launch [BM Update Installer for WebSphere Software on exit.

You can also launch the Update Installer by runming the update command in
the installation directony.

Click Finish 10 exit the wizard,

InstallShisid —

I = = I

Figure 48. Installation wizard for the Update Installer 7.0.0.9: Installation Complete
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5. Update Deployment Manager, Application Server, IBMHTTP
Server, IBM HTTP Server plug-ins, and SDKs to WebSphere
Application Server 7.0.0.21 FixPack

1. Copy 7. 0. 0- W& WAS- Li nuxX64- FPO000021. pak,
7. 0. 0- W& WASSDK- Li nuxX64- FP0O000021. pak, 7. 0. 0- W& PLG Li nuxX64- FP0000021. pak,
and 7. 0. 0- W& | BM HITP Ser ver - Li nuxX64- FPO000021. pak to some location on your
Deployment Manager, Application Server, and IBM HTTP Server server.

2. Stop your Deployment Manager, NodeAgent, Application Server, and IBM HTTP Server
Servers.

3. Start the WebSphere Application Server Update Installer by running . / updat e. sh from
under / opt / | BM V¢bSpher e/ Updat el nst al | er/ . In the following installation wizard, click
Next to continue.

ii| 1BM Update Installer for WebSphere Software 7.0.0.9

Welcome to the IEM Update Installer for WebSphere Software wizard.

This wizard installs or uminstalls maintenance packages, Including interim
fixes, fix packs, and refresh packs. The following products are
supported:

Iristalishield

hext > | Cancel

Figure 49. IBM Update Installer for WebSphere Software 7.0.0.9: Welcome
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___ 4. Browse to the path of your Deployment Manager and select Next.

& |1BM Update Installer for WebSphere Software 7.0.0.9 — [

Product Selection

Enter the installation location of the product thal you want 1o update,

You can sefect a different directory from the drop-down list, specify a
different directory, or click Erowse to selecl a directony

Directory path: —
I[.fn;:ll,rlEHIWEbSpherEIDEPIMenlMan agerf |=4
| Browse..
Instailshisid
I < Back pext > | | Cancel
Figure 50. IBM Update Installer for WebSphere Software 7.0.0.9: Product Selection
__5. Select Install maintenance package and click Next to continue.
& LBM Update Installer for WebSphere Software 7.0.0.9 = (=) B
Maintenance Operation Selection
® |nstall maintenance package.
L Uninstall maimenance package,
InstalGhbaid
| < Back Mext > | Cancel

Figure 51. IBM Update Installer for WebSphere Software 7.0.0.9: Maintenance Operation Selection
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___ 6. Browse to the path of your fix pack 21 files and click Next to continue.

Maintenance Package Directory Selection =

Enter directory to list maintenance packages available for
Iinstallation. You ¢an specify a directory or ¢lick Browse to select a
path to maintenance package.

Directory path:
| foptfsoftware [Fixpack_ 21

| Browse... |

The latest mainenance packages are avallable online. Obtain
malntenance packages for WebSphere Application Server and all
WebSphere Application Server Feature Facks either by wisiting the

W lication webpage for a
complete list or by using the WebSphere Maintenance Download wizard 1o | [T
fing specific mainténance packages.

Addditional infarrmation can be found online at the WebSphers Application

-

InstaliShield

<Back | nNet> || cancer |

Figure 52. IBM Update Installer for WebSphere Software 7.0.0.9: Maintenance Package Directory Selection

___7. Theinstallation selects the two packages that need to be installed. Click Next to continue.

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Updates | | Deselect All Updates |

o 7.0.0-WES-WAS-LinuxE4-FPO0000 21 pak
] 7.0.0-WS-WASSDK-LINUE4-FPO0000 21 pak

,  Each package selection might restrict remaining packages available
. for further selection, il

i H
|E]! Multiple selections can be made for different products, ]

InstallShizld -

<Back | Net> || cancel |

Figure 53. IBM Update Installer for WebSphere Software 7.0.0.9: Available Maintenance Package to install
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__ 8. Select Verify my Permissions to perform the installation”and then click Next to continue.

Software 7.0.0.9

[®] IBM Update Installer for WebSpher

Installation Summary
Feview the summary for cormectness. Click Back to change values
on previous paneis, Click Next to verify that | have sufficient
privileges to perfom the Installation.

[« Werify my permissions to perform the instaliation.
The following maintenance packages will be installed:

& 7.0.0-W5-WAS - LinuX64 - FPO0000 21 - WebSphere

Application Server 7.0.0.19 FigPack
& 7.0.0- WS -WASSDE- LinuxX64 - FPO0000 2L - Software

Developer Kit 7.0.0. 21

1 1o the following loecation;
& [opt/IEM/WebSphere DeploymentManager m
(=
InstallShislkd
[ <pack | nets | [ cancel |

Figure 54. IBM Update Installer for WebSphere Software 7.0.0.9: Installation Summary

__ 9. The verification of permissions starts. Click Next when it finishes.
(@] IBM Update Installer for WebSphere Software 7.0.0.9

Performing permission check on WebSphere Application Server
7.0.0.71 FixPack

Verifying file permissions in component: prereq.edge.adapter

10% j

Instalishigld -

Figure 55. IBM Update Installer for WebSphere Software 7.0.0.9: Verification in progress

© Copyright IBM Corp. 2013
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__10. Review the installation summary and click Next to begin the installation.

(@] IBM Update Instafler for WebSphere Software 7.0.0.9

Installation Summary
Success: You have sumiclent permissions to perform the installation. E

Review the summary for correctness. Click Back to change values
on previous panels, Click Next to perform the installation,

The following maimenance packages will be installed:

& 7.0.0-W5-WAS-LinuxX64 - FPOO000 21 - WebSphere 2
Application Server 7.0.0.21 FixPack =

@ 7.0.0-W5-WASSDE- LinuxX64- FPO0000 21 - Software
Developer Kit 7.0.0. 21

1o the following location:
& [opt/IEM/WebSphere/ DeploymentManager K.

[4]

InstaliShield

| <Back | net> || cancel

Figure 56. IBM Update Installer for WebSphere Software 7.0.0.9: Installation Summary
The installation begins.

(@] IBM Update Installer for Web& oftware 7

Initializing component: client.ejb.thinclient

4% i !

InstalliShiald -

Figure 57. 1BM Update Installer for WebSphere Software 7.0.0.9: Installation in progress

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 35



Deployment Scenarios

___11. When the installation completes, click Finish to exit the wizard.

Installation Complete

Success:The following maintenance packages were installed:

® 7.0.0-WS5-WAS- LinuxX64- Frooooo 21 1
@ 7.0.0-WS-WASSDK-LinwX64 - FRO0000 21 ,

10 the following location:

& joptfIEM/WebSphere/ DeploymentManager

Click Relaunch 1o add or remove additional maimenance packages, or click
Finish to exit the wizard.

InstaliShisld

|Relaunch| | Einish

Figure 58. IBM Update Installer for WebSphere Software 7.0.0.9: Installation Complete

Vs Y‘;I Note ~

The installation is now completed. All you need to do is to follow the same steps, specifying the
location of each installed service.

A\ J
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6. Federate Application Server into Deployment Manager

Next, you federate the Application Server into the Deployment Manager. Follow these steps:

1. Ensure that the clocks are in synch between your Deployment Manager and Application
Server.

2. Make sure that the Deployment Manager is started and the Application Server is stopped.

3. Then, from both the Nodes within your / opt / | BM VbSpher e/ AppSer ver/ bi n, run the
following command:

./ addNode. sh dn&l BM HTTP Server. machi ne. com 8879 -user wasadmn -password
exanpl e

If all goes well, you should see something like the following result:

Figure 59. Command within /opt/IBM/WebSphere/AppServer/bin
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__ 4. When completed, if you log in to your Deployment Manager at htt p: // dn& BM HTTP
Ser ver . machi ne. com 9060/ adm n and go to Servers > Server Types > WebSphere
Application Servers, you should see something like this:

Application servers 7

Applcation servers

Use this page to view a list of the application servers in your anvirgnmant and the status of each of these servers. You can
slzo use this page to change the status of a specific spplication server.

[ Preferances

tiew | Deles | Templaves.. || Starc || Seop || Resware | immediateSeop || Terminace
= it
Salect| Name 2 Kods Host Name 2 Vesrsion 2 Cluster Name | Status {)

You can administer the following ressurces:

Figure 60. Application servers

- — El p—— ] =
sarverd Hoded1l | nodel.machine.com HD ®
o021 |
garvar] Nodeo1 |« nodeZ.machine.com HD ®
7.0.0.21
| Total e

Figure 61. Application servers
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7. Enable security on your Deployment Manager

Next, you add the LDAP repository to your configuration.

General settings

__ 1. Start WebSphere Application Server and log in to your admin console ht t p: / / dn& BM HITP
Ser ver . machi ne. com 9060/ admi n.

___2. Select Security > Global security. Ensure that Enable administrative security and
Enable application security are selected. Also, ensure that the user account is set to
federated repositories.

Global secwrity

Uss thiz panasl ke configure sdmanistration and the default spplication security palicy. This security cenfiguration applies ta the security p
fungticna &nd is used aa & dalsult security policy for user applicationd. Securty demanna can be defined ba everrida and cuslomizs the &
applicatians

Secunity Configuraion Wizard | | Security Configuration Repert |
Admim Launched b wiksnd to conhgune the Bitic sedunty tettingl. ] Autbenlicalom
¥ Erable administratios sezudity Adminigtratie rrg Authentication mechanisms and sapiration
Adminigkrasive gr rgd & LTEA
ST St it Karbarca snd LTS
Earbasoy configyrglion
Apphcation secumrhy Austhanticabion cech o
Y| Enable appiication seoarty P e W
| " -
lawa T wacurity @ Jave Authentication and Authorization Service

Use Java 2 sscunty bo reatnct applicaticon scceas o le<al resources
Warn if applsationa are grantesd cusiom parmiasions:

Ragtrict scoess bo resouce suthanbicston data

Uuer okt deparsibory
Currant realm definition

Federated repositodie

Available reslm dafiniticna

Faderated repositosies 1.-_] Configure... | | Set s curant |

Appty | [ Ruaet |

Figure 62. Global security

___3. Select Apply and Save.
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__4. In Security > Global security > Web and SIP Security > General Settings, ensure that
Use available authentication data is selected.

Global security > Web security - General settings
Specifies the settings for Web authentication.

General Properties

Wab authentication behavior

‘@ authenticate only when the URI is protected

!-"'- Use available authentication data when an unprotected URI is accessed

Authenticate when any UR] is accessed
: Default to basic authentication when certificate authentication for the HTTPS client fails

Apply | oK Resat ] Cancel |

Figure 63. Web authentication behavior

__ 5. Select Apply and Save.

___6. In Security > Global security > Web and SIP Security > Single sign-on (SSO), ensure
that the Interoperability Mode is selected and enter the domain name.

Global security I

Global security > Single sign-on (SS0)
Specifies the configuration values for single sign-on.

General Properties

Enabled

I:l Requires 55L

Ciomain name

| test.exaswpde.com

[ Interoperability Mode

Web inbound security attribute propagation

Apply | oK | Reset | Cancel

Figure 64. Global security > Single sign-on (SSO): Interoperability Mode

___7. Click Apply and Save.
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8. Federate LDAP repositories

__ 1. Login to your admin console http: //dn& BM HTTP Server. nachi ne. com 9060/ adm n.
__2. Go to Security > Global security > Configure... for Federated Repositories.

User account repository

Current realm definition
Federated repositories

Available realm definitions

| Federated repositories E” Configure... Set as current

Figure 65. User account repository

__ 3. Click Add Base entry to Realm...

Rapogiooey in The realr

_Add Basn waory 1o Rualm... || Use budr-in repasiary || Eemove |
Salet Basa Esiry Baprdanry Ldenhiia Bagarniony Tyis
e Lin adersiter the folloming Fel ourced:
c=dafs itV IMFilalssedaalm IntwnalFila R epoadory File

Figure 66. Repositories in the realm
__ 4. Then, click Add Repository...

# Repository
none defined _v__:l __Add Repository...

+ Distinguished name of a base entry that uniquely identifies this set of entries in the realm

Distinguished name of a base entry in this repository

Apply | ok | | Reset Cancel

Figure 67. Adding repository
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__ 5. Enter the repository identifier, primary host name, bind distinguished name, bind password,
login properties...

Gl seiurny * Cndarule rapsians * MEALLDAS

Fpactan tha oonfgerstaon for secyre siees in o Lghiugig bt Dewriory doqew Brofoond (LDA] repessan e sobansl fpdgser perven
Lr=sial Prigestion

® bgocamery Srevifua

(=]
LEAP ssrwms

# Qerechprs topy

W drnngetenasd e
= e L )
 Srrriy ek neom Byt "

sl nargle oo [FT3

I A
Fatdewt Baoees iR oRel IR (8 S Ea T [

Dwiwin Ld ST Y e B i
Swlmd fadiner Sl et [ s
Fiiom Smcthe ghe mapgeny
p . [z Tl
£

A gt P

ket wis ko gibes LDAS pwrery

Lem im
e WL At
B Carned; mareged
* et siniiriass
e et 1. alan
* St
L
Exstpmgriy

B niinEin dnimubas

Figure 68. Repository general properties

___6. Click OK. When prompted, enter the base entry.

=

bl amintty > Enbaraled remisilare = 0 el AP DU Letem, CHIS Sl Tuare Cromgs, 06 5 Blag0 1, 505 vy, D 5 warn, £ e, D05 s

N Pomns @ 598 ATy v lvima e ety T e cwtmrmsn by e lnm weA oo W dwty e et few Bl v e Sy s e o T g e
=mtmunnry be dafice 0n sdilisnal Slaguited nere el wregeety Hariifes tha sl o asioms witin e redim
Eimmmral Uropartias

i
I - d B et

& Dspranpoaiad namd ol B BEH Sniny teat whredly iSanofan tha set of Sntran i tha raaln
Die ShedLDAR. CUs Lodan. O

Pistingsiahu] nurry, o 5 oapy ety i diin rupashary
Sipe Sharad L DAF, O Lobue. O

a1
apety | [8%] [Rmsen ]| [Gm=i]

Figure 69. Entering the base entry

___7. Click Apply, OK, and Save.

___8. Restart your Deployment Manager and Node Agents.

42

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

sy
r /7 Note

~

Log in to the Deployment Manager Console as and make sure that both the Node agents were in
sync with each other.

Hodas 7

Nodes

Uszsa this page to manags nodes in the application server environmant. A node corresponds to & physical computer system
with a distinct 1# host address. The following table lists the managed and unmanaged nodes in this cell. The first node is
tha deploymant manager. &dd naw nodes to the call and to this list by cicking Add Nods.

B Prafarances

Add Mode | Ramcve Noda || Force Dalats | Swhchranize | Full Resynchraniza || Step
P Py e [ hGD
UL T
Select Name 2 Host Mame Version Dizcovery Protocol 7 Status ()
You can sadminister the following resources:
CallManagerdl |« dm&ihs.machine.com |wp 7.0.0.21 TCR v
—Nodal] " nodel.machine.com WD 7.0.0.21 TCP k&
¢ NodeD] & node2.machine.com HD 7.0.0.23 TCR £

Figure 70. Synchronizing the node agents

If not, then stop the Node agents and run the . / synchNode. sh as shown in the following figure.
Then, restart the Node agents.

Figure 71. SynchNote command

& J
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9.

_ 1.

Installation of DB2 9.7 Server

Copy the DB2 installation file, DB2_ESE WO7_Li nux_x86- 64. t ar to your computer.
Uncompress it and start the installer by running . / db2set up as the root user. The following

setup launchpad opens. Click Install a Product.

DB2 Setup Launchpad

> Wetcome Welcome root to DB2 Version 9.7
Fesaaie indrmelion F Trex DEZ Setup Launchpad gives vou SCoess 10 all of the informantion i wou need 10
KIRLMLA 0N Rttt [ | inmall yeor D2 Droedurts and feseunes for Lux, LY. and Winciows SRRMAING Reems
Upgrede nformal iom To access more infoemalion sboul ihe DB peodects availabde for insialation or i
peerform an iadation, select from the fabs prowded. You can find more product
InIAN & Pricus InfCTetion Dy SRACRANG The Informalion Cenmer

Esl

B S infrmason Senkes

Figure 72. DB2 Setup Launchpad: Welcome

2. Click Install New.

DEBE2 Setup Launchpad

[err— Install a Product as root
InFlatiaion Feaurementy 1 el pdault 16 & el lo0alion
Upgrade isfoemnalion

= Imytall 3 Product
3 GEZ? Enferprize Server Editbon Version 9.7

any numbser of CFUE

Peetease Irdpimatian ik irmall Biaw to iaunch e DEZ Sep wazard for s degingd procucT and 16 ingrall
k

Exe DBE Enderprise Server Egilion & designed to mest he dala sener needs of medium 1o lange
bistinesses B oan be deployed on Lisae, UNDG, or Windows servers of amy size, from ooe CFU o

DB2 Enterprise Server Edvion i an ides foundation for bellding on demand emerprise-wice

SOMERNS, SUCh 3% MUTk-1eralne size dain

PAIE: v, B £ oM

3 2437 areaddabi
VORI TERREBDTION DROCESING Business Sobaiont, of We-baded soleknd  DB2 Enerprise
Sirver EGHion Moorporatas 4 ralne XML Gaih $00e Snd delhers NEsibie A00eEs 10 XML g4ta
using X0ueny: WPath, SOL, #nd standard repoting 1ools.

Optigny! fegrures for DT Emerpnpe Server Domion are gvaiabis il provde asdsgnsl
Sfvndd produch CApatEnieT 0 aread Pulh 4 JetaDae pantiigreng, CoeTdretiion,
periormance, workioad managemens, and securty  For more infomalion, see

Datshase Menagement snd Application Develapment Tanls

& fulng of GUI wools for managing DB2 fof Ui, DRI, ano Windows dats 0l data-ofanrig
SPEACEIONE B sl 1o mtel indrddualy hets 100l prova DoweTel CRDaDIES Ihat

Figure 73. DB2 Setup Launchpad: Install a product as root
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___ 3. The DB2 Setup wizard displays. Click Next to continue.

Figure 74. DB2 Setup wizard: Welcome

__ 4. Accept the license agreement and click Next to continue.

IMPORTANT: READ CAREFULLY
Two license agreements are presented Delow.

1. 8M Intermational License Agreement Tor Evaluation of Frograms
2. i International Program License Agresment

Hf wou ane obtaining 1he Frogram for purposes of producti use (ier than
irealuation, testing, friad “try or Buy® or demonstration); By clicking on the
"ACcept button below, Tou accept the BM International Program License
Agreemsn, withoin modifaation.

i el are cdtaining 1he Frograen for 1he purpose of evaluation, 1esting, sl
“try OF DUy.™ OF desmonsiranan (CoRsctvely, an “Evalestion’). By clicking an the
“ACCEpT Button Below, You acceps both [7) the IBM Imernational License
Agresmen for Bvaluation of Progeams {Ibe "Evaluation License®), without
modification, and () the EM international Program Licerse Agreemaent {ihe
“IFLAT), without modification

Figure 75. DB2 Setup wizard: Software License Agreement
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__ 5. Click Typical as the installation type and then Next to continue.

Figure 76. DB2 Setup wizard: Select the installation type
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___ 6. Select the "Install DB2 Enterprise Server Edition on this computer and save my settings in a
response file" option and click Next to continue.

Figure 77. DB2 Setup wizard: Select installation, response file creation, or both
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__ 7. Change the default installation path if needed. Then, click Next to continue.

Figure 78. DB2 Setup wizard: Select the installation directory

___ 8. Enter the user name and password for the dasusr 1 user. Click Next to continue.

...
o

gI

Figure 79. DB2 Setup wizard: Set user information for the DB2 Administration Server
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__ 9. Select “Create a DB2 Instance” and click Next to continue.

Figure 80. DB2 Setup wizard: Set up a DB2 instance

10. Select “Single partition instance” and click Next to continue.

Figure 81. DB2 Setup wizard: Set up partitioning options for the DB2 instance
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___11. Enter your database administrator user name and password. Then, click Next to continue.

gl f2
H M E
<

i

e ——
e
[

Figure 82. DB2 Setup wizard: Set user information for the DB2 instance owner

___12. Enter your fenced user name and password. Then, click Next to continue.

Figure 83. DB2 Setup wizard: Set user information for the fenced user
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___13. Select "Do no prepare the DB2 tools catalog" and click Next to continue.

Figure 84. DB2 Setup wizard: Prepare the DB2 tools catalog
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___14. Select "Do not set up your DB2 server to send notifications at this time” and click Next to
continue.

Figure 85. DB2 Setup wizard: Set up notifications

__15. Click Finish from the summary screen to start the installation of the files onto the system.

Product to fnstall: bE2 Enrerprise Server (O
Installation type: Typical

Freviously Installed Components:
Selected Components:
Base clignt support
Java support
SOL procesures
Base Server Support
IBM Sofveare Dewelopsent KiT (50K for Jawa(TH)
{onnect support
omsunication support - TCRSIP
Eeplication tools
Control Cesmer

0BZ Instance Setup wizard
DEZ Updare Service

Firse Stops

Sasple database source

Languages!
£ngl 15k

Figure 86. DB2 Setup wizard: Start copying files and create response file
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A1l Products

Target directory:

Space required:
Install 54 WP:

Hew instances:
Instance name:
Start instance on reboot:
FCH port range:
TCR/IP conTiguration:
Service name:
Port number:
Instance user information:
User name:
Group name:
Home directory:
Fenced user information:
User name:
Group name:
Home directory:

DBZ Adeinistration server:

JopT/IBW/dh2,/ 8. T

94 MB
Ho

db2instl
Yes
E0000-50003

db2c_db2instl
50001

db2instl
db21adml
Shome/db21nsTl

db2fencl
db2fadel
/home/db2Tencl

Figure 87. DB2 Setup wizard: Start copying files and create response file

Srtart intrance on reboot:
FCH port range:
TCRALP configuration:
Service name:
Fort nusber:
Instance user IATOFRATIoON:
User name:
Groug nadme:
Home df rectory:
Fenced wger inforsation:
User name:
Group name:
Rome directory:

DEZ AdninisTration Server:
Imstance usér 1nforaation:
Usir name:
Group name;
Homg directory:

Regponse T11e nawe:

Figure 88. DB2 Setup wizard: Start copying files and create response file
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The installation starts.

Figure 89. DB2 Enterprise Server Edition: Installation in progress

___16. After some time the installation completes. Click Finish to close the installer.

Fequired steps:

In order to start using DB2 you need to legon using a walid user 1D such as the DE2 instance owner's
D db2instl®.

Yiou can conpect to the DBE2 Instance "db2inst1l® using the pon number "50001°. Record it for future

] —

Figure 90. DB2 Setup wizard: Setup complete
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__17. Open a comment terminal prompt and log in as db2admin user. Then, run db2l evel and
you should see:

1/ # su - db2instl !

Figure 91. Comment terminal prompt

dbZinstd® - "7 7Y dbZlevel

DBZ10851 Instance "db2instl” uses “64" bits and DBZ code release “SQLOSOTO"
with level identifier "08010107".

Informational tokens are "DEZ »9.7.0.0", "s090521", “LIHUXAMD&E49T7", and Fix
Pack "0".

Product is installed at "sopt/IBM/dbZsVa.7°.

AR nerdf@” Y- f e |

Figure 92. Comment terminal prompt
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10.Installating DB2 9.7 client on your Deployment Manager and
Application Server nodes

" )" Hint
~ \
The following screen captures in this section are for DB2 9.7 client installation on the Deployment

Manager computer. Likewise, you must also do the same steps on both of your Application Server
nodes.

A\ J

1. Copy the DB2 installation file, DB2_ESE VO7_Li nux_x86-64. t ar to your computer.
Uncompress it and start the installer by running ./ db2set up as the root user. The DB2
Setup Launchpad opens. Select Install a Product and then select Install New from the IBM
Data Server Runtime Client Version 9.7.

Vs V“/ Note ~

Some users copy the JDBC . j ar files to their application servers but it is better to install the DB2
client.

A\ J

DBE2 Setup Launchpad

Walcoma A& gule of GLU Epedd Tor manang D02 (oF Livis UBDN, ahil Bindoed dald 4/ dala-Camid
3 apphiations 15 avafablie to mitall. Indnideally ikese fook provide powierdul dapabelifies ihat
Faipkte foomaran Target specilic dine ManperTEnl roies aad lagks more mporiamby the ComEegesnis
WL balic R GuraTeiiE tErapErate tEamierth. eRaBing crosi-rale collADOIENGN, DrOgUCTR. Snd Effectivenddd
B Get e tools

Uppraghe Infermalion
IEM Datz Server Chisnt Versien 27

! 16 Chpt Servier Clant i 8 ColCtion of  chen apgloancn s and rools for DEF and infigrmes
tad Cronamic Servir (D5 At servers. The 980 of Apoictimcn drireerd Tor ID5 dita servirs inciuded
grivars for embedded S0L, GOBCHCLL JOBCISOLL OLEDE, MET, PHF, Per, and Futnye

= Ingtall @ Product

Tre 26 of applcation drivecs Tor ndorman 105 w1110, o Eter, incluge: JOBC, HET, B3, and
Rubry, Thie M Database Add-ins for Yisunl Sludey 20075 and Visusl Fredie 2008 developman
EfmATGREnIE ANe B0 INCRICRd. Flease f6d BOD | fwee D Com for mone infermation

—

IEM Data Server Rumbme Chent Vession 97

M Chitd Servier Rumtime Client if & Bght ~wsaght, foe-graphical (hess 1hin enabies wour
ApEcations th SEoedd DR dervierd. B proviced Jupdon Ter runhmd Spoliisiend 1hat wie
embedded 501, CLL JOBC, 501, ODBC, OLE D&, HET, ard PHP imenfaces

B8 Dot s Server B CHEn 18 4 0o of she DB2 Server wnd DB2 Conned! Server

prodéacis. For more informasion, see WD 7 feees M. ooem

Figure 93. DB2 Setup Launchpad: Install a product
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___2. Click Next from the introduction panel.

Figure 94. DB2 Setup: Introduction

__ 3. Accept the license agreement and click Next to continue.

FULL AUTHORITY T0 BIND THAT PERSON, COMPANY, OR LECAL ENTITY TO
THESE TERMS. IF Y0U DO HOT ACREE TO THESE TERMS,

- D WOT DOWNLOAD, INGTALL, COFY, ACCESS, OR USE THE FROGRAM, AMD

= FROMPTLY RETURN THE PROCRAM AND FROCF OF ENTITLEMENT TO THE
PARTY FROM WHOM YOU SCQUIRED IT TO OBTAIN A REFUND OF THE
AMOUNT ¥ PAID. IF YOU DOWNLOADED THE PROCRAM, CONTALT THE
Pmimmm!ﬁww. '

“IBM* 15 Internationg Bulingss Mathines Corpodalion of ome of itd Subrsidiaries,

Figure 95. DB2 Setup: Software License Agreement
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___ 4. Select Typical as the installation type and click Next to continue.

Figure 96. DB2 Setup: Select the installation type
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__ 5. Select “Install IBM Data Server Runtime Client on this computer” and then click Next to
continue.

Jroot fdbdnel j

Figure 97. DB2 Setup: Select installation, response file creation, or both
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___ 6. Change the installation directory if needed and click Next to continue.

Figure 98. DB2 Setup: Select the installation directory

7. Select “Create a DB2 instance” and click Next to continue.

Figure 99. DB2 Setup: Set up a DB2 instance
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___ 8. Enter your DB2admin user and password and click Next to continue.

Figure 100. DB2 Setup: Set up user information for the DB2 instance owner

__9. Click Finish from the summary page to start the installation.

Previously Incralled Components:
Selected Conpanents:
Bage clignt support
Java suppart
B2 LBAP support
55
Erglish
Al Produces

Instance user inforsation:
User name:
GROUP name:
Home directory:

Figure 101. DB2 Setup: Start copying files
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The installation starts.

Funtim

Figure 102. DB2 Setup: Installation in progress

___10. After some time the installation completes. Click Finish to exit the wizard.

Required steps:

In order to start using DE2 vou nead to logon wsing & valid user ID such as the DB2 instance owner's
1D "db2ins11".

Optional steps:

Figure 103. DB2 Setup: Setup Complete
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___11. Theinstallation is now complete. Switch to your DB2 admin user and run db2l evel to check

the level.

L e S 8 osu - dbPinstd
dbZinstias - LT dbZlevel
DBZ1085]1 Instance "dbZinstl” uses
with level identifier "08010107".

Informational tokens are "DBZ2 +9.7.0.0", "s0905Z1°, "LIMUXAMD&E497", and Fix
Fack "0".

FProduct is installed at "Jopt/ibm/dbZ/V9.7".

dbZimsti@ -

R | |

"6d4"” bits and DBEZ code release

"SOLO9070”

Figure 104. Running db2level
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11. Installation of DB2 9.7: FixPack 6: Server + Client

PM

Note
-7 ~
This fix pack installation must be on your database server and on each of your DB2 Clients.
A\ J

1. Copy the DB2 FixPack 6 installation files to your system,
vO. 7f p6_l i nuxx64_server. tar. gz. Uncompress it and start the installer by running
.linstal |l fixpack as the root user.

2. Enter/opt/ibnidb2/ . 7 for the full path of the installation directory and press Enter.
Z..:#DptfﬁaftwafEfDBEHDEZVE.?-E4hit#server # .SinstallFixPack

DEI1073E The =b <baselnstallPathOfDEZ> is reguired for the installer
script installFixPack.

Enter full path name for the install directory -

ik

Figure 105. Entering full path name for the installation directory

After some time the FixPack completes its installation.

The execution completed successfully.

For more information see the DBEZ installation log at
"stmp/installFixPack.log.384" .
Lol viaww. tfoptieoftuare/DE2/DBE2vE . 7T-Bdbit/server 8 ]

1|k

Figure 106. FixPack installation completed

___3. Now, you update the instances. Go to / opt /i b db2/ \®. 7/ i nst ance and run . / db2i updt
db2i nst 1. It is run as the root user.

e T LT doptdibmAdbEANS Y instance 8 L /dbZ2iupdt dbZinstl
DBILO70I Program dbZiupdt completed successfully.

=]
i Soptsibm/dbZ /W9 T/ instance & )

¥ =)
Figure 107. Updating the instances
PM
Note
o 7~ N
Do the following steps on the DB2 database server but not on the DB2 client.
g J
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___ 4. Then, update the dasusr 1 instance from the root user.

gl instance]# . Sdasupdt dasusrl

S0L4487W The DBE2 Administration Server was stopped successfully.
S50L4486W The DE2 Administration Server was started successfully.
DBIlf?E}II Program dasupdt completed successfully.

Figure 108. Updating the dasusr1 instance from the root user

5. Start DB2 and run db2l evel . You see that FP4 is now installed.

dRZINStlfe =~  m.w.i™? dbidstart
06 f21/2012 15:00:34 o 0 SQL10ZEN The database manager is slready active

Figure 109. Running db2level

dbZimnstlfe " .. ... dbZlevel

DEZ1085] Instance “dbZinstl” uses “64" bits and DBZ code release “SQLOSOT4™
with level identifier "0BOS0107".

I?Formatiunal tokens are "DBZ v9.7.0.8", "s110330", "IPZ23243", and Fix Pack

Product is installed at "Sopt/IBMABZAD T,

Figure 110. FP4 successfully installed
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12. Apply the DB2 license to your server

___ 1. The factory-shipped database product comes without a license installed. To check, you can

rundb2licm-1.
dbZinsti®” ° " :™» dbZstart
062172012 15:00:34 0 0  SQL10ZEN The database mansger iz aslready active
SOLAOZENM The database manager is already active.
dbZinsti® " *"_":™» dbPliem <1
Froduct name: “DEZ Enterprise Server Edition”
License tuype: "License rnot registered”
Expiry date: “License not registered”
Product identifier: "dhZeze"
VWersion information: i - I gl

Figure 111. DB license

___2. You can see that this copy is reported as unregistered. Copy your license to the computer
and run db2l i cm -a <dat abase |icense fil e>.

dhZinstl®" ~ . ™ dbZlicm -a Jopt/software/DBEZvD.7-6dbit/dbZese_u.lic

LICL402] License added successfully,

LIC1426I This product is now licensed for use as outlined in your License Agree

ment. USE OF THE PRODUCT CONSTITUTES ACCEPTAMCE OF THE TERMS UF THE IBM LICENSE
AGREEMENT , LOCATED IM THE FOLLOMIMG DIRECTORY: "Jopt/IBM.S/dbZ/V9.7/licensesen_US

+is0B88591"

dbZinstll” * .. whoami
dbZinstl

dbZinstlB " = " . _":™» dbZlevel

DEZ210385] Instance "dbZinstl” uses "64" bits and DBZ code release "SQLOSOTA"
with level identifier "08050107".
IEFnrmatiunal tokens are "DBZ v9.7.0.6", "si10330", "IPZ3z243", and Fix Pack

3]

Product is installed at "sopts/IBM/dbZ/V3.77.

dbZinstid ' ¥ *T11:%: dbZlicm -1

Product name ! "DBZ Enterprise Server Edition”
License type: "Authorized User Option”
Expiry date: "Fermanent™

Product identifier: "dbZese"

Version information; e

Enforcement policy: "Soft Stop™

Humber of licensed authorized users: "Z5"

Features:

DEZ Performance Optimization ESE: "Mot licensed”

DBZ Storage Dptimization: "Hot licensed”

DE2 Advanced Rccess Control: "Hot licensed"

DEZ Ceodetic Data Management: “Hot licensed" E
IBM Homogeneous Replication ESE: “"Hot licensed”

dhZinatid' = =7y )

Figure 112. License added successfully

__ 3. When the license is run, you can then check the license again and its reported as
permanent.
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13. Create Connections databases on DB2 server

r K‘* Note ~

You can create Connections databases in two different ways: one way through Database wizard
and other way by using SQL scripts.

A

J

Before you can use the wizard to create databases for your IBM Connections deployment, prepare
the database server. Follow these steps:

1.

Log in to your database server as the root user or system administrator.

___ 2. Grantdisplay authority to all users by running the following commands under the root user

or system administrator: xhost + // Qant display authority to other users.

Te n'n.l_n;l !

Fe Edt Vew Teminal Tabs Help

1~ # xhoat #

access control disabled, clients can connect from any host
i~ # echo SDISPLAY

1.0

Figure 113. Granting display authority to other users

echo $0 SPLAY: Echo the value of DISPLAY under the root user. Ensure that the current
user is qualified or else switch to a qualified user by running the following commands.

Terminal

Fie Edit Yww Ternnal Tabs Help

! := # xhost #
access control disabled, clients can connect from any host
:~ # acho SDISPLAY

Figure 114. echo $DISPLAY

Log in as db2 admin.

Export D SPLAY=<host nane: di spl aynunber . scr eennunber >, where
<host nane: di spl aynunber . scr eennunber > represents the client system, monitor number,

and window number.
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___ 6. xcl ock: Display the clock, confirming that the current user has display authority and can run

the wizard.
-
=] Termanal =0 X
Fia [Edt Yew JTemnal Tabs Help
= F xhogt #
soccess control disabled, clients can connect from any host
s s i~ ¢ scho SDISFLAY
11.0
'y 1i= F §a dbrinstl
dbdinatip t/root> export DISPLAY=:1,0
[ 0= 10 11T R, | froot» xolock

®arning: Tried to connect 1o SeENlon Sanager. Authentlcation M]I‘k"'l'ld. Feason 3
Kone of the authentication protocols specified are supported and host-based auth
antication falled

Figure 115. Displaying the clock

___ 7. Start the database instance.

Terminal ]

Fle Edt Vew Terminal Tabs Help

——— R A )
access control disabled, clients can connect from any host
i era=t~ # echo SDISPLAY

]

i1.0

2 i~ # su db2instl

db2insti1ic iz/root> export DISPLAY=:1.0
db2instlgx :/root> xclock

Warning: Tried to connect to session manager. Authentication Rejected, reason :
None of the authentication protocols specified are supported and host-based auth
entication failed

dbainstigd ~ :/root> su dasusrtl

Password:

dasusripd - :/root> db2admin start

S50L4406W The DB2 Administration Server was started succeasfully.

dasusripl. .. —eawif/root> su db2instl

Password:

db2instig: J:/root> dba2start

07/25/2012 12:22:30 0 0 SQL10GIN DRISTART processing was successful.
EQL1063N DB2START processing was successful.

db2inst1g” - :/root> ]

Figure 116. Starting the database instance
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8. The creation of the Connections databases is now done with a wizard. Copy the
Lot us_Connections_4.0 w zards_| i n_ai x. tar to your computer and extract it. Do it as
the db2admin user on the operating system and not root. Then, go into the wizard folder
and run ./dbWzar d. sh. You see the following result:

Terminal

Fie Edt Yew JTeminal Tabs Help

:~ ¥ xhost +
access control disabled, elients can connect from any host
delvmi1010:~ # echo SDISPLAY

;1.0
S i~ # su dbainsti

db2instipd - -i/root> export DISPLAY=:1.0
db2instl@® © "7 " i/reot> xclock

{warning: Tried to connect to session manager, Authentication Rejected, reason :
None of the authentication protocolas specified are supported and host-based auth
entication failed

db2instip =T a/root> su dasusril

Password :

dasusrip s/root> db2admin start

S0L4406W The DB2 Administration Server was started successfully.

dasusTipg’ " iz/root> su db2insti o
Password:

db2instipd y:i/toot> dbastart

07/25/2012 12:22:30 0 0 SQL1063N DB2START processing was successful.
SQLI1063IN DRASTART processing was successful.

db2instipd__ .. __ _:/root> cd /wiz/Wizards/

db2instipd - -~ n/wiz/Wizards> ./dbwWizard.sh

i

Figure 117. Running the database wizard for IBM Connections 4.0

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 69



Deployment Scenarios

__ 9. Inthe database wizard for IBM Connections 4.0, click Next to continue.

tialanave mizrd bor Wil Connes Bons d 0

Dlakabir s wrirard for 1M Conaes Sana 40

[Fien wizwet can cusis. deirie o updaie S 1B Connecions detsbanrn
T acress Friemnalon sboul e pader see he B Suppon Web sae

g e B O iotus. coem ik el naldalvdeling cdl

To continue, cich Reai

At MRS PRy AF I e & DM e

B gt e Lot e i ey S 1S Rt e d S D b A o 4 LS A Wi o R Do 1 he Lmad
B T e e et o
Fr mrk e e o e B whed LN

R LeE e Hi";ﬂr&'—'b Bt b S

bt L b e el
ey By raied Sapha L dapin sgee a0 i meer rearsind by (104 408 Krbrglor Cardwct s

Figure 118. Database wizard for IBM Connections 4.0: Welcome
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___10. Choose what you want to do: Create, delete, or upgrade. Click Create and then Next to
continue.

kbt im0 B O et e L

Datsbawe Lank salerBon

Ll i datab s el
& Cemasle
Evmimba

Ligsiate opasabion anly for il Connetioss delatass 30.7.0 0 49

N —— | ——

Figure 119. Database wizard for IBM Connections 4.0: Database task selection
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___11. Select the path for your database installation location and the database instance name.
Click Next to continue.

Dlatubiane mizant har (R Comnertans 40

Dlatahane iatscbon

Lot thep databane typs mdslaten ostion, e datshsas i

& DI Urssrial Ditalane (T8

Omacin [rasrpma [ diton

Diatateaim stilakatur el

lopliteriam vl T [ By
Dhristarsn nularee

Ednart

- =

Figure 120. Database wizard for IBM Connections 4.0: Database selection
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__12. Ensure that databases are selected and then click Next to continue.

Datshaue wiant b UM Connes bors 40

At atiorn walet B

% 'I.E'l.

L R L, T

Lnlwct kA

(=

Figure 121. Database wizard for IBM Connections 4.0: Applications selection

__13. Click Create in the summary screen.

it ko e 1 i A vt Mt 1

Pra-conbigmaban Wk wummary

B Conrmcnony i mady i o ats detabassy b fe ooy Spplcsson.

Beijaon Tt IS oo T EaLa0E
Chatuburnm cype DT Linssns Dutsbas (TR}

Cutatanm pvizsl ocuton: ptilsmdbl v T

Clatubisnm mvitancs: Sl

The usiecisd sopicatony s Aobwtes, Mogy Commaonten. Gookmadks, Prodiey. Home page, Wiks, Fies. Porumn, bicbis

A e

e e

Dhanatase waer. LOUSER

Bal wph w8 e Dl sl spploenes agi

Thiaaga
Clatwbuanm masman BLOGS
Dluésbssm s LCLUSER

g ncriphn i rer Cwaiel sgl sppleanty gl

Commamstiay

[ANFEREE NS B Hi ]

kil it LEUSER

L Sl 1 e DRl Sl et Sal (el arden e Sl Lalerlaialelants 4

Bl =adh s

Chitatass mamas: DOCEAR

Datstass wasr LOLIRER

T ngwpy i . B e )

o ‘Show the detaied daisbans cosmimandu

=

Figure 122. Database wizard for IBM Connections 4.0: Pre-configuration task summary
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___14. Finally, click Execute to create the databases.

Crafebane sizirm S ST Cones: boea 4 0

Tha ol comumands sl be ssscsied cich [ ascuie” i s e
AcburBen
1 iopliemidh 2 Tienddh] ASQ f connecion st b dicmaielh wi
I oplbeud?WE Hlevdhl ASE +f connecton sgfacinde b Nisepiimnt w
Bogs
1 B A VE D rdhl MY of Demediens TSy e e D Ay
T el I T e bl A o covniten i SETERGVID D Siplans sl
it

1 gt IR T dnd AR et Toems an e LI b T et DD

1 ioplitensm IR Tievdh] 4B 1 connerient sgRcemsunLe Lo appGani. sl

1 opliteniB AR T Aamidb] ASE 1 o - it 1 e st D g
i joptitemsSZAM Tismidhl 450 + comnactons sgitommuntepdh Hoalsnd srapelrants. 1!

Dookmarks
1. leptRemamlAn Tismidb] 450 +f tonnecient syfdogrardblicon stelt g
I lepltesmIAS Tl A8 +f coanecions. sidopeatblnpo Gt gl
Profilay

T SR I TR a4 et W s LTl ST AR D e O e
T g A T s e e e, st el L T g T, sl

o page
1. FopUtensE IR Tiredhld -4 Consactoes Aqihemenegeidh 2 irmate it gl
I joplibmid 2N Tiamidbl 4 consscions igihamepagridt applamnty sgl

S A

Figure 123. Database wizard for IBM Connections 4.0: Database creation detailed command

The database creation starts:

Digbuctad w wyifa i e 8 C o o 3

Datatans creson Wk

Crmartrg dalsbaners

Logging io hamedhind oWt og S WealanConky 30130715 126600 scner_tmatelih ng

Figure 124. Database wizard for IBM Connections 4.0: Databases creation in progress
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After some time the databases are successfully created.

AhilaBranae wiiard foe Gl Conreibons 41

Pout ¢ orguralion Wik summary

Thes dutslase Cm bt ik Coemgirted, The Slewing ComSquirton s wied

Ay Crpite 1B Coremctns s datsbiais
Dhatatyirir Eppar: DB Uniswrial Ditilane (Thiy
Clatabair rmiad ocsos fopttmdasl e 7
Oacabiaer entan<e didmil

ArByitiay

Oatabawr rame DEWRLUCT

Cuesbisis wasr LOLGER

Tyl vty an Ol wpl SpgGEE syl
Rt The dalsbi-ie (st mird el daiibel

Sogs

Clatabaee morme Bl OG0

Cucabae wrar LOLGER

Sy sorpets s cresaln wp applaant. syt
Frwst The dalebase crestern mr seormibel

ComsmuriSies

Databass rarms SHODUM

Dnbsaes winr. LCLISER

Sl verpts i cesteDE gl apbGaants.sql talestarcmateDt sl CalendieapeGrans. sl
Fan®t The dubsbans cresticn mod sl

Bl mark s
Datanass o DCELEAR

The seimcsed sppscatont am: Actstes. Biogs. Communtes. Bostmann, Prcllsn. Mo page, Wia, Fass, Foums Mobis

Figure 125. Database wizard for IBM Connections 4.0: Post configuration task summary

The databases are now created. If you run db2 list database directory, you should see that

each database is created.
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14. Configuring Tivoli Directory Integrator

IBM Tivoli Directory Integrator 7.1 installation

The installation of Tivoli Directory Integrator is needed so the profiles DB can be populated with
LDAP information.

__ 1. Copy the Tivoli Directory Integrator 7.1 installer to your computer, CZOMNM.. t ar, and extract
it. Start the launchpad by running . / | aunchpad. sh. You see the welcome screen as in the
following figure.

Tivoli Directory Integrator Select & larguage

> Welcome Welcome to the IBM Tivoli Directory Integrator 7.1
Reteats inhamasan Lﬂl.lnl:hpﬂd
Prerequeute iInformabion [The 1BM Thvol Direclony Integrator 7.1 Launchpad provides an ovennew of the IBM Tivoli
Dwechory Infegrator 7.1 release, mstall prerequisdes, install scenanos and migration

I RNLatcH SCensioy infomatian. The Launchpad alsa provides inks to detailed information about these and
Wigraben Infeematicn other related lopics. Links (o e 1BM Tivoli Direciory Integrator insialler is alse provided
Install B0 Tivoh Direchony IBM Tivoh Directory inbegralor perfarms real-ome synchronization for data repositones, with
Inlegralor a speoial focus on demty data
(=] * wWeb Sies:

o @ Produd sie

@ @ Produd documentalion

@ & Suppon site

o B News group

Licervaed Maietials - Property of IBM Coep. © Copyright IBM Corp and stheris), 2002, 2010 A8 Rights
Femeneed 1M, the IBM lagoand Treod see fegistered irademarks of |BM Conpoerlon in the Unmed States,

e counines, of both: Buiiton Ecipss is.a tedemani of Eclipse Foundabion, Inc Lava and a8 Java-based
Fracdematics are bademarks of Sun Micnaysiess ind an the Linied Stes other counties, o botlh Cither
EspEany, pOdudl, of ehio faEE May b Fademarks of hioe Sarkd ol shers

Figure 126. IBM Tivoli Directory Integrator 7.1 Launchpad: Welcome
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__ 2. Click Install IBM Tivoli Directory Integrator from the launchpad and then Tivoli Directory
Integrator 7.1 Installer.

=
Tivoli Directary Integrator Select a language [T |
|
o 1BM Tivoli Directory Integrator 7.1 Installation
Redease Informabon Launch te product installason
L]

Prerequisie information
Insallabon Scenanas Installabon documentabon:
Migraton informabon

» Install IBM Tivoli Directory
Integrator

Ext

Figure 127. IBM Tivoli Directory Integrator 7.1 Launchpad: Tivoli Directory Integrator 7.1 installer
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___ 3. Select English as your language and click OK.

]

Directory Integrator
71

Liconaed Malorials - Proparty of IBM Corp. © Copyraghl IBM Corp. and othns). 2002, 2010 AT Rights Reserved. (B4 e BB logo and Thes
ame megistonsd bndemarks of ki Corporation in the United States, othor countries. or both. Bult on Eclpss s a tredemark ol Eclipse

Frundation, inc, Jeva and oll Jeva-based insdemarks arp redenarks of Sun Mcrosystomi, Ing. in the United 52ales, offwr counition, or both
Oy compary, Prociucl, of Banvics Names mary Do Srademiiks of sefnce marks of olisers

SUILT ON 'ﬁ' »
Ci I:aji
English |~| K]
Figure 128. Selecting installation language
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___4. Inthe introduction panel, click Next.

" b Introduction ' InstallArsshiEre will guide you through the installation of [BM Tl Directony
[ Previous Installations Integralor 7.1

- Software License Agreement 1 is stronghy recommended that you quit all programs before continuing with
= Choose Insiall Folder thes Instaliition.

L Choose Insall Set Click the ‘Next bution 1o proceed to the next screen. If you want 10 change
t- Soliens Directany something on a previous screen, click the “Previous’ button.

©- TODIServer Pans
o= TDI Server Serdee

_ Integrated Solutions Consalke
Direciory

_ Integrated Sciutions Consale
Par Yalues

L AMC Service
b+ Pre-instaliation Sumnmary

You gy cancel this installation af ary time by clicking the 'Cancel® button.

= mnstaliing,.,
= Insiatl cmm

Figure 129. IBM Tivoli Directory Integrator v7.1: Introduction
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__ 5. You then see the following panel where the installation searches to see whether Tivoli

Directory Integrator is already installed. Click Next.

b Previous instalations This may fake a whilg...
= Software License Agresment
* Chaoose Install Folder
Choode Ingtall Set
Ce solutions Directory
U= ThI Server Ports
= Tl Server Service

Integrated Solutions Console
Dirgcrony

Irnegrated Solutians Consoli
Fort Yalues

D AMC Servica

W

Pra-inseallation Surmmary
 Installing...
“ Install Compiete

i SUrtradisction | Click newt to search for prestous 1BM Thaoll Directory Integratar instaliations. |

Figure 130. IBM Tivoli Directory Integrator v7.1: Previous installations
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___ 6. After some time it finishes

7
o

|

Introduction
Privdous nstalations
Sofrware Litense Agreement

[ Choose Install Folder
< Choose Install Ser

[ Salutions Directory

[ TODI Server Ports

TOI Servir Senice

Integrarted Salutians Consale
Dhrectory

Integrated Solutions Console

" pon Vaies
[ AMC Service

~ Pre-installation Summary
[ Installing...

> mslailtorﬁﬂ_ﬁ_e

. Accept the license agreement and click Next.

Please read the followdng license agreement carefully.

MPORTANT: READ CAREFULLY

Boance agraements are prefentad Delow,

1 International License Agreement for Evaluation of Programs
. International Program License Agreement

t Ucensee is abtaining the Program for purpeses of productive use {other

evaluation, Testing, trial "ty or buy” or demonsiranion). By clicking on

fee “ACCepT bution Delow, Licensee accepts the international Frogram

cenge Agresmant, wilhout modification

Licensee is obtaining the Program for the purpose of evabuation, testing,

“try or bun” or demonstration (collectivehy, an "Evaluation”): By dicking
n the "Accept” bunon befow, Licensee accepts both () the niernaticnal
cense Agreement for Evatuaiion of Programs (the “Evaluation License’),
hout modiication; and (i) the imemational Program License Agreement
SIPLAT), withou! modification.

Tal»

® | accept the terms in the Hcense agresment
I do not accept the terms in the license agreement.

Figure 131. IBM Tivoli Directory Integrator v7.1: Software License Agreement

___ 7. Change the path where Tivoli Directory Integrator is installed. Click Next to continue.

B

+ Introduction
< Prindous Installations
+ Softeare License Agresment

Choose Install Falder

© Choosi Install Set
* Solutions Directory
= TOI Server Ports
[ T Server Serdoe
_ Irtegrated Solutions Consale

Directory

Integrated Solutions Consale
For values

b aMC Service

L= Pra=Installation Sumrmary
= Installing...
Install Complete

Please choose a destinalion Tolder for this installation,

“Where Would You Like to Instali?

| FORU/IEMTOIfY7. 4

i Restore Default Folder || Chaose,

Figure 132. IBM Tivoli Directory Integrator v7.1: Choose Install Folder
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___8. Choose the Typical installation type and Next to continue.

o Introduction
o Previows Insialtations
+ Software Lipense Agréement
+ Choose install Folder
B Chodse Install e
[+ Sohumions Directory
[ TOIServer Pors
[ TDIServer Sendce

_ imegrated Solutions Console
Directony

Custom
integrated Solutions Console E' ! g
g e Chaase this option bo ousfomize the features 10 be instadled.

[ AMC Sendce
L Pre-instaltation Semmany

Typical =
The Mo comren application festures will be inftalled. This eptben i
recammended for moi wiers

Figure 133. IBM Tivoli Directory Integrator v7.1: Choose Install Set
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__ 9. Select “Do not specify: use current working directory at startup time” and click Next to

continue.

o Intraduciion
«F Prevtous Installations

+ Sofware License Agreement
W Choose Install Folder

« Choose Install 5m

= Solutiens Directory

& T Senver Ports

D TO Server Service

. Imegraed Soldions Console
Directory

- Integrated Solutions Consale
~ Port Values

= AMC Serdce

W

o Pra=Installaion Surmmany
U Installing...
I Install Comphate

ou hae the option of selecting a Solutions Directory. & Solutions Directory
15 & static directony whene the I8M Thvoll Directory IMegrator Senver and
Configuration Edmar koak for your solutions,

L) Use & subdiraciory named TDI undar iy hom dirggtany
L Use Install Direciony,
() Select & directary 10 use

Befinre Defauf L Chogte

® Do nat specify - use current working directory at stanup time

Figure 134. IBM Tivoli Directory Integrator v7.1: Solutions Directory
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___10. Use the default ports and click Next to continue.

« Introduction

+ Pridous Instalarions

o Software License Agreement
« Chaoose Install Folder

+ Choose Install Seq

+ Solutions Directary

F TO Senver Poms

I Tl Server Senvice

. Imegrated Solutions Console
© Dirgtony

. Iregrated Soluions Console
" Pon Walues

[» AMC Service

I+ Pre-Installation Surmmany
= Ingralling..,
o Imstall tumqluz

Enfer the. port walues ta be used by IBM Tivoli Directony Integrator w7 1
Server. : '

Figure 135. IBM Tivoli Directory Integrator v7.1: Server Port Values

___11. Do not select “Register as a system service. Click Next to continue.

# Introduction

+F Pravéous Instalkations

« SofMware Likense Agresment
+f Choose Install Folder

W Choose Install Ser

o Solutions Direciory

+ TDl Server Ports

I TD| Server Servce

b Irtegrated Salutians Consale
" Directony

.. Integrated Solutions Consale
© Port Vahies

[ MM Serace

o+ Pra-installation Semmany
I Installing....

© Install Complete

Tou have the option of registering IEM Thel Directory Integrator v7. 1 Server
a5 @ SYS1em service. : :

|| Register as a system service
GErvicE Mame

Figure 136. IBM Tivoli Directory Integrator v7.1: Register Server as Service
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___12. Use the default ports and click Next to continue.

W mtroduction
+ Previous Installations
+ Software License Agreement
+f Choose Install Folder
+f Choose Install 5e1
+f Solutions Directory
« TOIServer Pons
« TOI Sarver Service

Integrated Solutions Console
Directory

> Integrated Solutions Consobe
Port Walues

- AMC Serace

L= Pre=lngtallanion Summany
= Installing,
I+ Install Complete

[
g

Enter the port values to be used by Integrated Solutions Console SE

Action Manager AM pon:

[ 13104

Figure 137. IBM Tivoli Directory Integrator v7.1: Integrated Solutions Console Port Values

___13. Do not select “Register as a system service”. Click Next to continue.

Imroduction

o Preous Installations

oF Softwire License Agripment
« Choose Install Folder

o Choose Install 5e1

« Solions Direcrary

o TDi Senver Ponms

o TOM Server Senvice
Integraled Soltions Console
Direciory

Innegrated Soluions Console
Port Values

o

of

B AMC Serace

£+ Pre-Installstion Sumrmans
L Installing....

b Instadl Comphate

You have the option of registering the Administration and Monitoring
Console a5 4 systam serdce. '

[ Register as a system sendce

Service Mams

Figure 138. IBM Tivoli Directory Integrator v7.1: AMC Service
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___14. A summary screen displays. Click Next to start the installation.

o Introduction
W Prasdous Installations
+ Softeare License Agreement
W Choode Install Folder
«f Choose Install Set
«F Solutions Directary
« TO0 5erver Ports
+ TDI Server Service

Integrated Solutions Cansale
Directony

Integrated Solutions Console
Port Yalues

o AMC Serdce

B Pre=Installation Summany
I Installing...

I+ Install Complate

o

Please Review the Following Before Continuing

Product Mame:

IEM Tiveli Directory Integrater v7.1

Install Folder:
fopt/IBM/TDI/VT. 1

Disk Space Information (for Installation Targetk
Requirad: S97 955,159 bytes
Available: 30,785,249,280 bytes

Figure 139. IBM Tivoli Directory Integrator v7.1: Pre-Installation Summary

The files are installed.

S Introduction

o Previous Instaltations

o Software License Agreement
W Chadse Ingtall Folder

+ Choose Install et

«+ Solutions Directony

o TOl Servar Ports

o TDI Server Serdce

Irggrated Solutions Console
Directony

Integrated Solutions Console
Pt Walues

o AMC Service

« Pra=Installation Summary
¥ Insalling. .

I Install Complete

Installing... Execute Script/Batch file: unbc setBackupDin

Figure 140. IBM Tivoli Directory Integrator v7.1: Installation in progress
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___15. After some time the installation finishes. Clear the “Start Configuration Editor” check box
and click Finish to close the installer.

[}

-/ introcuction

Congratulzions! 1BM Tivoll Directony Integrator w7, 1 has been successiully
« Previous Installations nstalled, Press 'Done’ to quit the installer

o Software License Agresmant
o Choose Ingrall Folder

«f Choose Install Se1

«F Solutbons Ddractary

« TOIServer Pors

«f TOI Server Sendce

inegrated Solwiions Console
Directany

Inegrated Soldions Consale
Fan Values

of AMC Sendce

+ Pre=Install@ion Summany
J Ins1aling.,,
B Enstall Comgplete

[} Start Configuration Editor

Figure 141. IBM Tivoli Directory Integrator v7.1: Installation complete

Tivoli Directory Integrator 7.1 is now installed. Now you need to install fix pack 5 on top of it.
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IBM Tivoli Directory Integrator 7.1 FixPack 5 Installation

Export D SPLAY=db2ser ver. machi ne.mul .ie.ibmcom1.0.

./ appl yUpdat es. sh -updat e /sof t war e/ TDI
7.1/7.1.0-TlI V-TD - FPOOO5/ TD - 7. 1- FPO0O05. ZI P/

The FixPack is then installed.

" "7 bin]# ./applylUpdates.sh -update /software/TDI7.1/7.1.8-TIV-TDI-FP8 .

s
6a85/TDI-7.1-FPOBe5.zip

Japplyupdates.sh: line 57: -Dlogdj.configuration=file: fopt/IBM/TDI/VT. 1/ etc/upd
ateinstaller-log4j.properties: No such file or directory
log4dj :WARN Mo appenders could be found for logger (UpdateInstaller.UpdateInstall

erMsgs) .

Llog4] :WARN Please initialize the logdj system properly.
CTGDKDB23I Applying fix ‘TDI-7.1-FPEEO5' using backup directory */opt/IBM/TDI/V7

l/maintenance/BACKUP/TDI-T7.1-FPEaas’ .
CTGDKEDG2TI Updating SERVER.,

CTGDKO827I Updating CE.

CTGDKDB27I Updating EIAHPLES.

1. Copy the fix pack to a location on your system. Extract the 7. 1. 0- TI V- TDI - FP0O0O05. zi p.
2. Make sure Tivoli Directory Integrator is not running before applying the fix pack.
3. Thegoto/opt/1BMTD/V7. 1/ binand run the following command:

38 Agree
LICENSE
ze/en_US

74"

Figure 142. Running commands in /opt/IBM/TDI/V7.1/bin

__4. Check that the installation was OK. Run . / appl yUpdat es. sh - quer yr eg. It does report that

FP3 is installed.

| X bin]&|. fapplylpdates. sh
JlapplyUpdates . sh: [1ne i-
r directory

-I.l}‘qd] {HARN Mo appenders could be found for LDl;.-{]!‘f {Updatelnstallier. Updatelnstal 1!‘”“5'; 5}
Logd] (MARH Please inftialize the logd] system properly.
Information from .registry file in: fopt/IBM/TDISVT.1

Edition: Identity
Level: 7.1.8.5
License: Hone

Fixes applied

e W

TDI-7.1-FPOA&S(T.1.8.48])

BASE
SERVER
~TDI- 7. 1-FPdas
CE
~TDI-7.1-FPoDgs
JAVADOLS
EXAMPLES
-ToI-7. 1-Fpgaas
EMBEDDED WEB PLATFORM
s
beferred: false o

og4] . configurationsfile: fopt/IBM/TOINT. Liete fupdateinstaller- logd) .propertles: No such file

Figure 143. FP3 is installed
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___ 5. Make the database libraries available to Tivoli Directory Integrator by copying the
db2j cc. jar and db2j cc_l i cense_cu. j ar files from the j ava subdirectory of the directory

where you installed DB2 (/ opt /i b db2/ \®. 7/ j ava). Paste the files into the
jvnijrelliblext subdirectory of Tivoli Directory Integrator. If you installed Tivoli Directory
Integrator in /opt/ I BM TDI / V7. 1, the path would be
{fopt/IBMTD/V7.1/jvnijrelliblext.

L4 IERTDEVT L v e iabieart @ O

Figure 144. Copying the db2jcc.jar and db2jcc_license_cu.jar files
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Populate the Profiles database with LDAP user information

Vs Pﬂ;’ Note ~

Do it on the computer where you installed Tivoli Directory Integrator. In this example, it is on the db2
computer.

A J

The population of the profiles DB with LDAP user can now be done with a wizard.

1. Copy the Lot us_Connections_4.0 w zards_| i n_ai x. tar to your computer and extract it.
Then, go into the wizard folder and run . / popul at i onW zar d. sh to open the wizard. Click
Next to continue.

2. On the Welcome page of the wizard, click Launch Information Center to open the IBM
Connections Information Center in a browser window. Click Next to continue.

Tl e e e e e R
| Prokiss populatan srard r M Conrectora 45
Welioms o Frofis s populabon wicssd for (8 Conresctons 49

Figure 145. Profiles population wizard for IBM Connections 4.0: Welcome

__ 3. Select Default settings or, if you are resuming an earlier session, click Last successful
default settings and click Next.

PM

. Note
-7 N
This page is shown only if you already used the wizard to populate the Profiles database.
- J
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ety U aNin a1 Gor (M Crrvmr S d

Profiles pepulsbion ©ongurabion Leliings

| Thte widir=d chebhed) ! Prostiers dalilihie wih Demdunly Dokt wiess] P witesl Chisas whioh writngh & wis whis fnnng i
| e

W Defaul settingd

LA Wcoeashl ConIgusston serings

Figure 146. Profiles population wizard for IBM Connections 4.0: Profile population configuration settings

___ 4. Enter the location of Tivoli Directory Integrator and then click Next.
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Vs '\jw;, Note ~

This page is shown only if the wizard cannot automatically detect your Tivoli Directory Integrator
directory.

A J

FrafiieL fedslabon m s S 1M Civineston k0

Frorsdt Dareciory Integeaboe s lall b s bon
1 The mzad W onsbls o ooaie the Tkl Desciory Integraion n T Selsk loraton Lﬂ tul.; Eﬂnnﬂﬂﬁﬂﬂs

Wik Coressctions ey Theol Direciony integeio: & popuisss T Prmties databaws. Specly e ocaiion of Bw Taol Deciony s g
program e Twol Desciory brisgiasor swast e veon 7.0, Fafeod

Selecs the location of S Thel Dirsciony Istograior nutalision dmciony:

| (et SBLTIANT.

Paw e ] '_i-ﬂh‘

Figure 147. Profiles population wizard for IBM Connections 4.0: Tivoli Directory Integrator installation location
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__ 5. Choose a database type and click Next.

Frisfimy prand gl s b Sibl Corve b d B

Frofila i datsbaie teps

Skt Tl Prodle s ANLESENS Ty

D2 Uriewrnal Ehatabacs(This
Orpctn Erarprms Edtas

SO Tt Crearpens Fadnon

Figure 148. Profiles population wizard for IBM Connections 4.0: Profile database type
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___6. Next, enter the database information for were your PECPLEDB database is located and click
Next to continue.

Frifies pomaSon merars b M Conrsteons 0

Frofbay datsbate properiss

Ertar tha Paofien ditabris propaded The wiiesl ulss Ba ornaton o scorn Te Prolies datib s

ot e
b Frerer mehing com
g

L]

Dwinbans
PLOELED
TR ey inemrg geath
loptibm ] W e E
Ukt I} Qo wapd 40 el io Salabawe b
Rl
e

Figure 149. Profiles population wizard for IBM Connections 4.0: Profile database properties

___ 7. Enter your LDAP server and port and then click Next to continue.

Protims F-;u._-.‘-‘;:;m ;ﬁ- n'dl |'_;'-u-|-1|5|im | l

LDAF sarver oo Son

Sy the LIWMD Rl five afed Dot W dnalis Pa Prodies doDbeleton witesd b oonned] 1 T LDAD s

LDAR seferr hahe

LEWAT Gafonr et

i L]

Zrwiprd b e 5O commrumerhon for Wouned scoeen

Lhe S5, £t

Figure 150. Profiles population wizard for IBM Connections 4.0: LDAP server connection
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___8. You are then asked about your bind user. Enter a bind distinguished name and password

and click Next to continue.

L e e L DR BT

LIGAF" o8 roli) &bl o dnede .

Dt the Sind Sstrgunhed nams and parsoed b o skos B st o scow the LDAD dmcioy

B duingunied nams 8
Chvpttend, QU= Shamsd] DAR, D=L otun, (M= Solvwes. o DC =g, DC swwg OC=swms DC=gen, DE=com

ey e

iu.nu.li

Back Canew

Figure 151. Profiles population wizard for IBM Connections 4.0: LDAP authentication properties
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9. Enter the search base and search filter. Click Next to continue.

PesAies Do iN oA arfsrd b Sl Conrer fana 4 0

Pos g il Brograd aFopcd surres wred Bfler oo i v s,

E=int Fra Bane dasrgoshed rome and b dor By peaed b begn e amcheg bor vsem e e LDAS dreciory e

LEAE iy wiiech s
Oy WE Ok vty (e Softmaey Croop =By, OF =wwg OC munmas O sk D scom

LD st i A8

I’Iw’-l'-ﬂi".lﬂﬂlh.h“'\nll“

(o

Figure 152. Profiles population wizard for IBM Connections 4.0: Base distinguished name and filter for searches

___10. Select the default database mappings for this example. Click Next to continue.

Prinhi o, UMl AT arela o e H Covrias i 8 B

Tepimt as LIAR anietnds o @ LavaSonpt bt o aech ekl 5 the Besfies detsiare
Wims L 5 e CBhimsna. by splnIng e Colmes haades o bl ach s b3 i meecve o e the LDAR aneliete o b g
i

anabae Py LDAP Anrteted o S5 Fusiions  Descipises

kel semame ABweriate Lenl muare

bzl LA
bl g
Ll ar Camrrdar bk
Tinereepline i CanaTPy e
L . [T .
dapihirmbas Depaanet nombar
Anrcrginn e e ol me
A tua (=] Rarma
datrrpnhedfame R LOAP datrepumbied nisme
el ol Dffw wal

oy e - Empiys namte
smpia TepaCods  srgipeengs Empirgss yps
EsRTmCE Mlackgenond
ImMiamnbar Faycnarririuts phone e Fan momiter

Figure 153. Profiles population wizard for IBM Connections 4.0: Profiles database mapping
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___11. Do not select any of the optional database tasks. Then, click Next to continue.

Frofsd popLslon merard S 8 € onrecliora 49

Cipiral dalsbaie laids

Caoarvivay

Depanmsns

g wmershonz

Ermglryes hpas

Werk poateng

[l s w3 Faan. s Ll S s B peofiees of ssch mansge?

i

w e

Figure 154. Profiles population wizard for IBM Connections 4.0: Optional database task
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__12. Review the summary panel to ensure that the information that you entered in the previous
panels is correct. To make changes, click Back to return to the relevant page and edit the
information. Otherwise, click Configure to begin populating the database.

Foillinn guend AT poifd el g IR0 vt Bne D)

Profia pogulstion wesct & mady 15 nn e popeson wWih S il ronliguoscn

Configuaton dats

Cunsbanes hoot name; dbZservermachine.oom
Dustsbanss nams PEOPLEDH

Duisbares post 53007

JONC crver buany palh: optibesd sV, Tiava

Dusisbarss usss IO dadinatl

Distabarss typa: DY Limsesrsd Dtk s TN

LOAP hond nama com

LEWAP naress port 39

Wind detingunisd name: Chewgaind QR Shand, AR, DU ot DUk Solaam

Croup. DC =gl 2 OC =yag D suwma, OC =sm, DT »com

LOAP ey sty barsa: T Shammd LIS DL o, DU Sofwam Groop, DC =Mt g2, D =g DC s D s, DC=xom
LEMAP L et e (b= "m0l iclavy=wsa)

Trol Desciany Inmsgeator mmaslation kcation: opt BITDLVT 1

Usa S5L communicatos: o

Opionsd Lask bt

To changs sny setngy, cick Bk, To begn S confguisson, dick Confges

Bacs Cance Lo

Figure 155. Profiles population wizard for IBM Connections 4.0: Profiles population configuration summary
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The population task starts to run.

Frailin s il i o wifdrn dar 10 Crsitrmd bisrs 4 0

g i s b s

Thas s musy bakin ] e o oo, depending o0 B e of you LA dmciony

Poestanng

| Loggeg wia fmWuastBguE_F01 20775 _185541 g

Figure 156. Profiles population wizard for IBM Connections 4.0: Running population task
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___13. When it completes, you see a completion summary. This task can take a long time (3 - 4
hours), so tail the previous log which is being referenced. Click Finish to exit the wizard.

Paivbibi s pusgh it a By mi gai b 1R ottt Basin &0

Popdabon coemplslon sumemary

Th peodies wirse ssecutaes i Snabed

The soecuton ol & ielowng

Popuine dep data o EESLOTEL tabe

The Theod Desciory nlsgraior populaton cutpst

TN FQF-TH 1720 1% 0608 IWFD [com b diing FisRoleshpcandar al0aBldis-11 M-dsbe-ath ] - Vhoefeddidi] - CL FRNDGT T
AR pparaioe, MCoEN ooy K 20000 dupicais oo 0, Lalew momdy A O and il sccesalyl sairy ik Chisdomr

Aaran DFE_ D00, CH e Snaysngl DAE DR g DU Gnftiaey Gogasp, DO BEG0 T D0+ g D=y wms, Lo sdin D sgen

i S TR D, S 1 W AR Mt PO 0TS NS e B o S TN g e e T
eV Paprutine [ Fapm DhF e 10

Ywwiog
T Solicaweng ¢ Cnligratan R Sl wn

Cowbui W detid
Daishaes how s OUFETVET MacFing. oo

Dasahase nams PECELEDS

Dotk b Pt S00060 |

JOBC gebeps Wty Bath P el VY Tiava

Dtlafvase vt P 202l

statase bype (0D Uniersat Distebs e TUE) ]

LEWARY hotrd® e

LOAP nmrewr post- DD

find datrgunhed name: Chespabind CU=-48 mdl CAD G phe, CL= oS

G D sty ), D suwey D v DOm0 st o =
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Figure 157. Profiles population wizard for IBM Connections 4.0: Population completion summary
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Setup of an NFS server on SUSE: Shared area needed

In a multi-node cluster, you must configure network share directories for content stores. When using
NFS, use NFS v4 because NFS v3 lacks advanced locking capability.

r & Linux ~N

On Linux, the easiest way to do it is to set up an NFS share on a computer (such as your
Deployment Manager) and then map that on each node.

(G J

Here is how to do it.
1. Share out a folder on an NFS v4 Server:

__a. Create afolder on the system where you want to share the folder. For example, create a
share that is called LC Shar e within the / opt / | BM LC_Shar e directory on dn& BM HT TP
Server. nachi ne. com

___b. Give full read/write access to this folder, chnod -R 777 /opt/| BM LC Share.

With NFS v4 you can export just one file system, so all the folders you need to mount on the clients
should be under this one.

Server config: (Deployment Manager)
__ 1. Edit the Export file:

__a. #vi letc/exports.
___b. Add the following line:

[ <fol der _to _export>
*(fsid=0, rw i nsecure, no_subt ree_check, no_wdel ay, sync, nho_r oot _squash) .

c. Save and Close.

Figure 158. Editing the export file

___ 2. Activate i dmapd/ nf s:
__a. #chkconfig idmapd on.
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__ 3. Restart the services:
__a. #service idnmapd restart.

__b. # service nfsserver restart.

Figure 159. Restarting the services

__ 4. Check the exports:

__a. # exportfs.

___b. If everything goes well, you should see this message: / <f ol der _t o_export> <wor| d>.

Figure 160. Checking the exports

Client configuration (Node 1)

__ 1. Make sure that i dmapd service is enabled and started

__a. #chkconfig idnapd on.

__b. #service idmapd restart.
__ 2. Test manual mount by using nf s version 4:

__a. #mount -t nfs4 <nfs_server>:/ /<nount_point _on_client>.
___ 3. Update the /etc/fstab as follows:

__a. #vi letc/fstab.

___b. Add the following line:

<nfs_server>:/ /[<mount_point_on_client> nfs4
rsi ze=32768, wsi ze=32768, intr,noatine 0 1

___ 4. Mount the remote file system.
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__ 5. #nmount <nfs_server>:/

Figure 161. #mount <nfs_server>

___6. Repeat the same previous client configuration steps on Node 2.
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15. Installation of Connections 4.0
The installation of Lotus Connections 4.0 is done on the Deployment Manager computer and then
synched with the nodes.

Make sure that your Deployment Manager is started and On each node, stop all running instances
of WebSphere Application Server and WebSphere node agents.

If you are installing the Metrics application, ensure that you installed and configured Cognos.
Ensure that the directory paths that you enter contain no spaces.

Ensure that the Open File Descriptor limit is 8192.

Follow these steps for how to set the limit:

1. Open a command line and enter the following command to find the current open file limit:
ulimt -n.

2. Add the following line to the user's profile file:ulimt -n 8192.

Figure 163. User’s profile file: ulimit -n 8192

Vs 1\5 Reminder ~
Check that the previous steps on Node1 and Node 2 as well.
G J
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___3. Ensure that the GTK library is available on your system. If you are installing on a 64-bit
system, you also need the 32-bit version of the GTK library.

Vs .“\g Reminder ~N
Check on Deployment Manager, Node 1, and Node 2 as well.
g J

g
(¥
g

Voo T T T T T T S

Figure 164. GTK library
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___ 4. Copy the installation files to your computer and extract the
Lot us_Connections_4.0 | in_aix. tar file. Start the installation by running the
./'1aunchpad. sh under Lot us_Connecti ons_I nstal | . The following panel is displayed.

IBM® Connections 4.0.0

e Wi
Doz et
Pro-nidsfaton ik
kel B Cornecotd 4 B0
i AT A L

Esi

Fila 11+ A Bt Rifws 4 0« bdiila Firafag

Trtecl & angulge -En-’1.|‘|- . -':j =

Welcome

B8 Connecions s S0cial pewoding software detgaed for B woplace By applcabon belp you b cutabd
dyname nesworks il conned you te B people and Ifomatos you seed 1 adheve Yo bimess goals

To begin, cheoie Fie optons 3l The lef lo pevfiom e pre-mtalisaon tasks nitalaton Legks, ans posbanyiaiiancn
ks
Licervand St riass - P gty of A Cofp © IDAR Carmiuton ard et il JT0T28100

Tt e Coiagenien Tk o s o o o 16 BT N P i DR ] Y by D R o sl e P
apvhe o

fitlz

Figure 165. IBM Connections 4.0.0: Welcome
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__ 5. Inthe left pane of the launchpad, click Install IBM Connections 4.0.0 and then click
Launch the IBM Connections 4.0 installation wizard in the right pane.

Filu T © VINA 1 e Pty A 1), 01 & WAG 1] % FirmPos
IBM® Connections 4,00 Setect s lesgiage | Enghah =] o= |
W et
acemantan Install IBM Connections 4.0.0
Proansianon ke Whak in I8N focitaliation Blanager?
naballabon Managed i an Bpeheabos Bal maked d caieer [of pou b deienload ind il masy B8 wefese

b nwisil B8 Corvactans 4 00 . .

]
¥ you hase rat prenoutly eealed insiallabon Wansger, v will be prompied b astsl d epos 13amng B B4
Eix Corne chony ol werard
W Lausch B B Cooneckom 40,0 patall werand
Wote Saar the YWebSphere Agphaton Server Deployment Manager before peoc eedng wih e worand

= i the B0 Coontohons 4 O 0 kel vz ks

Figure 166. IBM Connections 4.0.0: Install IBM Connections 4.0.0
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___6. Inthe Select packages to install window, select the packages that you want to install and

click Next to continue.

= B [ B8 Connecions
¥ i werson 400 0

S gl wemice
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Figure 167. IBM Connections 4.0.0: Install Packages

___7. Review and accept the license agreement by clicking “I accept the terms in the license

agreements”. Click Next.

Install Packages
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Figure 168. IBM Connections 4.0.0: License agreement
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__ 8. Specify the location of shared directories for IBM Installation Manager. Click Next to

continue.
| Install Packages =
Sehect @ locsbon forthe shaved redsuce s desdony and & ecasen Nor matllsson Wanager
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Figure 169. IBM Connections 4.0.0: Shared directories for IBM Installation Manager

___9. Choose Use the existing package group or Create a new package group. Select Next to
continue.

s V/*, Note ~N

If you are using the wizard for the first time, the “Use the existing package group” option is not
available.

G J
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___10. Specify the location of the installation directory for IBM Connections. You can accept the
default directory location, or enter a new directory name, or click Browse to select an

existing directory. Click Next.

Install Packages :
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Figure 170. 1BM Connections 4.0.0: Installation directory

___11. Confirm the applications that you want to install and click Next to continue.
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Figure 171. 1BM Connections 4.0.0: Applications to install
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___12. Select the path to the WebSphere Application Server instance that runs on your deployment
manager. In this example, it was under / opt / | BM V¢bSpher e/ Depl oyrent Manager . Enter
the host name, wasadmin user, and password and then click Validate at the bottom.

install Packages g

Fil in the configuraiionn b the packages
FoaRmEn 00
* [ Common Configaraions. Comman Conbguratons

R
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AdraieE! ukel 10

admin from idap
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Figure 172. IBM Connections 4.0.0: Configuration for the packages

__13. The SSL certificate is retrieved from the Deployment Manager. Click OK.

Information Dialog

gl Validation successful

Figure 173. Information dialog
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___14. Click Topology on the left side and Medium: Applications grouped in several clusters.
Then, click Next to continue.
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Figure 174. 1BM Connections 4.0.0: Topology
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___15. Next is the database configuration. Ensure that your database server is started. Click Yes,
the applications are on the same database instance. Enter the host name port of your
database server and enter the JDBC driver location as well. In this example, it is
{opt/i b db2/ V9. 7/j ava.
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Figure 175. IBM Connections 4.0.0: Database configuration
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___16. Then, scroll down. Enter your corresponding user ID and password as well. Then, click

Validate at the bottom of the panel.
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Figure 176. 1BM Connections 4.0.0: Database configuration: User ID and password
The following validation message is displayed.
2 Progress Information 4
Validating BLOGS database .
Cancel

Figure 177. Validation message: Progress Information
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___17. When the validation is complete, click OK.

Information Dialog

ﬁ Validation successful

=

Figure 178. Information dialog: Validation successful

___18. Click Next to continue. Now you are asked about the content store (in a cluster or where the
Deployment Manager and Nodes are not installed on the same computer). It should be a
shared location where full read/write access is granted. In this example, change the shared

content store to / opt / | BM Shar edAr ea which both nodes have access to. Click OK when
ready.
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Figure 179. IBM Connections 4.0.0: Content Store
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__19. Click Validate, Click OK, and then Next.

Infermation Dialog

@ Validation successful

2

Figure 180. Information dialog: Validation successful

___20. Finally, click None to not enable notification from the notification configuration screen.
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Figure 181. IBM Connections 4.0.0: Notification
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___21. Check the summary information and click Install.
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Figure 182. IBM Connections 4.0.0: Summary information

The installation then starts. You see a screen like in the following figure.
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Figure 183. IBM Connections 4.0.0: Installation in progress
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__22. When finished, you should see the following. Review the result of the installation. Click
Finish to exit the installation wizard.

Install Packages -

-
#_" The pachagey ane inslaled Yigw Log Fis
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B Carreions
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packagei. You can delcls back preletoncs page

Figure 184. IBM Connections 4.0.0: Installation completed

___23. Restart the Deployment Manager.

___24. Open a command prompt and change to the profi| e_root/Dmgr01/ bi n directory. Enter
the . / st opManager . sh command and then enter the . / st art Manager . sh command.

Figure 185. Command prompt to change the directory
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25. Start all the federated nodes and enter the startNode command.

Figure 186. Start node command

___26. Log in to the Integrated Solutions Console on the Deployment Manager to fully synchronize
all nodes.

__a. Goto System administration > Nodes.

___b. Select the nodes and click Full Resynchronize.

15 ity stiubind rihtiumtio ot Pty o o ML i e bt Sl P
1

Figure 187. Performing a full resynchronize

Beedan
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Figure 188. Performing a full resynchronize

'm;l’ Note

a I

Wait until the Deployment Manager copies all the application EAR files to the installedApps
directory on each of the nodes. This process can take up to 30 minutes. To find out whether the
process is complete, log in to each node and go to the installedApps directory and ensure that all
the application EAR files are fully extracted. The default path is

app_server _root/ profil es/ AppS v0l1/i nst al | edApps.

G J

Figure 189. app_server_root/profiles/AppSrv01/installedApps

___27. Restart the Deployment Manager.
___28. Start all your IBM Connections clusters:

__a. Logintothe Integrated Solutions Console on the Deployment Manager.
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__b. Goto Servers > Clusters > WebSphere Application Server clusters.

___c. Selectthe IBM Connections clusters and click Start.

Webtphere applicateon server dusters. 7
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Figure 190. Starting IBM Connections clusters
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16. Post-installation tasks

Reviewing JVM heap size

1. Log in to the WebSphere® Application Server Integrated Solutions Console and select
Servers > Server Type > WebSphere application servers.

2. Click <server >, where <ser ver >is the name of an IBM Connections server. You might have
several servers in your deployment, so you might need to repeat these steps for each
server.

3. Inthe Server Infrastructure area, click Java and Process Management and then click
Process Definition > Java Virtual Machine.

Al st poreery * nmranc]

Figure 191. Application servers

___ 4. Review the maximum heap size. IBM Installation Manager sets the following values for
Small and Medium deployments. Make sure that the Maximum Heap Size is set to 2506.

sy
r /7  Note ~N

Ensure that you are not allocating more memory than the physical capacity of the system where the
JVM is installed.

. J
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__ 5. Adjust the current values of the heap size up or down to suit the needs of your deployment
and your hardware capabilities.

Appbi st pareers = penarh T Frecass dnfsnes v levs Vensal Harbas

w8 e D b cnefapees BRnnrsd lae 0 TH] stusl waheny Eetags

Figure 192. Java virtual machine
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Figure 193. Adjusting the values of the heap size

6. Click OK and then click Save.
___7. Repeat these steps for any additional servers in your deployment.

The next section is about HTTP configuration and must be completed as HTTP is required
for Login by default on Connections.
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Configuring IBM HTTP Server

Add web server as unmanaged node

1. After the administration server is started, open the Deployment Manager and add the web

server to the cell as an unmanaged node. Open the administrative console at
https://dn& BM HTTP Server. nachi ne. com 9043/ admi n.

rncles

2. Go to System Administration: Nodes and click Add Node.

Uie thiz page to manage nedes in the application servar anvirenmant. A node correzponds to a physical comput
following table lists the managed and unmanaged nodes in this cell, The first node is the deployment manager.

dicking Add Noda.
Preferances

Add Hode | Remoue Hode || Force Delete |

Full Resynchronize || Stop |

il mlieale

Select| Hame &

You can administer the fnllnvlng FRSOUFCRS |

Verslon O

Figure 194. System Administration: Nodes

___ 3. Select the Unmanaged node option and click Next.
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Figure 195. Selecting the Unmanaged node option

4. Provide a name and host name of the HTTP server and click OK.
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Figure 196. Providing a host name for the HTTP server
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5. Click Save.

E Messages

& changes have been made to your local configuration. You can:
q

® Saveg directly to the master configuration,

* Ravigy changes bafors saving or discarding.
#n gption to synchronize the configuration across multipla nodes after saving can be enabled in Brgfgrances

I The server may need to be restarted for these changes to take effed.

Figure 197. Saving directly to the master configuration
On the nodes panel, the web server is displayed in the list.

— dmEihs. machine_com [A—— 1ex

Figure 198. Nodes panel
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Add web server as a server
Next, add the web server as a server in the configuration. To do so, follow these steps:

__ 1. From Servers: Server Types: Web Servers, click New.

Web servers
Web servers
Use this page to view a list of the installed Web servers.
B Preferences

-;nnu-:w.ijfl-m-.ln | I"‘:m."l".\i‘:i{"lllﬂ-l-n |! Maw I Cralate l .'.l'l'mp'.ihim |5 .":"-"::ll't ] .é-':':-p Terminate I

B0 TP

Eihdi Harna 2 Wab server Type = _ | Hode 2 _ | Host Hame 2 | version & | Status &

e

Hone

| Total 0

Figure 199. Adding a web server as a server in the figuration

___2. Select the web server node and provide the name of this server, webser ver 1. It is the same
name that is provided during the plug-ins installation on the web server. Click Next to

continue.
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Figure 200. Selecting a node for the web server and selecting the web server type

__ 3. The IBM HTTP Server option is selected. Click Next to continue.
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Figure 201. Selecting a web server template
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__ 4. Provide all of the web server details as shown in the following figure and click Next.
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Figure 202. Entering the properties for the new web server

5. Confirm the new web server and click Finish.
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Figure 203. Confirming new web server

___6. Save this change. Before proceeding, do a full synchronize between nodes in the
deployment.

[=] Magiages
L} Haw server iz created successfully.

III- Modify variables, resources. and other server mnﬂgurlﬁm settings, such as message broker queus names hl'ﬂl‘l%
running the newly created server.

fychanges have basn made to yeur local configuration. Yeu can:
® Saug directly to the mazter configurakion,

® Rgvige changes before saving or discarding,
An option to synchronize the configuration across multiple nodes after saving can be enabled in Prafersncas.

feThe server may nead to be restarted for these changes to take effect

Figure 204. Saving the new web server
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___7. Returnto Servers > Server Types > Web Servers. Generate and propagate the plug-in file
to the web server.

By
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Figure 205. Generating and propagating the plug-in

__ 8. Todo so, select the check box beside webser ver 1 and click Generate Plug-in.
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Figure 206. Generating plug-in

__ 9. Select the check box again and click Propagate Plug-in.
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Figure 207. Propagating plug-in
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__10. Click webser ver 1 and then click the Plug-in properties.
T N N N N N —————.

Wek vereery F wwimases ]
i SR PR G s B WREE v tamt pewviden TTE B HTT9 mupport by Bppapbas warven

L ] FirPrgar whvae

Enmmsad Fropare mn c

sty

EE A T . L
- Pink Lasyws sitaml ciaply

et Descsiogy
¥y
] Addfsnal Fropasian
[:IFI-!'F?h-u- - P
i iz kg
—_ = R L
[ ——
& Wk s b
| — BT (TR RSOCR AT
Lkafa= morpsieg
L o i
AR TRET AL BT [ o i cond [0 | =
o ool | | mese | Emeosd

Figure 208. Plug-in properties

___11. From the repository copy of web server plug-in files section, click Copy to Web server key
store directory.

Repository copy of Web server plug-in files:

# Plug-in configuration file namea

|plugin-cfg.xrn| View |

|"’F| Automatically generate the plug-in configuration file

Automatically propagate plug-in configuration file

# Plug-in key store file name
[plugin*key.kdb

Manage keys and certificates

Copy to Web server kay store directory

Figure 209. Repository copy of Web server plug-in files

The following message is displayed to indicate the successful copying of these keys. Again,
restart the web server for the plug-in changes to take effect.

B “sazages
III- PLGOODEA]: Tha plug-in keyring fils is propagsted Fram Iﬂwlﬂﬂiwﬂﬂnh-r‘.f.ﬂpp&ph-r.-'nrMnhi.-’DmgrDi.thgn’b-IIM- =t 18a 3 |
{nodes) vebservas servers sebservar i/ plagin- key.kdb to /opt/ 188/ HT TEServern Plugine/config/ vebserver 1/ plugin-key kdb on the Web sercar
TRt
[ PLECO0EST: The propagation of the plug=in keprng s complete for the Wab server, - - . Callil.esbewrrer.sabercerl.

Figure 210. Message indicating that keys were successfully copied
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Configuring IBM HTTP Server for SSL

To support SSL, create a self-signed certificate and then configure IBM HTTP Server for SSL traffic.
If you use this certificate in production, users might receive warning messages from their browsers.
In a typical production deployment, you would use a certificate from a trusted certificate authority.

__ 1. Thefirst step is to create a key file. Start the iKeyman utility by i keyrman. sh from
{opt/ 1 BM HTTPSer ver/ bi n.

Eile Edit View Terminal Tabs Help
m=e .- sfoptsIBM/HTTPServer/bin #

«/ikeyman

Figure 211. Starting the iKeyman utility

The following panel is displayed when you start this utility.

kay Databaie [He Cieale View [lelp

ey Walabase infoimnylion
oE-Type
File Waame
Teben Lubet
ey daiabase Qoaiem

[To stam, please select the Koy Database File mefis 18 work with & Ley daabase_

Figure 212. IBM Key Management
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__ 2. Click Key Database File > New...

T BN ey Banage ment
iy Daabasa fie) Create Yiew (iele

D) e
@ o

* Wgw Prowbded

ey databaie information |

Ky databate oonbest

Egn

|[Ta star, please select the key Databave File menu s work with a ey datshave..

Figure 213. Key Database File: Creating a new key file

___3. Ensure that the key database type is selected as CMS. Input a name for the key file and
location to store it.

i ] IBM Key Managemant
Key Database File Create View Help

Dws o ¥

DE-Type:

File Mame:

Key database information

Token Labelk

Key database content

r
|Peisonal Certificates

] Maw x

Key database type ,(-M‘S | - 2

File Name: webserver-key kdb | ﬂluw:lt.. ol

Locatian: [opa [IBM [Kefiles Impoin
Cancel REcreane Request.

|[Tu slar, please select the key Database File menu to work with a key database...

Figure 214. Selecting database type, entering a new name and location for the key file
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___ 4. Enter a password and click Stash password to a file.

L
Koy Database [0e Create  Yiew  Helg

Dw W%

B Ry b gemenl

=
Ky daLibave infermstion
OE-Type
File Name:
Taken Luhat
Ky databass contemt
[Personat Conmeates =

Pasuword Prompl

p.wq ETTE TS

Capfirm Pasvwonk ';.Il.‘l'lllll-

| Expination e
] Stash ras ewsrd 1o @ My

[ ] [ ] [ coment |

[Te stam, please selecn the bey Database File mens Le work with a bey database_.

Hervne

[rekete

S il

it
Eeoiwgis Beguueyl

Bename

M 5ol Sigmed

Esjrart Ceiificaie-

Figure 215. Password prompt: Stash password to a file

key Databiate e

MM Key Managemen ¢ [ropt A0 Eayfiles websorver-kny k)

You are returned to the iKeyman panel with the webser ver - key. kdb opened.

Create  Yiew |Help
D W * R
by database information
D= Ty pe (3
Fil# Bume Fopr/EH (1 e fasbrener iy db
Taken Labsk

By database contenl

(| The peque sted a0isn Bas successiully comglevedd

] [ e
D#lei

View  EaiL

Recreati Wa ik

g s Ceremiiate.

Figure 216. IBM Key Management
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__ 5. Now create a self-signed certificate by using Create > New Self-Signed Certificate.

M ey Mapagemart - [IopUsAM Ee il s bba s r-eny ]
Key Database File | Coeate] View by

D = !—“ v Cepuificate Requesi. e |

u M Sef-Signed Cenmicate_. (1L

# datsbase information

D= Ty pee LM
File Nama Jopt RN X e bR oy B
Taken Labet
bory dataliade canles]
[Personal Cenicaes

Hew Self-Signed_ |

Euprast Carilficaie

Tequesied aciian Bt swcoessfully comgletedt

Figure 217. iKeyman: Creating a self-signed certificate

___6. Input the label and other details as appropriate. Click OK to save the certificate.

m T B Ky Management - [loptiBW Ky Tilestwebsarerhay k] _Ex
ey Dalabase [ile Cieme  Yiew  (§eip
Crasts Naw Sall-Sigred Carificala
D= Type: CHWE
Fike Mame fo01TEM [Keyies fo]  FItase provide the Tellowing
Token Labet ey Labied FaiTTigre ol ar1licats:
Yerien
[Prssmat conneasns ]| st =] means
| anature Algoinhm
Campmoen MNams foptbgnal dmdina. machine.com ]
P— o Wi Lan
Organizatienal Unit optisnab imps
Lecality {opbenab | - ~
2 BériegiE Eagu s
Saie Province inptiensh
Lipode opienal adelane i
Country of ieghen url.-naﬂ I r
Valjdaty Praied 165 | Days
[ 0k LTS [ Lancel
=l
Cui Tira

[The iequested sition hay successfully completed!

Figure 218. Entering the properties for the certificate
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___ 7. The certificate now appears in the key file, as in the following figure. Stop the IBM HTTP
Server, if started. When you verified that it is stopped, log in to the administrative console

and configure the web server for SSL.

ey Database File Create Yiew Help

D BRI

HEM Koy Maragamand - |.'|:|;_ﬂ|l|_ill.'h|',‘||lu,.-|.l tagmimr-kay kdb]

DE-Type: M5
Filbe Mamse: Japt RN e b= iy LD
Takem Labek

Eay didabaie comtent

key database infarmaian

RErEfe—

Detere
Wi it
e TR
 Recragee Requast. |

Efnage

N-l.'l;l el - higned.. "

| Expa Comiiate. |

illu dequested action hay swcoess Rullly ulp'iﬂﬂ.:dl

Figure 219. Stopping the IBM HTTPS Server

___ 8. From the Web servers panel, click webser ver 1.

W s

s ki pags to vies @ Ge of the laised e sarvars
[ —

BTN R

geprs oy o JL e B B ]| Tonptsry L on o |
L <FL Wt
et . D Waly parves Fyps o s o e N T llu-uﬁ.
L e T
e — [TTSRTLL | ee— embiane e dm&ihs. maching.com :..u. =
Toaxl &

Figure 220. Web servers panel
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__ 9. Click Configuration File to open the htt pd. conf from the administrative console.

Wek rarvers F webrsreeri
tea 15om page by meRgure & Wab tereer that provetes HTTE gad STTES oo S sopleston wermen

e

Laagso] Pogjaings

ek perver s
=sharowl |

1 rirm,
o T e =]

# iven
L.

4 Bl nww Pntal alas el

ok DR WY T P arver

# Carvogsrabnn s ra—e
mAE_ IR kL8 T 1 ey bl [ 3

apady | O | | S [

| et At

Figure 221. Configuration file

The htt pd. conf opens in the browser as shown in the following figure.

Web servers > webparver] > ${WEB_INSTALL_ROOT}/conf [ hitpd.conf

e TR page 1o vem of medily the cortents of the Web serves configuraban file

-
# Thiz ia the main (B8 HWTTE server configuraticn file. It containg the

= ponfiguration directivel thEl Qive the Berosr it ineructiens,

& daw CURL-Rttp ) pubdl, boulder, Bm_comy htpeera manuad P07 > for detailed
 infoarnation sbout the Apache dirsctives

.

»

1

Figure 222. Editing the http.conf file
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___10. At the bottom of the configuration, add the following lines to the htt p. conf file:

LoadMbdul e i bm ssl _nodul e nodul es/ nod_i bm ssl . so
<l f Modul e mod_i bmssl . c>

Listen 0.0.0. 0: 443

<M rtual Host *:443>

Server Nane connecti ons. exanpl e. com

SSLEnabl e

Al | owEncodedS ashes

</ Vi rt ual Host >
</ | f Modul e>
SSLO sabl e

Keyfile "/opt/1BM Keyfil es/ webser ver - key. kdb"
SSLSashFile "/opt/ | BM Keyfil es/ webser ver - key. st h"

LosdModules vas_spld_moduls fopt' [BM/MTTEServen Plugins/ben/ 32t/ mod_was_spl2_hitp 5o
WeblpheraPluginConfig fopl/ |BM/HT T Fiaryer/ Plugina/config!webservar L glugip=cfig.xm!

LosdModuls ibm_sel_moduls modules/med_ibm_sal.zo
cliModuls med_ibm_sil.c>

Lsten 0.0.0,0:443

cvirtuslrost * 443>

Sarcarfisma
SSLERable
SivimualHest>
S/ iMsdula>
SS5L0kaabla
Eaylila “/apl TEMS Kavfdals sabaaroar- ey kdb™ =
S5LataahFile *opt 1IBM/ Kayhilas sl e ronr ey Sth”

dmii ﬁ*..:nm:hlnr.-:nm

Figure 2283. http.conf file

___11. Click OK to save this change.
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___12. Next, start the IBM HTTP Server. To verify that the SSL settings took effect correctly. type
https://dn& BM HTTP Server. nachi ne. cominto a browser. If the IBM HTTP Server page
appears over https, then this step was successful. You might need to accept the certificate
to your browser as it is not signed.

¥ iUnrwsibed Conmectson - Morilla Feclon

Ble [t Yew Mgty [olmads  Took el

g_' 2 |t dmihs.machine.com + - [} D
.F M. Vit ttre arted :mm-cl‘_n a
i Ueitrusted Comnection ]— =

i Feav dpsdane] Praldin b cofvimct setunely bo dosnedtiorm e ample o, bt we (ot corfem
Ehat your (Onrechion i sedune

% This Connection is Untrusted

Piormally, when o bry 80 corned deourely, el will pressnt tnited identifcation Lo prowve Bl youy
are o ba e right place. Mossrver, e s’y dantity can't e verified

‘whiat Shauld 1 Do?

1F oo vy cornect to thes she vebuouk peoblerr, this error Coukd mean that somecrs & brying bo
iopeiporatn thes e, aned pou shoukdet oonbinuee

ek e ok of here!

Techmical Detals

I Urederstand the Risks

1 o ursderstianed what's guaneg on, yous cam bell Frades to start trutng ths sbe's dentfusten. Even
o you trusd the site, Ehis error could mean Thel sodmeone i Laengscring with youe

s e

Dot 2d3d ar enooephon urkess wou krows thees's & good resson why the sfe dossnl use brushed
et Fication

Nﬂlmlﬁln!

Figure 224. Untrusted connection: Accepting the certificate of the browser
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___13. Click Confirm Security Exception.

I —— T R ——

ndd Security Exception E

ou are abouk to override how Firefox identifies this site,
l . Legitimate banks, stores, and other public sites will not ask you to do this.
s

—Server

Locakion: I https:/f dmé&ihs.machine.coim et Certificate I

—Certificate Status

This site attempks to identify ikself with invalid information. Yiew |

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity

Certificate is nok trusted, because it hasn't been werified by a recognized authority,

v Permanently store this exception

Zonfirm Security Exception Zancel

Figure 225. Adding security exception
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The IBM HTTP Server home page is displayed.

WabSphera 5oltwar

Figure 226. WebSphere software: IBM HTTP Server Version 7.0

Adding Certificates to the WebSphere truststore

___ 1. On the administrative console, go to Security > SSL Certificate and Key Management.
Click Key Stores and certificates.

T S ———
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Thm fcors focham Legme (b ] proteed precdes ses eem ce e
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dwben n g gl mues e aree fer el mmAre R R ERre ey B rreem T capebeidy mmabinn pra b rmebels s e aeroew crer—a e b e rdzery N80
B = g mada oy memering Fan dadtea, cal i bl raefgeraka EEY RS
[ RSN PR ] R S ey ST VR e S S e Tt m————" * Ems e i awfoaien
e P rawen medeeds Sesmre. 8 o0 cmissiaey S e b oy st geen B B labe sbresfeyn of Pow ot eland —acaye—e=d ek ® By swis
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Figure 227. SSL certificate and key management
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___2. Click CellDefaultTrustStore as shown in the following figure.

Ea e

= ey imtun

Comtiran mgwters bygms. mibgtey srringrapty. LAIF(E | CHE dpeai THD geod sl imortutery by

marree magEn

B e
tan | Cniwin || Chage prrssed . | BurSasgs e |

BoT

Galari Feema Latorgeas Z

T tnr e b by ree
AHELAEC
R e L) iy b ey e
SANEafmus Tty Cowlaedt sl phisem o
el ey Bttt oy sl i
LTIk Dt e iy e ¢
el ranizey Dt frows warw bur
Mhankes i i Dl Wi e

Puiwi 7

LW H M e b o e

T

R

cqwll] -
amd -
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Figure 228. Key stores and certificates

___ 3. From within CellDefaultTrustStore, click Signer certificates from the right side.

334 uerttnnis wel by masanmswet * Ray stern avd s ifusten # Eolid et M

Gty Spwiory g, nsbetoeg mipisgrasne, RATHEL Do fessiTHL o 58 druptrioe fpan
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Emtinln w wiabg
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Figure 229. CellDefaultTrustStore
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__ 4. To add the web server signer to the truststore, click the Retrieve from Port.

324 carisfnain sed baw 4 > Wars wissan aesll # LalCwf e lrawtSiore o Segean (aridia gaes
Hitepe pge et i = ba e
L ]
ade | pusms | temwwir | dgeecn bum pen
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alna | s T e O el s [e—)

T LA BTt I iy S

[T U R, 5 e Vb, | Bl BB IS I B T D A 35 G T LR | Wil e Bt 0, TROLD e et
i, Gl 3%
T = Boge ] M GO OUSLER | DTS 0, T P RS R IR T A Wk e B DR BO1 L Rag B4
e e Tt T e
B Sl s P, e
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Figure 230. Retrieving from Port

___5. Enter the host name of the web server and its SSL port (typically 443). Then, click Retrieve
Signer Information, which retrieves the information that is shown at the bottom of the

screen capture. Provide an alias for this signer certificate and click OK to add this certificate
to the list of signers.

bl weridn st wed by euasereest > oy sbermsed verifmatn ¢ Lelige? el D stiier T sean eris rles F Badorr e pocd

B T e R T e s L e L T
Camarsd brapart s
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Figure 231. SSL certificate and key management: Retrieving signer information

___6. Save this change and restart the HTTP server to apply the changes.

E] Masisges
E-L'ht-\gu kv Bean made s pour leasd condiguraban, Yo cann
W Sgpva ddwtly 15 tha mEiter toaligie B,
& 8 gy changes before saving or discarding.
As pptian be apnchicnita tha canfigursthen sdfcds multiphe rodes alter saving can ba enakled in Praleastes
e The series may nesd 10 be restarted for thase changes 1o take sMec.

Figure 232. Saving the changes and restarting the HTTP server
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Update web addresses used by Lotus Connections to access content

1. Using the wsadmin client, check out the Lot usConnect i ons- confi g. xm to a temporary
directory. From this directory, this file must be edited so that all href and ssl _hr ef values
are updated to reflect the host name of the HTTP Server and do not include any port

numbers.

Eide Edit View Terminal Tabs Help

-

‘. '":.fnp'r.."IF,}!.-‘Hrt:lSphrrr.fhppSnri.-'i,-.:'."pluf':lhstmq:CIi.fb'i.:n. g . /wsadmsin.sh —1.1:11; |
jython -username Aamir 001 077 =-password , -- =port 2879
WASXT2091: Connected to process “dmgr™ on node o ° "“CellManager0l using SO0AP

connector; The type of process is: DeploymentManager

WASX70311: For help. enter: “print Help.help()"

waadminrexecfile (" /opt/IBM/WebSphere/AppServer/profiles/DegrOl/config/bin lc adm
in/connectionsConfig.py™) o
Connections Administration initialized

wzadmin>LCConfigService.checkOutConfig("/temp” ., ™" ~ __._.Cellol"})
Connections configuration file successfully checked out

rnadmln}l

Figure 233. wsadmin client

2. After this process is complete, save the file and check the file back in by using the wsadmin
client. After the file is checked back in, resynchronize the node so that this change is pushed

s ry i cetafare . = gl -gundig-nf mmlt e w Elwnnanl STPP " .
“pmaaraban. lakal paresscand skl vitienlis BN £ et it 1 P e L L o L0 | S 02 4 g L |
i MU LIPS R R PR A
[
slibow] [asiadqdvibioe ¢ 1572 PECE ITT I
mhoe: K2R, red=Riige £ dmdi b, machdna.com e EraErhidpe  / Adalvml T mall Bw. i con: BEEY
w sand-Thttpe S ighmB b, Aachi i ooy B30
. v v L e - i - - TLedart i | . - aim
e rd_perbies Liselknk e . ' §a et s e (e T g ape Plsa by rd oy e 11 v Lt e e B p ] L L R |
s=r7LCE ra
8
ST R R LA 1100 R R T R
Fawaag ¢ Omlbes. machine. oo Ear iy | Sy wma e e, . i, i

rerkaigpe i Paching oo

Figure 234. Resynchronizing the node

This completes the web server, SSL, and certificate configuration for this scenario. Now,
when the application is started it can be accessed at htt ps: // dn& BM HTTP
Ser ver . machi ne. cond <conponent , where <conponent represents any of the Connections

applications.
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___ 3. The commands to do all of the above are shown below (the above updates take place after
the check out command).

Eile Edit View Terminal Tabs Help

TRt % fopt/ IBM/WebSpheresAppServer sprofiless/Dmgrol/bin & . /weadmin.sh -lang ,E
ivthon -username Aamir 001 077 -password ---—-"- " -port 8879

WASX72091: Connected to process "dmgr" on node O 7 C..ZellManager0l using SOAP
connector; The type of process is: DeploymentManager

WASXT0311: For help, enter: "print Help.help()”

wsadminrexecfile (" /opt/1BM/WebSphere/AppServer /profiles/Imgr0i/config/bin lc adm
in/connectionsConfig.py™)

Connections Administration initialized

waadmin>LCConfigService.chechOutConfig (™ /temp™ ,~“C_ 2.  7>"CellOl"™)
Connections configuration file successfully checked out
wsadmin>LCConf igService.checkInConfig(}
Using configuration arguments :
workingDirectory: /temp o
cellMame: . " —*=""CellDl
nodeName: None
serverName: None
Loading schema file for wvalidation: /temp/LotusConnections-config.xsd
Loading schema file for validation: /temp/service-location.xsd
ftemp/ LotusConnect ions-config.xml is valid
Connections configuration file successfully checked in
waadmin>

Figure 235. Check out commands

Terminal

Ele Edit View Terminal Tabs Help

iython -username Aamir 001 077 -password | C.o. -port BETD =]
WASXT72091: Connected to process “dmgr* on node Z_~._ ° . CellManager0l using S0AP_ |
connector; The type of process is: DeploymentManager

WASXT031I: For help, enter: "print Help.help()™

waadminrexecfile (" /opt/IBM/WebSphere/AppServer/profiles/DmgrOl/config/bin_lc adm
in/connectionsConfig. py"™)

Connections Administration initialized

¥/

Ewnudlinbl.t'l:unfiqh:viw checkOutConfig(“/temp™ ,*" " “="~CellOl")
‘Connections configuration file successfully checked out
‘wiadmin>LCConfigService.checkInConfig()
Using configuration arguments :

workingDirectory: /tesp

cellName: ~_~_ ____ ZaellOl

nodeName: None

sarverName :  Nones
Loading schema file for validation: /temp/LotusConnections-config.xsd
Loading schema file for wvalidation: /temp/service-location.xsd
fremp/LotusConnections-config.xml i=s valid
Connections configuration file successfully checked in
waadainrsynchAllNodes ()
Nodes synchronized o
waadmin>exit

I.I T Ilt/opt/IBM/WebSphere/AppServer/profiles/Dmgrol/bin 2 || '

Figure 236. Check out commands
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The list below provides the above commands in a test format so that they can be copied and
used again in your own deployment:

1: wsadnin.bat -lang jython -usernane <(del eted)> -password <(del et ed) >
-port 8879

2

execfile("C\IBMVebSpher e\ AppSer ver\ profi | es\ Dmgr 01\ confi g\ bi n_| ¢c_adni n\
connect i onsConfi g. py")

3: LConfi gService. checkQut. Config("C/tenp", "connectionsCel | 01")

<Make changes to the checked out file>

4. LQonfi gServi ce. checkl n. Config()

5: synchA | Nodes()

Configuring an administrator user for blogs and home page

Next, you need to add an admin user for blogs. Follow these steps:
1. Log in to your admin console at htt p: // dn& BM HTTP Ser ver . nachi ne. com 9060/ adm n.

2. Select Application > Application Types > WebSphere Enterprise Applications and then
select Blogs. Next, click Security role to user/group mapping.

Lefrrertin Ambllainpss > Mleys

Figure 237. Enterprise Applications: Blogs
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__3. Click Admin role and then the Map Users.
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Figure 238. Search and Select Users

Lewted
Rdmabal epe DAR

__ 4. Search for the user, Aam r _001_077 in this example, and add them.
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Figure 239. Select role to user/group mapping

__5. Click OK and then save the changes.
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___ 6. Forthe home page, follow the same steps as above and you should able to see the
following panel:

Frberpsrise Apple ations ¥=

Entarmisn Apglications > Bmosiids > Secidty robs ba user/ group mapping

Sacunty rela o vrengraup Mmapping

Hach rale that ir dafinad in the spplization or meduls murt mep o & urer or group frarm the demsin veer registy.
afcdiildi: The accaidlds ard required anly whan uling oedd raalm comimuRicatisn in & mult demain Jcenaris. Far &l
other scenarios the scoessld will be determined during the spolcation stat based on the user oF group name, The
sccarelds reprasent the urer and group inforrmation that if used For Javas Platform, Enterprise [dtion authorization
whan using the WebSphers defsult sutharization angine. The farmat for the seeszalds is usarreslmduniguallseriD,
groupresirduniqueGroup D, Enkering wrong infornstion in these fields will cause authosization to Fail,
Althythenticated InTrustedPesimer This indicates that sny valid user in the busted reslme be given the sccess
Allauthanticatad: Thiz indicates that any valid uier in the cwrant raalm ba givan the accasi.

Map Uzars... | Mg Groupa.. | Map Spacisl Suljects = I

L= n)
Seleck Role Spacial subjects Mapped wrars Mapped groups
r pErEon All Authantcated in Apphication’s Reslm
r YO Evliryane
r resder Evmryone
r rratricy s rg sdar Evaryone
T | admin Hena AdminFromLDAP
ok | Cancal |

Figure 240. Select role to user/group mapping

Enabling fast downloads for files and wikis

The last item is to enable fast download for files and wikis. This is an optional step for customers
but it is suggested to run all SVT systems with it.

__ 1. On your deployment manager, go to / opt / | BM Lot usConnect i ons/ pl ugi ns/ | BM HTTP
Server/nmod_i bm | ocal _redirect/Ilinux_i a32-ap22. You see a file that is called
nod i bm | ocal redirect. solocated there.

2. Copy this file to your HTTP Server under / opt / | BM HTTPSer ver / modul es/ .
3. Now edit the httpd.conf under / opt / | BM HTTPSer ver / conf :
LoadMbdul e i bmlocal redirect nodul e nmodul es/ nod i bm |l ocal redirect. so

LoadMbdul e env_nodul e nodul es/ nod_env. so (it might already exit to check your existing
file).
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__ 4. Also, add the following sections. Paths need to change based on installation.

Aias /downl oadfiles /opt/|BM SharedArealfil es/ upl oad/
Alias /downl oadwi ki s /opt/1BM Shar edAr ea/ wi ki s/ upl oad/
<Directory /opt/|BM SharedArea/fil es/upl oad/ >
Qder Deny ,Alow
Ceny fromal |
Al ow from env=RED RECT_FI LES GONTENT
</Directory>
<D rectory /opt/|BM Shar edAr ea/ wi ki s/ upl oad/ >

QO der Deny, Al | ow
Ceny fromal |
Al ow from env=RED RECT WKI S GONTENT
</Drectory>
<Location /fil es>
| BMLocal Redi rect On
| BMLocal Redi r ect KeepHeader s
X- LGonn- Aut h, Cache- Cont rol , Cont ent - Type, Cont ent - Di sposi ti on, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Gooki e
Set Env FI LES GONTENT true
</ Locat i on>
<Location /w ki s>
| BM.ocal Redi rect On
| BM_ocal Redi r ect KeepHeadEr s
X- LConn- Aut h, Cache- Cont rol , Cont ent - Type, Cont ent - Di sposi ti on, Last - Modi fi ed, ET
ag, Cont ent - Language, Set - Cooki e
Set Env WKI'S_QONTENT t rue
</ Locat i on>

5. Finally, editthe fil es-config.xm and w ki s-confi g. xm files under
/ opt / | BM V¢bSpher e/ Depl oynent Manager / pr of i | es/ Dmgr 01/ confi g/ cel | s/ dnCel | 01/ L
ot usGonnect i ons- confi g/ on your deployment manager and change.

EH—] <download>

] <modIBMLocalRedirect enabled="trus"
L hrefPathPrefi}F";"dc:wnlc:adfilesl" f=
[ <stats>

3 <logging enabled="true™ />

: - <fstats>

5+ </download:>

Figure 241. Editing files-config.xml
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<downloads>
<modIBMLocalRedirect enabled="trues"™
hrefPathPrEfix="Ihnwnlnadwikis" f>
<3tatcs>
<logging enabled="false"™ />
</stats>
< /downloads>

Figure 242. Editing wikis-config.xml

___ 6. When you made the changes, make sure to synch the changes to your nodes.

___7. Restartthe HTTP server and the Connections cluster servers, and you are finished.
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Setting path variables for search

During the installation, you set / opt / | BM Shar edAr ea which then set

/ opt/ 1 BM Shar edAr ea/ sear ch/ st el | ent/ dcs/ oi export as the location for the st el | ent
converters. In a multi-node cluster it is recommended to run this on the nodes themselves and not
the shared area.

__ 1. Copy the folder / opt / | BM Shar edAr ea/ sear ch/ st el | ent to
/opt/ | BM Connect i ons/ st el | ent on both nodes in your cluster. Change the rights on the
folder to 777.

a. In/opt/1BM Gonnections/stellent,run cp -rf
/opt/ 1 BM Shar edAreal/ search/stel lent/* .

b. Run chnod 777 -R *

Fie Edit Yww Terminal Tahs Help

-= . ifopt/IBM/Connections » ls -1 -
total & T
drwxr-xr-x 3 root root 40%6 Jul 26 10:28 data
drwxr=xr-x 3 root root 4096 Jul 25 1l6:44 stellent
5 : fopt/IBM/Connections # chaod 777 stellent/
: fopt/IBM/Connections # 18 -1

total 8
drwxr-xr-x 3 root root 40%8 Jul 26 10:28 data
drwxrwxrwx 3 root root 40%6 Jul 25 16:44 [N

"1 /opt FIBM/Connectionn » .

Figure 243. Copying the stel | ent file on both nodes in the cluster

2. Set up that share and then go to Environment > WebSphere Variables and
FILE_CONTENT_CONVERSION. Change the path from the shared area to the local area
on your nodes. It should be the same across both nodes.

FLL LONTEN" Lo O e T Tt Winfand den saused aosester Copllm - Saliiy

Figure 244. Changing the path from the shared area to the local area

__ 3. Then, add/opt/1BM Connecti ons/ stel | ent/dcs/ oi export to your PATH variable in
. profil e for the root user.
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___ 4. Either add export LD LI BRARY PATH=/ opt /| BM Gonnect i ons/ st el | ent/ dcs/ oi export to
/ opt / | BM VébSpher e/ AppSer ver / bi n/ set - upQmiLi ne. shand run . ./ set - upQmiLi ne. sh
before you start the nodes or add export
LD LI BRARY_PATH=/ opt / | BM Connect i ons/ st el | ent/ dcs/ oi export and add the line to
the PATH in . profile.

expart P2 . opt/IEM/Connect 1ons/stellent/deasoiexport

export | | : fopt/IBM/ Connect 1ons/stel lent /des/olexport

Figure 245. PATH variable in .profile

__ 5. Restart the computer. Then, to make sure that the variables take effect orin /root/ folder,
run. profile.
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SiteMinder integration

How SiteMinder Works

The following diagram explains how SiteMinder Integration works when used with WebSphere TAI
and a Web Agent on the IBM HTTP Server.
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Figure 246. SiteMinder integration

The following step numbers correspond to each of the previous communications:

User access protected resource.

SiteMinder Web Agent on HTTP Server intercepts the request and prompts for Authentication.
User enters user name and password.

SiteMinder Web Agent Passes user name and password to SiteMinder Policy Server.
SiteMinder Policy Server attempts to Authenticates the user against the LDAP.

Policy Server uses the User Directory Object Details that are specified in the SiteMinder
Administration Console.

7. After successful authentication, the Policy Server Authorizes the user.

8. SiteMinder checks the users and Groups assigned access in the Policy.

9. SiteMinder checks the Rules for the Requested methods and urls.

10. SiteMinder adds SMSESSION cookie to the request.

11. Request is returned to the HTTP Server.

12. SiteMinder Web Agent on the IBM HTTP Server checks for valid SMSESSION cookie.
13. Request is sent to the WebSphere Server.

14. SiteMinder ASA Agent on the WebSphere Server checks for valid SMSESSION cookie.
15. ASA Agent asserts user details to the WebSphere Server.

16. WebSphere performs its own internal authorization.

17. Allows access to the requested resource.

18. Response is returned to the HTTP Server.

19. Response sent to user with the requested resource.

o0 kwn~

150 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

Installing the SiteMinder agents

This document describes a configuration that uses SiteMinder Policy Server 6.0 SP6, SiteMinder
ASA 6.0 Agent for WebSphere Application Server with CR00011 test fix, and SiteMinder Web Agent
with végnr 6- cr 007. The following sections detail how to install the web agent on the HTTP Server
and the application server agents on all of the nodes in your configuration.

Preparing WebSphere Application Server for SiteMinder

__ 1.

If not already done, you must ensure that single sign-on is enabled on the Deployment
Manager. On the deployment manager, go to Security > Global Security > Web and SIP
Security > Sign Sign-On (SSO). Ensure that the following is set:

Global security -

Global security > Single sign-on [(550)

Specifies the configuration values for single sign-on.

et

M Erabled

r Reqguires S5L

Darmsim farme
|. example.com

F 1ntero perability Mode

M web inbound security attribute propagation

Apply | Ok | Resat | Cancel |

Figure 247. Specifying the configuration values for single sign-on

Copy unrestricted JCE policy files to WebSphere Application Server

1.

You must copy the unrestricted JCE policy files to the Application Server nodes and
Deployment Manager computers. The unrestri ct ed. zi p contains:

* US export_policy.jar

* | ocal _policy.jar.

On the two nodes and deployment manager computer, go to the following location and take
a backup of the existing files and then copy in the new unrestricted versions to this location.
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All servers, node agents, and deployment managers must be restarted for this change to
take effect.
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Figure 248. /opt/IBM/WebSphere/AppServer/java/jre/lib/security
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Set up SiteMinder policy server

__1. Create agents on the SiteMinder Policy Server, including Web Agents for IBM HTTP Server
and an Application Server Agent for WebSphere Application Server.

a. Open the SiteMinder Administration console.

b. Right-click Agents and click Create Agent.

c. Enter details of the name and description of the Web Agent for IBM HTTP Server.
d. Repeat these steps for the Application Server Agent.

__ 2. Create Agent Configuration Objects on the SiteMinder Policy Server. In the SiteMinder
Administration Console, open the Agent Configuration Objects pane and complete the
following steps:

a. Configure the Web Agent for IBM HTTP Server:

« Right-click Apache Default Settings Agent and select Duplicate Configuration
Object.

« Enter the name and description of the Agent Configuration Object.

« Update the following parameters to match your environment:

DefaultAgentName: Name of the Apache Agent that was created earlier
CookieDomain: your_domain

where your_domain is your IBM Connections domain. If, for example, the URL is
http://activities.exanpl e.comactivities, your host name is

activities. exanpl e. comand your domain is exanpl e. com In this example, you
would set Gooki eDonai n=exanpl e. com

RequireCookies: NO

This parameter configures the Web Agent to support basic authentication but
without requiring all API client programs to support cookies.

BadCSSChars: <,>
This parameter enables the Invite colleagues function in Profiles.
LogOffUri: URI

Configure SiteMinder to recognize only one web address as the logout web address.
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Uncomment one of the following URIs by removing the number sign (#) character:

#LogO f Wri ="/ activities/service/htm/ibmsecurity_| ogout"
#lLogCr f Wri ="/ bl ogs/ i bm security | ogout”

#logd f Wri ="/ communi ti es/ communi ti es/i bmsecurity | ogout™
#LogO f Uri ="/ dogear /i bm security_| ogout "

#logCHfWri ="/files/ibmsecurity | ogout”

#logd f Wri ="/foruns/i bmsecurity | ogout™

#Logd f Uri ="/ hormepage/ web/ i bm security_| ogout "

#lLogCr f Wri ="/ noderati on/i bmsecurity | ogout™"

#lLogd f Wri ="/ news/i bmsecurity | ogout ™

#LogO f Wri ="/ profiles/ibmsecurity_| ogout"

#lLogCr f Wri ="/ search/i bmsecurity | ogout™

#logOF f Wri ="/ w ki s/i bmsecurity | ogout™

b. Under the System tab, update the Agent Configuration Object with the following value:
FCCCompatMode: NO.

c. Configure the Application Server Agent:
+ Right-click Apache Default Settings Agent and select Duplicate Configuration Object.
« Enter the Name and description of the Agent Configuration Object.
« Update the following parameters to match your environment:
- DefaultAgentName: Name of the Apache Agent that was created earlier
- CookieDomain: your_domain

where your_domain is your IBM Connections domain. If, for example, the URL is
http://activities. exanpl e.comactivities, your host name is

activities. exanpl e. comand your domain is exanpl e. com In this example, you
would set Gooki eDonai n=exanpl e. com

- AssertionAuthResource: /siteminderassertion

- AssertbyUserID: True

pury
Note
~\C ~
When activated, the LogdI f ri parameter clears the SVBESSI ONcookie and ensures that the user
is logged out of all IBM Connections browser sessions.

To add parameters, edit the Agent Configuration Object on the SiteMinder Policy Server.
Alternatively, you can edit the LocalConfig.conf file on the HTTP server if the Web Agent is
configured to use it.

If you are editing the SiteMinder configuration file directly, you must surround the values of
SiteMinder configuration parameters with quotation marks ("); for example: BadCSSChars="<,>". If
you are changing these parameters within the SiteMinder Policy Server, do not use quotation
marks.

- J
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___ 3. Specify your SiteMinder Authentication Scheme configuration:

Properties dialog box.

c. Clear the Use Relative Target check box.

For example (sAMAccountName=%{UID}).

a. Open the SiteMinder Administration Console and go to the Authentication Scheme

b. From the Authentication Scheme type list, select Windows Authentication template.

d. Complete the User DN Lookup field with the appropriate information for your domain.

__ 4. On the SiteMinder Policy Server, create a domain for the IBM HTTP Server web agent.

__ 5. Create protected realms under the IBM HTTP Server Web Agent domain:

__a. Usingthe IBM HTTP Server Agent Object and Windows Authentication Scheme that
you created earlier, create SiteMinder realms that Windows forms authentication

protects.

___b. Realms that require forms authentication

Table 1: Realms that require forms authentication

Application

Protected URL resource

ConnectionsDefaultRealm

/

Activities

/activities/follow/atomfba
/activities/service/atom2/forms
/activities/service/atom2/communityEvent
/activities/service/download/forms
/activities/service/getnonce/forms

Blogs

/blogs/api_form

/blogs/atom_form
/blogs/follow/atomfba
/blogs/roller-ui/blog
/blogs/roller-ui/feed_form
/blogs/roller-ui/rendering/api_form
/blogs/roller-ui/rendering/feed_form
/blogs/services/atom_form

Bookmarks

/dogear/atom_fba

Common resources

/connections/opensocial/rest

Communities

/communities/calendar/atom_form
/communities/follow/atomfba
/communities/forum/service/atom/forms
/communities/recomm/ajax
/communities/recomm/atom_form
/communities/service/atom/forms

Files

[files/follow/atomfba
[files/form/cmis/repository

Forums

/forums/atom/forms
/forums/follow/atomfba

Metrics

/metrics

/cognos
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Profiles /profiles/atom/forms
/profiles/atom2/forms
/profiles/follow/atomfba

Wikis /wikis/follow/atomfba

___6. Usingthe IBM HTTP Server Agent Object that you created earlier, create SiteMinder realms

that basic authentication protects.

Table 2: Realms that require basic authentication

Application Protected URL resource

Activities /activities/follow/atom
/activities/service/download
/activities/service/html/autocompleteactivityname
/activities/service/html/autocompleteentryname
/activities/service/html/autocompletemembers
/activities/service/atom
/activities/service/getnonce

Blogs /blogs/api

/blogs/atom

/blogs/follow/atom

/blogs/issuecategories
/blogs/roller-ui/BlogsWidgetEventHandler.do
/blogs/roller-ui/feed
/blogs/roller-ui/rendering/api
/blogs/roller-ui/rendering/feed
/blogs/services/atom

Bookmarks /dogear/api/app
/dogear/api/deleted
/dogear/api/notify
/dogear/atom

Common resources /connections/opensocial/basic/rest

Communities /communities/calendar/atom

/communities/calendar/handleEvent
/communities/calendar/ical
/communities/follow/atom
/communities/forum/service/atom
/communities/recomm/atom
/communities/recomm/handleEvent
/communities/service/atom
/communities/service/json

Files [files/basic/api
[files/basic/cmis
/files/basic/opensocial
[files/follow/atom

Forums /forums/atom
/forums/follow/atom

Home page /homepage/atom/search
/homepage/atom/mysearch

News /news/atom/service

/news/atom/stories/newsfeed
/news/atom/stories/public
/news/atom/stories/saved
/news/atom/stories/statusupdates
/news/atom/stories/top
/news/atom/watchlist
/news/atomfba/stories/public

156 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

Profiles /profiles/atom
/profiles/atom2
/profiles/audio.do
/profiles/follow/atom
/profiles/json
/profiles/photo.do
/profiles/vcard
Wikis /wikis/basic/api
/wikis/follow/atom

r Optional ~N

Protect login credentials with encryption: Using the Basic over SSL Template scheme, create a
SiteMinder Authentication Scheme and apply the new Authentication Scheme to all the SiteMinder
realms that require basic authentication.

(G J

___7. Create Delete and Head actions for the Web Agent. By default, the Web Agent has only the
Get, Post, and Put actions available. To add the Delete and Head actions, complete the
following steps:

__a. Inthe SiteMinder Administration Console, click View and click Agent Types.
__b. Click Agent Types in the Systems pane.
__c¢. Double-click Web Agent in the Agent Type list.
__d. Inthe Agent Type Properties dialog box, click Create.
__e. Enter “Delete” in the New Agent Action dialog box and click OK.
__f. Enter “Head” in the New Agent Action dialog box and click OK.
__g. Click OK again to save the new action.
___ 8. Create the following rules for each realm:

Table 3: Rules for the IBM HTTP Server realmsGetPostPutDelHead rule

GetPostPutDelHead rule OnAuthAccept rule

Realm: CurrentRealm Realm: CurrentRealm

Resource: * (not /*) Resource: * (not /*)

Action: Web Agent actions -> Get,Post,Put,Delete,Head | Action: Authentication events -> OnAuthAccept
When this Rule fires: Allow Access When this Rule fires: Allow Access

Enable or Disable this Rule: Enabled Enable or Disable this Rule: Enabled

9. Create a policy and add the users who can access the server to the policy. You can allow all
users in the LDAP directory or a subset of users; for example: an LDAP branch, individual
users, or groups of users.

___10. Add the new rules to the new policy.

11. Specify realms that SiteMinder does not protect.
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r 'w;/ Note

~

You must configure notification templates and some Atom feeds as unprotected URLs. The Blogs
footer page must also be unprotected because Blogs uses the Velocity template to extract footer

pages.

.

J

Table 4: Realms that do not require authentication

Application

Unprotected URL resource

Activities

/activities/auth

/activities/images

/activities/oauth
/activities/service/html/images
/activities/service/html/mainpage
/activities/service/html/styles
/activities/service/html/themes
/activities/service/html/servermetrics
/activities/service/html/serverstats
/activities/serviceconfigs
/activities/static/

Blogs

/blogs/oauth
/blogs/serviceconfigs
/blogs/static/

Bookmarks

/dogear/oauth
/dogear/peoplelike
/dogear/serviceconfigs
/dogear/static/

Common resources

/connections/bookmarklet/tools/blet.js
/connections/bookmarklet/tools/discussThis.js
/connections/bookmarklet/tools/rlet.js
/connections/core/oauth

/connections/oauth

/connections/resources/ic
/connections/resources/socmail-client
/connections/resources/socpim
/connections/resources/web

/nav/common

Communities

/communities/calendar/Calendar.xml
/communities/calendar/oauth
/communities/comm.widget
/communities/images

/communities/nav
/communities/recomm/oauth
/communities/resourceStrings.do
/communities/service/atom/oauth
/communities/service/html/communityview

/communities/service/html/community/autoCompleteMembers.do

/communities/service/html/singleas
/communities/service/opensocial/oauth
/communities/serviceconfigs
/communities/static/
/communities/stylesheet
/communities/tools/embedAS.html
/communities/widgets
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Files

[files/app
/files/basic/anonymous/api
/files/basic/anonymous/cmis
/files/basic/anonymous/opensocial
/files/form/anonymous/api
[files/form/anonymous/cmis
[files/form/anonymous/opensocial
/files/oauth

/files/static/

Forums

/forums/oauth
/forums/serviceconfigs
/forums/static/

Home page

/homepage/oauth
/homepage/search
/homepage/serviceconfigs
/homepage/static/
/homepage/web/updates/

Metrics

/metrics/service/eventTracker
/metrics/service/oauth
/cognos/servlet

Moderation

/moderation/app
/moderation/oauth
/moderation/static

News

/help
/news/microblogging/isPermitted.action
/news/follow/oauth

/news/oauth

/news/serviceconfigs
/news/sharebox/config.action
/news/static/

OAuth Provider

/oauth2

Profiles

/profiles/atom/forms/connections.do
/profiles/images

/profiles/oauth
/profiles/serviceconfigs
/profiles/static/

Search

/search/atom/search
/search/oauth
/search/static/

Widget container

/connections/opensocial/anonymous/rest
/connections/opensocial/common
/connections/opensocial/gadgets
/connections/opensocial/ic
/connections/opensocial/oauth
/connections/opensocial/rpc
/connections/opensocial/social
/connections/opensocial/xrds
/connections/opensocial/xpc

Wikis

/wikis/basic/anonymous/api
/wikis/form/anonymous/api
/wikis/home

/wikis/js

/wikis/oauth

/wikis/static/

___12. On the SiteMinder Policy Server, create a domain for the Application Server Agent.

__13. Add the following realm to the new WebSphere Application Server domain:
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Table 5: SiteMinder realms for WebSphere Application Server

Realm name Protected resource
SM TAI Validation /siteminderasssertion

PM

\ Note
- / N
You must configure the Protected Resource of this realm to match the AssertionAuthResource
parameter that you configured earlier for the Application Server Agent.
& J

___14. Set the timeout value of the session for each realm.
__a. Inthe SiteMinder Policy Server, open the Realm Dialog and click Session.

___b. Inthe Session Timeouts Group Box, enter timeouts for each realm. Enter the following
values, if they are not already present:

« Maximum Timeout Enabled: 2 Hours 0 Minutes.

« |dle Timeout Enabled: 1 Hours 0 Minutes.
- »,5/ Note

The maximum timeout and the idle timeout must be longer than the LTPA token timeout, which is
defined in WebSphere Application Server. The LTPA token timeout is set to 120 minutes by default.

- J

N

Install the Web Agent on the IBM HTTP Server

__ 1. Extract all files from the compressed file that the CS SiteMinder contact provides.
___ 2. Runthe WebAgent executable file (usually named in the following format:

net e- wa- 6gnt X- pl at f or m exe for example, net e- wa- 6gnr 5- r he130. bi n.

Eile Edit View Terminal Tabs Help

e asmaws I=fSiteminder/sm # la -1 e

I!.-:-'..ﬂ 91476

=IW=F==f== 1 root root 93569656 Sep 7T 2011 nete-wa-GgmrG-cr007=-rhelid.bin
o 4 t=fSiteminder/sm & chmod 777 nete-wa-bGquré&-cr007-rhalld. bin
i~fSiteminderssm & 1l -1

total 91476

=FWXIWXIWX 1 root root 93569656 Sep 7 2011 nele-wa-Egmrh-
"l i=/Siteminder/sm # . /nete-wa-6qur6-cr07=-rhel30.bin
Preparing to imnstall...

Extracting the JRE from the installer archive...

Unpacking the JRE...

Extracting the installation resources from the installer archive...

Configuring the installer for this system's enviromment...

Launching installer...

. o

Figure 249. WebAgent
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__ 3. The Introduction screen is displayed. Click Next.

CA SiteMindar Weab .-‘\-;;1_-r'l

Introduction

Installammwhers

m Fravious W_

Figure 250. CA SiteMinder Web Agent: Introduction

__ 4. Accept the license agreement and click Next to continue.

License Agreement

InstallAmwhers

T

Figure 251. CA SiteMinder Web Agent: License Agreement

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 161



Deployment Scenarios

__ 5. On the Important Information screen, click Next to continue.

sMindar Web .-‘l.:_;l_!r11_

Important Information

Figure 252. CA SiteMinder Web Agent: Important Information

6. On the Choose Install Location screen, select the default location for the installation of the
WebAgent (/ opt / net egri t y/ webagent ) or click Choose to select a location of your choice.
When selected, click Next.

CA SiteMinder Web -"~..Z_ii?r'-'.

Installarrpwhere

[ _conces |

Figure 253. CA SiteMinder Web Agent: Choose Install Location
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7. Review the pre-installation summary screen and click Install.

CA SiteMinder Webh Agent

Product Name:
CA SiteMinder Web Agent v6OMRS Horfix 7

Install Folder:
[opt/netegrity/webagent

Disk Space Information (for Installation Target):
Required: 192,688,662 bytes
Awvailable: 28,884,357,120 bytes

1 B

Installénywhers
| cancer | ; Frevious ii install__|

Figure 254. CA SiteMinder Web Agent: Pre-Installation Summary

The installation begins.

CA SiteMinder Web Agent

Installing CA SiteMinder Web Agent v6BOMRE Hotfix 7

Q.

G

CA SiteMinder’
Web Agent
] ] . Copdt 530 5. A che rewrmd
quf. | it s
Installamawhere
| Lancel | L

Figure 255. CA SiteMinder Web Agent: Installation in progress
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___8. Onthe Install Complete screen, accept the defaults and click Done.

Install Complete

CA SiteMinder Web Agant

Jopt fnetegrityfwebagem
To configure the web agent, run the command fopt/netegritywe’

\Press "Done” to exit the installer

. ] ] E D
Installamahere
Lance| Fravous Done

Figure 256. CA SiteMinder Web Agent: Install Complete

__ 9. Start the web agent configuration wizard.

File Edit View Terminal Tabs Help

RN . i~/Siteminder/sm # od fopt/netegrity/webagents ::
= Yot Jopt/netegrity/webagent # od install config info/

*. 0 T i/opt/netegrity/webagent/install config info # 1=
CA_SiteMinder Web Agent v6QMRG6 Installlog.log nete=wa=installer.properties

instal ]_ contig jre nete—wa-uninstall
nete-wa-config.bin nete=wa=version.info
nete-wa-details. log

e ‘i fopt/netegrity/webagent sinstall config infe # . /nete-wa-config.bin
Preparing to install...

Extracting the JRE from the installer archive...

Unpacking the JRE... -
Extracting the installation rescources from the installer archive...

Configuring the installer for this system's environment...

Launching installer...

Figure 257. Starting the web agent configuration wizard
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___10. The Web Agent Configuration wizard then starts. On the Host Registration screen, select
“Yes, | would like to do Host Registration now”. Then, click Next.

CA SiteMinder Wab Agentl vB QMRS

Host Registration

Select "Yes' 1o register this Agent with the Policy Server.
5 Select 'No' 1o register later

Select a checkbox 10 enable Cryptographic Hardware
configuration

@ Yes, | would like 1o do Host Registration now.
' Mo, | would like ta do Host Registration later

L] Enable PKC511 DLL Cryptographic Hardware,

| Cancel | IL gt

Figure 258. CA SiteMinder Web Agent: Host Registration

___11. On the Admin Registration screen, enter the SiteMinder Administrator name and password

that the CS SiteMinder Contact supplies. Do not select “Enable Shared Secret Rollover”.
Then, click Next.

CA SiteMindar Wab Agent v6QMAS

Admin Registration

| Enter the name and password of an administirator whi has the
= right 1o register trusted hosts with the Policy Server.

This entry must maich the name of an adminisirator defined in

the Policy Server

Admin Usel Name (L

Admin Password [

Confirm Admin Pass‘mrdi

| Enable Shared Secret Rollover

IR

Installémmhers

Canl:.el | | Previoiis | Lext

Figure 259. CA SiteMinder Web Agent: Admin Registration
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___12. Onthe “Trusted Host Name and Configuration Object” screen, enter the Trusted Host Name
and Host Configuration Object that the CS SiteMinder Contact supplies. Then, click Next.

CA SiteMinder Web Agent vEQMRE =

Trusted Host Name and Configuration Object

SErver

Specity the name of the host you Wan! 16 Fegister with the Policy

Eriter the name of the host configuration object. The nama
rrust match a host configuration object name already defined
on the Palicy Server.

i1 B

Trusted Host Nam2

Host Configuration Object| ™ =, " =

Installirswhers
Cancel J

: Erevious _i | Hext |

Figure 260. CA SiteMinder Web Agent: Trusted Host Name and Configuration Object

___13. Onthe Policy Server IP Address screen, enter the SiteMinder Policy Server IP address that
the CS SiteMinder Contact supplies and click Add. Then, click Next.

CA SiteMindar Wab Agent v6QMRG

Policy Server IP Address

‘or example

e
I=.I |

_ where the port represents a Policy Server behind the firewall |
111,12 12.2:1234 or myserver 1234

JOTE In¢lude the port number in the IP address onby i your
*olicy Server Is behind a firewall.

IP Address, | vl

Remove || Add |

Installémpwhere
| Cancel|

=] s =
|eeBreMous. | | lext

Figure 261. CA SiteMinder Web Agent: Policy Server IP Address
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___14. On the Host Configuration file location screen, accept the default file name and location and
click Next.

CA SiteMinder Web Agent vBQMRS

Host Configuration file location

iEl"ITEI‘ a file name and location to store Host Configuration
" | information or accept the defaul location
Joptinetegrityfwebagent foonfig and filename SmHost. conf

File name |SmHusl.cnnl‘

Select @ location | /opt/netegrity/webagent/config

| Bestore Detaun_| [_chgose. |

Installammiers
Cancel | Brevious Ii Heat |

Figure 262. CA SiteMinder Web Agent: Host Configuration file location

___15. On the Select Web Server(s) screen, select the Apache server that you want to configure
with the WebAgent from the available listing by selecting it in the list and then click Next.

CA SiteMinder Web Agent v6OMRGE

Select Web Server(s)

Select which Web Server(s) you want 10 configure as a Web

- Agent
You will hawve to enter a path for each selected web server
Mote: If vou have an Apache-based Web server, please select
the Apache Web Server option

l¥] &pache Web Server
] Domino Web Server
L] iFlanet or Sun ONE Web Server

[
!

InstallAmawhers

|__cance| LoBravious. | | bext. |

Figure 263. CA SiteMinder Web Agent: Select Web Server(s)

© Copyright IBM Corp. 2013 IBM Connections 4: PDS SUSE SiteMinder 167



Deployment Scenarios

___16. Enter the Apache Web server path and click Next.

% CA SiteMindar Web Agent v6QMRG

M

Apache Web Server path

Enter the root path of where Apache Web server installed

Please Choose a Folder:
{ Jop1/IBM HTTPServer |

Restore Default Foider || Choose... |

Installamwhers

cancel | | prevous | [ pent |

Figure 264. CA SiteMinder Web Agent: Apache Web Server path

___17. Choose “l would like to enter a specific configuration path.” Click Next to continue.

CA SiteMinder Web Agent vEQMRE

Apache Web Server Failure
Unable 1o find a version of Apache webserver.

SoptfIEM JHT TFServer

HNote: If you hawve amy other Apache Web servers that may not
be detecied b/ the Wizard, please select the second option.

) I would like to re-enter the Apache Server Rool.
® | would like 1o enter a specific configuration path.
| don't have an Apache Web server,

InstallAmwhere

cancel | | Brevious H et |

Figure 265. CA SiteMinder Web Agent: Apache Web Server Failure
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___18. Choose the Apache server path and click Next to continue.

CA SiteMinder Web Agent vEQMRG

Apache Web Server path

Please enter the configuration path for Apache Web server.

Flease Choose a Folder:

|_Bestore Defaun Foider_ || cngose...

Install&mpwhera
| Cancel previous_| [ Hex

Figure 266. CA SiteMinder Web Agent: Apache Web Server path

__19. Select the Apache version and click Next to continue.

CA SiteMinder Web Agent vEQMRG

Apache Version

Flease select a choice for the Apache wversion

) Apache version 1.x
o) Apache version 2 x
® apache version 2.2.x

InstallAnywhers

L Cencel | Lorevous | [ tiex

Figure 267. CA SiteMinder Web Agent: Apache version
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__20. Select the Apache Server Type and click Next.

Installanmywhers

CA SiteMinder Wab Agent vEQMRG

Apache Server Type

Please select one of the following appropriately match your
previous selection

. Strong Hold
) Oracle
@ IBM HTTP Server

' Covalent Enterprise- Ready Apache or FastStan Sen,
) HP Apache

. HTTP Apache
[«] ] ]

L

Lol

Cancel

| Ereious H _Haxt

Figure 268. CA SiteMinder Web Agent: Apache Server Type

___21. Select the Web Server that you want to configure as web agent and click Next.

Installimmwhers

CA SiteMinder Web Agent v6QMRE

Select Web Server(s)

Select which web server(s) you wish 10 configure as Web
Agentis). Unselect a web server to uncenfigure that web

server. To preserve a web server, do not unselect that web
server

[#] IBM HTTP Server 2.2

Cancel

| Ereviaus H Rlext

Figure 269. CA SiteMinder Web Agent: Select Web Server(s)
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__22. Input the Agent Configuration Object and click Next.

CA SiteMinder Wab Agent v6QMRG

Agent Configuration Object

Enter the name of an Agent Configuration Object that defines
- the configuration parameters which the Web Agent will use for

IBM HTTP Server 2.2

Mote: This entry must match an Agent Canfiguration object

name already defined on the Policy Server.

Agent Configuration Object |,__' =

InstallAnashers

| cancal

Erevous jl Blext

Figure 270. CA SiteMinder Web Agent: Agent Configuration Object

___23. Select the advanced authentication to use depending on your requirements and click Next.

CA SiteMindar Web Agent v6QMRG

SSL Authentication

The following S5L configurations are available for this web

5 server. If the Web Agent will be prowiding advanced
authentication, select which configuration it will use to configure
IBM HTTP Server 2.2.

) HTTF Basic over SSL

2} X509 Client Centificate

) %508 Client Certificate and HTTF Basic
) X509 Cliemt Certificate or HTTP Basic
L %509 Client Certificate or Form

() X502 Cliemt Cenificate and Form
- E. No advanced authenmication

Installamavhers

! Cangel

|_Brevious_| | Next |

Figure 271. CA SiteMinder Web Agent: SSL Authentication
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___24. Atthe following panel click “No, | don't want to configure Self Registration” and click Next.

G

Installamawhers

CA SiteMinder Web Agent vEQMRS

-

Self Registration

I this Web Agent i providing Self Registration for DM52, select
Yes', Otherwise, sefect 'No’.

) ves, | would like 1o configura Seif Registration
& Mo, | don't want to configure Self Registration

'_.I':. ancai

Erevous. | | biext

Figure 272. CA SiteMinder Web Agent: Self Registration

___25. Review the web agent configuration options and click Install.

CA SiteMinder Web Agant v6QMREG

Web Server Configuration Summary

Please confirm the configuration selection. Accept the
configuration and press ‘Install’ to continue. To change one ar
more settings, press Previous'

—onfigure the following weabseryer{s):
Apache Server
IBM HTTP Server 2.2
Agent Configuration Object: . ° =777 '

S5L Authentication type: Mo advanced authentication

Installamywhere

Cancel

E_-Ermuus _.H._.]:.I.'Islﬂll ,'

Figure 273. CA SiteMinder Web Agent: Web Server Configuration Summary
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___26. The WebAgent is then configured and then the Configuration Complete screen displays.
Click Done to complete the configuration process.

r Pn;“, Note

~N
You can ignore any message about warnings that occurred during the installation. These warnings
appear by default during the installation.
g J
A SilaMindr Wb Agent VGQMRS. =
Configuration Complete

The installation of CA SiteMinder Web Agent vGOMRES

Configuration Wizard is finished, but some warnings occurred
during the install. Flease s&e the installation log for detalls

7
A

| E—

Installamavhers

=

Figure 274. CA SiteMinder Web Agent: Configuration Complete

__27. ChecktheInstall.l og. You should see something like this screen:

Figure 275. Installation log

__28. Registration:
__a. CDto/opt/netegrity/webagent.

__b. Run../nete wa_env.sh.
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c. Register the web agent with the policy server where < ./snmreghost -i SMpol i cy

server -u adnmin_id -p admn_pwd -hn webagent host nane - hc
host conf i g_obj ect > for example < . /snmreghost -i SM Pol i cy_Server -u RegHost
-p RegHost -hn connections -hc host_connecti ons>.

d. Check the webagent . confi g file in / opt /| BM HTTPSer ver / conf that

Enabl eVébAgent =" YES'.

e. Startthe HTTP server.

run ../ envars-std.

__ Q. .lapachectl| start.

SiteMinder should prompt you to go to the HTTP web server page.

___29. After configuring the web agent as explained, find the V¢bAgent . conf in the

30.

HTTPSer ver / conf directory. Open this file and edit it so Enabl eVebAgent =YES.

Now restart your HTTP Server. When attempting to access the HTTP Server root, you
should now see the SiteMinder login screen and be able to log in to get the IBM HTTP
Server splash screen. This screen indicates that SiteMinder is set up correctly with the
WebAgent. Enter your user name and password.

a

Fammmred

Figure 276. SiteMinder login screen

The WebSphere software home page is displayed.
B e

b [ e gy e—— Do ey

ﬂ - 0o A ey Ot s

# M Vaedd [ 2

F -li:-ﬂlf e W 4 o e P B ¥ i
S s

Ei o wrd | pkas by ovepion B el b Ko (T 2T e e v

Figure 277. WebSphere software home page
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Install Application Server Agent

Install the Application Server Agent on both nodes: nodel. nachi ne. comand node2. nachi ne. com
in the example.

-

Important
- N

You must set the session to point to the WebSphere Java path. For example, in . profi | e, add
<PATH=/ opt / | BM VbSpher e/ AppSer ver / j ava/ bi n: $PATH $HOME bi n: / opt /| BM Gonnect i ons/ s
tell ent/dcs/ oi export:/opt/|BM VeébSpher e/ AppSer ver/ j ava>.

A

J

Start the TAIl agent installation by using the following j ar command: <j ava: j ar
ca- asa- 6. 0- cr 11- was. j ar > for the application server agent. The eTrust SiteMinder
Application Server Agent v6.0 for WebSphere opens.

@ Computer Associatess

eTrust® SiteMinder®

Application Server Agent
v6.0
for WebSphere

2005 Computer Associates International, Inc. All rights reserved.

Figure 278. CA eTrust SiteMinder Agent v6.0 for WebSphere: Introduction
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2. You see an introduction screen. Click Next to continue.

CA eTrust SileMinder Agent w60 fod WebSphere

Introduction

InstallAnywhere will guide vou through the installation of CA
- eTrust SiteMinder Agent w&. O Tor WebSphere.

It iz stronghy recommended that you quit all programs befare
continuing with this installation

Cllck: the ‘Mext” button to proceed 1o the next scraen, if you
wiant 1o change something on a prevous screen, dick the
'Fremous” bunon

Tou may cancel this installation at amy time ey clicking the
‘Cancel” buton.

Figure 279. CA eTrust SiteMinder Agent v6.0 for WebSphere: Introduction

__ 3. Accept the license agreement. Click Next to continue.

CA o Truest SiteM inder Agert vb 0o WebSphars

License Agreement

Installation and Use of CA eTrust SiteMinder Agent v6.0 for
- WebSphere Requires Acceptance of the Following License

Agregment:

Computer Associates Internatiomal, Inc. ("CA")

(e}

End User License Agreement (The “Agreement") Tor
the CA software product that 1s being instalied
as wall as the associated documentation and any
50K, as defined below, included within the
product ("the Product”).

‘Carefully read the Tollowing terms and conditTions
regarding your use of the Product before
installing and wsing the Product. Throughout
this Agreement, you will be referred To as "You"
Lor "Licensee.” e |

] Accapt the term s of the License Agrosment
. [ | do MOT accupt the terms of the Licenss Agraament

4|

1 allAmasTierg

Cangel I | Prevous |I et

Figure 280. CA eTrust SiteMinder Agent v6.0 for WebSphere: License Agreement
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4. Choose an installation folder and click Next to continue.

CA aTrust SiteMindar Agert v 0 for WebSphars

Choose Install Folder

83

Please choose the folder where the product will be installed

Where would you like to install?
fopt/smwasasa

|
|  Eestore Default Folder ||  Choose.. |

Figure 281. CA eTrust SiteMinder Agent v6.0 for WebSphere: Choose Install Folder

__5. Choose an installation folder for WebSphere and click Next to continue.

CA v Tnas ! SiteM inder Agent 5,0 for WebSphare

Choose WebSphere Folder

Please choose the folder where WebSphere 6.0 is installed,

Please Choose a Folder:
| fopt/IEM/ WebSphere/AppServer |

Eestore Default Folder | Chgose,., J

Cancel | | Erevious “

install

Figure 282. CA eTrust SiteMinder Agent v6.0 for WebSphere: Choose WebSphere Folder
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___ 6. Select “Yes, create trusted host” and click Next to continue.

CA aTrist Siteblirdee Age il wi O Tor WeBSphets

Host Registration

| waubd vou lke 1o create & rusted hosi?

& Yes, create tusied host.
) Mo, use existing file.

l. _Cancel J

] ltion |

Figure 283. CA eTrust SiteMinder Agent v6.0 for WebSphere: Host registration

7. Enter the information of the SiteMinder server and click Next to continue.

CA e Trust SiteMirder Agard. vl 4. Ao WabSpheere

Host Registration

SiteMinder Host Information

Folioy Server IF Address: '_‘

5M Admin Username: |

5M Admin Passwaord:

Hast Mame: '

Host Condig Dbject:

Previous

b ran s

i [ Iext
_

Figure 284. CA eTrust SiteMinder Agent v6.0 for WebSphere: Host registration
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___8. Enter the agent configuration object name and click Next.
(& chTaaimiemier AR e e Wasspie E—

Agent Configuration

m Flease enter the agent configuration obDject name

a]
Agent configuration object name: « == _* _conf

Cancal Bravious bex

Figure 285. CA eTrust SiteMinder Agent v6.0 for WebSphere: Agent Configuration

__ 9. Review any errors messages in the installation log. In this case, they are benign errors.
Click Done to exit the wizard.

__10. Check the installation log reports like in the following figure and make sure that there are no
unrecoverable errors.

Figure 286. Installation log
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Post-agent installation actions

When you installed the various SiteMinder agents on your nodes and web server, turn your
attention to the following tasks. You must enable the trust association interceptor from the
deployment manager and set up various rules on the web server to handle logging out from
SiteMinder correctly. Also, you must configure the SiteMinder custom authenticator.

Actions on WebSphere Application Server post-agent installation

1.

When the Application Server Agent is configured ensure to copy snagent . properti es from

the agent installation directory: srwasasa\ conf to

AppSer ver\ profil es\ AppSr vO1\ properti es on each node.
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Figure 287. Properties: Konqueror
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___2. Next, on the Deployment Manager configure Trust Association Interceptor on WebSphere
Application Server. From the deployment manager administrative console for WebSphere
Application Server, click Security > Global security > Web and SIP security, click Trust
association. Click Enable Trust Association and then click Save.

Global security TE

Llobal security = Trust association

Enables trust association. Trust assocation is used to connadc reversed proxy servers to the
application servar, Use of TAls for SPHNEGO authentication is depracated. Tha SPHEGO Wab
authentication panels provide a much easier and less eror-prone way to configure SPHEGD,

Cenaval Propetties Additional Properties
p Emable trust association Intarceptors
Lapply | [ ok | [ Reset | [ cancel

Figure 288. Global Security

__ 3. Next, back in the trust association screen, click Interceptors, click New, and add an
interceptor with the following name
(comnet egrity. sitem nder.websphere. aut h. SnTr ust Associ ati onl nt er cept or). Click
OK and save the change.

Iehgred SRR Consols Wekems, I-
. = s
it it r.]
M el iy~ Euel s LSy * S
vy gt L Bl K]

=
B S T CNE s P e )
— P L o T Y ey reerr——

faail maaey rm

o

[ Omites

Figure 289. Interceptors: General properties
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__ 4.

It is OK to delete any unused interceptors. Leaving these interceptors in place causes no
issues but results in error messages in the logs during startup so it makes sense to delete
these interceptors. Click Delete and save this change. You must not delete the oaut h
interceptor (com i bmws. securi ty. oaut h20. t ai . Qaut hTAl ). It is required for oaut h to
work properly. After this step, you have two interceptors for oaut h and for SiteMinder.

Global security > Trust assaciation > Interceptors

Specifies the trusk inforrmation for reverse proxy servers.

E Praferences

Haw Dalete
- Ft ied | [
| =il w4
Selec Intercaptor Class Hame &
You can administer the following resources:
I corm, b, ¥ s security, o auth 20, tai, OauthTAL
Total 2

Figure 290. Interceptors: Preferences

Actions on HTTP Server after the agent installation

1.

s '“/“/ Note

Create rewrite rules to remap Atom API requests and to redirect URLs when users log out of
Lotus Connections. Open the IBM HTTP Server htt pd. conf configuration file. The file is
stored in the / opt / | BM HTTPSer ver / conf directory on the web server computer. The
following extracted section of the htt pd. conf shows these rules that are implemented in
both the HTTP and HTTPS sections of this file. In this extract, the logout rules redirect users
to the home page logout screen, and when they are logged out they are redirected to the
page at horre. exanpl e. com

When this change is made save and close the htt pd. conf file. Restart the IBM HTTP
Server.

~N

Uncomment LoadMbdul e rewrite_nodul e nodul es/ nod_rewrite. soline in the htt pd. conf file.
This line is commented out by default. When the line is commented out, the web server does not

start.

Rewri t eEngi ne on

RewriteCond YREQEST LR} /(.*)/ibmsecurity | ogout(.*)

Rewri teCond % QUERY_STR NG ! =l ogout Exi t Page=ht t p: / / hone. exanpl e. com
RewiteRule /(.*)/ibmsecurity_ | ogout(.*)

/ hormepage/ web/ i bm security_ | ogout ?l ogout Exi t Page=ht t p: // horre. exanpl e. com

[ noescape, L, R

RewiteCond %% REQUEST UR} '~ blogs/raoller-ui/rendering/(.*)

RewiteRule M blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/ api/$1/ api/$2
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[RL]

RewriteCond % REQUEST_UR'} '~/ blogs/roller-ui/rendering/(.*)
RewiteRule ~/ blogs/(.*)/feed/tags/atong.*)
/blogs/roller-ui/rendering/feed $1/tags/atoni [R L]
RewriteCond % REQUEST_UR'} !~/ blogs/roller-ui/rendering/(.*)
RewiteRule M blogs/(.*)/feed/ entries/aton(.*)

/bl ogs/rol |l er-ui/rendering/feed/ $1/entries/atoni [R L]
RewriteCond % REQUEST_UR'} !~/ blogs/roller-ui/rendering/(.%*)
RewiteRul e ~ bl ogs/ (.*)/feed coments/atong.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/ comment s/ atom [R L]
RewriteCond % REQUEST_UR'} '~/ blogs/roller-ui/rendering/(.%*)
RewiteRul e ~ bl ogs/ (.*)/feed/ bl ogs/atonf.*)

/bl ogs/roller-ui/rendering/feed $1/bl ogs/atomi [R L]
#Connections Config for SSL

LoadMbdul e i bm ssl _nodul e nmodul es/ nod_i bm ssl . so

<l f Modul e nmod_i bm ssl . c>

Listen 0.0.0.0: 443

<M rtual Host *: 443>

Server Nane connect i ons. exanpl e. com

SSLEnabl e

Rewri t eEngi ne on

RewriteCond %YREQUEST UR} /(.*)/ibmsecurity_|logout(.*)

Rew i teCond % QUERY STR NG ! =l ogout Exi t Page=htt p: / / hone. exanpl e. com
RewiteRule /(.*)/ibmsecurity | ogout(.*)

/ hormepage/ web/ i bm securi ty_| ogout ?l ogout Exi t Page=htt p: / / hone. exanpl e. com
[ noescape, L, R

RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewiteRule A blogs/(.*)/api/(.*) /blogs/roller-ui/rendering/ api/$1/ api/$2
[RL]

RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e */ bl ogs/(.*)/feed/tags/atong.*)

/bl ogs/roll er-ui/rendering/feed/ $1/tags/atom [R L]

RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRule ~/blogs/(.*)/feed/entries/aton(.*)

/bl ogs/rol | er-ui/rendering/feed/ $1/entries/atoni [R L]

RewiteCond YREQEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/(.*)/feed/ comments/atong.*)

/ bl ogs/rol | er-ui/rendering/feed/ $1/ conment s/ atomi [R L]

RewiteCond YREQUEST LR} !'“/blogs/roller-ui/rendering/(.*)
RewriteRul e ~/ bl ogs/(.*)/feed/ bl ogs/aton{.*)

/bl ogs/rol |l er-ui/rendering/feed/ $1/ bl ogs/atom [R L]

</Mirtual Host >

</ f Modul e>

SSLD sabl e
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Configure IC Custom Authenticator for SiteMinder

The cust omAut hent i cat or element in the Lot usConnect i ons- confi g. xm file defines some key
parameters of your single sign-on (SSO) solution. The configuration settings that you can specify in
this XML element affect only back-end inter-service communication in an SSO environment. The
attributes for the customAuthenticator element can differ, depending on the SSO solution that you
implemented. Most attributes are optional, but some might be mandatory in the context of your SSO
solution.

Information
-8 \

For more information, see the relevant topics for your authentication solution and the information
center topic that is dedicated to this subject.

- J

___ 1. Add a SiteMinder authenticator property to the Lotus Connections configuration by editing
the Lot usConnect i ons- confi g. xn file. Start the wsadmin client and check out the Lotus
Connections configuration file.

Figure 293. LotusConnections-config.xml

__ 2. Update the custom authenticator values by running the following commands and configure
the custom authenticator to support server-to-server authentication for SiteMinder.

Figure 294. Updating and configuring the custom authenticator values

__ 3. Setthe value of the cust om aut hent i cat or. cooki eTi neout parameter to be equal to or
less than the maximum timeout and idle timeout values already configured. To do so, you
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must open the Lot usConnect i ons- confi g. xm from the / opt / t enp directory and apply the
change manually. As the key CookieTimeout is not yet part of this file. Specify the timeout
value in minutes. In this case 60 minutes is the specified timeout value.

Pﬂ;ﬂ, Note

a I

When your production environment is ready, set the Al | owSel f S gnedCerts property to f al se. In
a similar fashion to adding Gooki eTi nmout , you must do it manually on the checked out
Lot usConnect i ons- conf i g. xm before checking it back in.

- J

4. The following line is a snippet of the content of the XML as it should look when updated with
the previous values:

<cust omAut henti cat or nane="S teM nder Aut henti cator"/>

Check the Lot usConnect i ons- confi g. xm file back in by running the following command:

Figure 296. Checking the LotusConnections-config.xml file
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5. Update the reauthenticate property in the fil es-confi g. xn file. When this property is set
to f al se, and when a Lotus Connections application detects a session timeout, users must
log in again through the SSO authentication mechanism. To update the reauthenticate
property, complete the following steps:

__a. Logintothe wsadmin client.

___b. Run the following command to load files administration: execfil e("fil esAdm n. py").

Figure 297. Loading file administration

___ 6. Run the following command to check out the files configuration file:
Fi | esConfi gServi ce. checkQut Confi g("/opt/tenp", "Cel 1 01"):

Figure 298. Checking out the files configuration files

___7. Update the reauthenticate property by running the following command:
Fi | esConfi gServi ce. updat eConfi g("security.reaut henti cat eAndSaveSupport ed”,
"fal se").

Figure 299. Updating the reauthenticate property
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__ 8. Finally, check in the fil es-config. xnm file by running the following command:
Fi | esConfi gSer vi ce. checkl nConfi g() .

nfig vice.chec

Figure 300. Checking the files-config.xml file
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