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Abstract

The objective of this document is to detail the experiences of the IBM System Verification Test
(SVT) team Upgrading Connections 4.0 in-place upgrade with SPNEGO. The goal of testing was to
ensure that data that was migrated from IBM Connection 3.0.1.x to Connections 4.0 performed as
expected when integrated with SPNEGO.

Overview

The components that are required to install and configure in this scenario are Lotus Connections
3.0.x Medium deployment, SPNEGO Domain. All Domains are configured to share LDAP and
SPNEGO Domain, and SSO is implemented with a common LTPA token. The operating system
used this environment is RHEL 6.2 on a VM.

The environment includes the following assumptions to migrate for the in-place upgrade:
Lotus Connections 3.0.x Medium Cluster deployment

LDAP server: Microsoft Active Directory 2008

Domain: SPNEGO

Database: DB2 9.7

In-place upgrade

The in-place upgrade can be installing a new Deployment Manager, Appserveri, Appserver2, on
the Same hardware, but to use the same database to upgrade from Lotus Connections 3.0.x to
Connections 4.0.

~ \‘\é Reminder N
1. Lotus Connections 3.0.x should be up and running when installing WebSphere Application
Server, Appserver on nodes on the same hardware to overcome the port conflicts.

2. Double-check Capital K in LOC xm for custom authenticator, that is, Ker bosAut hent i cat i on
(because Connections 4.0 uses Default Authenticator, and use of small letter k does not migrate

properly).
g J
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Infrastructure diagram

Figure 1. Infrastructure diagram

Migration scenario

Figure 2. Migration scenario
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Specification

Computer Operating system Software Specs
Active Directory Windows Enterprise 2008 Microsoft Active Directory
server
Database Server RedHat Enterprise Linux 6.2 IBM DB2 9.7 fix pack 6
SPNEGO RedHat Enterprise Linux 6.2 SPNEGO Domain
Connection Server RedHat Enterprise Linux 6.2  |WebSphere Application Server 7.0
DM+Appserveri+Apps Fix pack 21
erver2+HttpServer Connections 4.0

IBM HTTP Server V7.0 fix pack 21

Assumptions

Prior doing migration Lotus Connections 3.0.1.x is configured up and running with a SPNEGO
domain.

Migration process

e d
r /7 Note

~N

It is highly recommended to take backups where necessary before attempting any of the following
steps.

G J
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1. OS tuning on DB2

1. Find DB2 release as DB2 instance owner (following is DB2 9.7 fp6).

$ db2l evel

DB210851 I nstance db2inst1l uses 64 bits and DB2 code rel ease SQ.09076 with
| evel identifier 08070107.

Informati onal tokens are DB2 v9.7.0.6, s120516, |1P23328, and F x Pack 6.
Product is installed at /opt/ibnidb2/\W.7.

2. Get cpu info (for performance comparison).

cat /proc/cpuinfo

nodel nane: Intel (R Xeon(R CPU X7560 @2.27GH
3. Getthe OS release.

$ cat /etc/redhat-rel ease
Red Hat Enterprise Linux Server rel ease 6.2 (Santiago)

4. Get amount of physical memory installed (following is 8 G).

# free

total used free shared buffers cached
Mem 8062104 7255640 806464 0 325372 5831620
-/ + buffers/cache: 1098648 6963456
Snap: 8388600 336 8388264

5. Check DB2 suggested kernel settings.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 5
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Information
-0 N

For more information about how to check DB2 suggested kernel setting, see
http:// pi c. dhe.i bm cond i nf ocent er/ db2l uw vOr 7/ i ndex. j sp?t opi c=%2Fcom i bm db2. | uw q
b. server. doc%2Fdoc%2Fc0057140. ht m .

- J

# sysctl -a | grep aio
fs.aio-nr =0
fs.aio-max-nr = 65536 ( Wong, use 1048576 )

# sysctl -a | grep swappi ness
vm swappi ness = 60 ( Wong, use 0 )

# sysctl -a | grep random ze
kernel . random ze_va space = 2 ( Wong, use 0 )

# sysctl -a | grep overcomit
vmovercommit_rmenory = 0 (CK)
vmovercommit _ratio = 50

vm nr_over coomit _hugepages = 0

# sysctl -a | grep file
fs.file-nr = 7840 0 793843
fs.file-max = 793843 ( XK)

# sysctl -a | grep file
fs.file-nr = 4864 0 793812
fs.file-max = 793812

6. Check requirements for the OS and version of DB2.

Information
-8 \

For more information about how to check requirements for the OS and version of DB2, see
htt ps: //waw i bm conmd devel operwor ks/ wi ki s/ di spl ay/ i ml Red+Hat +Ent er pri se+Li nux+%28RH
EL929+6+- +DB2+9. 7.

A\ J

__7. ForDB29.7 on RHEL 6, base kernel level is 2.6.32 (following is OK).

$ unane -r
2.6.32-220.23. 1. el 6. x86_64
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__ 8. Check required libraries (libstdc++.s0.6 is present).

# find / -nane |ibstdc++. s0.6 -print

fusr/lib64/libstdc++. so. 6

[fusr/lib/libstdc++. so. 6

[usr/lib/vimare-tool s/lib64/libstdc++. so.6
fusr/lib/vnware-tools/lib64/libstdc++. so.6/1i bstdc++. so. 6
[usr/lib/vimare-tool s/lib32/1ibstdc++. so.6

[usr/1ib/vimare-tool s/lib32/1ibstdc++. so.6/1i bstdc++. so. 6
/root/vmare-tool s-distrib/lib/lib64/libstdc++. so.6
/root/vmmare-tool s-distrib/lib/lib64/1ibstdc++. so.6/1i1 bstdc++. so. 6
[root/vmware-tool s-distrib/lib/lib32/1ibstdc++. so. 6
[root/vmnare-tool s-distrib/lib/lib32/I1ibstdc++. so.6/1ibstdc++. so.6

__ 9. Technote is applied to fix autostart? NO.

Information
-8 \

For RHEL 6, see this technote: "21497220 Autostart of DB2 instance on restart does not work on
RHELG6 systems” in htt p: // wwa 01. i bm cond suppor t / docvi ew. wss?ui d=swg21497220.

- J

To apply the previous autostart technote:

vi /etc/init/fned. conf
add the contents bel ow ..

# ---- select fromline bel ow
# DB2 fault nonitor
#

# Sarts fnecd

description "Fault Mnitor is the dat abase facility that nonitors DB2
dat abase manager instances, and restarting any instance that exits
prematurely."

version "9.7.0.6"

start on runl evel [2345]
stop on runl evel [016]

consol e out put
r espawn
respawn linmt 10 120

exec /opt/ibn db2/ . 7/ bi n/ db2f ntd
# ---- stop selecting at |ine above

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 7
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__10. Check kernel settings that relate to shared memory.

8255594496 ( 7.68G X))
4031052 ( 15.7G.. wong )

ker nel . shmrax
ker nel . shnal |

kernel . shrmi = 4096
ker nel . negmax = 65536
kernel . nsgmmi = 15738

ker nel . nsgrmb = 65536
kernel . sem = 250 256000 32 2048
kernel .auto nsgmi = 1

ker nel . shmmax = 8255483904

ker nel . shnal | 4030998

kernel . shrmmi = 4096

kernel .shmrmd forced = 0
kernel . nsgmax = 65536

kernel . nsgmmi = 15738

kernel . negrmb = 65536

kernel . sem = 250 256000 32 2048
kernel .auto nsgmi = 1

shoul d be 2015526 to nmat ch above

r 'm;l’ Note N
DONE on Database.
g J

To correct previously referenced kernel settings:

vi sysctl. conf

At the bottom of the file, add these lines, and then comment out any previous lines that refer

to these kernel settings with #:

#DB2 tuning for |inux and 8& nenory
fs. ai o- max- nr 1048576

vm swappi ness = 0

ker nel . random ze_va space = 0

kernel . shmal | = 2015526

kernel . sem = 250 256000 32 2048

___11. Check OS user limits as root.

8 IBM Connections 4 Public Deployment Scenarios
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Information

~H

For more information about how to check OS user limits as root, see
http: // pi c. dhe. i bm condi nf ocent er/ db2l uw vOr 7/ i ndex. j sp?t opi c=%2Fcom i bm db2. | uw q
b. server. doc%2Fdoc%2Fr 0052441. ht m

N\

#ulimt -a

core file size
data seg size
schedul ing priority
file size

pendi ng signal s

nax | ocked nenory
nax nenory size
open files

pi pe size

PCH X nessage queues
real -tine priority
stack size

cpu time

nax user processes
virtual nenory

file I ocks

(bl ocks, -c)
(kbytes, -d)
(-
(bl ocks, -f)
(-1)
(kbytes, -I)
(kbytes, -m
(-n)

(bytes, -q)
(-r)

(kbytes, -s)
(seconds, -t)
(-u)
(kbytes, -v)
(-x)

0

unlimted ( CK)
0

unlimted ( K)
62835

64

unlinted

1024 ( wong, for 64-bit Linux nust be
65536, and then fs.file-max nust be greater than 65536, fromabove it is )
(512 bytes, -p)

8

819200

0

10240
unlimted
1024
unlinted
unlimted

__12. Check OS user limits as the DB2 instance owner (in this case dbinst1).

~

J
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-

ﬂ Information

~

For more information about how to check IS user limits as the DB2 instance owner, see
http:// pi c. dhe.i bm cond i nf ocent er/ db2l uw vOr 7/ i ndex. j sp?t opi c=%2Fcom i bm db2. | uw q
b. server. doc%2Fdoc%2Fr 0052441. ht m .

- J
#ulimt -a
core file size (bl ocks, -c) O
data seg size (kbytes, -d) unlimted ( (K)
scheduling priority (-e) O
file size (blocks, -f) unlimted ( (K)
pendi ng signal s (-1) 62835
max | ocked nenory (kbytes, -1) 64
nax nenory size (kbytes, -m unlimted
open files (-n) 1024 ( wong, for 64-bit Linux nust be
65536, and then fs.file-max nust be greater than 65536, fromabove it is )
pi pe size (512 bytes, -p) 8
PGBl X message queues (bytes, -qg) 819200
real -time priority (-r) O
stack size (kbytes, -s) 10240
cpu time (seconds, -t) unlinmted
Max user processes (-u) 1024
virtual nenory (kbytes, -v) unlimted
file I ocks (-x) unlimted
uimt -a
core file size (bl ocks, -c) O
data seg size (kbytes, -d) unlimted
scheduling priority (-e) O
file size (blocks, -f) unlinted
pendi ng signal s (-1) 62833
max | ocked nenory (kbytes, -1) 64
nax nenory size (kbytes, -m) unlimted
open files (-n) 65536
pi pe size (512 bytes, -p) 8
PGBl X message queues (bytes, -qg) 819200
real -time priority (-r) O
stack size (kbytes, -s) 10240
cpu time (seconds, -t) unlinmted
nmax user processes (-u) 1024
virtual nenory (kbytes, -v) unlimted
file I ocks (-x) unlimted
10 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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__13. To fix the OS user limits on RHEL:

a. In/etc/security/linmts. conf, add the following to cover root and the DB2 instance
owner:
root hard nofile 65536
root soft nofile 65536

* hard nofil e 65536
* soft nofil e 65536

b. Add this line to the bottom of /et c/ pamd/ | ogi n:

session required pamlinits. so
db2set
db2set DB2CCDEPAGE=1208

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 11
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2. Upgrade existing 3.0.x databases with Connections 4.0

wizard

1.
owner to db2inst1. Run the wizard as instance owner.

___ 2. Start the db wizard from the wizard folder.

Database wirard for IHM Connections 4.0

Copy Connections 4.0 build wizard to the DB2 computer, and change permission 755 and

Database wizard for IBM Connections 4.0

This wizarnd can create, delete or update the 1BM Connections databases.
To access information about this product, see the IBM Support Web site

http: v - 10U 1ot us. comy lddf owilki. naffd xfinstalling_icdad

To continue, click Next.

Licornsed Malerints - Property of I8, Licerse L -CMAS-B009PLG

i omripht IR Sovporaton snd o oencore 2007, JOLL. A Righas B

saaywod. GEA. che SIA oo, e ooum andd Lairs Ate Tackersanis
O IR O A BT e AT SAART S, GMTERS O, OF T SORRer CH [ ST TR T DM S s O
mrracE mArks of cifeer. 8 current =t off U frankenanks (s ol bl T T legakicomydracks. chiend L%

e Pkl LASSFl FeENiced ighrs Uy, clgitinitn oF diCicie' & ] By S ADP SEfeiill COntac willl A Dars  PiEadd
e (P Abesf papes foa fuy e efos i

Hext

Cancel |

Figure 3. Database wizard for IBM Connections 4.0: Welcome

12 IBM Connections 4 Public Deployment Scenarios

© Copyright IBM Corp. 2013



Deployment Scenarios

___ 3. Choose Update operation only for IBM Connections databases 3.0.1.x to 4.0.

Database wizard for IBEM Connections 4.0

Database task selection

Salact the database tagk:

Create
Dalete

= Update cperation only for IBM Connections database 3.0.1.x% to 4.0

Back | MNext Cancel

Figure 4. Database wizard for IBM Connections 4.0: Database task selection

__ 4. Choose DB2 as database type.

Databaze wizard for IDM Connoctionz 4.0

Database selaction

Salect the database type, installation location, and databace instance.
% DBZ Universal Database (TM)
» Oracle Enterprise Edition
Database installat on locati on:
|ropvibmyedo e, T Browse... |
Database Instance:

ldb2instl
|

Bock Pext cancel

Figure 5. Database wizard for IBM Connections 4.0: Database selection

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 13
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__ 5. Select all applications for Application Selection.
(& Dalabaze wizard for IBM Connection=38 o x|

applicationa aslection

Select the applications for which you want to update databases. The wizard updates release
3.0, 1.% databaLes 0o relasdte 4.0, YOU CANMNGOY SaleoT lﬂp-"'.'.h“ﬁl‘l‘ﬂ chat do Not have wersion 3.0.1.x
databases,

Ploazs rrfor to Cogras support for update of Cognos database.

Applications Cuiment Wersion Mew Versian

B Activitles 3.0.1 &4.0.0

B Blags 3.0.1 .0.0

= Communities 3.0.1 4.0.0 o
& Backmarks Loa 4.0.0 !
W Files 3201 4.0.0

& Foaams 301 #.0.0

=1 HomE pags 2.0.1 4,00

& Profiles 3.0.1 J.0.0

R wWikis 3.0.1 a4.0.0

= Select Al =

Rack | Hext J Cancel

Figure 6. Database wizard for IBM Connections 4.0: Application selection

6. Type 30 from the pop-up storyLifetimelnDays.

Database wizard for IEM Connections 4.0

The homepage upgrade requires a parameter storyLifetimeinDays. It should be the same
as the value in news-config.xml.

»  storylifetimelnDays: “jﬂ, .

ok | a

Figure 7. Database wizard for IBM Connections 4.0: Life time in Days
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___7. Enter the database communication properties.

EEN Tk ¥ Al cl K] i ¥

Database communication properties

Enter the database properties. The wizard uses this information to connect to the database and
update applications databases.The following feature(s) need(s) extra update

Database name;
DPNACT, BLOGS, DOGEAR, HOMEPAGE

Local host name:

dhZmaching examplecom
Port:

o
Administrator 1D:
"l db2inst) '

Password:

.
x

Back Hext Cancel

Figure 8. Database wizard for IBM Connections 4.0: Database communication properties

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 15
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___8. Enter the values for profiles database connection.

Profiles database connection

Emter the Profiles database properties. The wizard uses this information to transfer data from Profiles
database to HomePage database.

Database name:
PEQPLEDE
Database host name:

| @Zmackine.zxample.com
Poit:

|50000

Administrator ID:
Password;

||++llll|-+|

Back Mext Cancel

Figure 9. Database wizard for IBM Connections 4.0: Profiles database connection

16

IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

__ 9. Check the pre-configuration task summary and click Update.

Database wWizard

Pre-configuration task summary

IBM Connections is ready to update databases for the following applications.

Action; Update IBM Connections database
Catabase type: DB2 Universal Database (TM)
Database install location: Joptibm/db2rye.7

Database instance: db2instl %

The selected applications are: Activities, Blogs, Communities, Bookmarks, Files, Forums, Home
page, Profiles, Wikis

Activities

Database name: OPNACT

Version update: 3.0.1->4.0.0

Sql seripts to run: upgrade-301-40.5ql, appGrants.sal

Note: ca.migrate.jar will run between upgrade-301-40.5q1 and appGrants.sql

Blogs I
Catabase name: BLOGS

Viersion update: 3.0.1->4.0.0

5o scripts o run: upgrade-201-40.5ql, appGrants.sql

Note: blogs.migrate jar will run between upgrade-301-40.5ql and appGrants.sql

Communities

Database name; SNCOMM

Version update: 3.0.1->4.0.0

5ql scripts to run: upgrade-301-40.5ql, appGrants.sql, calendar-createDb.sgl, calendar
appGrants.sgl

Nate: —l

Figure 10. Database wizard for IBM Connections 4.0: Pre-configuration task summary (1 of 3)

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 17
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Bookmarks J
Database name: DOGEAR

Version update: 3.0.1-=4.0.0

Sql scripts to run: upgrade-301-40.5q], appGrants.sql

Mote: dogear.migrate._jar will run between upgrade-301-40.5qgl and appGrants.sq|

Files

Database name: FILES

Version update: 3.0.1->4.0.0

5ql scripts to run: upgracde-301-40.5q, appGrants.sql
Knakae

Forums

[Database name; FORUM

Version update: 3.0.1->4.0.0

Sql scripts to run: upgrade-301-40.5q], appGrants.sql
Mote:

[2]

Home page

Database name: HOMEPAGE

Version update: 3.0.1->4.0.0

5ql scripts to run: upgrade-301-40.5ql, appGrants.sql, post-java-migration-301-40.5ql, reorg.sql,
updateStats.sql

Note: news.migrate.jar will run between upgrade-301-40.sqgl and appGrants.sq|

Profiles
Database name: PEOPLEDB
Version update: 3.0.1->4.0.0 ]
5l scripts to run: upgrade-301-40.5ql, appGrants.sql
Mote:
| wikis

| Database name: WIKIS

| Version update: 3.0.1->4.0.0

| Sgl scripts to run: upgrade-301-40.5ql, appGrants.sql I
| Note: -'

Figure 11. Database wizard for IBM Connections 4.0: Pre-configuration task summary (2 of 3)

| Database host name: d2machine.example.com
| Database port: 50000

| Administrator 1D: db2instl

| Te change any settings, click Back. To begin the task, click Update.

& Show the detalled database commands.

Back |_ Lpdate _j Cancel

Figure 12. Database wizard for IBM Connections 4.0: Pre-configuration task summary (3 of 3)

__10. Click Next and then Execute.

___11. Review the Post Configuration Task Summary. Click Finish to exit the wizard.

18 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013
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3. Export applications from Lotus Connections 3.0.1.x: Ensure
that Lotus Connections 3.0.1.x is up and running

1. Download Lotus_Connections_Install Build.

2. For LC export copied migration_4.0.0.0_Date_.zip from Build, that is
Lotus_Connections_Install/LotusConnections/native/migration_Date.zip and extract.

___ 3. Copy the extracted migration folder to the deployment manager where IBM Connections
3.0.1.x, that is /opt/IBM/LotusConnections/.

4. Change permission to 777 for migrate.sh script which is inside Lotus Connections.

__ 5. Run the Export command from /opt/IBM/LotusConnections/migration/ that is, ./migrate.sh
Ic-export.

6. Verify the logs. (The logs are stored in two places, one in /root/lc_migration-<Date>.log, and
the second one in /opt/IBM/LotusConnections/migration/work/migration-latest.log).

7. Backup Migration Folder, that is /opt/IBM/Lotusconnections to a safe place.

r ,..-;-u, Note

N

The Ic-export command exports the following data:

« Configuration files in the LotusConnections-config directory. You can find this directory in the
following location: profil e_root/confi g/ cel | s/ DM cel | _nane>/ Lot usConnect i ons- confi g.

» Properties files in the connecti ons root directory.

& J

__ 8. The exported data is stored in the migration directory. Check the log file to validate the
export. The log file is stored in the system user's home directory and uses the following
naming format: | c- m grati on-yyyyMwd_H-Hm ss. | og.

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 19
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4. Install WebSphere Application Server, Application Server1,
Application Server2, HTTP Server on the same computers
as for 3.0.1.x

ULimits

Figure 13. /etc/profile
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WebSphere Application Server installation

__ 1. Start IBM WebSphere Application Server Network Deployment installation wizard and click

Welcome to the IBM WebSphere Application Server Network
Deployment installation wizard.

This wizard installs |BM WebSphere Application Server Metwork Deployment,
Additional information can be found at the Information Centers and Support

sites for WebSphere and related producis homepage.

Click Next to continus,

Installshield

I | Next = Cancel
"

Figure 14. IBM WebSphere Application Server Network Deployment installation wizard: Welcome

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 21
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__ 2. Accept the license agreement and click Next.

IBM WebSphere Application Server 7.0

Software License Agreement
Please read the following license agreament carefully.
International Program License Agresment [a]

Part 1 - General Terms E

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU ACREE TO THE TERMS OF THIS ACREEMENT. IF YOU ARE
ACCEFTING THESE TERMS ON BEHALF OF AMOTHER. PERSON OF A COMPANY

|{OF OTHER LECGAL ENTITY, YOU REPRESENT AND WaARFANT THAT YOU HAVE

2 FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO

& [THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS, et

iﬁead non-1gmM 'terms!
& @ || accept both the IBM and the non-IBM terms|

) I do not accept the terms in the license agreement E,

InstallShield

<pgack | Next> | cancel

Figure 15. IBM WebSphere Application Server Network Deployment installation wizard: Software License Agreement
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3. Click Next to continue.

&

IBM WebSphere Application Server 7.0 O X

Warning: A supponed operating system was not detected, e

Suppon for your operating system might have been added after the
release of the product, 5ee the WebSphere Application Server datailed
svstem requiraments Web pages for more information about suppored
operating systems. You can continue with the installation, but the
installation or product operation might not succead without apphing
maintenance, Goto the product support Web pages to obtaln the |atest
maintenance packages to apphy after installation.

The installation wizard also checks for existing installations of WebSphere
Application Server. To have more than one instaliation of WebSphere
Application Servar running on the same machine, unique port valuss must
be assigned 1o each installation. Otherwise, only ane installation of
WebSphere Application Server can run.

& Installations of Web5Sphere Application Server prior to Version 6.1
may not be found reliably:

InstallShisld -

| =Back | Next> : Cance|

Figure 16. IBM WebSphere Application Server Network Deployment installation wizard: Warning screen
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___ 4. Choose "Install a new copy of IBM WebSphere Application Server Network Deployment”
and click Next.

IBM WebSphere Application Server 7.0

Detected IBM WebSphere Application Server Network
Deployment

The installation wizard detected an existing installation of IBM WebSphers

Application Senver Network Deployment. You can add new features 10 an

existing copy, install a new copy or Create a new profile that runs from the
core product files already installed on vour computer,

~, Add features to IBM WebSphere Application Server MNetwork
Deployment

& Install a new copy of IBM WebSphere Application Server Metwork
= Deployment

T
pre 0 K

InstallShiald -

< Back I Next > | | Cancel

Figure 17. IBM WebSphere Application Server Network Deployment installation wizard: Detected IBM WebSphere Application Server
Network Deployment
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___ 5. Leave the optional features installation as default and click Next.

i IBM WebSphere Application Server 7.0 a

B

Optional Features Installation

Select IBM Web5Sphere Application Server MNetwork Deploymeant featuras to
install, See the InstallGuide_an, himl file in the docs directory for detailed
descriptions of the optional features.

1 Install the Sample applications.

The Samples include both source code files and integrated anterprise
applications thal demenstrate some of the latest java (TM) Platform,
Enterprise Edition (Java EE) and WebSphere tachnologies. The samples
are recommended for installation to learning and demonstration
environments, such as development environments. However, they are
not recommended for installation to production application serer i
ermdronments. 1.3

[ Install non-English language packages for the administrative c...

In addition to installing the English languaage files, you can also install all ||
the non-English language files needed for using the administrative
console from machines with non-english locales.

{1 install non-English language packages for the application serve... [~

InstallShield -

<Back || MNext> | Cancel

Figure 18. IBM WebSphere Application Server Network Deployment installation wizard: Optional Features Installation
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___ 6. Choose a different path to install IBM WebSphere Application Server, for example / opt 2,
and click Next.

! IEM WebSphere Application Server 7.0 L e
Installation Directory

IBM WebSphere Application Server Network Deployment, Version 7.0
will be installed to the specified directory,

Specify a different directory or click Browse to selact a different install
location.

Product installation location:
| /opt2 /IBM /WebSphere/AppServer

| Browse,..

installshield

< Back 5 Mext > i Cancel

Figure 19. IBM WebSphere Application Server Network Deployment installation wizard: Installation Directory
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___ 7. Select Management and click Next.
IBM WebSphere Application Server 7.0 ol s i

WebSphere Application Server Environments

Select the type of WebSphere Application Server environment to create
during installation, Although only one anvironmeant type can be chosen,
additional profiles can be created after installation using the Profile
Management Tool.

Environments

Cell (deployment manager and a managed node)

SnRgRTIORE

Application server
Custom
Secure proxy (configuration-only)

MNone
~Description

A management profile provides the server and senvices for managing E
multiple application server environments. The administrative agemt :
manages application servers on the same machine. The Metwork
Deaployment edition also includes a deployment manager for tighthy

L rounled mananement and 3 ioh mananer for Innset counled

Installshisld

< Back | MNext > | cancel |

Figure 20. IBM WebSphere Application Server Network Deployment installation wizard: WebSphere Application Server Environments
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___8. Select Deployment manager and click Next.

IBEM WebSphere Application Server 7.0

| Server Type Selection
Selact the type of server to be created in this management profile,

) Administrative agent

An administrative agent provides management capability for multiple
stand=-alone application servers. An administrative agent can manage
only the application servers thar exist within the same instaliation on one
machine.

® Deployment manager

A deployment manager provides management capability for multiple
federated nodes. A deployment manager can manage nodes that span
multiple systems and platforms. The nodes that are managed by a
deployment manager can only be managed by a single deployment
manager and must be federated to the cell of that deploymeant manager.

) Job manager

instaliShield

-C;l_ack [ Mext :i:'—]' __CTanceI

Figure 21. IBM WebSphere Application Server Network Deployment installation wizard: Server Type Selection
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__ 9. Select Enable administrative security, enter the user name and password, and click Next.

o X

IBM WebSphere Application Server 7.0 =

Enable Administrative Security

Choose whether to enable administrative security. To enable security, specify
a user name and password to log in to the administrative tools. The
adrministrative user is created in a repository within the Application Server.
After installation finishes, you can add more users, groups, or external
repositories.

& Enable administrative security.

User name:

iwasadmir'l - |
Password: .

[=ws -
[orwaswaie |

Confirm password:

frremv l

See the Information Center for more information about administrative
SECUny.

installshisld -

| <Back | Next> | Cancel

Figure 22. IBM WebSphere Application Server Network Deployment installation wizard: Enable Administrative Security
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___10. Do not select a repository for centralized installation managers and click Next to continue.

IBM WebSphere Application Server 7.0

= x

Repository for Centralized Installation Managers

Choose whether 1o creale a repository for centralized installation
management. Deployment managers can access and install contents from
this repositony to othar target locations. If created now, a copy of this
installation package can be put in the repository. Use the WebSphera
Installation Factory to create and populale a repository later.

] Create a repository for Centralized Iinstallation Managers.

K

InstallShield

< Back ' Mext = I Cancel

Figure 23. IBM WebSphere Application Server Network Deployment installation wizard: Repository for Centralized Installation Managers
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The wizard starts to search for uninstallable interim fixes.
Fu IBM WebSphere Application Server 7.0 e ™

Searching for uninstallable ifixes ......

Installshiald -

Figure 24. IBM WebSphere Application Server Network Deployment installation wizard: Searching for uninstallable interim fixes
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___11. Check the installation summary and click Next to continue.

M Web

[2]

Installation Summary

Review the summary for correctness. Click Back to change values
on previous panels. Click Next to begin the installation,

| Werify my permissions to perform the installation.

Vernfving your permissions can help ensure that the installation can finish
successfully, If you are sure you have proper permissions, then you can
bypass this check and save time.

The following product will be installed:

& |[EM WebSphere Application Server Network Deployment
FProduct installation location. fopt2 /IBM fWebSphere/AppServer

The following features will be installed;

& Core product files

|
R

Instalishield

<Back | MNext= || cancel

Figure 25. IBM WebSphere Application Server Network Deployment installation wizard: Installation Summary (1 of 3)

a,
The following product will be installed:

# IBM WebSphere Application Server Network Deployment
Product installation location: jopt2 JIBM /WebSphere /AppServer

The following features will be installed:
& Core product files —
Total size:

# 1000 ME

Application server environment:

# Deployment manager

Enable administrative security:

@ True

b

Figure 26. IBM WebSphere Application Server Network Deployment installation wizard: Installation Summary (2 of 3)
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__12. Ensure that you have sufficient permissions for the installation and click Next to continue.
] IBM WebSphere Application Server 7.0 = s

Bl

Installation Summary
Success: You have sufficient permissions to perform the installation,

Review the summary for correctness. Click Back to change values || |
on previous panels. Click Next to begin the installation.

The following product will be installed:

& I1BM WebSphere Application Server Network Deployment
Product installation location: jopi2 /IEM /WebSphere/AppServer

The following features will be installed;

# Core product files

Total size: 3

Installshield

< Back [ Next > Cancel |

Figure 27. IBM WebSphere Application Server Network Deployment installation wizard: Installation Summary (3 of 3)
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The installation begins.
i IBEM WebSphere Application Server 7.0 el

Creating the uninstaller...

[ 22%

Instalishield -

Figure 28. IBM WebSphere Application Server Network Deployment installation wizard: Installation in progress
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___18. The installation is successful. Select Launch the First steps console and click Finish.

IEM WebSphere Application Server 7.0

Installation Results

Success: The following product was Installed successfulby.
& |[EM WebSphere Application Server Metwork Deployment -
Jopt2 JIEM [WebSphera/ AppServer
Application senver emdronment:

& Deployment manager

Important configuration information is in the AbowThisProfile 1xt log
jopt2 /IEM [WabSphera jAppServer fprofiles /[Dmgro 1 /logs/About ThisProfile v

The next step in creating a Metwork Deployment emdronment is to stan the deploymeant
rmanager so that nodes can be federated into its cell. AMer the daployment manager is
started, you can adminisier the nodes that belong to the el

You can start and stop the deployment manager from the command line ar the First steps
consale. The First steps consale also has links 10 an installation verification 1ask and other
infarmation and features that relate 1o the deployment manager.

W [Launch t_'l"m'Fir;'t si'é_ps consola,
Click Finish to launch the First steps consale.

k

InstaliShiald

Finish

Figure 29. IBM WebSphere Application Server Network Deployment installation wizard: Installation Results
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__14. Click Installation verification.

i WebSphere Application Server - First steps - Dmgrol

WebSphere | Application Server

First steps

|||:nl.|li.+l1u|| verification l
Confirm that yvour server 15 installed and that it can start properly

Start the deployment manage
| Start the deployment manager and its applications.

Administrative console
Install and administer applications.

Information center for WehSphere Application Server
Learn more about ".n'l.'Eb‘Sphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 w wersion 7.0,

Migrate WabSphere Application Server Feature Pack for Web Services to version 7.0,

Exit

Figure 30. WebSphere Application Server: First steps: Dmgr01
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___15. In the verification screen, check the profile home and the port, as shown in the following
figure.

First steps output - Installation verification

SHBT AR 5 BMgr

Profile nasme i Dmgrdl

Frofile hame i5-fapt 2 FEsT T WEES Ehere JADDSE roer | proTiEs romyrirt-
Prafile boe is mansgemant =

Cell mama ks
Hode nama s
Current emcading I3 UTF

o
Cefikanagero?

in

Sran fasring 1he falliwin rmand. fepLe i Webdphere fAppSeres | profiles FDmged 1/binfaanServer ih dmgr -profileliame Dmpril
> SDMUG LS Tool infermnation s being logesd in fiie

*

{0p2 {IBM MWeoSohare [ AppSeraerprafile s/ Dmgrl 1 fegs fidmgr i slanSanar log

»ADMUD E2EL Rarting 1ood weith 1he Dmgril profilg

> A0MUT 1000 Peading configuration for Serwes dmgr

+ ADMUT 2001 Server Lnched WaRing Tor mmiahzarse sraus

» ADMUI B0 Berver dengr open for a-Dusiress, prooass i g T2159
Serenr port number i S04

WTLOORO: Conmecting 10 the "B peample.com WebSphere Application Server on podt '3.".1':-'.:3'
WTLOOLS . Welkphers S0@Iainas sevve ﬂ".ll I-enm = i runming on por B06 1 Ter profe Dmgrd
WTLOO3SE The Insralatigm Varicaiion Togl . T 1 R Appiervariprofies Dmgrol fogs/empriSyRemout kg Tile for errors and warmings. |

18/25112 1403 %2008 BT7] l:ll:':ll:-l::ll:ll: Mh-l'\.il-ir\? \'1' CWPED '.Il:l-l LA l:lnlE or mearg key store s are usng 1he Gefaull password
I.- G120 140356 825 BT] 00000000 ThreadPFadMgr W WEVEOEZEW. The ThreadPool seltng on the ObjecRequeniBroker Sendce |3 deprécaed |

WTLOO4M

2 BTG warnings are deladad intha fopad [IBM M'WebFphere fsppSerer fprofiles ) Dmgnd ] fiegs fdmpnSystamDu iG Nile

WTLOOTOE The Instalamman Vaafcmion Tool veriicmion sutcesmed

NTLOOEM

The instalation varification s compiete

Figure 31. First steps output: Installation verification

AboutThisProfile.txt

Appl i cation server environnent to create: Mnagenent
Locati on: /opt2/1BM VebSpher e/ AppSer ver/ profi | es/ Dmgr 01
D sk space required: 30 MB

Profile nane: Dmgr01

Make this profile the default: True

Node nane:
Cel |l nane:
Host nane:

DM machi neCel | Manager 02
DM nachi nelCel | 02
dm nachi ne. exanpl e. com

Enabl e adm ni strative security (recomrended): True
Adnini strative consol e port: 9061

Adnmi ni strative consol e secure port: 9044
Managenent bootstrap port: 9810

Managenent SOAP connect or port: 8880

Run Managenent as a service: Fal se
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Application servers on both nodes
__ 1

Start the IBM WebSphere Application Server Network Deployment installation wizard and
click Next.

Welcome to the IBM WebSphere Application Server Network
Deployment installation wizard.

This wizard installs |IEM WebSphere Application Server Network Deployment.
Additional information can be found at the Information Centers and ‘SUEEGI'[

sites for WebSphere and related products homepage.

Click Next to continue,

InstallShisld

' Next > | Cancel |
[ |
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Figure 32. IBM WebSphere Application Server Network Deployment installation wizard: Welcome
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__ 2. Accept the license agreement and click Next.

IBM WebSphere Application Server 7.0

Software License Agreement
Plaase read the follawing license agreement carefully.
International Program License Agresment [~]

Par 1 - General Terms

BY DOWNLOADING, IMSTALLIMNG, COPYING, ACCESSING, OR USING THE
PROGF.AM YOU ACREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMOTHER. PERSON OR A COMPANY
|OR OTHER LECAL ENTITY, YOU REPRESENT AMD WARFAMT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO

= 1 HESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS, =t

Installshisld

iﬁead non-IgM terms!
@ || accept both the IBM and the non-IBM terms|

) | do not accept the terms in the license agreement E

<pgack | Next> | cancel

Figure 33. IBM WebSphere Application Server Network Deployment installation wizard: Software License Agreement
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IBM Connections 4: PDS Red Hat upgrade for DB2 39



Deployment Scenarios

3. Click Next to continue.

&

IBM WebSphere Application Server 7.0 O X

| >

Warning: A supponed operating system was not detected,

Suppon for your operating system might have been added after the
release of the product, 5ee the WebSphere Application Server datailed
system redquirements Web pages for more information about supponed
operating systems. You can continue with the installation, but the
installation or product operation might not succead withouwt apphing
maintenance, Go 1o the product support Web pages to obtain the |atest
maintenance packages 1o apphy after installation.

The installation wizard also checks for existing installations of WebSphere
Application Server. To have more than one installation of WebSphere
Application Sender running on the same machine, unigque port values must
be assigned 10 each installation. Otherwise, only one installation of
WebSphere Application Server can run.

& Installations of Web5Sphere Application Server prior to Version 6.1
may not be found reliably:

InstallShield -

| =Back || Next> i Cance|

Figure 34. IBM WebSphere Application Server Network Deployment installation wizard: Warning screen
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___ 4. Choose "Install a new copy of IBM WebSphere Application Server Network Deployment”
and click Next.

IBM WebSphere Application Server 7.0

Detected IBM WebSphere Application Server Network
Deployment

The installation wizard detected an existing installation of IEM WebSphera
Application Server Network Deployment. You can add new features to an

existing copy, install a new copy or create a new profile that runs from the
core product files already installed on vour computer,

~, Add features to IBM webSphere Application Server Network
= Deployment

& Install a new copy of IBM WebSphere Application Server Metwork
= Deployment

T
pre k

InstaliShiald -

< Back I Next> | | Cancel

Figure 35. IBM WebSphere Application Server Network Deployment installation wizard: Detected IBM WebSphere Application Server
Network Deployment
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__5. Leave the optional features installation as default and click Next.

& IEM WebSphere Application Server 7.0 0

B

Optional Features Installation

Select IBM WebSphere Application Server Metwork Deployment featuras 1o
install, See the InstallGuide_en himl file in the docs directony for detailed
descriptions of the optional features.

(1 Install the Sample applications.

The 5Samples include both source code files and integrated enterprise
applications thal demonstrate some of the latest java (TM} Platform,
Enterprise Edition (Java EE) and WebSphere tachnologies. The samples
are recommended for installation to learning and demonstration
emvironments, such as development envirenments. However, they are
not recommended for installation to production application serer i'
emironments. 1.9

i

] Install non-English language packages for the administrative c...

In addition to installing the English language files, you can also install all
the non-English language files needed for using the administrative
console from machinas with non-english locales.

) Install non-English language packages for the application serve... ||~

Installshiald -

I < Back || MNext=> | Cancel

Figure 36. IBM WebSphere Application Server Network Deployment installation wizard: Optional Features Installation
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___ 6. Choose a different path to install IBM WebSphere Application Server, for example / opt 2,
and click Next.

it IEM WebSphere Application Server 7.0 -0 %
Installation Directory

IBM WebSphere Application Server Network Deployment, Version 7.0
will be installed to the specified directory,

Specify a different directory or click Browse to select a different install
location.

Product installation location:
| fopt2 /IBM /WebSphere /AppServer

| Browse,..

Iinstallshield

< Back 5 Mext > i Cancel

Figure 37. IBM WebSphere Application Server Network Deployment installation wizard: Installation Directory
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___ 7. Select Application server and click Next.

&

IBM WebSphere Application Server 7.0 e

WebSphere Application Server Environments

Seledt the type of WebSphere Application Sernver environment to create
during installation. Although only one emdronment type can be chosen,
additional profiles can be created after installation using the Profile
Management Tool.

Environments
Cell (deployment manager and a managed node)
Management

Custom ™
Secure proxy (configuration-only)
Mone

Description

A stand-alone application Server emaronment runs your enerprise
applications. The application server is managead from its own
administrative cansole and functions independent of all other application
servar and deployment managers.

installshield

< Back l Next > | | Cancel

Figure 38. IBM WebSphere Application Server Network Deployment installation wizard: WebSphere Application Server Environments
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___ 8. Select Enable administrative security, enter the user name and password, and click Next.

o X

IBM WebSphere Application Server 7.0 =

Enable Administrative Security

Choose whether to enable administrative security. To enable security, specify
a user name and password to log in to the administrative tools. The
adrinistrative user is creatad in a repository within the Application Server.
After installation finishes, you can add more users, groups, or external
repositories.

& Enable administrative security.

User name:

iwasadmir'l - |
Password: .

[=ws -
[orwaswaie |

Confirm password:

frremv l

See the Information Center for more information about administrative
SECUny.

installshisld -

| = Back I Next > . Cancel

Figure 39. IBM WebSphere Application Server Network Deployment installation wizard: Enable Administrative Security
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__9. Do not select a repository for centralized installation managers and click Next to continue.

IBM WebSphere Application Server 7.0

= x

Repository for Centralized Installation Managers

Choose whether 1o creale a repository for centralized installation
management. Deployment managers can access and install contents from
this repositony to othar target locations. If created now, a copy of this
installation package can be put in the repository. Use the WebSphera
Installation Factory to create and populale a repository later.

] Create a repository for Centralized Iinstallation Managers.

K

InstallShield

< Back ' Mext = I Cancel

Figure 40. IBM WebSphere Application Server Network Deployment installation wizard: Repository for Centralized Installation Managers
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The wizard starts to search for uninstallable interim fixes.
Fu IBM WebSphere Application Server 7.0 e ™

Searching for uninstallable ifixes ......

Installshiald -

Figure 41. IBM WebSphere Application Server Network Deployment installation wizard: Searching for uninstallable interim fixes
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___10. Check the installation summary and click Next to continue.

M Web

Installation Summary e

Review the summary for correctness. Click Back to change values
on previous panels. Click Next to begin the installation,

& Verify my permissions to perform the installation.

Werifying your permissions can help ensura that the installation can finish
successfully. If you are sure you have proper parmissions, then you can
bypass this check and save time.

The following product will be installed:

& |[EM WebSphere Application Server Network Deployment
FProduct installation location. fopt2 /IBM fWebSphere/AppServer

The following features will be installed:

& Core product files

Instalishield

< Back |r Next = _] | Cancel

Figure 42. IBM WebSphere Application Server Network Deployment installation wizard: Installation Summary

48 IBM Connections 4 Public Deployment Scenarios © Copyright IBM Corp. 2013



Deployment Scenarios

The component prerequisites installation begins.

Figure 43. IBM WebSphere Application Server Network Deployment installation wizard: Component prerequisites installation in progress
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The installation begins.
7 IBEM WebSphere Application Server 7.0 =l

Creating the uninstaller...

[ 22%

Instalishield -

Figure 44. IBM WebSphere Application Server Network Deployment installation wizard: Installation in progress
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___11. The installation is successful. Select Launch the First steps console and click Finish.

i IBM WebSphere Application Server 7.0 = [ P

E
[ |

Installation Results

Success: The following product was installed successfulk

@ IEM WebSphere Application Server Metwork Deployment -
Jopt/IBM JWebSphere  AppServer

Application server environment;
& Application server

Impartant configuration information is in the AbowtThisProfile txt log.
Fopt/IBM /WebSphere/AppSenverfprofiles [AppSnviil flogs/ AboutThisProfile,

The next step is to decide whether to federate the application server into
a deplovment manager cell.

To federate the application server, use either the addMode command or
the administrative console of the deployment manager. Using the
| administrative console requires the application server to be running.

141

InstaliShield — =

| | Einish

Figure 45. IBM WebSphere Application Server Network Deployment installation wizard: Installation Results
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__12. Click Installation verification.

WebSphera Application Server - First steps - AppS

WebSphera | Application Server

First steps

[Enstallatmn '\r'i.'l'lfll::ﬂlﬂl'l|
Confirm that your server 135 installed and that it can start properly.

Start the server
Start the server and its applications.

Administrative console
Inst@all and administer applications.

Information center for WehSphere Application Server
Learn more about WebSphere Application Sarver,

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 o version 7.0,
Migrate WebSphere Application Server Feature Pack for Web Services to version 7.0.

Exit

Figure 46. WebSphere Application Server: First steps: AppSrv01

__13. Check the installation verification summary, as shown in the following figure.

First steps output - Installation verification

eemeer name 15 Teneaerl

IPradile apene 5 AppSrvd |

IProfile horme |5 fopt2 /1B fWekSpherefappierser prafiles fApgSrad ]
IProfite Tvpe H5:defaul

ICeil name % HodeQ1Ce

Mode nams is “tadelZ

WCieranl entadng 5 UTE-§

[sar running the Tollewing command fopt2 TBM 'WebSphere fAppServer/profies | Sppsred 1 foin/ stanServer sh serverl -profieflame Apperdl
» AN L 16E Toal information i Being lagged im fils

= opt2 MEM MWebSphere/ SppServer/profies [Appéred 1 logs/ serverl [ startServer log

»AOMUM EIEE Sraning 1edl with the AppSrdd] profile

»A0MUI 100E Reading configraration for server: serverl

»A0MUT 000 Servar launched Wating for iniabZation STaTus
»AOMUT 000k Server derwr] apen for e-butress, process id s G797
SN PON RURRDAr |5 9034

TLOH I Connidling 15 the

TLODISE 'WebSphara ApLdcation selvar

#STAY THOET wEing The Tallevwensg LRL D/

WTLCHS O Serded engine wverficaiion stabus: Fagsed

#5ling farver wring the Tollewsng URL o/
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Webfphars SHphi alion Tefwer on por 3004
Is running on port S024 for profie AppSrdl
S SEA IVEEPEFIDAFTD = s S P

08 feat frasarva riparm = hedaddinien 30
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VTLOOS0E The instaliation verifamicn is complmg

Figure 47. First steps output: Installation verification
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Federate Nodes to Deployment Manager

__ 1. From AppServer 1, run the following command to federate to Deployment Manager.

word

S gpserver]

. OM.machine.example

Snerld L

B Illll.rnathine-.-u.ample- com:

Figure 48. Command that is used to federate to Deployment Manager from AppServer 1

__ 2. From AppServer 2, run the following command to federate to Deployment Manager.

e -: 1 Ao

; : : e s :.I.Iﬂn=m|.r2 ' 4Z31y

DM machine enample
W machiss examgle-

Figure 49. Command that is used to federate to Deployment Manager from AppServer 2
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Enabled Security

General Settings

1. Start WebSphere Application Server and log in to your admin console:
htt p: // DM machi ne. exanpl e. com 9061/ adm n

2. Select Security > Global security. Ensure that Enable administrative security and Enable
application security are selected. Also, ensure that User account repository > Available
realm definitions is set to Federated repositories.

Global security

Use this panael to configure adminigtration and the defauly application security policy. Thiz security configuration appliss to the segurity p
Ffuncions and is used as & default secunty policy for user applicatiens. Security domains can ba defined to ovaride and customize the s

applications

Seeurity Configuration Wizard | Security Configuration Raport |
§ ,
Adrm-'l Launches a wizard to configure the basic security setbings. | Authenteation
] Erabbe sdminkstrakive sacrity o o R oy Authentication mechanisms and sxpiration
Admenistrative group rales L] LIES
SgmaniATracive AEThenticaD Karberos and LTPA
Karber nfiguration
gthenti don cath in

Appliation secusity
Y] Emables application seourity @ Weband 5IR seminty
RMLIIIOP smcurity

Jawa I securily Iava Authanticatian and Authansation Sardice

Lhie Java 2 sedufity to restrict spplicaticn sccest to local resswrtes Uism realm-qualified user names

Warn IF applications ara granted custom permissions

Restrict access to resource authentication data
ri if

xn ] L haAEasan pravidar

Custom propacties

Wi account repository

Current realm definition

Federated repositoras

Available realm dafiniions
| Federated repositories -up Configure... Sat as current

[Apsly | [ Reset |

Figure 50. Global security

__3. Select Apply and Save.
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__ 4. Go to Security > Global security > Web and SIP Security: General Settings, and ensure
that the “Use available authentication data when an unprotected URI is accessed” check
box is selected.

Global security > Web security - General settings

Specifies the settings for Web authentication.

General Properties

Web authentication behawvior

@ Authenticate only when the URI is protected

F Use available authentication data when an unprotected URI is accessed

@ Authenticate when any URI is accessed
I:l Default to basic authentication when certificate authentication for the HTTES client fails

Apply | OK | Reset Cancel

Figure 51. Web authentication behavior

__ 5. Select Apply and Save.

__6. Go to Security > Global security >Web and SIP Security: Single sign-on (SSO) and
ensure that Interoperability Mode is selected, and enter the domain name.

Global security

Global security = Single sign-on (550)
Specifies the configuration values far single sign-an.

General Properties

F Enabled

I_ Requires S5L

Crarmain name

B .example.com

3 Interoperability Mode

3 Web inbound security attribute propagation

Apply | (o] 4 | Resat Cancel

Figure 52. Global security: Single sign-on (SSO)

__7. Select Apply and Save.
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Federate LDAP repositories

1. Log in to your admin console htt p: // DM nachi ne. exanpl e. com 9061/ adm n. Use
wasadmin user and password.

___2. Select Security > Global security > Configure.... for Federated repositories.

User account repository

Current realm definition
Faderated repositories

Available realm definitions

| Federated repositories E” Configura... Set as current

Figure 53. User account repository

__ 3. Select Add Base entry to Realm...

Rapozfiores in the realm:
_t_!-ee_e_a" -lnlr_v_‘.o_l_l-i!_m. L] :..-!I-_n fepo dikady _5-—:_-.--
Select Baim Ealry Rasoaitesy [damtifes Ragastery Tyee
Yoo cln adminkater the following retourceds

a=defauitWiNFislstedRealm Internalfilal spoaitony Fla

Figure 54. Repositories in the realm

__4. Then, select Add Repository...

# Repository
| none defined E” Add Repository...

# Distinguished name of a base entry that uniquely identifies this set of entries in the realm

Distinguished name of a base entry in this repository

Apply | OK | Resat Cancel

Figure 55. Adding repository
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__ 5. Enter the following:

__a.

Repository identifier,

Primary host name,

___c. Bind distinguished name:
__d. Bind password:
___e. Login properties...

Geneesl Proge Fhies

& Baporiary idantifiar

MEAD-LD&R

LIAR s
& Dirgctdrg bypd
I Microsoft Windows Adive Diredory _-_I]
# Brimasy hostname 00 Lol
[ze9

| LOAPserver.example.com

Fallowar servar used whan primary is not available:

Dilll!i I

Salagt  Failever Heit Hama

Part

Sequrity

Bind distinguiihad name
| EETEXX E

Bind parsword

R EEEE

Lagin propertisas
{uid

LDAP sttribute for Karbarcr princpsl nems

luserprincpalname

Ml

add | |

Support refarrals to other LDAP servers

Aadditional Properties

Cartificate mapping
EXACT_DH |

Catificate filer

r Feguire 981 cammunicabions

[ Cantrally managed

elan ndpoin r nfiguratiga

L Use speafic S50 alias

t CullDaf auhsS ELEattings —'H B 25 eonfiguratiang

! Pyrfgrmgnos

Figure 56.

General properties
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__ 6. Select OK. Enter the base entry when prompted.
bty ]

Akl sevariy > Federaded s d e > 000 LEURTH DAz = PR - LEs - Jpm e BEeT 0

Speatiflant & St ol laraity Sraesl in o epaEiery el 5ra rebarascnd by & Bl siry inis T dstierr infumation o, [ mulliphs Aessiienss b nduled s the same reslm, i maghl b
rmrwnnary by define gm s ddfuee deabisgaahed same gk g, ety et Yo sel ol eeinen wiRe Ly eales
[ | Broperla

. e A e

+ Dintoganted neme of 8 bans sotry that unsgualy iectdiss tha pet of st o the realm
Cis= CAP.OU=, - O

LNt et et ©F & Dl 49W0g o4 ITead P 2Ty
Tee "Lk Dl =

Agply | | BE | | ke Gaiwl

Figure 57. Global security: Federated repositories

___7. Select Apply and Save.
___8. Restart your Deployment Manager and Node Agents.

Add Aamir_001_077 as an administrator

This is a good test, because you then know whether security is enabled correctly. In this task, you
add the Aam r_001_077 user from the LDAP as an admin on your console.

__1. Loginto your admin console htt p: // DM nachi ne. exanpl e. com 9061/ admi n.

__ 2. Select Users and Groups > Administrative user roles.

Aitmrusastrative uisd Fales T =
Administrative veer roles
Ve this pags b add, ypdste or fo remgve sdmissirative roles fo groups. Assigning admenatrative roles bo Groups sasbles them to administer spplication

sarvers henugh the sdministrative (onsole of th h wesdmin scripteg, The sdministrative suthorizes run time must be rotified whan growps sne sdded o or
rarnoved from aa Bdmesisirative user growd, Chol Bafrash ol 1o rotily the sdministratve suthasizer afer e chaspes have been Baved asd sprdbeonized

_tegeot || mse. || Mamcs || maanen |

L=l m R

Saluct Usar & Ralefs) = Login Statuz 5
wammmdman Primany sdministrabive uier name Active
Total 1

Figure 58. Administrative user roles
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___ 3. Select Add... Then, select the role Administrator. Search for Aam r _001_077 and add that
user to the Mapped to Role.

Administrative user roles T=

Administrative user roles > Usar

Usa this page to add. update or to remove administrative roles to users. Assigning adm:nistrative roles to users snables them to
administer application servers through the sdministrative console or through mesdmin scriphing.

# Ralals)

dmin S-I-tuni Mlnlilr -

Auditer
Configurator -

Search and Salect Users

Decide how many results to display, snter a ssarch string (ese ® for wildcard), and dick Seanch. Sslec users from the Available kst
and Il-dd tham to the Mapoed to role list. Users whith have already besn mapped to & rola will not be retumaed in the search
FarLlt.

Seanh string
[aamir_oo1_o77 Saarch

Maximum rescits to dispiay [2|:|

Avallable Mappad to role
[®]
[4]

Salect All Deselect All Salect Al Desalect All

Figure 59. Searching and selecting users

4. Select OK.

Administrative user roles

Use this page to add, update or to remove administrative roles to groups. Assigning administrative r
to administer application servers through the administrative console or through wsadmin scripting. Tk
run time must be notified when groups are added to or removed from an administrative user group.
administrative authorizer after the changes have been saved and synchronized.

| Logout ] Add... [ Remove ] Refresh all I
il mlie A
Select| User Role(s) & |
E | Ammir 001 077 IA.dminiﬂrﬂor |
| PB!-B-d;I-'I'\-i;'I‘ ; Pﬁ:l..-nary a.él-ml;i_-..ltrltlv-e UsSEr name |
Total 2

Figure 60. Selected user is added as administrator

__ 5. Log out and then log back in again as Aam r_001_077 to ensure that it is working.
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Check that the nodes are synchronized

1.

Logged in as Aanir_001_077, select System Administration > Nodes.

___ 2. Check whether the nodes are synchronized. The following figure shows the nodes in

synchronization.

tagles

Ugs thiz page to manage naded in the spplieatien demer anviranment. & aode cormarpands te & phydizal computar dyitam with & diztine

1P hast addrass. Thae fallowing table lists the managad snd unrmanasged nedes in thiz cell, The firt neda is the deplaymant rmanager.
Add naw nodas to tha cell snd te this list by dicking Add Hoda.

B Preferences

fdd Hode || Remove Mode | Force Delete | Synchrenize || Full Resynchronica | Stop |

L=l wliEse
Salect: Hamae 5 Hest Hame J Vargion Discovary Protoesl Stakug IQ
Tou can sdminister the following resources:
OM machin -elittananenil NE T.0.0.35 Tcp =
ND 7.0.10.2 TCR L
™ Appserver JadsOl 3
I l{!plﬂ"l'll‘!im ND' 700, 73 TR [
Totsl 2

Figure 61. Synchronizes nodes

___3. If nodes are not synchronized, then do the following on each node to synchronize them.
Steps Commands
The Node agents: Stop ./stopNode.sh

/syncNode.sh: Run

./syncNode.sh DM.Machine.example.com8880 -username
Aamir_001_077 -password password

The Node agents: Restart

/startNode.sh

___ 4. Recheck System Administration > Nodes. The nodes should now be in synchronization as
in Figure 61, "Synchronizes nodes," on page 60.
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Install Update Installer on Deployment Manager, Appnode1,
Appnode2

__1. Start the installation wizard for the Update Installer and click Next.

Installation Wizard for the Update Installer 7.0.0.21

Installation Wizard for the Update Installer

Welcome to the Installation Wizard for the |1BM Update Installer for
WebSphere Software. Additional information can be found at the Information

Centers and Support sites for WebSphere and related products home page.

Click Mext to continue.

Installshield

Figure 62. Installation wizard for the Update Installer: Welcome
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__ 2. Accept the license agreement and click Next.
Installation Wizard for the Update Installer 7.0.0.21

ware License Agreement

Flease read the following license agreement carefully.
International Program License Agreememt [

Part 1 - General Terms

EY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE

PROGCRAM YOU ACREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE

WCCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANY

OF. OTHER LEGAL ENTITY, YOU REPRESEMT AND WARFANT THAT YOU HAVE

g FULL AUTHORITY TO BIND THAT PERSOMN, COMPANY, OF LEGAL ENTITY TO
[THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

[
o

I | [Fesdronam terms]

. @ | accept both the IBM and the non-IBM terms

) | do not accept the terms in the license agreement
Print

installsShield k,

<Back | Next> | Cancel

Figure 63. Installation wizard for the Update Installer: Software License Agreement
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__ 3. The system prerequisites check is passed. Click Next to continue.
Installation Wizard for the Update Installer 7.0.0.21

System Prerequisites Check

Passed: Your operating systam completed the prerequisites check
successiulhy

Your operating system meets or exceeds the reguirements for this product.
See the her: lication r detail 1em requirements Web
pages for more infarmation about supporied operating systems. Go 1o the
product support Web pages to obtain the latest maintenance packages to

apphy after installation.

Click Next to continue the installation.

InstallsShield

| < Back |r Next > JI Cancel

Figure 64. Installation wizard for the Update Installer: System Prerequisites Check
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___4. Select the installation directory, for example, opt 2.

Installation Directory

IBM Update Installer for Websphere Software, Version 7.0.0.21 will be
installed to the specified directory,

You can specify a different directory or click Browse to select a
diractory.

Directory path:
|10 mﬁ JIEM /WebSphere/Updateinstaller

| Browse,.,

installShield

| <Back || MNext> | Cancel

Figure 65. Installation wizard for the Update Installer: Installation Directory
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__ 5. Check the installation summary and click Next.

Installation Summary

Review the summany for correctness. Click Back to change the valuas on
previous panels. Click Next to begin the installation.

The following product will be installed:

& |IEM Update Installer for WebSphere Software
Path: fopt2 /IBM/WebSphere/Updatelnstaller

for atotal size:
@ 336 MB

InstaliShield k,

< Back Next > | Cancel

Figure 66. Installation wizard for the Update Installer: Installation Summary
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___6. The installation completes successfully. Click Finish to exit the wizard.
] Installation Wizard for the Update Installer 7.0.0.21 [l

Installation Complete

Success: The following product was successfully installed:

& IEM Update Installer for WebSphere Software
Path: fopt2 /IEM/WebSphere/Updateinstaller

W Launch IBM Update Installer for WebSphere Software on exit.

You can also launch the Update Installer by running the update command in
the installation directory

Click Finish 1o exit the wizard,

installShisld

(o)

Figure 67. Installation wizard for the Update Installer: Installation Complete
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Install IBM HTTP Server

__ 1. Start the IBM HTTP Server 7.0 installation wizard and click Next.

& IBM HTTP Server 7.0 - O X
i
|Welcome to IBM HTTP Server 7.0

software IThjs wizard installs IEM HTTF Server 7.0 on your computer.
|See the |BM HTT r 7.0 Installation Guide to learn more about this
{installation.

| Click Next to continue.

Instalishiald !‘L

Mext » Cancel i

Figure 68. IBM HTTP Server 7.0 installation wizard: Welcome
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__ 2. Accept the license agreement and click Next.
IBM HTTP Server 7.0 — fE]

[Ce

Flease read the following license agreement carefully.

international Program License Agreement
Part 1 - Genaral Terms

BY DOWNLOADING, INSTALLIMNG, COPYING, ACCESSING, OF USING THE
PROGEAM YOU ACREE TO THE TEEMS OF THIS ACEREEMENT. IF YOU ARE
WCCEPTING THESE TERMS OM BEHALF OF ANOTHER PERSON OR A COMPANY
OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAVE
[FULL AUTHORITY TO BIND THAT FERSOMN, COMPANY, OF LEGAL ENTITY TO
THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- 00 MOT DOWNLOAD, INSTALL. COPY. ACCESS. OF USE THE PROGRAM: AMD( ™!
I . i Eead non-1BM terms !
l ® | accept both the IBM and the non-1BM terms

m i I _J | do not accept the terms in the license agresmant
| oS S RN

i PR B S |

SESNITNISSS

Instal:hield

i < Back Mext > : | Cancel

Figure 69. IBM HTTP Server 7.0 installation wizard: Software License Agreement
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3. Click Next to continue.
IBM HTTP Server 7.0 -0

Ce

System Prerequisites Check
Warnina: A supported operating system was nol detected.

Support for your operating system might have been added after the release
of the product. See the WabSphere Application Server detailed systam
requirements Web pages for more information about supported operating
systems. You can continue with the installation, but the installation or product
operation might not succeed without apphing maintenance. Go to the
product support Web pages 1o oblain the latest maintenance packages (o
apphy after installation.

Click Cancel 1o stop the installation and install a suppored operating system.
Click Mext to continue the installation.

InstaliShislc

< Back il IMext ,E-_] Cancel

Figure 70. IBM HTTP Server 7.0 installation wizard: System Prerequisites Check
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___4. Enter the installation location, for example, opt 2, and click Next.

IBM HTTP Server 7.0 — T

e

Enter the installation location

Eroduct Installation location:
Jop12 /IBM /HTT PServer

k | Browse..

InstalEhieid -

< Back Mext » || Cancel

Figure 71. IBM HTTP Server 7.0 installation wizard: Installation location
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___ 5. Assign the port values and click Next.

IBM HTTP Server 7.0 it o s

ICe

Port Values Assignment

IEM HTTP Server communicates using the port numbers listed below, If thesa
ports are alreachy In use by IEM HTTP Server or another appiication, then
software change the port numbers from their default values.

HTTP Port; 30
HTTP Administration Port: 308

InstalShield

| < Back ] Mext » : Cancel |

Figure 72. IBM HTTP Server 7.0 installation wizard: Port Values Assignment
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__6. Enterauser ID and password and click Next.

IBM HTTP Server 7.0

: HTTP Administration Server Authentication

Create a user ID and password to authenticate to the IBM HTTP Senver

administration server using the Web5phere Application Server administrative

consale. The newh~-created user ID and password is encrypted and stored

in the conffadmin passwd file. You can create additional user IDs after the

installation by using the htpasswd utilivy

[¥] Create a user ID for IBM HTTP Server administration server authentication,
User ID:
ihsadmin
Password:
etk i
Confirm Password:
I!iil'lil_

InstaliShiald

< Back Mext = f Cancel

Figure 73. IBM HTTP Server 7.0 installation wizard: HTTP Administration Server Authentication

__ 7. EnterauserID and group for IBM HTTP Server Administration files and click Next.

] IBM HTTP Server 7.0 o x

Setup HTTP Server Administration Server

Perform steps 10 admenister [BM HTTF Sepver using the [BM HTTP Server adménistration server on Linux
and UMD eperating systems. When selected, the installation grants a user |0 write access to the

nécastany IBM HTTP Server and plug-in configuration files. Optionally, vou Can complate this step afler
Installation bey running the setupadm soript

= Hup IBEM HTTP Server adminisiraion server 1o adminigier IBM HTTP
5 Senver

o Create a wnigque user ID and group for [BM HTTF Server adménistration
= files

User 1D

Ihsadmin

The user I0 for the adminisiration Server cannot be a roat user.

Groupc
linsadmins{

< Back Hen » . Cancel

Figure 74. IBM HTTP Server 7.0 installation wizard: Setup HTTP Server Administration Server
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___8. Enter the host name or IP address for the Application Server to install the HTTP Server
plug-in.

IBM HTTP Server 7.0

IEM HTTF Sernver Plug-in for IBM WebSphere Application Server

Slently install the plug=-in using the remote installation scenario. The host name and web sanver dafinition
are used when creating the defaull plug-in configuration file. This file Is used 10 route requasts 1o the
Application Server. i there are multiple Application Servers, then select one of the senvers and specify
the machine's hast name
v| Install the IEM HTTF Sanver Flug-in for IBM WebSphere Application Server

Wb senar definition

wibserarl

Hast name or IF address for the Application Senver

OM.machine.example com

Ins1alhield

< gatk | Heut > | Cancel

Figure 75. IBM HTTP Server 7.0 installation wizard: IBM HTTP Server plug-in for IBM WebSphere Application Server

__ 9. Check the installation summary and click Next.
& IBEM HTTP Server 7.0 ST PO
Elnsmlmnn summary i__‘_

| Renview the summanry for correctness. Click Back to change values on
| pravious panels. Click Next to begin the installation,

[IBM HTTF Server will be installed to the following location:

fopt2 /IBM/HTTPServer
| with the following configuration:
HTTF Port: 90
HTTF Administration Port: 9008
User ID for HTTP Administration Server Authentication: ihsadmin

|
ELBM HTTF Server Flug=-in for [BM WebSphere Application Server will be
|Installed to:

Jopt2 [IEM fHTTFServer /Flugins

[Total size:

InstalGhield

< Back I}_ ﬂe;ri:;. 1 Cancel

Figure 76. IBM HTTP Server 7.0 installation wizard: Installation Summary
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The uninstaller creation begins.
& IBM HTTP Server 7.0 -0 %

Creating the uninstaller.

@
It alShis o
Figure 77. IBM HTTP Server 7.0 installation wizard: Uninstaller creation in progress

The plug-in installation begins.

& IBM HTTP Server 7.0 = -
Running configuration command: InstaliWASMugin
I

&

Figure 78. IBM HTTP Server 7.0 installation wizard: Plug-in installation in progress

__10. Click Finish.
___11. Verify the logs at / opt 2/ | BM HTTPServer/|l ogs/instal | /1 og. t xt.
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Update Deployment Manager, AppServer, IBM HTTP Server,
IBM HTTP Server plug-ins, SDKs to Fixpack 21

1. Copy 7. 0. 0- W& WAS- Li nuxX64- FPO000021. pak,
7. 0. 0- W&- WASSDK- Li nuxX64- FPO000021. pak, 7. 0. 0- W& | HS- Li nuxX64- FPO000021. pak
and 7. 0. 0- W& PLG Li nuxX64- FPO000021. pak to some location on your Deployment
Manager, AppServer, and IBM HTTP Server server.

2. Stop your Deployment Manager, NodeAgent, AppServer, and IBM HTTP Server servers.

3. Start the WebSphere Application Server Update Installer by running . / updat e. sh from
under / opt 2/ | BM VébSpher e/ Updat el nstal | er/ .

4. In the welcome screen of the installation wizard, click Next to continue.

ey epsanee

e SR

Welcome to the IEM Update Installer for WebSphere Software wizard, =

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs, The following products are
supported;

Instalishield

L Mext = | Cancel

Figure 79. 1BM Update Installer for WebSphere Software 7.0.0.21: Welcome
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__ 5. Browse to the path of your Deployment Manager and select Next.

IBM Update Installer for WebSphere Software 7.0.0.21

Product Selection
Enter the installation location of the product that you want to update.

You can select a different directory from the drop-down list, specify a
different directory, or click Browse to select a directory.

Directory path:
| fopt2 /IBM fWebSphere AppServer

¢

Browse..,

nstallshield

<Back || Next> Cancel |

Figure 80. IBM Update Installer for WebSphere Software 7.0.0.21: Product selection
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___ 6. Select Install maintenance package and click Next.
& IBM Update Installer for WebSphere Software 7.0.0.21 - O x

Maintenance Operation Selection

@ Install maintenance package.
) Uninstall maintenance package.

nstallshield -

< Back Next > j Cancel

Figure 81. IBM Update Installer for WebSphere Software 7.0.0.21: Maintenance Operation Selection
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___ 7. Browse to the path of your fix pack 21 files and click Next.

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for
installation. You can specify a directory or click Browse to select a
path to maintenance package.

| WebSphere, FdliTC1
[} ier”

Directory path:
[h:l pt2 /IBM /WebSphare/Updateinstaller/maintenance] ]

| Browse... |

The latest maintenance packages are available online. Obtain
maintenance packages for WebSphere Application Server and all
WebSphera Application Server Feature Packs either by \siting the
Eecommended fixes for Websphare Applicalion Server webpage for a
complete list or by using the WebSphere Maintenance Download wizard to
find specific maintenance packages.

Additional information can be found online at the Weﬁgh_g[g_gggtitat_i_ug
Installshield
<Back | MNext> | cancel |

Figure 82. IBM Update Installer for WebSphere Software 7.0.0.21: Maintenance Package Directory Selection
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___8. Theinstallation picks up those two packages to be installed. Click Next.

IBEM Updata Instailer for

Figure 83. IBM Update Installer for WebSphere Software 7.0.0.21: Available Maintenance Package to Install
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__ 9. Check the installation summary, select Verify my permissions to perform the
installation, and click Next to continue.

date Installer for WebSphere Software 7000.27

Figure 84. IBM Update Installer for WebSphere Software 7.0.0.21: Installation Summary
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___10. The permissions verification begins. Click Next to continue when it completes.

IBM Update Installer for WebSphere Softwara 7

s | dea> W coce |

Figure 85. IBM Update Installer for WebSphere Software 7.0.0.21: Permissions verification in progress
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___11. Click Next to begin the Installation.

Figure 86. IBM Update Installer for WebSphere Software 7.0.0.21: Installation Summary
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The installation begins.

EM Upda'te Installer for WebS

Figure 87. IBM Update Installer for WebSphere Software 7.0.0.21: Installation in progress

___12. Click Finish to exit the wizard when the installation completes.

r ‘E\Z Note ~

Now you must install the AppServers, IBM HTTP Server and IBM HTTP Server plug-ins. Follow the
same steps. Just specify the location of each installed service.

- J

© Copyright IBM Corp. 2013 IBM Connections 4: PDS Red Hat upgrade for DB2 83



Deployment Scenarios

5. Create shared content directory/content store

1. Created a Fol der | C_Shar e on Deployment Manager Appnodes, and share | C Share
folder from Deployment manager / opt 2/ | BM | C_Shar e on Deployment Manager.
Appnodes.

2. Update /etc/fstab DM Machi ne. exanpl e. com/opt 2/ 1 BM | C_Shar e/
/opt2/1BM | C Share nfs4 on Appnodes.

3. Created exports on Deployment Manager:

[fopt2/ 1 BMI C Share AppServer 1. exanpl e. con{rw)
/opt2/1BM | C Share AppServer 2. exanpl e. confrw)

4. Server nf s restart on Deployment Manager, Appnodes.
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6. Reuse content store/copy content store from 3.0.x shared
data to IBM Connections 4.0 shared data

1. Locate the content stores in your IBM Connections 3.0.1 deployment.

2. Copy the 3.0.1 data to the corresponding content store in your IBM Connections 4.0
deployment.

3. Use the following table as a guide to organizing the content stores.

r Optional ~

The table excludes content that the Search application generates, such as indexes and statistics.

If you created more content stores, copy those content stores and the default content stores in the
table. For Activities, for example, the content stores that you must copy are defined in the
objectStore element of the oa- confi g. xm file.

Content store location
shared_content_store/audit
shared_content_store/activities/content
shared_content_store/blogs/upload
shared_content_store/customization
shared_content_store/dogear/favorite
shared_content_store/files/upload
shared_content_store/forums/content
shared_content_store/wikis/upload

G J
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7. Backing up IBM Connections before installing Connections
4.0

__ 1. Stopthe IBM WebSphere® Application Server instances that are hosting IBM Connections.

___2. Using native database tools, back up the databases. If the update or migration fails, use this
backup to restore the databases.

Information
-8 N

For more information about backing up IBM Connections data, see the Backing up and restoring
data topic.

A\ J

__ 3. Back up the WebSphere Application Server Deployment Manager profile directory:
profile root/Dmr0l. For example: \ VébSpher e\ AppSer ver\ profi | es\ dngr.

___ 4. Back up your IBM Connections deployment.

__a. Create a backup of the IBM Connections installation directory: connecti ons_r oot .

__b. Create a backup of the WebSphere Application Server profile directory: profil e_root

o 4
Note
Ve ~
If IBM Connections applications are deployed on separate profiles, archive each profile.
A\ J

c. Create a backup of the profil eRegi stry. xn file, which is under
app_server _root/ properti es.

d. Back up the local and shared data directories:

» local data directory root

» shared data directory root

e. Back up the Shared Resources directory:

» Linux: shar ed_resour ces_r oot

r Optional N

Back up the IBM Installation Manager data directory.

A\ J
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sy
r /7 Note ~

This step is necessary only if you are planning an in-place migration of IBM Connections; that is,
where you use the same systems to host the new deployment.

. J

» Linux:/var/ibnilnstallati onManager.

« AIX or Linux (non-root user): / horme/ user/var/i bnil nstal | ati on Manager.
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8. Uninstalling a deployment before migration

___ 1. Start the IBM Installation Manager.

|
I
-||I

IBM Installation Manager

Licersed Materials - Properdy of IBM Corp. © |BM Comparabion and othar(s) 1991, 2011, 1BM is a iragematk of 1BM Conp.; Bulh on Eclipse
it a trademark of Eclipse Foundation, ne. Jova and ail Java-based marks nnd logos are bradomarks or registenod trademarks of Sun
Microsysiems. Inc.; and all lerms are rademarks or registoned trademarks in the Uinited Stales. other countries, o both,

| g
Loading Workbench

&,
BUILT ON L
. Java

Figure 88. IBM Installation Manager
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2. Click Uninstall.

Install
Install software packages.

Update

Discover and install LE",M Manage Licenses
updates and fixes to
installed software

packages. =

) Roll Back
Modify :

Change installed software

packages by adding or ﬂ Uninstall
removing features and

functions.

Figure 89. IBM Installation Manager: Uninstall

3. Select Lotus Connections and click Next.

& - 1BM & Lobis Connectians

1 @) Lotus Conmecticns 34011

5.|:|mA|I| gumnl
etalls -
IBM & Lotus Connections
+ Shared Resources Directory: foptBM/55FShaned
= Installation Directony: fopt BM/LotusConnections
= Eclipse EDE: fopt/BM/LotusConnections

=

Figure 90. IBM Installation Manager: Uninstall: Lotus Connections
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___4. Check the summary information and click Uninstall.

Uninstall Packages
Review the summary information

Target Location
Shared Resodress Directon: fopt/IBMISCPShared
Uninstall

Packnge
w Ty IBME Lotus Conrections
Letus Comnnections 3.001.1

= Repositery Information
Files will be retrieved from the following locations:

Fepasitory Dowrioad Size

| instaitation Directory
TaptiiaM/LotusConnections

| B e N

Figure 91. IBM Installation Manager: Uninstall: Summary information
The component unistall begins.

Uninstalling.

Figure 92. IBM Installation Manager: Uninstalling component
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__ 5. When the uninstall completes, click Finish to exit the uninstaller.

1EM Installation Manager o

Uninstall Packages ; Q
bl !

& The packages sre uninstalled, View Log File

Unirgall resuits

News uninstalbed swccesshully,
search uninsialled successhully
Profiles unirstalled successfully

e L e

The following package was uninstalled
Package [
U Lotwus Connections 3.0,1.1

i# Fenish J

Figure 93. IBM Installation Manager: Uninstall complete
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9. Install IBM Connections 4.0

1. On each node, stop any running instances of WebSphere Application Server and
WebSphere node agents.

2. Start WebSphere Application Server Network Deployment Manager.

3. Copy the installation files to the system that hosts the Deployment Manager.

o 4
Note
~\C N
Ensure that the directory path that you enter contains no spaces.
& J

__ 4. From the Connections setup directory, run the file to start the IBM Connections launchpad:

__a. Linux: Gonnecti ons set -up/ | aunchpad. sh.

Pﬂ;ﬂ, Note

-

The launchpad needs a web browser to run. If your system does not have a web browser, install
one.

- J

~
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Install a web browser

__ 1. Click Install IBM Connections 4.0.0.

file:// - IBM Connections 4.0.0 - Mozilla Firefox

IBM® Connections 4.0.0

B Welcome
Dracumen tasion
Pre-instaflation tasks
Insial IBM Connections 4.0.0

Past-inslallation tasks
Exit

Select & language: | English = _OK

Welcome

1BM Connections i social networking software designed Tor the workplace. s
applications help you (o establish dynamic networks thal connect you to the paopla
and information you need to achieve your business goals.

To begin, choose the options al the et 1o parfom the pre-installation
lasks, instaflation tasks and post-installation tasks,

Licensed Majerials - Propenty of |BM Corp. © 1BM Corporation and ethsen{s) 2007 2001

The Cxacle Cutsceln Techaoladqy mckaded heder B submpd io 8 restiicied use koense and can only be
used in congunction with this application,

Figure 94. IBM Connections 4.0.0: Welcome
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__ 2. C(Click Launch the IBM connection 4.0.0 install wizard.

IBM® Connections 4.0.0 Selecta language: [ English -] _ox |
Welcome
Diocumentation Install IBM Connections 4.0.0
Pre-installation tasks What Is IBM Installation Manager?

Installation Manager 5 an appication thal makes it easie for you 1o download and

B AR KM Cooverion 4.0 | install many IBM software products.

Postinstaliabon wasks
Exit

IT yous hanee noll previously installed Installation Manages, you will be prompled to
Install it upon starting the IBM Connections install wizand

& Launch the |BM Conneciions 40,0 install wizand

Mote: Start ihe WebSphere Application Sener Deployment Manager befone proceading
with the wizard.

@ View tha IBM Connections 4.0.0 install wizand tasks

Figure 95. IBM Connections 4.0.0: Launch the IBM connection 4.0.0 installation wizard
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ml[
iy
i

The IBM Installation Manager opens.

| Q||
I
Ll
I
il
I

IBM Installation Manager

Licernsed Materials - Proparty of IBM Corp. © 18M Corporation and other(sj 1981, 2011, 18M is a iresemark of IBM Gonp : Built on Eclipse
% a rademank of Eclipis Foundabon, Ine. Javia and all Java-baged marks and logos an tradermarks of reglstered Wademarks of Sun

Migrosysiems. Inc.; and all lerms are irademarks of regisiered irademarks i the Uniled Slales. obhar couniries, or both,

fia

GUILT ON
B .

H

Figure 96. 1BM Installation Manager
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__ 3. Awarning message is displayed. Package IBM Connections is already installed. Click
Continue.

a Installed Packages ®

& Package IBM Connections is already installed.
‘fou can use Update to apply updates and fixes or Modify to change the features
of an existing installation. Restart Installation Manager to access these
functions.
Click Continue to install the package to a new group.

Click Cancel to deselect the package.

Cancel | | << Details | Continue

Package Lotus Connections 3.0.1.1 is already installed.

Figure 97. Warning message: Installed Packages
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___ 4. Select the packages to install and click Next.

Install Packages
Select packages to install:

Instadiation Packages

U W IBME irstsilation Manager
B0, version 1.4.4

= B T 1BM Cormetions
B, Version 4.0.0.0

[ Show all versions

IBM® Installation Manager 1.4.4
IBME Inarailatian Manager More inda,,,

18M Installation Manager

Status
WD D dres il e B Mo ey ol ree
Instakled

Will be installed

Checl: Tar Ocher Versions, Fixes, and EhtEﬂSH}ﬂS-I

» Reposinony: froolDesktop/LO4.0 20020710-220118M _Cormections_|rezail/IM, inux

Figure 98. IBM Installation Manager: Install Packages

__ 5. Accept the license agreement and click Next.

Install Packages
Pead the following license agreements carefully.

g™

iStasl lJLEI:-I;ES _f LoCation

- |BME Connetions
18 & Connactions
188 & Connections License Agreement
B8 & Connectiors License information

o 1BM installation b anager

Fealures SLIMMmary

international Program License Agreement j
Past 1 - General Temms

BY DOWHLOADING, INSTALLING, COPYING, ACCESSING, CLICKING OM AN “ACCEPT®
BUTTON, DR DTHERWNISE UISING THE PROGRAM, LICENSEE AGREES TO THE TERMS OF

THIS AGREEMENT, IF YOU ARE ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YO U
REPREGENT AND WARRANT THAT YOU HAVE FULL AUTHQRITY T BIND LICENSEE TO
THESE TERMS. IF YOU DO HOT AGREE TO THESE TERMS,

- DO ROT DOWHLOAD, INSTALL, COPY, ACCESS, CLICK OM AN "ACCEPT" BUTTON, OR USE
THE PAOGRAM; AND

= PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF DF
ENTITLEMENT TO THE PARTY FROM WHOM IT WAS OBTAINED FOR A REFUND OF THE
AMOUNT PRID. IF THE PROGRAM WAS DOWMLDADED, DESTROY ALL COMES OF THE
PROGHAM

1. Definitions
"Authoriped Use® - the specified level at which Licensee is authorized ta execute or nn the
Program. That level may be measured by nurmber of users, milllons of sendoe units
(=M 5Us"), Processor Value Uinits (*PYUs®], or other level of use specified by 18M,
"IEM* - International Business Machines Comporation or one of its subsidiaries.
&)1 gecept the teirns in the license agreements;
O 1 gio mot acoepd the Derms in the license agreements

=l
pring AU, |

& = Back kJ get> | ! | cancet |

Figure 99. IBM Installation Manager: International Program License Agreement
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___6. Select Create a new package group and change the default directory installation of IBM
Connections 4.0 to / opt 2/ | BM Gonnect i ons. Then, click Next.

Install Packages

& package group is a location that contains one of more packages. Some compatible packages can be installed into a common package
group and will share a common uses inlediace, Select an exisling packadge (roup, of CIeale J New one.

15ia Licenses L'?-Cﬂ:ll:.\ﬂ.l }.- Fealures ly

=

O Use the existing package group
(=) Create a new package group

Package Group Name installation Directory Architecture
- NBM & Conmpctions [opt2 A EM AConNECTONS

Package Group Mame: 1BM & Connections
Instadlation Qinectony |fnpt:5‘lElH|'Emw1wns Browse.,

Detalls k Disk Space Information

Shared Resources Directony. fopl/IBM/55PShaned Velume  Awvailabée Space

fopt2 347308

® < Back Hext = t Cancel

Figure 100. IBM Installation Manager: Installation Directory

7. Inthe features to install, clear Mobile and Metrics.

1BM Installation Manager

1
Install Packages |
Select the features to install
\rstadl Ucenses Location FoAueES _} Surmmary L
Feabures = Dependencies
E,;'::- i Bl aa

= 3 [ 1BM Connections 4.0.0.0
= 0 Core Fealures
B Search
F  Mews repositon
F  Home page

Activities

Blogs

Cammurities

Bookmarks

Files k

i J el = ||

5 Show dependencies Expand &ll | Collapse All | Restone Default
4 Selected by Installation Manager because of dependencies

53]
&
%]
&
=5

Figure 101. IBM Installation Manager: Features to install
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___8. Enter the host name and the deployment manager credentials and click Validate.

& 1BM Installation Manager

Install Packages
Filll in the: configurations for the packages

S

= [ Comman Configurations | Commaon Cenfiguratiens

websphere
© Tpatogy foptZIBM/WebSphere/ AppSerer Browse =
£ Database | —‘-M'J
O Content Store Deployyest siribgas pyofle
© Motification Dmgrol ot
HoLt name:
[Eﬂ Machies expreple com i
Deployment Manager Credentials
These credentials must exist for the selected Profile,
Administrator user 1D
[namir_oo1_o77
Adminisiraton passwond:
|—I+I'I'l+l * k
SOAP port mumber:
validate
Vafidate credentials befare proceeding ]
I s =i
2] = Back Hext = Canoel |
Figure 102. IBM Installation Manager: Common Configurations
__ 9. The validation is successful. Click OK to continue.
a Information Dialog X

u Validation successful.

Figure 103. Validation information dialog
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___10. Select Medium: Applications grouped in several clusters and click Next.

b iBM installation Manager

Install Packages —
Fill in the: configuraticns for the packages. !

Emat A

= [ Commen Configuratipns | Common Configurations

& WebSphere Topoloay
2 Small - Al applicationd aré grouped in the Same dfuster 2
O Databace Medium - Applications grouped in several clusten.

O Contenl Stane

O Hotification Oy Lange - Each application is grouped in its own cluster

bmportant: If you return to this page from & later page in the installation wizard, your
settings are still present but not visible. If you want to change any settings, wou must
enter-all of the infarmation again. If you do not want o change wour inilial semtings. click
Hext.

Cluster

Enter a cluster name or sebect an existing cluster name. Then select the nodes for each
cluster and enter 3 Server name of accept the delault senver name.

s tone Déf.!ulli.l

Figure 104. IBM Installation Manager: Topology
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___11. The applications are grouped in several clusters. Click Next to continue.

mppnication | Cluster
= Activities Clusterl

= Rlags Clust=r?

~ Cormununilic Sluslorl

w Bookmarks Clusterz

- Home page InfraCluster

| I Modz | SCrves

EEEEEDEAEEER

Appserver INode02 Cluster] serverl
Appserver INode02 Clusterl server2
Appserver INode0? Cluster?_serverl
Appserver 2Neode02 Cluster2 server2
Appserver |iodco2 Clusterl_seiverl
Appserver INode02 Clusterl server2
Appserver INode02 Clusterz_serverl
gmm“ INode02 Cluster2_semnver2

Appserver INode02 InfraCluster_serverl
Node02 InftaClusier server2

Appserver

Application | Cluster | Mode Scrvel I—‘l
~  Profiles Clusierl =] .tpp:gnr:r IMude0Z Clusierl serverl
B4 Appserver 2N00EO2 Clusterl server:
= Files Cluster2 E Appserver INode02 Cluster2_serverl
7] Appserver 2Node02 Cluster2 server2
= Forums Clusterl =] Aw;mgr IMode02 Clusterl_serverl
2] Appserver 2Node02 Clusterl server2
= Wikis Cluster2 2] Appserver IN0de02 Cluster2 serverl
=] Appserver 2Node02 Cluster2_server2
= Moderation infraCluster B l.pp:mrlr IMede02 infraCluster_serverl
o R ity s vins -
|= Search InfraCluster = Appserver INode02 InfraCluster_serverl
B .ﬁ_““nrq- Meode02 InfraCluster_server2
7 News InfraCiuster B : AFP“II“I'WH_'“""C“E InfroClusier_scrvcrl T
- Appserver 2Hcdenz InfreCluster server2 ™ =
-| e nsred L
= Bazk I Nzxt = Cancel
Figure 105. IBM Installation Manager: Applications grouped in several clusters
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__12. Select Yes, the applications are on the same database instance and click Next to
continue.

IBM Installation Manager

Install Packages =
Fill in the confiqurations for the packages.
ealures

= [ Comemon Configurations ~ Commaon Configurations

B Websphere Database

G Topology =
e Lt

O Conternt Store

Are all IBM Connections applications: using the same database instance?
(& s, the appiications ane on the same database instance:
) Mo, the apgplications are net on the same database instance

& Notifcation

Iimportant: i you retum to this page from a later page in the installation wizard, your
settings are still present but not visible. If you want to change any Seftings, you must

enter all of the information again. if you do not want to change your initial settings, click
Next.

Database Type
tabase type:
DB2 Universal Database(TM) |+ |

Figure 106. IBM Installation Manager: Database Location
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__13. A database server information summary is displayed. Click Validate.

Database Server Information

Database s=rver host name:

Fhi.ma:hie.&nmphm

Port:

|ﬁnnnn

IC8C driver location:

| Foplyfibmyfdb2va. 7 fjava H:umel

Application Databaza Information K
[31 Use the same password for all applications.

Applivalion Dalabase Name  Use ID Pessmword

Adivites |DFNACT ||_::u5EFr. | saersses|

Blogs [sLoos |Lcuser [reearees

Comminities |;anmr~| || CUSFR | seniane

Beokmarks  [DOGEAK [Lcusen [eereees

Filzs ||-||_tb ||._Ll..th. [ ssanes

Forums |FORUM |LCUsER [eeeeeaes

Hunepage  |HOMEPAGE |Lcuser |smarisass

Profiles |PEOPLEDE |Lcuser [+ =neen !
Wikis |'HIK!5 [Lcuscn [ ST

validate |
< Back | Mex i Cancel

Figure 107. IBM Installation Manager: Validating the application database information
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___14. The database server information starts to validate. Click OK when the validation finishes.

| & Progress Information x

-~
L

) Validating SNCOMM database ...

Z Progréss Information X

L ) Validating HOMEPAGE database ...
"

a Iinformatiun Dialog *

"\.-_:-"l Validation successful.

Figure 108. IBM Installation Manager: Application database information validation
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___15. Select a network shared location and a local location. Then, click Validate.
I1BM Installation Manager

Install Packages

"
Fill In the configurations for the packages. 1Q
v [ Common Configurations Commaon Configurations
O wehsphers Content Store
B Topalogy
B Database Shared Content Store

= Content Sore Content that s shared among all nodes. Ensure each node in the cluster can access the network
Lonkent Fatien
0 Maotification

Select a network shared location:
|ioptanBmric_share _J

Local Content Store

Content is stored locally on each node. Ensure the path exists on each node

Selet a kocal kocation

[.'-:-:ﬂ:erEMrtmn-:-u:tml-.s.'data.'iac.’.i-' _-J
valigate |
k
| B |

% < Back Hest > Canced [
Figure 109. IBM Installation Manager: Shared location and local location
___16. The validation is successful. Click OK to continue.

B Information Dialog »
) Validation successful.
v
,_ ............. bﬁ-_:l

Figure 110. Validation information dialog
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__17. Do not enable any type of notification. Select None and click Next.

Install Packages
Fill in the configurations for the packages.

Featunes ; il

= {) Comsmon Configurations  Common Configurations

O Websphere Motification
& Topology
B Databass Motification allows both 1BM Connections applications and wsers to send mall notifications,
B Content: Sior RaplyTo aliows users to reply to notifications uwsing emall. Replies appear in the relevant
Zes application in IBM Connections.
(St Meiaton S 2 Enable Notification only.
 Enabile Notificatbon and ReplyTo.
& [Nane
k
=
1 fis) =l I o
] = Back ] Mext = I ] Cancel ]
Figure 111. IBM Installation Manager: Notification
__18. Review the installation summary information and click Install.
& IBM Installation Manager =
|
| Install Packages
Review the summany information.
ST 11... THTARY
Target Location
Package Group Name IBM & Connectéons
Instaliation Dirsctony: fapt 2IBM Conrectiong
Shaned Resowces Ditectony. [opt/BM/SSPShared
Packages
Packages I =

O IBM® Irstallation Manaper 1.4.4
s Core Fealunes

s Seanch

e Mews repositony

[ Home page
Packages =

= [ il Featunes
s Acdtvities
£ Blogs
i Communities
O Bockmarks
[ Rles

Figure 112. IBM Installation Manager: Summary information (1 of 3)
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. Forums
. Moderation
L Profiles
O Wikis
¥
Enviranmant Disk Space Information
Ersglish Total Avallable Space
fopid 347308
] .85 08
Tofal Downdoad Size: - 11508
Total invtalilation Sine: 18008
Figure 113. IBM Installation Manager: Summary information (2 of 3)
= Repository Information
Files will be retrieved from the following locations:
Repositony IanrlMdSitl: [ :
P InStall e Eposston, mp [
rootfDeskiop/LO14.0 BN _Connections_|rstd 50,10 ME
froct/Deskion LTI, 0 . IBM Connecticns Instd 104 GB =]
@ <pack | | ta cancel |

Figure 114. IBM Installation Manager: Summary information (3 of 3)

The installation begins.

IBM Installation Mansger

Install Packages _ﬂ
Raylew the surmmany information
Imatal Lierses Lo a0an Features. .'_'«.\JI'.HI.&;';._:_'
Target Location
Package Group Namie: 184 & Connetions
Installation DIT-E':I:{N'}'. fept2IBM FConMECTons
Shared Resources Directory: foptIBM/S5PShared
Packages
Pockages |:|
0 183 & Instadiation Manager 1.4.4
o
Envirenment Disk Space Information
English Total Available Space
Jopt2 34.73GB
f 1.8%G8

Total Downdoad Size: 115 GHE
Total Instadlation Size: 1.83 GB
= Repositery Information
Fibes will be retrieved from the following locations:

Repositary | Download size |-
o instalferfepatitony T 65.06 MB
ooty DeskiopfLCI.0 1BM_Comnections_Insts 50010 MB
froct/Des kboo/LCI4.0 fIBM Comnections. Insti 1.04 GB & =l

Irstalling.; Retrieving files. 96 MB of 115 MB (84%) completed.
Fause Do'mloaul Eanctll

Figure 115. IBM Installation Manager: Installation in progress
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___19. On installation completion, click Finish to exit the wizard.

1&M Installation Manager

Install Packages

9 The packages are irstalled. Yiew Log File

Wikis installed successiully
Moderation irstalled suc :;\_—;'sfu'l:f

| [T I

The following package was installed

vty IBM® Connections
i 1BM Connections 4.0.0.0

Installation Manager was successfully Installed into: fopt/IBM/InstallationManager/eclipse

Hote: If the packages suppar roflback, the tempodary directony containg rollback fles for
installed packages. vou can delete the files on the Files for roliback preference page

e Einishi

Figure 116. IBM Installation Manager: Installation completed
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10.Import applications that are exported from Lotus
Connections 3.0.x

1. Start the Deployment Manager in your IBM Connections 4.0 deployment.

2. Copy the migration directory that you backed up from your 3.0.1 deployment to the
connecti ons_root directory in your 4.0 deployment.

3. Import your 3.0.1 data. Open a command prompt, change to the migration directory on the
Deployment Manager node in your 4.0 deployment, and run the following command:

a. Linux:./magration.sh Ic-inport -DDMJerid=dmadmn
- DD\MPasswor d=dm passwor d, where dm adni n is the administrative user ID for
WebSphere® Application Server Deployment Manager and dm passwor d is the user
password.

P";“‘/ Note

r N

Check the log file to validate the import. The log file is stored in the system user's home directory,
and uses the following naming format: | c- m gr at i on- yyyyMwd_HHm ss. | og.

For example:/root/| c-nmgration-20110215 1534 26. | og.

4. If your deployment uses multiple nodes, synchronize the nodes.
5. Verify nodeagent Syst enQut . | og on both nodes:

tail -f /opt2/ | BM VeébSphere/ AppSer ver/ profil es/ AppSrv0l/ | ogs/ nodeagent / Syst enQut . | og
00000156 AppBi naryProc | ADVA7021l: Distribution of application Dogear conpl eted
successful ly.

00000156 AppBi naryProc | ADMA70211: D stribution of application Homepage conpl et ed
successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application Cormon conpl et ed
successful ly.

00000156 AppBi naryProc | ADMA70211: D stribution of application Profiles conpleted
successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application ibmasyncrsp

conpl eted successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application Hel p conpl et ed
successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application Wkis conpl eted
successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application Wdget Contai ner
conpl et ed successful ly.

00000157 NodeSyncTask A ADVBO0O03I: The configuration synchronization conpl et ed
successful ly.

00000156 AppBi naryProc | ADVA7021l: Distribution of application Files conpleted
successful ly.
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11. Post-installation steps

Update JVM settings

__ 1. Login to the WebSphere® Application Server Integrated Solutions Console and select
Servers > Server Type > WebSphere application servers.

___ 2. Click <server >, where <ser ver > is the name of an IBM Connections server. You might have
several servers in your deployment, so you might need to repeat these steps for each
server.

___3. Inthe Server Infrastructure area, click Java and Process Management and then click
Process Definition > Java Virtual Machine.

Application servers

Usa Ehig pa-ga e wiaw & Lzt of the applicabian Sefvadd 5 youl anviranmant snd the stabue of asch of thase sercars. You cin BlEs LEe this sage
statun of & specfic spolxation sarver,

[ Freferances

_Maw || Dalate || Templotes... || Start || Stop || Restart || ImmediataSeop || Tarminacs |
L =L S
Ell'lt't. Hame 2 .Hﬂdl o Hoxt Name 2 Verzion v.;.'-lumr Hame
You can administer the following resources:
[ |Slesteri serverg Appserver odec2 Appserver| example.com WD 70,021 Clustard
0O Npprerver I4edanz Appeerver?.axample. com ND 7.0.0.21 Clusterl
O Iwilﬂlﬂ' | sedanz A_Fpgmgﬂ_gmph_um WD 70.0.21 Clugtarz
£l Appserver Fiodeoz Appserver? example.com WO 7.0.0.21 Cluster2
O Appserver Inodanz Ropserver].example.com WD 7.0.0.21 InfraCiustar
O Bppserver Znedaoz Appserver? example.com WD 7.0.0.21 IndraChuster

Figure 117. Application servers

___ 4. Review the maximum heap size. IBM Installation Manager sets the following values for
Small and Medium deployments. Make sure that the maximum heap size is set to 2048.

s fu/“/ Note ~N

Ensure that you are not allocating more memory than the physical capacity of the system where the
JVM is installed.

- J
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__ 5. Adjust the current values of the heap size up or down to suit the needs of your deployment
and your hardware capabilities.

Anpbsation servery > feterl server) > Erosess definition > Java Virtual Machine

Line this page b0 configure advenced Java|TH) vitusl maching settngs,

Configuraticn

Canaral Properties Alditiniiad Preceprs el s

Slanpath Suxtom procurtiey

Boot Clazzpath

|
[0 varbose clans loading

[¥] varbsas pasbags conmessn

L varboss am

lanial haap size

13 L

Maxkmipm heag alee

[zo48 ME
!—.I Fun Wil

pprgd Aagumapnty

E Eabwg Mode

Figure 118. Configuring Java Virtual Machine
__ 6. Click OK and then click Save.

Executable JAR file name

I:l Disable JIT

Cperating system name

||inux

Apply | Ok | Reset Cancel

Figure 119. Saving the changes applied

___7. Repeat these steps for any additional servers in your deployment.
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Setting path variables for search

pury
Note
~\C ~N
This task is needed only for non-Windows platforms.
& J

During the installation, you set / opt 2/ | BM LC_Shar e which then set
/opt 2/ 1 BM LC Shar e/ sear ch/ stel | ent/dcs/ oi export as the location for the stel | ent
converters.

In a multi-node cluster, it is recommended to run this on the nodes themselves and not the shared
area.

1. Create a copy of the folder / opt 2/ | BM LC Shar e/ sear ch/ st el | ent to
/ opt 2/ 1 BM Gonnect i ons/ st el | ent on both nodes in your cluster. Change the rights on the
folder to 777.

2. Set up that share and then go to Environment > WebSphere Variables and
FI LE_GONTENT_GONVERSI ON Change the path from the shared area to the local area on your
nodes. This path should be the same across both nodes.

¥ou can sdminkter the following rescurces:

Y ) EILES DOMTEMT DIR St IBM/IE_ Sk Tl wplosd Caell= M Mackine “slic2
1 | EILES ${FILES_CONTENT_DIR) call= [N Machine calioz
[ : ELLE CORTENT OONYERSICH optZ/ 1EM) Cannaitiom stallant et/ sbam et e anore cei= [ Mackine=snoz

Tedal 3 Filtared tetal: 3

Figure 120. File content conversion

3. Then, add /opt 2/ 1 BM Connecti ons/ st el | ent/ dcs/ oi export to your PATH variable in the
. bash_profil e for the root user.

4. Add export LD LI BRARY PATH=/ opt /| BM Lot usConnect i ons/ st el | ent/ dcs/ oi export to
/ opt / | BM VébSpher e/ AppSer ver / bi n/ set upQndLi ne. sh.

5. Run. ./setupCmdLine.sh before you start the nodes.
6. To check that LD LI BRARY PATHis checked, enter echo $LD LI BRARY PATH

o 4
Note
~\C ~
This must be done on all nodes of your cluster.
A\ J

___ 7. Restart the computer to make sure that the variables take effect.
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-

Information
~

For more information about this topic, see
htt p: // waw 10. | ot us. cond | dd/ | cwi ki . nsf/ xpDocM ewer . xsp?l ookupNane=I BM-Connect i ons+

4. O+docunent at i on#act i on=openDocunent & es_ti t1 e=Copyi ng_Sear ch_conversi on_tool s_to
_l ocal _nodes_i c40&cont ent =pdcont ent .

-

J
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Configuring the HTTP server

The next section is about HTTP configuration and must be completed as HTTPs is required for
Login by default on Connections.

Important
~ W ™ ~N

Before beginning this task, ensure that the IBM HTTP Administration server is started. The admin
server must be started to synchronize configuration files between the HTTP Server and the
Deployment Manager.

A J

Vs A Linux ~N

pa e

Go to the HTTPServer/bin directory and issue the command . /adminct| start.

A J

Add web server as unmanaged node

1. After the administration server is started, open the Deployment Manager and add the web
server to the cell as an unmanaged node. Open the administrative console at
htt ps: // DM Machi ne. exanpl e. com 9044/ adm n.

2. Go to System administration > Nodes and click Add Node.

Nodes

Usze this page to manage nodes in the application server environment. A node corresponds to a physical comnput
following table lists the managed and unmanaged nodes in this cell. The first nede is the deployment manager.
clicking Add Hode.

B Preferances
Add Mode | Remove Hode | Force Delete | Synchronize | Full Resynchranize || Stop |
Pl

Select Hame 2 Host Hame Verzion

You can administer the following resourcas:

Figure 121. System administration > Nodes: Add Node

__ 3. Select Unmanaged node and click Next.

Bpaeiifind Th drastii of o Mabiged sids. & Maksged Sds GALn b1 SgalCilit kiinds P Tl sotd miths e gl Ths mrasapad neda
vl pratnnn s msireiaing Tha Eanigusniins Tor tha sads dnd canieals e apsraien. Chaaiing Wi pplies msulty in mamring e ol nads widiy s fadsrsas 1 Nuidieg sandiess upalliakisr

BpacFian Thi dra bt o o whamin P ] S0, R orUTAR e Pl FEE A STEE & RO i Bl TEEE TR il R Rt % SERHANET daeht BAEA 8k Abd SRR A REL Lremiana gud
Pedan e for wer faevms BrsCRNESS, 1 81 Walk sevveen Bhet saist an ihae e nade i Bra ooty

Figure 122. Unmanaged node
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__ 4. Provide a name and host name for the HTTP server and click OK.
Y

m:\-m

Upa thir psgs bz wiaw or changs the canfigursson for sn unemsnegsd mods. &n unmensgad nods e 8 nads dafmed in thae call topoiogy thak dose ot hsve & noda
sgank nunning o mansgs the protere. Unmensged noder sos typically u red b0 Mmanags Weh pevers.

will rogt bog susidatle ynkd the ganassl peopstias Toe 8 tam sie spphied w0 psved

Pt R
Consral Penpertios Thae addiansd pregsts
e Arbiliteral Prgeeties
wabsaraarl

& Moot Hame

[wabraryaribrmgor]
o Pl TI -

Lhpply | | 0w | | Rasst | | Gandal |

Figure 123. Entering a name and host name for the HTTP server

5. Click Save.

B Massages

Iy changes have been made to your local configuration, You can:

® Save directly to the master configuration.
® Ravigw changes bafore saving or discarding.

An option to synchronize the configuration across multiple nodes after saving can be enabled in Praferences,
m'l'hl sarvar may naad to ba restarted for these changes to take affact.

Figure 124. Messages: Save

On the Nodes panel, the web server is displayed in the list.

sl : DM Machine example.com Hot TR

applicable

Figure 125. Node panel
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Add web server as a server

__ 1. Next, go to Servers > Server Types > Web servers add the web server as a server in the
configuration and click New.

Web servers T=

‘Web servers

Use this page to view & list of the installed web servers.

@ Preferances
=_'.1-zr-:.--a':e"r-'-lu-1.-m ] -F‘-r:-pa-J.are.i'-l-J-]--r- I:-.H.f'! E Delers ] 'Fll'ﬂpilut_lf... ];_Sr_;-.-r | :':u.r.r/p I .'e'rrmnate"]
e

SH.:&:; Hame 2 : web server Type Node > _ | Host Narne e Version 2> Status I.'_’i_)

Hone

| Total 0

Figure 126. Web servers

__ 2. Select the web server node and provide the name of this server as webser ver 1. This name
is the same name that is provided during the plug-ins installation on the web server. Select
| BM HTTP Server as the type. Click Next to continue.

Uda s page b3 st & ey Wab deivern

> ey I et Select & nade for the Web sarver and salect the Web server type |

Teleit m i that cormasponds o the Web Farar vou want o sdd
Lt rideili
wabrarsarl 11
# _TEIver N s
(ke

# Typs
TBM HTTE Garvar =]

Figure 127. Defining the new web server
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___ 3. Leave the web server template as default and click Next.

Cruate rev Web sorves de frstion

Uis i péga o oot & naw Web sarar

Ealact Heon ternplate thal corordponds W the desver that you waht bs cnnite.

Figure 128. Web server template

___ 4. Enter the web server properties and click Next.
Croate oo Wob server defivibion ]

e this page o tredbe & naw Wk serme

& Bust
0

# Wab servar inatallation focaticn

Figure 129. Web server properties
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__ 5. Click Finish to confirm the new web server.

Creabe new Wb server dufinition -

Use this page 1o creste & naw Wab sanee

Tha Palicrang 8 summary of you salections, Click the Fimih bulton to complate the Web sercer crasben, 1 there
ars settings you wish to change, clidk on Previcws bution to revies the server settinga.

Sumenary of sriioe)
Maw Walkh wervar ankry Twebaatvecl” (A
wil b created on mode =

v bparamrl”

Step 4 Combinm new
Wb swrver

TBEY HT TS Plugine”

Figure 130. Confirming new web server

6. Click Save.

B Messages
[ New zerver iz crasted succeszfully.

[} modify varisbles, resources, and other server configuration settings, such as message broker queus names before
running the newly created server.

&Ghmqn have baen madae to your local configuration. You can:
® Spve directly to the master configuration.

® Revigw changes: before saving or disearding.
An option to synchronize the configuration across multipls nodes after saving can be enabled in Braferences.

& Tha servar may naad to ba rastartad for thase changas to take affact.

Figure 131. Messages: Save

The following screen is displayed again.

Wb servers

7T =
Web servers
Use thiz paga to viaw a lizt of the installed Web zervar:.
E Preferences
Ganerste Plug-in | Propagate Plug-in I Mew | Dialete I Templates.., I Start I Srap Tarminate [ I
el |
|Select Mame & | Web server Type T _ | Mode T | Host Harme £ varsion mg_u
: You can administer the following FREOUFCES | !
r | sebgerearl ' 1BM HTTP Sarvar webserverl Dm.Machine.example.com | Mot I
| spplicabla
Total 1

Figure 132. Web servers

___7. Perform a Full Resynchronize between nodes in the deployment.
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___8. Returnto Servers: Server Types: Web Servers. Select the box next to webser ver 1 and
click Generate Plug-in.

el servess

Ll this page b5 viaw & list of thae installad Wab seevens,
B Prelerancei

] = | [
BnSF
e I M sl E O &S FRRON = B b
“fou can adminiter the foliowing rescurces:
eabiEriacl 1BM HTTE Sarve wabarearl I BMachine “-# Mot
o = e spphicakia
Toral 1

Figure 133. Web servers

9. Click webserveri.

£ Messages

I pLaConeSt: Mug-in configuratian s = :
S opt2/ EM Weabiphere/ Appdencen profilaa/DmgrlLl/ oandig/calla’ “wh'hﬁynﬂ-ﬂid“hlmrlhlﬂlrn'mhlrmh’;‘uqm'
s il

0 pLacoos2: Bugrin conhguration by ganeaban iz complaets fos tha Wak semvar. ﬂﬂhﬁ- a0l b greer ]l wbaarver] .

Wl pervars

Usa this page ta vaw u et of the inszslisd Wab servers.
B Prelaranias

| ¥ [ e | J[ Twmplanan. | “ran [ 5o |

LI ® il
Ealect Wama 8 Wab sarve Typa O Poda Heat Marma & Varsion 0 Btakuk
Vo i wdmsta T Pl _
gy ] 1B HTTE Sareds BT T S Hor
O DM Machine sxample.cam i,
Tofal 1

Figure 134. Administering the web server
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__10. Then, click Plug-in properties.
T

¥nbksaoeacs > websarvard

Use this page to configure 3 Web server that provides HTT# and HTTFS support to application servers.,

Runtima Configuration

Cenesral Properbes Canliguration sattings
Wab ftarnet Aamea . AT APTRET a8
3 i
[rabaarearl | Azl sl
Typa
1 R s = | Additsnmal Properies
ke fils
+ Part ST
[0 anfiguratian F
Plyg=in i
# Wab serves installation lecation T rear MEnagem
[ost2r IBM/HTTE Sarvar ;
Custom oo ol
# Configuraticn file nemas
B Bors

[s{wEe_mesTALL_ROOT) conifnttpd.co| | Edit

Apcly | (6K [Mavet | [Cancel |

Figure 135. Additional Properties: Plug-in properties
___11. Click Copy to Web server key store directory.
Repository copy of Web server plug-in files:

# Plug-in configuration file name

||:|Iugin-ch.xrn| View

¥ Automatically generate the plug-in configuration file

¥ Autormatically propagate plug-in configuration file

% Plug-in key store file name
|p|ugin-ke','.kd|:|

Manage kevs and certificates |

| Copy to Web server keay store directory I

Figure 136. Repository copy of web server plug-in file

___12. The following message is displayed to indicate the successful copy of these keys. Again,
restart the web server for the plug-in changes to take effect.

H Messages

[ eLGCO0641: The plug-in kayring fila is propagated from F .
[opt2) [BM/ WabSphere/ AppSercer/ profiles)/ Dmgrd Liconfig/ cella [I"_,mﬂhlﬂr‘”nl"l'md.!f“b“ﬂ'lrll'l:lﬂlﬂ."“b‘l!ﬂ'.ﬂl'ﬂu;llﬂ'
kwy.kedl ta fopr2! [BM/HTTPSarcer Dluging/canfig webgarvarl/ plugin- key . edh an the Web serar compulter.
i} PLGCODESE: The propagation of the plug-in keyring iz complets for the Waeb servar.

DM Maching=eltoz. mabservarl webservarl,

Figure 137. Message: Successful copy of the keys
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Configuring IBM HTTP Server for SSL

To support SSL, create a self-signed certificate and then configure IBM HTTP Server for SSL traffic.
If you use this certificate in production, users might receive warning messages from their browsers.
In a typical production deployment, you would use a certificate from a trusted certificate authority.

__ 1. Thefirst step is to create a key file. Start the iKeyman utility by double-clicking the file
i keyman. sh (default directory for this file is /opt 2/ | BM HTTPSer ver / bi n). The following
panel is displayed when you run this utility

] 4 Ky Hamagensend M= 3
Ky Database [ile  Creste Yiew Help
| rw‘;rl.-mrl'um.lun
DR Ty
Filt Wt
Token | st
My il b Coibeed
(Peromal Certificsles

{To stait, please sobeot e Ky (atshase File o fo work with & key detshase_

Figure 138. Starting IBM Key Management

__ 2. Select Key Database File: New...

@IBM Key Management

Key Database File | Create Yiew Help
D Hew... Ctrl-H

= 0
[; —1 Create a new key database file
* Mew Provider Ctrl-E

Figure 139. Creating a database file
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3. Ensure that the key database type is selected as CMS. Input a name for the key file and

location to store it.

7| New X
1 Key database type |CMS v|
] File Name: |Web5n_rver—kev.lqdb | Browse...
Location: [fopt2 fkeyfiles | |
Ok Cancel

Figure 140. Key database type, file name, and location
4. Enter a password and select Stash password to a file.

Password Prompt

Password: |"uuu

Confirm Password: |--uu--

[_| Expiration time
Stash password to a file
OK Reset Cancel

Figure 141. Password prompt
You turn back to the iKeyman panel with the webser ver - key. kdb opened.

IBM Eey Management - [fopt2/IBM/Keyfiles/Webserver-key. kdb]

Key Database Fille Create Yiew Help

Mz =l
Kay database information

DE=Type CHS
File Mame fopl2 NBM Esfiles 'Webserver=koy. kdb

Token Label

kiy database content
Personal Certificates - Recefvie..
([TETTT T3 .

Figure 142. IBM Key Management
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__ 5. Now create a self-signed certificate by using Create > New Self-Signed Certificate...

IBM Key Management - [fopt2/IBM/Keyfiles/ Webserver-key.kdb]
key Database File :EI'HI'.! | Yiew Help
Do) || B e comnone esuess__co

Nery Self-Slaned Ceniticate., cn-t =50 o oo ey

reate a new self-signed cenificate [

DE-Type: CMS
File Mame: fop12 iEM /Eeviles | Webserer-key kdb

Token Labek

L

Figure 143. Creating a self-signed certificate

___6. Input the label and other details as appropriate. Click OK to save the certificate.

(& y Create New Self-Signed Certificate x
Please provide the following:
Key Label |Se|f‘5ignedCer‘tificate |
Version X309 V3 (w
kKey Size 1024 |«
Signature Algorithm SHALWiIthRSA |+
Common Mame {optional) IDM.M achine.example.mm|

Organizational Unit {optional) |

|
Organization (optional) | |
|
|

Locality (optionaly |

State/Province (optional | |
Zipcode (optional) | |
Country or region (optional) -

Validity Period 365 | Days

Ok Reset Cancel

Figure 144. Providing label and other details to the self-signed certificate
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Configure the web server for SSL

__1. Stopthe IBM HTTP Server, if started. When you verified that it is stopped, log in to the
administrative console and configure the web server for SSL.

Web servers T=

Web servers
Use this page to view a list of the installed Web servers.
F Preferances

Ganerate Plug-in Propagate Plug-in ] Mew ] Cralets ] Templates... ] ':.'.::-T.] Srop ] Tarminate

[ ETE

Qllld: Harne 2 Web zerver Type O _  Made O | Host Mame 0 _ Vergion 0 _ EBI!.ItLl! &

i fou can adminizter the following resourcas:

_M_IGH HTTP Sarver wabszerver inn axample.corn | Not i1
r | | DMMackine, Bl

| Total1

Figure 145. Starting the web server configuration for SSL

__2. From the web servers panel, select webserver1.
Web servers

Web servers > wabserverl

Use this page to configure a \Web server that provides HTTP and HTTPS suppert to application servers.

[ Runtimea Configuration

General Properties Configuration settings
Web server name 2
+ Web Servaer Virtual Hosts
|m|:=¢nrur! ! 1 I Ci .
Type Aditional ;
I PP F Earver v E Additional Properties
« Log file
+ Pork ¢ _
[EJ:I . gn iguration Filg
« Plug=in rtie
+ Web server installation location )
fopt2/IBM/HTTPServer Bamote Web asrver management
] T i W
+ Configuration file name =
[s{wEB_INSTALL_ROOT }/conf/hittpd.co | Edit | @ Seds

Figure 146. Configuring webserver1
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__ 3. Click the configuration file option to open the htt pd. conf from the administrative console.

Configuration file

# configuration directives that give the server itz instructions.

# -
# This is the main IBM HTTP server configuration file. It contains the —|
# See <URL:htto://oublib.boulder.ibm.com/httoserv/manual 70/ = for detailed

Figure 147. Configuration file

4.

The ht t pd. conf opens in the browser as previously shown. At the bottom of the
configuration, add the following lines to the htt p. conf file:

SLoadMdul e i bm ssl _nmodul e nodul es/ nod_i bm ssl . so
<I f Modul e nod_i bm ssl . ¢>

Listen 0.0.0.0: 443

<M rtual Host *:443>

Server Nane DM Machi ne. exanpl e. com

SSLEnabl e

</Mirtual Host >

</ f Modul e>

SSLDi sabl e

Keyfile "/opt2/ keyfil es/ webserver - key. kdb"
SSLStashFi | e "/ opt 2/ keyfi | es/ webser ver - key. st h"

Click OK to save this change.
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Next, start the IBM HTTP Server. To verify that the SSL settings took effect correctly. type
htt ps: // DM nachi ne. exanpl e. cominto a browser. If the IBM HTTP Server page appears
over https, then this step was successful. You might need to accept the certificate to your

browser as it is not signed.

) Unbrusted Connection - Mozilla Firefox

fle £t Wew Hstory Qookmarks Tooks  Hep

S Ay | mesar . + - |- F=
£ Most Visted || Gelting Started Laskest Haadines
! Untrusted Connection [+

Eé This Connection is Untrusted

You hares asked Frefox to connect securely to connections. exanple.com, but we can't confiem
thest your conneckion is secuns,

Normally, when you bry bo cornect securely, sites will present brusted identification bo prove that you
are goire] bo the right place., Howsever, this sibe's identity cant be verified,

What Should [ Do?

IF you wsally cornect bo this site without problems, ibhis emor could mean that someone bs brying to
mpersonate the site, and you shoukdn't continue.

et oo oLk of hera)

Technical Details

I Understand the Risks

IF yous under st and what's going on, you can tell Firsfox bo start trusting this dte's identification. Even
if you brust the site, this error could mean that someone is tamipering with your
connecbion.

Don't add an excepbion unless you ko thers's 8 good reasan winy this dbe dossnt uss brusted
identification.

Pdd Exceplion...

Figure 148. Browser certificate
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___ 7. Add a security exception and click Confirm Security Exception.

hdd Security Exception | x|

You are about ko override how Firefox identifies this site,
I " Legitimate banks, stores, and other public sites will not ask you to do this.
=

—Server

Location: I I | Get Certificatel
—Cettificate Skakus

This sike attempks ko identify ikself with invalid infarmation, Wigw |

Wrong Site

Cettificate belongs to a different site, which could indicate an idenkity theft,
Unknown Identity

Certificate is nok trusted, because it hasn't been verified by a recognized autharity,

¥ Permanently store this exception

Confirm Security Exception Cancel

Figure 149. Adding a security exception
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IBM HTTP Server Version 7.0 is successfully displayed on your browser.

I HT TP Servier - Mozilla Firelio

“ﬂr' C < o EEEEEE " iy - =] oo 2

£ MotVisked | Getting Started 5 Labest Headines

| [ 1 TP Server [+] =
3

WebSphere. software

IBM HTTP Server version7.0

Figure 150. IBM HTTP Server Version 7.0
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Adding certificates to the WebSphere truststore
___ 1.  On the administrative console, go to Security > SSL Certificate and Key Management >
Key stores and certificates. Click CellDefaultTrustStore.

5L certificate and key management TE

551 certificate and key mansgement > Key stores and certificates

Dafines keystoare types, incduding eryptography, RACF(R), CMS, JavalTM), and all truststore types.

Keystore usages

I 55L heystores ;J]

E Preferences

Hew | Dralene | Change pagsword.. ] Exchange signers... i

BoOeT

Select Mame 0 Description & IHll‘lIﬂIl‘l‘lIm Scopa | path =

You can administer the following resources:

| cMSKeyStors CMSKeyStore for web | (cell}:dmcello: ${CONFIG_ROOT}H calls
server webserveri. {nodt}lvtb:tmir: fdmCelldifnodes
[serverliwebserverl fwebserver semvers
fwabservarl/plugin-
| ke kdb
I_ G afaul I Dafault ktl,l stare for l:o-":t:drnﬂ-“l}l #{COHFIG_RO’DT}IG-H-:
| dmcallod _ | fdmCalioa/kay.pi2
r E,n;g,fﬂgrmgi@,_] Default trust stors for | (cell):dmCeliol ${CONFIG_ROOT Hcalls
dmcellol fdmCelloiftrust.pl2

Figure 151. Key stores and certificates
___ 2. Within CellDefaultTrustStore, click Signer Certificates from the right side.

551 certificate and key management Ti=

551 certificate and key management > Key stores and certificates > Cell DefaultTrustStore
Define: keyitore types, induding oyptography, RACF(R), CMS, Java(TM), and all truststore types.

Genarsl Properties

Additional Properties

Hame

|::¢'|DE'F£|'J||:T'U=‘:'E-'-'.-P¢ e —

Descripbion __________ sasifisatns

|I}thuﬁ: trust store for dmCellOl Eqreonal
gartificaty

Hansgamant 1cope [9quests

||-:n||'|.:'rn-:nIiI:|: Custonn
propariag

Path
|$4CONFIG_ROOTH calls/drmCell0l/trust. pl2

Figure 152. Signer certificates
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___3. To add the webservers signer to the truststore, click Retrieve from Port.

551 certificate and key management > Key stores and certificates > CellDefaultTrustStors > Signer certificates

Manages signer certificabes in key stores,
E Preferences

dadd | Crelete i Extract [ Reatrieve from port tl
=

(i llESiS

Salect Alias = Izsued o Fingerorint FSHA Dioest) &

Figure 153. Retrieving certificate from port

bottom of the screen capture.

6. Click OK to add this certificate to the list of signers.

Signer certificates > Retreve from port

servar during the handshake,
General Properties

Makes a test connedion to a Secure Sockets Layer [S5L) port and retrieves the signer from the

4. Enter the host name of the web server and its SSL port (typically 443) and an Alias.

5. Click Retrieve signer information, which retrieves the information that is shown at the

7. Click Save to save this change and restart the HTTP server to apply the changes.

551 certificate and key management > Key stores and certificates » CellDefaultTrustStore >

# Host
| OM.machine example.com

#+ Port
|44z

55L configuration for sutbound connection
I CellDefaultSSLSettings = |
# Alias

| websarvaer_ss|

Retrieve signer information ]

Retrieved signer information

Sarial number

o il
[se9854342 |

Issuad to
[cH=websphere Plugin key, OUsSWG, O=18M, C=US |

Issued by

ICH=WabSphara Plugin Kay, OU=3WG, O=IBM, C=U%5 |

Fingerprint ($HA digest)

(40:B0S3ED: 82183148 04: 58 AR 3F 1 300 0A: DT 114 9E:168:68: 85: 70

Validity period

[apr 26, 2012

—

Figure 154. SSL certificate and key management: General properties
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Update web addresses used by IBM Connections to access content

1. Using the wsadmin client, check out the Lot usConnect i ons- confi g. xm to a temporary
directory. From this directory, this file must be edited so that all href and ssl _hr ef values
are updated to reflect the host name of the HTTP Server and do not include any port
numbers. An example is as follows:

calar!serviceReferenne bDootstrapBosce® CoRMEctlond . cHaple . 0EE® booratrapPorr="2811° olasterMass=®LatnsConneot ions®
<ploc:hrel>
<slocrhrefPachPEefin:-factivities</aloaihref PathFrefiny
dalassatatic href="hitp: //conmectione., pconple  com: 9001 sl Brefs'hitpe: ffoonnectione, peomple . com: D444 />

s loorinterService href="hitps:/ foonneot ions . exanple . oom: Td44° /5
“falacihrel>

<faloorservicefeferenoes

Figure 155. LotusConnections-config.xml file

___ 2. Convert the following original values of the hrefs ssl _hr ef s from their previous default
values to their new values. In this case, all that is done is to drop the port numbers 9081 and
9044 from these URLs.

calop:serviceReference bostacraplosc=" connect lons . example  com® bootstrapPorc="2811° cluscsrNases=®LotusConnsot ions®
falosshreds
caloo:krefFatkPref i factivitienc/slos  hrefParhPEefins
<ploc:stacic ?;ﬁ:'-'hll;p:ll'll':'mlnnl_'r|:u1|l.r|1|..:;|]:l.r.n|' '1;_.'.r-';'-"hllpl'.I'j'l'|||:|nru;1 ionm, exangle, oom® ;-
calo=:areedervice heef=*hitpa: ffosnnect ione . pxanplie . com® f»

“fmloc: hcefs

falos:ancviceRefecnncn

Figure 156. LotusConnections-config.xml file: Dropping the port numbers
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___3. Repeat this process for all href and ssl _hr ef s that are currently set to dm exanpl e. com .

After this process is complete, save the file and check the file back in using the wsadmin
client. After the file is checked back in, resynchronize the node so that this change is pushed
out. This completes the web server, SSL, and certificate configuration for this scenario.
Now, when the application is started it can be accessed at

htt p: // connect i ons. exanpl e. coni <conponent , where <conponent represents any of the
Connections applications.

The commands to do all of the above are shown in the following figure (the previous
updates take place after the check out command).

T Adminkstrabor: Command Prompt Hi=1E I
Hicro

Copyright o 19 = ft Corporation. ALl eights veserued.

AppEerversprof ilessbin

spsprof ilessDagrBilshin
vin.bat —lang Jjython —usernam

ctionsCe | TManagerTl using SOAP
tHanager

pe of proc Deploy
Fi hie o o - E
:::;‘ nrexect 4 5 +0 f ile s Dagrdlsconf igsbin_le_admin

Connectionz —conf ig.xsd
s—location . xsd

'ir|

Figure 157. Administrator: Command Prompt

__4. The following list provides the previous commands in a test format so that they can be
copied and used again in your own deployment.

1: weadein,.bat -lang Jython -uférnase whisdmin -password wassdein -port BE79

2: execfile(=C:\IBM\WebSphere\AppServeriprofiles\Dagrélconfigibin_ lc_admin\connectionsConfig.py™)
3: LCConfigService.checkQutConfigl=C:/temp™, “connectionsCelldl™)

iHake changes to the checked out File»

d: LCConfigSerwice.checkInConfig()

S: synchAllModes()

Figure 158. Commands in text format
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Configuring an administrator user for blogs

Next, you add an admin user for blogs.

__ 1. Loginto your admin console htt ps:// DM Machi ne. exanpl e. com 9044/ adm n (use

wasadmin user and password).

___2. Select Application > Application Types > WebSphere Enterprise Applications and then

select Blogs.

___3. Select Security role to user/group mapping.

Enterprize Applications = Blogs

Us# this pege to configurs an anbeicizs spplication. Clid: the linka ko stcesn pages for futher cenfiguting of the application or ita medules,

Canfiguration

Koo i | P jhol miie i

# Pame

bcaton refesnce validation

Lt ssriregs -

Dartsil Propariss

Anpligaton bingses
Begugat diipateher Sicoeiiei

Yemw Cpoloyment Degcncior
st pactcicant pucsod s=laonicn

References

b yyree refergrcey

[ SEECE =TT

Shared Meegry refgeancay
Shared Mooy relabicontiay

dzply | o | | Resst | | camcel |

Husty b

Mangyge Modulgs

Wk Minbule Fropertes

SRLEGD MAnFGRmET]
Raniexd Rook For Web Hodules
150 gnd JBF cotigey

Wirlesl bogty

Enllerpirine Lava Boan Propestss

Datsbave Broldss

1 pegh Pl prreOy ey e P

Figure 159. Selecting Security role to user/group mapping

__4. Select the admin role and then Map Users...
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___ 5. Search for the user, Aam r _001_077 in the example, and add it.

(Lnbmrmrme At > Bheay > Seoerte ook o sserd arr e > P s fjrsge
ipw Hash page be sassth dor ks o Gorur et edd T by he pebeited srles

[ .

e aeed Radect Unary

L8
e
dal g PHTME e Esnad Bal= &

T ——
|z=

ey
Emarch piing
[hmerr_B0IE_BTT
_Haanh |
iyt
Ly
el Tl

Ey ol
Ry OHI_GTT =

Reslath & wiienr Paslon. iy s rmprribeis o raacts: 1 AP wter & sasinh pivivd (oo & Mor aiicand ) and digh Saseih. Belert s e b fha dvadoble b srd mid therm 1o the Slasssd i mls

Figure 160. Searching for the user and adding it

___ 6. Select OK and Save.

__ 7. For home page, repeat for the home page component.

Lrlmrumse Apglesinr * Do * b sely ool ba ases grecy sappen

Teinsty o 88 b s gy

e
walkd wper = tha hvmullﬂh e (R graEn

Lapmars | Maporisge || Mes Spetil Sakgeres |
I% l:

P, B it bes Aeraland o3 Appliatias s Eeabv
v enra Trarpm=a

T Traruiae

[ Npnm

okl reodaranss [T

[LECLESE LY B

mapar sdme e

—— Teaipise

a9, 077
Knerar_B31_AT7
Mg _D1_ATT

Mnrrar_D34,_aTT

Rh rwls that & lddmd r g Eppdaptes or moduls MLt TAD 1T B B O Foud e TR Soempn G regeatrs. BaEs lds TR soownr S are resared only shan seaag ooan resle
CEMm s Eet i g Tt domges goenang. Por 8 ot enenoa the sooasald = b Srterrensd during the sapisenan Fiet baared o0 the v o @riur name. The sooER i@ resTERe TR
uw-ﬂmﬂwulun&ﬂ- mrwnqw-n Enterpeas $aon wad om aam upng the Wablphers delet sethorion

T Urviering syoeag cdgrmatian in e feldy =l cpese suthoricsbhon e fed Aldgthenbosied]n TresiedBaaimy) This indasbes et oy
LIk g gbacd

argne. Tha farmet for Be scemaide o
Thy ngpsies ek ey cald user o tha parreed resim b grean Bea pooeen

Figure 161. Home page component
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___ 8. Make sure to synchronize your changes with the other nodes in the cluster.

Enterprise Applications

Enterprise Applications > Homepage > Security role to user/group mapping

Security role te usen group mapping

Each rola that is defined in the application or medule must map to & wrer or group from the domain uier registry.
accasslds: The accessids are required only whaen using cross realrm commundcation in & mulkl demain scenario, Foar all
athar scananios the accessld will be determinad durng the application start based on tha usaer or group nama, The
sccasslds raprasant the user and group information that iz usad for Java Platform, Enterprise Edition autharization
whan uging the WabSphare defavlt autharization engine. Tha forrmat for the accessids is usernirealmfunigualserlD,
grouvpirealmi/uniquadGrouplD. Entaring swrong inferrmation in these falds will cause authorization to Fall
AllaythanticatedInTrustedRealms: Thiz indicates that any valid wser in the trusted realms ba givan the access.
Allaythanticatad: This indicates that any valid user in the currant realrn be glven the access.

| Map Users... || Map Groups.. || Map Special Subjects = |

(=M o'

__Sth_ﬂ:'_ Reole
= parsan
| svarvona
L [
HI- | retrics-readar
L | admin

ok | | canest

Special subjects Mapped users Mapped groups
All Autherticsted in Applicstion's Raslm |

EvEryons

Evaryone
Evaryons

Horg Aarnir_00L_0F7

Figure 162. Synchronizing changes with the other nodes in the cluster
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Double-check the Connections LDAP admin user to the Connections

bus

Vs Pﬂ/m/ Note

~N

If you installed connections as wasadmin, you must do these steps. If you installed as the admin
user from the LDAP when you enabled security on your LDAP, you do not need to do them.

(N

J

1. Base in this URL htt p: //ww« O1. i bm cond suppor t/ docvi ew wss?ui d=swg21293752 to

resolve the problem. You can fix this problem in the administrative console by assigning a

user to the bus connector.

the bus connector role.

2. Goto Service integration > Buses > ConnectionsBus > Security > Users and groups in

Vs Pﬂ;’ Note

You might have to enter Aam r* and find the user.

G

3. Add a user name to the bus connector role.

Massa > Doni-ections Bus > Securite for bus Connscbionallus » Deers snd grougs in the bus connactor mils

Ugaag an tha bun sennactes role sre sbhe to connad b tha b (o parfem meissging cperstions. Lrsnm can

batauis thay e in & group wah that rale
B Prafarancad
Haw || Dealets
P e
Lo i
Salat | Marme o

r aniie_003 07T

Total 1

Type &

8 Fole sithar by specficaly hauing thaet rebe, oF

Figure 163. Users and groups in the bus connector role
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Synchronizing the application member tables and corporate directory

P;“, Note

'a N

Run Tivoli Directory Integrator ( popul ati onw zar d. sh) to synch between LDAP and profile
database.

Synchronize all of the application member table databases, except News and Profiles, with the
corporate directory by running t hesyncAl | Menber sByExt | d() administrative command for each
application.

- J

__ 1. Open a command prompt and then do the following step:

__a. Change to the following directory of the system on which you installed the deployment
manager: WAS HOME\ prof i | es\ DMR bi n

Information
-8 N

You must run the following command to start the wsadmin client from this specific directory because
the Python files for the product are stored here. If you try to start the client from a different directory,
then the execfi | e() command that you later call to initialize the administration environment for an
IBM Connections component does not work properly.

- J

__ 2. Enter the following command to start the wsadmin client:

r é} Linux ~

./wsadmn.sh -lang jython -user admn_user_id -password
adm n_password -port SQOAP_CONNECTCR ADDRESS Port
For example:

./wsadmn.sh -lang jython -usernane jsmth -password nyp@ssword -port 8879

G J

3. Use following command to access the application configuration files:
execfile("application_py file")
Where appl i cati on_py_fil e is one of the following items:
« Activities: acti vi ti esAdm n. py
 Blogs: bl ogsAdni n. py
« Bookmarks: dogear Adm n. py
« Communities: comuni ti esAdm n. py

« Files: fil esAdm n. py
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« Forums: f or unsAdni n. py
« News: newsAdm n. py
« Wikis: w ki sAdmi n. py
You do not need to synchronize the News repository, Profiles, and Search now.
4. Enter the following command to synchronize user data:

appl i cati on_nameMenber Ser vi ce. syncAl | Menber sByExt | d({" updat eOnEnai | Logi nMat ¢
h": "fal se"})

Where appl i cati on_nane is the name of the application. Specify one of the following items:
« Activities
- Blogs
« Dogear (Bookmarks)

« Communities

 Files

« Forums

+ News

o 4
Note

Ve ~
The Home page, News repository, and Search applications share a database, so running the
synchronization command against News applies to all three areas.
g J

« Wikis

| =, | Example

= P ~N
Dogear Menber Ser vi ce. syncAl | Menber sByExt | d({" updat enErai | Logi nivat ch": "f al se"})
A\ J

The logs are in Appserver1i

The log appl i cati on_naneULcSyncOd. | og is generated in the appl i cati on_cl ust er
path, for example . profi | es/ AppSrv01l/ 1 ogs/ A uster1_serverl/.
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SPNEGO configuration

Mapping an Active Directory account to administrative roles

Buses > ConnectionsBus > Security for bus Connectons Bus > Users and groups in the bus connector role

Uszers in the bus connector role are able to connect to the bus to perform messaging operations. Usérs can
by zpecfically having that role, or becausze they are in a group with that role.

B Preferences

Mew F Dalete I

ol el
£ &+

Select Name 2 Type o
r Aarmir_001_077 Uszer
Total 1

Figure 164. Mapping an Active Directory account to administrative roles
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Creating a service principal name and keytab file

Host nanes( DM nachi ne, Appserverl, Appserver2) SPNEQD config
C\keyfil es>kt pass -out c:\keyfil es\Appserverl http. keytab -princ
HT TP Appser ver 1. exanpl e. com@XAMPLE. GOM pass password - mapUser dub

xpevn®23http -mapp add - pType KRB5_NT_PR NJ PAL

Targeting donai n control | er: MSADLDAP. exanpl e. com

Successful |y napped HITP Appserver 1. exanpl e. comt o Appserver 1HTTP .

Password succesfully set!

Key creat ed.

Qut put keytab to c:\keyfil es\ Appserver 1htt p. keyt ab:

Keytab version: 0x502

keysi ze 101 HTTP Appserver 1. exanpl e. con@XAMPLE. QM p

type 1 (KRB5_ NT_ PR NOPAL) vho 4 etype 0x17 (RCGA-HVRAO keylength 16
(Oxb9f 917853

e3dbf 6e6831ecce60725930)

C\keyfil es>kt pass -out c:\keyfil es\Appserver2http. keytab -princ
HTTP Appser ver 2. exanpl e. com@XAMPLE. GOM - pass passwOrd - mapUser dub

xpevn®22http - mapQp add - pType KRB5 _NT_PR NJ PAL

Targeting domai n controll er: MSADLDAP. exanpl e. com

Successful |y mapped HTTP/ Appser ver 2. exanpl e. comto Appserver 2HTTP .

Password succesfully set!

Key creat ed.

Qut put keytab to c:\keyfil es\ Appserver2http. keyt ab:

Keyt ab version: 0x502

keysi ze 101 HITP Appser ver 2. exanpl e. com@XAVPLE. M p

type 1 (KRB5_NT_PR N PAL) vno 4 etype 0x17 (RC4A-HVACQ keyl ength 16
(Oxb9f 917853

e3dbf 6e6831ecce60725930)

C \keyfil es>kt pass -out c:\keyfiles\DM machi nehttp. keytab -princ
HT TP/ DM machi ne. exanpl e. com@XAMPLE. GOM - pass passwOrd - maplUser dub
xpcvn®22http -nmapQ add - pType KRB5 NTI_PR NJ PAL

Targeting donai n control | er: MSADLDAP. exanpl e. com

Successful |y mapped HITP/ DM nachi ne. exanpl e. comto DM Machi neHTTP.
Password succesful |y set!

Key creat ed.

Qut put keytab to c:\keyfil es\ DM nachi nehtt p. keyt ab:

Keyt ab version: 0x502

keysi ze 101 HTTP/ DM Machi ne. exanpl e. com@xXAVMPLE. GOM p

type 1 (KRB5_NT_PR NJPAL) vno 4 etype 0x17 (RCA-HVACQ keyl ength 16
(Oxb9f 917853

e3dbf 6e6831ecce60725930)

__ 1. Merge Appser ver 1. keyt ab, Appser ver 2. keyt ab to DM nachi ne. keyt ab by creating a
folder in / opt 2/ keyt ab.

__a. Merge the keytab file on Node A into the keytab file on the Deployment Manager from cd
/ opt 2/ | BM VébSpher e/ AppSer ver/javal j r el bi n.
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#/ ktab - m/ opt 2/ keyt ab/ Appser ver 1. keyt ab / opt 2/ keyt ab/ DM nachi ne. keyt ab
___b. Merging keytab files: source=Appserveri.keytab destination=DM.machine.keytab.
Done!
___2. Merge the keytab file on Node B into the keytab file on the Deployment Manager:
# [ ktab -m/ opt 2/ keyt ab/ Appser ver 2. keyt ab / opt 2/ keyt ab/ DM nachi ne. keyt ab
___a. Merging keytab files: source=Appserver2.keytab destination=DM.machine.keytab.
Done!
3. Finally, cat/ opt 2/ keyt ab/ DM Machi ne. keyt ab:

cd / opt 2/ 1 BM VWbSpher e/ AppSer ver / profi | es/ Dmgr 01/ bi n
.fwsadmn.sh -lang jacl -user Aamr_001 077 -password password

$Adm nTask creat ekrbConfigFile {-krbPath

/ opt 2/ | BM VébSpher e/ AppServer/javaljre/lib/security/krb5.conf -realm
EXAMPLE OCM - kdcHost  MBADLDAP. exanpl e. com - dns exanpl e. com - keyt abPat h
/ opt / keyt ab/ DM machi neht t p. keyt ab}

4. Copy krb5. conf to the / opt 2/ keyt ab folder (which should also have the merged keytab file
(DM nmachi neht t p. keyt ab)).

5. Copy this folder to same location on appnode1 and appnode2, Deployment manager.
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Creating a redirect page for users without SPNEGO support

__ 1. <IDOCTYPE HTML PUBLIC "-//W3C/DTD HTML 4.0 Transitional//EN">
<META HTTP-EQUIV="Content-Type" CONTENT="text/htmI">

<l|--

P;“, Note

-

This file should be served from an unprotected website. Alternatively, it can be loaded from the
WebSphere Application Server file system.

N

Any embedded gr aphi cs/ j avascri pt/ css must be loaded from an unprotected website.

This file is loaded after WebSphere Application Server is initialized. If changes to this file are
necessary, restart WebSphere Application Server.

This file is returned whenever the SPNEGO TAI receives an NTLM token for any application in the
cell. In other words, this file is generic for all applications. However, by using the

docurent . | ocati on JavaScript, you can get the original URL, and redirect to that original URL
with the " ?noSPNEQD' text added: thus forcing the standard application userid/password challenge.

A\ J
-->
<ht m >
<script |anguage="j avascript">
var ori gl =""+docunent.| ocati on;

if (origWl.indexd ("noSPNEQD')<0) {

if (origWrl.indexf('? )>=0) origlrl+="&N0SPNEQD';
el se ori gl +="?noSPNEQD';

}

function redirTiner() {

sel f.set Ti meout ("sel f.location. href=origul;",0);
}

</ script>

<META HITP-EQJ V = "Pragma” OONTENT="no- cache" >
<script |anguage="j avascript">

docunent . wite("<title> Redirect to "+origUl+ " </title>");
</script>

<head>

</ head>

<body onLoad="redirTiner()"/>

</htm >

___2. Save thefile as, for example, NoSpnegoRedi r ect . ht M on a publicly accessible directory on
your web server. For example, | HS_ser ver/ ht docs/ NoSpnegoRedi rect . ht m .
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Configuring SPNEGO on WebSphere Application Server

1. Log on to the WebSphere Application Server Integrated Solutions Console on the
Deployment Manager and select Security > Global Security.

2. In the Authentication area, click Kerberos configuration and then enter the following
details:

» Kerberos service name: HTTP
- Kerberos configuration file: Full path to your Kerberos configuration file
« Kerberos keytab file name: Full path to your keytab file

« Kerberos realm name: Name of your Kerberos realm

Global sgcumby > Kevbmma
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Figure 165. Kerberos Authentication Mechanism

3. Select Trim Kerberos realm from principal name if it is not already selected.
4. Select Enable delegation of Kerberos credentials if it is not already selected.
5. Click OK and then click Save.
6

Click Kerberos configuration and in the Related Configuration area, click SPNEGO Web

authentication.
PM
\ Note
o 2 ~
SPNEGO web authentication and Kerberos authentication use the same Kerberos client
configuration and keytab files.
g J

___ 7. Specify the SPNEGO filter.

__a. Inthe SPNEGO Filters area, click New and enter the following details:
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« Host name: Enter the host name of the deployment manager

« Kerberos realm name: Enter your Kerberos realm name

Filter criteria:

request - url ! =noSPNEQ] request - ur | ! =/ nobi | e; request - url ! =/ nav; request - u
ri!=/bundl es/js;request-url!=/static;request-url!=/activities/oauth;re
quest -url ! =/ bl ogs/ oaut h; request - ur | ! =/ dogear / oaut h; r equest - ur | ! =/ commu
ni ti es/ cal endar/ oaut h; request - url ! =/ communi ti es/ servi ce/ at om oaut h; req
uest -url ! =/ communi ti es/ servi ce/ opensoci al / oaut h/ ; request - ur | | =/ conmuni
ti es/ recommi oaut h; request - ur| ! =/ connect i ons/ opensoci al / oaut h; r equest - u
rl!=/connecti ons/ opensoci al / anonynous/ rest ; request - url ! =/ connecti ons/ o
pensoci al / common; r equest - ur | I =/ connect i ons/ opensoci al / gadget s; r equest -
url!'=/ connect i ons/ opensoci al /i ¢; request - ur| ! =/ connect i ons/ opensoci al / r
pc; request - ur | ! =/ connect i ons/ opensaoci al / soci al ; request -url ! =/ connecti o
ns/ opensoci al / xr ds; request - ur | ! =/ connect i ons/ opensoci al / xpc; r equest - ur
| 1=/ connecti ons/ resour ces/ web; request - ur| ! =/ connect i ons/ resources/ic;r
equest-url!=/fil es/oauth; request-url!=/foruns/oaut h; request-url!=/hone
page/ oaut h; request -url ! =/ netri cs/ servi ce/ oaut h; request -url ! =/ noder ati o
n/ oaut h; request - ur | ! =/ news/ oaut h; request - ur| ! =/ news/ f ol | ow oaut h; r eque
st-url!=/profil es/oaut h; request-url!=/w ki s/oaut h; request-url!=/search
/ oaut h; request -url ! =/ connect i ons/ cor e/ oaut h/ ; request - url ! =/ r esour ces; r
equest - ur | ! =/ caut h2/ endpoi nt/

pury
Note
~\C ~N
Ensure that you separate each filter with a semicolon (;). No other character is allowed as a
separator.
g J

« Filter class: Leave this field blank to allow the system to use the default filter class

(comibmws. security. spnego. HTTPHeader Fi | t er).

SPNEGO not supported error page URL: Enter the URL to the redirect page that you
created. For example: htt p: / / webser ver / NoSpnegoRedi rect . ht m .

Where webser ver is the name of your IBM HTTP Server instance and
NoSpnegoRedi rect . ht mt is the name of the redirect page.

NTLM token received error page URL: Enter the URL to the redirect
htt p: // webser ver/ NoSpnegoRedi rect . ht m .
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Figure 166. Global security: General properties
__b. Select Trim Kerberos realm from principal name.
__c. Select Enable delegation of Kerberos credentials.
__d. Click OK and then click Save.
__8. Onthe SPNEGO web authentication page, complete the following steps:
__a. Select Dynamically update SPNEGO.
__b. Select Enable SPNEGO.
__c. Select Allow fall back to application authentication mechanism.

___d. Enterthe path to the Kerberos configuration file in the Kerberos configuration file with
full path field.

___e. Enterthe path to the Kerberos keytab file in the Kerberos keytab file name with full
path field.
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__f. Click Apply.
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Figure 167. Global > Kerberos > SPNEGO web authentication

9. Specify the level of authentication that users must go through to access your IBM
Connections deployment. In the following choices, you can force users to always
authenticate or allow users to access Blogs, Bookmarks, Communities, Files, Profiles, and
Wikis anonymously. These anonymous users must log in only if they try to access a private
area. For more information about forcing authentication, see the Forcing users to log in
before they can access an application topic.

a. (default) Allow anonymous access to IBM Connections:
« Select Applications > Application Types > WebSphere enterprise applications.

« Click the link to the first IBM Connections application in the Enterprise Applications
table.

« In the Detail Properties area, click Security role to user/group mapping.
« Select the reader Role, click Map Special Subjects, and select Everyone.
« Click OK and then click Save.

» Repeat these steps for the remaining IBM Connections applications in the Enterprise
Applications table.

b. Force users to log in to access IBM Connections:
« Select Applications > Application Types > WebSphere enterprise applications.

« Click the link to the first IBM Connections application in the Enterprise Applications
table.

« In the Detail Properties area, click Security role to user/group mapping.

« Select the reader Role. Then, click Map Special Subjects and select All
Authenticated in Application's Realm.

« Click OK and then click Save.

« Repeat these steps for the remaining IBM Connections applications in the Enterprise
Applications table.
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___10. Remove interceptor classes:
a. Select Security > Global Security.
__b. Expand Web and SIP security and click Trust association > Interceptors.
c. Select the check boxes for the following two classes:
« comibmws. security. spnego. Tr ust Associ at i onl nt er cept or | npl
« comibmws. security. TAMIT ust Associ at i onl nt er cept or Pl us
d. Click Delete and then click Save.

Sebal security > Trust seepthation > Intercaptons

dpacdiag tha trudt inforrnalion fod raverie proay Servaers

M Evaferarcen
Haw | Dlata |
Y el

Saten Trawrceptes Slags Mams 5

Yo eah sdrinktes tha folliwing rassunes

I oy, b, d, 8 Sy 6 gigth 30 i S by T

r seouibm. s fe ey goneg:s. Trugtiarodiytien botsrcaptord e

I samuibomor ey eak TAMTupta s rocation nisrcenterPiug

Tatel 3

Figure 168. Global security > Trust association > Interceptors

___11. Disable TAIl authentication:

Important
. “ P ~N

If you are configuring Tivoli® Access Manager with SPNEGO, or SiteMinder with SPNEGO. Those
configurations require the default value of true for this parameter.

& J

__a. Select Security > Global Security > Custom properties > New.
Enter the following name and value pair:
« Name: com.ibm.websphere.security.performTAlIForUnprotectedURI
« Value: false
c. Click OK and then click Save.

- VAT, 1anse

[T |corm.ibrnwebsphere, security, perforrmTAIForUnprotectedURT | falze

Figure 169. TAl authentication

__12. Click Global Security. In the Authentication area, click LTPA if it is not already selected.
Click Save.

___13. Synchronize all the nodes in your deployment.
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___14. Stop and restart WebSphere Application Server:

__a. Stop all instances of WebSphere Application Server that host your IBM Connections
applications.

Stop all node agents.
Restart the Deployment Manager.
Restart all the node agents.

Restart all instances of WebSphere Application Server.
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Configuring web browsers to support SPNEGO

Do one of the following set of steps depending on your web browser:
___ 1. Microsoft Internet Explorer:

___a. From the Internet Explorer menu, select Tools > Internet Options and then click the
Security tab.

b. Click the Local intranet icon and then click Sites.

c. Click Advanced and then add the web address of the host name of your IBM
Connections server into the Add this website to the zone field. For example:
*. enterpri se. exanpl e. com Click Add.

d. Enter the host name of your IBM HTTP Server into the Add this website to the zone
field and click Add. For example: htt p: // <l HS host> or htt ps://1 HS host >".

e. Click OK to save the change and return to the main Security page.

f.  Click Custom level, scroll to find User Authentication > Logon, and select Automatic
logon only in Intranet zone. Click OK to save the change and return to the main
Security page.

__g. Cilick the Advanced tab, scroll to find Security, and then select the Enable Integrated
Windows Authentication check box. Click OK to save the change.

___h. Restart the web browser to apply the configuration changes.

__ 2. Mozilla Firefox:

a. Open Firefox and type about : conf i g into the location bar.

b. Type networ k. n into the Filter field and double-click
networ k. negoti ate-auth.trusted-uris.

c. Enter the address of the server that hosts IBM Connections. For example:
http://enterprise. exanpl e. comorhtt ps://enterprise. exanpl e. comif you want to
use HTTPS. Enter a comma and then enter the address of your IBM HTTP Server.

d. Click OK to save the change.

e. If the deployed SPNEGO solution is using the advanced Kerberos application of
Credential Delegation, double-click net wor k. negot i at e- aut h. del egati on-uri s. This
preference defines the sites for which the browser can delegate user authorization to the
server. Enter a comma-delimited list of trusted domains or URLs.

f.  Restart Firefox to apply the configuration change.
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12. Take a full backup

When Lotus Connections 4.0 is working:
1. Restart Nodeagents, deployment manager, the one installed on 3.0.1.x.
2. Verify NO references to Connections 3.0.1.x.

3. Uninstall Appserveri, Appserver2, HTTP server & Deployment manager which was used for
IBM Connections 3.0.1.x.
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