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Presentation Goals

e Configure SSL on a Domino Server
e Configure SSO on a Domino Server

* Configure both SSL & SSO for seamless
function of iNotes, Sametime, and Quickr

* Review gains of this configuration
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Configure SSL

 What type of Certificate?

— Single Domain Certificate
— Wildcard Certificate

 What authority to use?
— Self Cert
— Verisign/Thwate
— Others like GoDaddy




Configure SSL (cont’d)

e Purchase Certificate

* Create Key Ring on Domino
— Step-by-step in CertSrv.nsf
* Submit CSR with chosen Authority

* Merge Authority Certs with Key
Ring

| * Add files to Domino Server

| — .kyr and .sth files in Data directory




Create Key Ring on Domino

| Make sure the database exists (usually

called certsrv.nsf) if not, create it

Sever | QuE—

vi[_ok |

Title | Server Certfficate Admin

| [ cancel |

File name [certsrv nsf

g

Encryption...
[[] Create full text index for searching

Advanced...

Sever | (D

Template | BB Roaming User Data
BB RSS Feed Generator
b Search Site (8.5)

= s Server Cerificate Admin

BB Server Web Navigator (R5)
BB Server.Planner: Analyst

File name |csrv50.nlf

] | About...

Show advanced templates
Inhert future design changes




Create Key Ring (cont’d)

Open the CertServ.nsf file (once
created) and select the first
option

7 Click on the steps below to create an S5L key ring and
Server Certificate LTI e it with certificates.

Administration | 1. Create Key Ring,

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring,

4. Install Certificate Into Key Ring




Create Key Ring (cont’d)

Enter the location of the KYR and
STH files and the password

Key Ring Information

KeyRingFile " C:Program

Name: FileslIBEM\Lotus\Notes|Datalkeyfile kyr 4
|'{E'_!|I’ ng | QI

Password:

Confirm P Tt P

Password:




Create Key Ring (cont’d)

Enter the key strength and
organizational information

Key Size: T 2048 451

P .
Comman Mame: subdomain. yourcompany.com

Organization: "Your Com pany
Organizational r 4 (optional)
Lnit:

City or Locality: r MNowhere  (optional)
State or Province:  Alabama 11 (no abbreviations)

1 0 Country: r LIS ; (two character country code)




Create Key Ring (cont’d)

Make a CSR Request from the
selected Certificate Authority

darn/no

r z ick on the steps below to create an S5L key ring and
Server Certificate populate it with certificates.

Administration 1. Create Key Ring,

Create 2. Create Certificate Request

2y Rings &
ertificates

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring




Create Key Ring (cont’d)

Certificate Authority CSR Request
options

Key Ring Informmation
Key Ring File J‘'(:::'I.F"n:l-g,uam
Mame FilesiBEM\Lotus\Notes\Datalkeyfile kyr 4

Certrthcate Request Information
Log Certificate " Yes /=]
Request

Method {* Paste into form on CA's site
i Send to CA by e-mail




Create Key Ring (cont’d)

Key to paste to Certificate Authority

Certificate Request Created [ X

Your certificate request has been created.
The Distinguished Name in this certificate request

SubjectCountry:

SubjectState:

SubjectCity:

SubjectOrg:

SubjectCommontiame:

Below is your certificate request in PKCS format. Copy the request to
the clipboard by selecting all the text. including the BEGIN and END
statements, and pressing CTRL+C.

I--—--BESIN NEW CERTIFICATE REQUEST-----
MIIBpzCCARACAQAWZZELMAKGAIUERhMCQOEXGTAXBONVBAQTEEJyaXRpc2ggR29s
dW1iaWEXETAPBgNVBACTICFIpY2htb2 SkMRMWE QY DVRRKEWRNYXN0ZXIGaWx1MRUW
EwYDVQQRDEwx3d3cubWZocyS5iaXowgZewDQRYJKoZIhveNAQEBBQADGYOAMIGJACGE
AKEQE131AT0118UceCdoSAC0az0iHTcigY1jNmO0OtNeD+IAc+tiWvQuIRLyeox220
GGZagxhlYrCjeg3ZV2X013dot4us2ykal TWK7NgdGxaWzTXTKZXPbeAhIbclSgyl
WLz3jlUUWI4iS8bR52vPSkIZ3LmMo3MQKld0aDPOSUE] ZAgMBAAGIADANBgkqhkiG
9wOBAQQRFAROBIRCTIWzi£ggPladiUREDXW+5KZnAKI 6Qqd9DXH1 2KQheVFI61kXrV
EScGIfswilDBhJcnoCTK7ISZpbR0O/ /3QJ793TXbwZ61mIDFUTQCaTaRVSzGI/AX4

Next Step:

from the main menu of the Certificate Authority Web site to submit the request..

1 After copying the request to the clipboard, chocse "Request Server Certificate”




Create Key Ring (cont’d)

Merge Trusted Root Certificate(s)

oo

= Click on the steps below to create an SSL key ring and
Server Certificate populate it with certificates.

Administration 1. Create Key Ring

Create 2. Create Certificate Request
Key Rings &

Certificat
wa e 3. Install Trusted Root Certificate into Key Ring

View & Edit )
Key Rings 4. Install Certificate Into Key Ring

. View




Create Key Ring (cont’d)

Merge CA provided Certificates with
KeyRing (may do more than once)

Key Ring Informathion

Key Ring File J"(}:'I.F"rcl-gnam Files\IBM\Lotus\MNotes\Data\keyfile.kyr

Mame

Certificate Label  © MySubdomain-35L-CERT 4

Certificate Source  * File
" Clipboard

File Name j‘{::1.‘::\13r‘[if'l{:Elte\.Eluﬂm:trit:n.n*la:h:tmair1.{:rtJ

File Format {* Base B4 encoding
i Binaryfile format




Create Key Ring (cont’d)

Merge CA provided Server

Certificate

darn/nvo

Server Certificate
Administration

Create
Key Rings &
Certificates

View & Edit
Key Rings

Click on the steps below to create an 550 key ring and
populate it with certificates.

1. Create Key Ring
2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring




Create Key Ring (cont’d)

Merge CA provided Server
Certificate into KeyRing

Key Ring Information
Key Ring File rC:".F"ra-grElm Files\IBM\Lotus\Motes\Datakeyfile kyr
Mame

Certificate Source ¥ File
" Clipboard

File Mame " ¢\certificatela uthoritiserver.crt




SSL on the Domino Server

e The KYR and STH Files

— Locate KYR and STH files and copy
to server’s Data directory

e Server Configuration items
— Server doc
— Internet Site doc
— Web Configuration doc

e Restart HTTP




SSL — Server Doc Items

Setting SSL KYR file on Server
Document — use your file name

Basics I Security Server Tasks... l lﬁiem;t .P.r§too-o|ds... ‘

Notes Network Ports § Internet Ports... Proxi&sl

SSL protocol version (for use
Awith all protocols except HTTP):

AcseptSSL sie certicates:  C Yes @ No
Accept expired SSL certificates: * Yes " No

" Negotiated ;%!




SSL — Server Doc Items

Turn SSL on — Server Document

Directory | Mail | DIIOP | Remote Debug

TCP/P portnumber: " 80,

TCPIIP port status: “Enabled ;%]
Enforce serveraccess ' No /]
settings:

Authentication options:
Name & password: {'Y&s J=

_ Anonymous: Yes =l
SSL port _nurrr_jbrer: : 443 A
SSL portsats:
Authentication options:
Client certificate: "No =l
i Name & password: fY&S a5
Anonymous: "Yes 41




SSL — Web Config Doc

Setting SSL KYR file on Web
Config Doc — use your file name

WIS E 5]

Basics I Mapping l Administration l

SSL keyfile:
Redirect TCP to SSL:
TCP/IP Authenticatior

Client certificate: B {J_No 2=
Name&password:  "Yes.wl
Anonymous: "Yes 4=



SSL — Web Config Doc

Turn SSL on — Server Document
Directory | Mail | DIIOP | Remote Debug

TCP/P portnumber: " 80,

TCPIIP port status: “Enabled ;%]
Enforce serveraccess ' No /]
settings:

Authentication options:
Name & password: {'Y&s J=

_ Anonymous: Yes =l
SSL port _nurrr_jbrer: : 443 A
SSL portsats:
Authentication options:
Client certificate: "No =l
i Name & password: fY&S a5
Anonymous: "Yes 41




SSL — Internet Site Doc

Setting SSL KYR file on Internet
Site Doc — use your file name

Basiml Configuration | Domino Web Engine | Security | Comme

Anonymous: & Yes C No
Name & password: * Yes " No
Redirect TCP to SSL: " Yes & No

Anonymous: & Yes " No
Name & password: & Yes " No
Client certificate: " Yes & No

Key file name: i keyfile.kyr
Protocol version: " Negotiated ;=]
Accept SSL site certificates:  ( Yes & No
Accept expired SSL & Yes € No

10 ==



SSL — Internet Site Doc

Turn SSL on — Server Document

Basics I Security Server Tasks... I Internet Protocol:

Notes Network Ports Illnternet Poris...] Proxies |

Directory | Mail | DIIOP | Remote Debug Manager | -

TCP/P port number: 80

TCPI/IP port status: Enabled
Enforce server access Yes
settings:

SSL port number: | 443
SSL port status: | Enabled

NOTE: This server uses Internet Site documents to configure $
1 0 Internet Site documents are located in the Servers\int:




SSL Complete

* |f more than 1 server, repeat the
above for each server

* Replicate Domino Directory
changes to all servers

e Restart HTTP Task on each
affected server to enable SSL (can
wait for SSO to restart task)




SSO on the Domino Server

e Create SSO document
— Internet Site Docs

— Web Configuration Docs

* Server document / Web
Configuration docs / Internet Site
documents

. * Restart HTTP Task
| * iNotes database settings




SSO on the Domino Server

Creating an SSO Configuration Doc

Creabe Vlrtual Server

Create URL Mapping/Redirection
Create File Protection

°  Create Realm

i  View Current Configurations

il Create Web S50 Configuration




SSO on the Domino Server

SSO Configuration Doc Settings

Basics | Comments l Administration |

Confi gurabon Name 7}‘ LtpaToken Expiration (mmut&e) . 600 Al
Organization: < Idle Session Timeout: ™ Enabled
DNS Domain: jJyouroompan Mlmmum Tlmeout I‘65;1
- | ycoml, »(mmutes)
Map names in LTPA "Disabled
tokens: aE |
Require SSL protected " Disabled ;%]
communication (HTTPS).
Restrict use of the SSO " Disabled ;¥
token to HTTP/HTTPS:

7Wndows smgle sngn—on " Disabled J=
integration (if available):




SSO on the Domino Server

nternet Site Docs vs. Web Config

Basics I Comments I Administration I

Configuration Name: g LtpaToken Expiration (minutes): J)6_(_)_()‘_; ¢
Organization: T —l Idle Session Timeout: V¥ Enabled
DNS Domain: 3‘youroompan Minimum Timeout 65 J

- - ycom|; (minutes):

Map names in LTPA "Disabled

tokens: ]|

Require SSL protected " Disabled ;¥

‘communication (HTTPS). | ,

Restrict use of the SSO " Disabled ;=1

‘token to HTTP/HTTPS:

Domino Server Names: ¥; S8
Windows single sign-on " Disabled J=
integration (if available):




SSO on the Domino Server

Internet Site Docs vs. Web Config

Basics I Comments I Administration I

:‘r_‘ e

Configuration Name: 5 LtpaToken iratn (i): % 600,
Organization: “YourOral s _l Idle Session Timeout: V Enabled
DNS Domain: jJyouroompan Minimum Timeout 65 J

o - ycom, (minutes):

Map names in LTPA " Disabled

tokens: ]|

Require SSL protected " Disabled ;¥

‘oommunication (HTI'PS) ,

Restrict use of the SSO " Disabled ;=1

‘token to HTTP/HTTPS:

Domino Server Names: ¥; S8
Windows single sign-on " Disabled a1=
integration (if available):




SSO on the Domino Server

Finally, create the SSO Keys

Configuration Name:  “LtpaToken.,  Expirai
Organization: v: YourOrgl J] Idle Ses




SSO on the Domino Server

Add SSO Parameters to Server

Basics | Security | Ports... I Senlér Tasks... Ilnternet Protocols...

HTTP | Domino Web Engine | DIIOP | LDAP |

Session authentication: Y ltiple Servers (SSO) IS
Web SSO Configuration: * iixd

_Fdroe login on SSL r No _1 __v__]

Maximum active sessions: ' 1000 J




SSO on the Domino Server

Add SSO Token for Use

Select Keywords




SSO on the Domino Server

Final SSO setting on Server Doc

Basics | Security | Ports... | Server Tasks... |

Internet Protoools...l MTAs... I M

HTTP || Domino Web Engine | DIIOP | LDAP |

Session authentication: “ Multiple Servers (SSO) 1
Web éSO'éor;ﬁéuraﬁén: 7‘?Ltpa71'6|;en J=

Force login on SSL: Nos®1
Méxi;num acﬁ\)e s&ions: 2 1000 J




SSO on the Domino Server

Add SSO to Internet Site Docs

Basics I Configuration II Domino Web Engine] Security I Comments I

Session authentication: e Servers
Web SSO Configuration: LtpaToken a2 =

Force login on SSL: rY&e_]_;I

When cwerndmg session F Yes | x|
authentication, generate
session cookie:




SSO Complete — What's next

* Replicate Domino Directory if
multiple servers involved

e Restart HTTP task on all servers
involved

 Make iNotes changes for
Integration



INotes Settings affected

* Enable Instant Messaging

e Lotus Quickr

— Needs Lotus Quickr Connectors
installed

— Add Places
— Configure attach/save actions

¢ Seamless due to SSO




iINotes — Enable IM

e Go to Preferences

kicerme]
e Basic Tab

o
ﬁr

| @ Save & Close 3@ Cancel

; ‘ Basics IThis mail file belongs to:

& mail

Display Options
For all list-type views:
(%) Show all documents as

[& calendar




=

iINotes — Enable IM (cont’d)

e Select Enable Instant Messaging
(from Basics tab)

------

| @ Save & Close & Cancel

Personal categories

[Type here to add a new category]
Business

Friends
Family

Instant messaging

Enable Instant messaging




INotes — Enable Quickr

e Go to Preferences

* Lotus Quickr Tab (requires

Connectors be installedi

=¥
£

‘ g Save & Close & Cancel

Delegation

Security

Archive Sending e-mail w
Control how e-mail ati

Offline connector preferences

When sending an er

\
Lotus Quickr
() Send as norm:

(3) Prompt me




iINotes — Quickr Settings

 Add Places for faster access when
using Quickr

Lotus Quickr Places

Add Places...]




iINotes — Quickr Settings

e Set how Quickr Actions should be
initiated for better integration

Sending e-mail with attachments

Control how e-mail attachments are handled in Lotus iNotes, and edit
connector preferences.

When sending an email with attachments:

@ Send as normal (alvays send attached files)

() Prompt me

O Alvays send links (save attachments to a Lotus Quickr place
default location)

Save attachments in (default location):
| ] | Browse...J




Benefits / Caveats

e Accessing iNotes or Quickr,
Sametime awareness is automatic

* Moving between iNotes and
Quickr is seamless

* Not perfect —some issues in
Quickr




Benefits — IM Awareness

* |[M login status in iNotes

l [@, Mail-Inkbox

w@ - @ ¢

1 hwh




Benefits — IM Awareness

e IM Awareness in Inbox

Mail-Inbox

~="=

tl
Biyhe
dlx B

@

2

P o
o

o AR G




Benefits — IM Awareness

* IM Awareness in Messages

Mail-Inkox @_, Image

¢

| Tl new ~ GElReply ~ &gl

Image
Bi1r,
To:




Benefits — IM Awareness

* |[M Login status and Chat initiation
in Quickr

M Quickr | Places MRNGIEE o




Conclusion

Questions????

Please email Mike Kinder
mkinder@acadiasolutions.com




